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ABSTRACT

This paper presents a cryptographic hash function based on the Residue Number System (RNS), designed to en-
hance security and computational efficiency. The function leverages the parallelism and modular properties of RNS
to achieve high-speed processing while maintaining strong diffusion and resistance to various cryptanalytic attacks.
Experimental results confirm that the proposed function exhibits a pronounced Avalanche effect, ensuring that mi-
nor changes in the input result in significant alterations in the hash output. Additionally, statistical analysis using
the ENT test demonstrates a high level of entropy and uniform distribution of hash values, reinforcing the func-
tion’s unpredictability—an essential characteristic for cryptographic security. The proposed hash function is suitable
for applications in digital signatures, data integrity verification, and authentication systems, offering advantages in

environments requiring high computational efficiency.
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INTRODUCTION

The main contribution of this paper is the proposal of
RNS to parallelizing hash function operations, to provide speed
boost while preserving cryptographic security. The Residue Num-
ber System (RNS) is an unconventional numerical system that
achieves high efficiency in data processing, thanks to arithmetic
based on modular operations (Stamenkovié, 2019). In recent
decades, the application of RNS in digital signal processing, cryp-
tography, and many other areas of modern computing has attracted
significant attention (Ananda Mohan, 2016; Omondi & Premku-
mar, 2007; Szabo & Tanaka, 1967).

It ensures the efficiency of arithmetic operations due to the
high degree of parallelization, making it particularly interesting
for researchers working on computationally intensive applications.
This numerical system is based on converting a large number into
several smaller numbers, which are residues obtained as a result
of dividing the given number by moduli, where the moduli are
pairwise coprime integers (Isupov, 2021).

One of the most significant advantages of RNS lies in the
fact that the residues are mutually independent. This means that
addition, subtraction, and multiplication operations are reduced
to independent operations with shorter residue values, eliminating
the need for carry propagation between them and avoiding compu-
tationally expensive operations with long bit-lengths (Ananda Mo-
han, 2016).

When discussing the application of RNS, it is most of-
ten associated with Montgomery modular multiplication (Mont-
gomery, 1985). Since the mid-2000s, numerous studies have ex-
plored RNS-based Montgomery multiplication and the optimiza-
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tion of cryptosystem design. RNS arithmetic was first utilized in
elliptic curve cryptography (ECC) in , and it has also been em-
ployed in RSA cryptography (Bajard & Imbert, 2004; Gandino
etal., 2011, 2012).

Beyond its applications in asymmetric cryptography, RNS
has also been studied in the context of hash functions, where
its properties are leveraged to enhance efficiency and security
(Naseem et al., 2013). Research shows that using RNS in hashing
can improve parallel processing and reduce resource consumption,
which is particularly important for hash functions with large in-
put data lengths. Furthermore, certain RNS-based hash function
constructions demonstrate increased resistance to specific types of
cryptanalytic attacks, making them promising candidates for mod-
ern security systems.

HASH FUNCTIONS IN THE CONTEXT OF RNS

Hash functions are a fundamental element of modern cryp-
tographic systems, providing data compression into a fixed size
and ensuring information integrity (Rogaway & Shrimpton, 2004).
Traditional hashing principles are based on a deterministic trans-
formation of input data into a hash value, which is cryptographi-
cally strong if it satisfies the following properties:

— pre-image resistance,
— second pre-image resistance,

— collision resistance.



These characteristics enable hash functions to serve as the
foundation for digital signatures, data integrity verification mech-
anisms, and password storage algorithms (Ambedkar, 2025).

Although traditional hashing methods offer solid security
guarantees, their intensive computational complexity can be a lim-
itation in resource-constrained environments, such as IoT devices
or embedded systems (Stevens et al., 2017). In this context, an in-
creasing number of studies are exploring the application of uncon-
ventional computing techniques, such as the Residue Number Sys-
tem (RNS), which allows carry-free arithmetic, thereby improving
processing speed and reducing resource consumption (Koroglu,
2025).

By applying RNS in the design of hash functions, algo-
rithms can achieve better parallelization of operations, leading to
faster hashing without compromising security properties. More-
over, the resistance of RNS to certain cryptanalytic techniques,
such as zero-value attacks, makes it promising for the development
of new generations of hash functions. Research shows that RNS-
based hash functions can be more efficient in high-throughput sys-
tems, such as blockchain technologies and data protection in large-
scale information infrastructures.

RNS HASH FUNCTION
Let M be a given message of length N bits. The message is
segmented into blocks of 128 bits as follows:

N

1. If N is divisible by 128, the message is divided into ¢ = 8

blocks without any padding.

If N is not divisible by 128, the message is divided into # =
[N/1287 blocks, where the last block, if shorter than 128
bits, is left-padded with zeros to reach the full length of 128
bits.

Formally, let

t=[N/128]. (1)

be the number of blocks. The message M is then represented as a
sequence of blocks:

M = Bi||B]|...[|B;. @
where for each i, where 1 < i < t, we have
B;i=M[@G-1)-128 :i-128]. 3)
while the last block B, is formed as
B, = 0!8~V mod 128 prrr — 1) - 128 : N]. 4)

where 0% denotes a sequence of k zeros, and || denotes concatena-
tion.

Each block B is first incremented by a constant value of 255,
resulting in a transformed block:

B] = B; +255. (5)
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After this transformation, a set of moduli {x, x», ..., xg} is
used, with the following modulus values:
x1 =173, x =179, x3 =181, x4=191,
x5 =193, x6=197, x; =199, xg=211, ©
X9 =223, x10=227, x11 =229, xpp =233,
x13 =239, x4 =241, x15=247, x16=251.

The selection of moduli was made with the constraint that
the length of the residues must not exceed 8 bits, which implies
that the moduli themselves must not be greater than 255 — the
largest number that can be represented in an 8-bit system. For this
reason, the largest possible prime numbers less than 255 were se-
lected, in order to cover as many distinct residues as possible, re-
duce the probability of collisions, and preserve the relative pri-
mality among the moduli, which is a key property for the correct
functioning of the Residue Number System (RNS). The only ex-
ception in the set is the number 247, which is not prime, but is
relatively prime to all other selected moduli, allowing it to be used
without violating the fundamental principles of RNS.

For each modulus x;, the remainder of the division of the
transformed block B is computed, along with the integer quotient:

jell,2,...,16). ()

These parameters enable further numerical processing
within the Residue Number System (RNS) framework, improving
computational efficiency and security in the applied algorithm.

After computing the initial set of values {a; ;, A; ;}, the pro-
cessing continues through an iterative update of remainders and
quotients, enabling more efficient data manipulation within the
Residue Number System (RNS) framework. This procedure con-
sists of multiple stages in which previously computed values are
used to generate new parameters.

For each modulus x;, the new remainder is calculated by
taking the sum of the previous quotient and remainder modulo x;:

aij = BI, mod Xj, Ai,j = LB;/.XJ'J,

b,-’jz(A,-,j+a,-’j) mod Xj, ]6{1,2,,16} (8)

Simultaneously, the new quotient is determined as the inte-
ger part of the same expression divided by x;:

Aii+a;;
Bij=|—— ©)

J, je(l,2,...,16}.
Xj

After completing this phase, the obtained values B; ; and b; ;
serve as input for the next iteration, where a new set of remainders
and quotients is computed using the same principle:

This process is repeated iteratively across multiple steps,
where each subsequent phase utilizes the previously computed val-
ues to generate new ones:

Bij+bij

Cij = (B,',j + bi,j) mod Xj, .
J

Cij= (10)




{dij,Dij},  leij Eij}, {fij, Fij), g Gijhs

{hij, H; j}, (i Ly, ijJij), ki, Kl (11
{lij,Lij}, {mij, M}, {nij,Ni;}, {oi},O;}

{pijs Pij}-

By iteratively repeating this procedure, data is successively
transformed through multiple stages, enabling optimized process-
ing within the RNS framework. This method reduces computa-
tional errors, enhances efficiency, and increases resistance to at-
tacks in applications where the Residue Number System is uti-
lized.

For each iterative step k, where k > 1, the values of remain-
ders and quotients are updated according to the following rela-
tions:

XED 4 k=D
W= xE ) mod xy,  xW = |2 a2
5] LJ LJ LJ

Xj

}. (12)

The initial values are defined as xgg.) = qg;; and Xl.(,(;) =A;j.
This process continues until the final step, where the resulting val-
ues {p; j, P; ;} are obtained for each block B;.

The computation of the final hash is performed through the

following steps:

First, the final remainders are determined us-

ing the XOR operation. For each modulus x;,

where j = 1,...,16. and the corresponding values

aj,bj,cj,dj, e}, fj, g, hj, i), jj ki, lj,mj,nj, 04, pj, Pj,  the final
remainder rem; is defined as:

rem; =a;0b;@c;®dj®e;® ;0L Oh;®i; D j; (13)

@kj @l_j@ijanéBOj@Pj@Pj.
where the symbol & represents the XOR operation.

Next, each result is converted into an 8-bit binary represen-
tation. If necessary, leading zeros are added to ensure the appropri-
ate length. The resulting binary representation, denoted as b_rem;,
is computed as:

b_rem; = bin(rem;). (14)

where leading zeros are added to ensure an exact length of 8 bits.
Finally, the final hash value hesF is formed by concatenating
individual binary representations, formally expressed as:

hesF = b_rem,||b_rem,||b_rems||b_remy
||b_rems||b_remg||b_rem7||b_remg
[|b_remgl||b_remo||b_rem;||b_rem;, (15)
||b_remy3||b_rem4||b_rem;s||b_rem;s.
where the symbol || denotes the concatenation operation of binary
sequences.
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As a result, the final hash hesF is a 128-bit binary sequence,
formed by combining all individual binary residues. In Fig. 1. and
Fig. 2. we can see a graphical representation of the algorithm.

Input Message M

into blocks
..., B,

Segmenting
By, By,

Block transformation
B B; + 255

Modulo and Division
ai,j B: mod Xj,
LB;/x;]

Figure 1. Hashing Process - Part 1: Data Preparation.

Iterative Update

bij, Bij, cijs- - -, Pijs Pij

ijo

Bitwise Combination
remj = a_, @b_,‘ D --- @P_,‘

Binary Representation
b_rem; as 8-bit values

Final Hash Output
hesF = b_rem/||...||b_rem;q

Figure 2. Hashing Process - Part 2: Finalization.

ENT TEST OF RNS HASH FUNCTION

The ENT test is a statistical tool for analyzing data random-
ness, making it particularly relevant for evaluating cryptographic
hash functions. A strong hash function should produce outputs
with high entropy, uniform value distribution, and minimal sta-
tistical deviations (Walker, 2008).

To determine whether a hash function exhibits the proper-
ties of ideal randomness, key parameters of the ENT test, such as
entropy, arithmetic mean, Monte Carlo approximation of x, and
serial correlation, are used.

Applying the ENT test to hash function outputs allows re-
searchers to identify weaknesses in cryptographic algorithms and
verify their suitability for security applications, such as digital
signatures, password storage, and data integrity preservation in
blockchain technologies.



Entropy (H)

Entropy measures the amount of uncertainty or randomness
in a dataset and is defined as:

H =~ pilog, pi. (16)
i=1

where p; is the probability of occurrence of the i-th symbol in

the dataset (Cover & Thomas, 1991). The maximum entropy for a

completely random binary file is H = 8 bits per byte.

Arithmetic Mean (x)

The arithmetic mean of the bytes in the dataset is calculated
as:

1
f= Z; x;. (17)
where x; are individual byte values, and N is the total number of
bytes (Cox & Hinkley, 1980). For perfectly random data, the ex-
pected value is 127.5.

Monte Carlo Approximation of

This test relies on a simulation where random coordinate
pairs (x,y) are generated within a unit square. The value of 7 is
estimated using the ratio of points that fall within a circle to the
total number of generated points:

number of points in the circle

18
total number of points (18)

4%

The approximation error indicates deviations in the random-
ness of the data (Kalos & Whitlock, 2008).

Serial Correlation Coefficient (1)

The serial correlation coefficient measures the correlation
between consecutive bytes in a file:

. 2(xi = X)(Xiy — %)

2(xi = %)?
where X is the arithmetic mean, and x; is the value of the i-th byte.
Ideally random data should have a value close to 0, while posi-

tive or negative values indicate patterns or dependencies between
adjacent bytes (Brockwell & Davis, 2002).

19)

Table 1. ENT Test Results for the File output.bin.

Parameter Obtained Value | Expected Value
Entropy (H) 7.999555 8.000
Arithmetic Mean (%) 128.8689 127.500
Monte Carlo 7 Approximation 3.101761 3.141593
Serial Correlation (r) 0.002546 0.000

An ENT test was conducted on a sample of 1,000,000 hash
functions, and the obtained results are presented in Tab. 1. The
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entropy is 7.999555 bits per byte, which is very close to the max-
imum value of 8 bits per byte, indicating a high level of data un-
predictability, as expected for well-generated random numbers.

The sample’s compressibility is 0%, which aligns with the-
oretical expectations, as truly random sequences cannot be effi-
ciently compressed.

The arithmetic mean is 128.8689, which is close to the the-
oretical value of 127.5, with the minor deviation attributed to sta-
tistical fluctuations.

The Monte Carlo estimation of x is 3.101761319, with an
error of 1.27% compared to the exact value (3.1415926535). This
result is consistent with expectations for random data and confirms
their good randomness.

Byte Distribution Histogram

60000

Frequency

60
Byte Value

Figure 3. Byte Distribution Histogram (RNS Hash).

The byte distribution histogram shown in Fig. 3. demon-
strates a high degree of uniformity, which is a key indicator of the
quality of a hash function or a cryptographically secure pseudo-
random number generator. The frequencies of all byte values are
approximately equal, indicating good diffusion and the absence of
bias toward specific values, thereby minimizing the predictability
of the output and ensuring strong security. Visual analysis sug-
gests that the data entropy is close to its maximum value, meaning
there is no apparent pattern that could be exploited for analysis
or attacks. The absence of significant anomalies, such as notice-
able peaks or gaps in the byte spectrum, further confirms that the
algorithm produces a balanced output without statistical irregu-
larities that could compromise its robustness. The clarity of the
visual presentation, with well-defined axes and a grid, facilitates
straightforward and precise data interpretation, further emphasiz-
ing the reliability and security of the analyzed system.

AVALANCHE EFFECT

The avalanche effect is a crucial property of cryptographic
hash functions that ensures minimal changes in input data (e.g.,
flipping a single bit) result in significant changes to the output
hash value. This property is essential for good diffusion, mean-
ing that changing one input bit should affect approximately 50%



of the output bits. The avalanche effect is characterized by two key
criteria:

1. Strict Avalanche Criterion (SAC),
2. Bit Independence Criterion.(BIC)(Wang et al., 2012)

For mathematical analysis of these properties, the following
definitions are used:

Input messages: m, n,

Hamming distance: D(a, b) — number of bit positions where
strings a and b differ,

Hash value: H(i) — output of hash function H for input i,
Output size: s — fixed length of hash function H() output.

These properties ensure that a hash function properly imple-
ments the avalanche effect, which is crucial for its security (Upad-
hyay et al., 2022).

Histogram of Hamming Distances (RNS Hash)
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70 80 20

Figure 4. Histogram of Hamming Distances (RNS Hash).

Histogram of Hamming distances shown in Fig. 4. illus-
trates the distribution of bit changes in the hash output of the RNS
hash function. The distribution demonstrates a high level of the
avalanche effect, with values concentrated around a mean close
to 64, which aligns with the ideal expectation for a 128-bit hash
output.

The shape of the distribution follows a normal distribution,
confirming that each bit in the hash has approximately an equal
probability of changing with minimal input variations. The evident
symmetry of the histogram indicates consistent diffusion, while
slight variations at the tails do not compromise the overall stability
of the algorithm.

The hash function exhibits a high degree of entropy and uni-
formity in bit changes, suggesting strong robustness for crypto-
graphic applications. The data distribution is well-balanced, with-
out significant anomalies, confirming the reliability of the ap-
plied method and its ability to ensure security through a strong
avalanche effect.
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Table 2. Examples of the Avalanche Effect.

Input RNS Hash Hamming
Values Values Distances
"Hello World" D6064077F28E9AC... -
"hello world" 715FF3A1DBF5CCSE... 65
"hellO worlD" 520C9747994B5DFFE... 69
"HELLO WORLD" F1C4F3C78EC8E321... 65

Tab. 2. presents an analysis of the Avalanche effect by
comparing variations of an input string and their corresponding
Residue Number System (RNS) hash values. The Hamming dis-
tance is used as a metric to quantify the number of bit changes in
the hash output when the input undergoes minimal modifications.

The results demonstrate that even small changes in letter
case (e.g., lowercase vs. uppercase) lead to significant alterations
in the hash values. The measured Hamming distances, ranging
from 65 to 69 bits, indicate a strong diffusion property of the
RNS-based hashing function, aligning with the expected behav-
ior of a cryptographic hash function. The distribution of distances
suggests a high level of randomness and unpredictability, which
are desirable characteristics in cryptographic applications.

Furthermore, the table illustrates that the hash function suc-
cessfully propagates input variations throughout the output space,
reinforcing its resilience against pattern detection and potential
vulnerabilities. The consistent magnitude of bit changes across
different input modifications suggests that the hash function ad-
heres to the strict avalanche criterion (SAC), a fundamental prop-
erty ensuring security in hashing algorithms.

CONCLUSION

The RNS-based hash function has demonstrated a high level
of security characteristics, as confirmed by positive results on the
ENT test and a pronounced Avalanche effect. The function’s con-
struction, which relies on the Residue Number System (RNS) for
parallel and modular data processing, enables efficient and dis-
tributed computation, enhancing resistance to certain types of at-
tacks and improving execution speed.

Experimental analysis shows that even the smallest changes
in the input data lead to significant alterations in the hash out-
put, indicating strong diffusion and compliance with the Strict
Avalanche Criterion (SAC). The results of the ENT test confirm
the high entropy of output values, ensuring their uniformity and
unpredictability—key properties of a secure hash function.

Due to these characteristics, the RNS-based hash function
can be applied in various cryptographic systems, including digital
signatures, data integrity verification, and authentication. Its resis-
tance to linear and differential attacks is further strengthened by
the modular structure of RNS, making it more difficult to perform
reversible analysis or predict outputs based on inputs.

Future research could focus on optimizing the selection of
moduli within the RNS to improve the balance of diffusion and
processing speed. Additionally, exploring the application of this



hash function in resource-constrained environments could provide
significant performance advantages due to its parallelism. Further
analyses of resistance to side-channel attacks could also contribute
to confirming its security robustness.
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