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3AIIITUTA IOTATAKA O TEIIN
HA UHTEPHETY

Caxerax: [Jueumanusayuja nodamaxa o1aKuiana je c6aK00He8Hy KOMYHUKAUUY U PASMEHY
nodamaxa, y6p3ana nocnoéaree, Anu u OME0PUsIA Nym pasiuuumum 3a0ynompebama nooama-
Ka y cajoep npocmopy. 3n0HamepHU cyOjexmu moey 1aKo, ynompe6om Ho6UX mexHonozuja, dohu
¥ noced pasnuMumux no0amaxka o unmepHem xopucHuyuma. Iodayu ce y2nasHom npuxynmoajy
0e3 3HAA KOPUCHUKA, MERYMUM, HEPEMKO ce KOPUCTU U Henaxcta U Hed060/bHA UHPopMUCA-
HOCI KOPUCHUKA 0 NOMEHLUJATHUM 0NACHOCMUMA HA unmeprenty. Jleya, koja senuku 0eo c602
épemeHa nposode HA uHmMepHemy, Hajueuthe HUCY C6eCHA MUX ONACHOCMU, NA YECINO 0CIABTLA]Y
uHgopmayuje u caopicaje HA UHMeEPHeMy Koju 1aK0 moey OGumu 310ynompebmpenu 00 cmpa-
He 3auxmepecosanux cybjexama. [Jodamua onacHocm no 0euy Ha uxnmepHemy je moezyhrocm
cexcyanne excnioamauuje. IToped moea, cee uue je 6puirbauK0z HACULA HA UHIMEPHEMY, Koje
cmeéapa ko0 Oeye noce6He ncuxonouike u coyujante npobneme. Kaxo deya Hemajy 0060/6HO Hu-
60MHO02 UCKYCMBA, HEONXOOHO je npedy3emu mepe u aKmueHocmu Kojuma he wuxosu nodayu Ha
unmepremy 6umu sawmuhenu. Hajsaxnujy ynoey umajy pooumenu u 00pazosHo-6acnumHe
ycmawose y kojuma Oeya 6opase, au je u 00 6e/1UK02 3HAUAJA 3AKOHCKO Pe2ynucarue 3auimume
nodamaxa o 0euu Ha UHMepHemy.

Kipyune peun: deya, unmeprem, nodayu o 1UMHOCMU, POOUMEBLCKA KOHMPO/A, 00pa306HO-64-
cnumHe ycrmamose, 3aKOHCKA pe2ynamusa

VYBop

Y caBpeMeHOM JIPYIITBY CKOPO Ja je He3aMMUCINBO (DYHKIVIOHMCAME
0e3 MHTepHeT TexHonoruja. Mehy HajsHauajHUje IpOMeHe Koje HaM je MH-
TepHEeT JoHeo ybpajajy ce ocTBapuBame MaKile 1 Op>ke KOMyHMKaIuje,
3HATHO OJIAKILIIAHO II0C/IOBarbe, CBaKoAHeBHa 3abaBa. Ho, mopen mo6pux
CTpaHa, II0CTOje ¥ M3BECHN PUSUIM KaJja je yrnoTpeba MHTepHeTa y -
Tamby. YCie[, HeJOBO/bHO pasBUjeHE JUIMTAIHE IIMCMEHOCTU U CBECTU O
MoOryhHOCTV BUKTMMU3aIyje Ha HTEPHETY, JBYAM 9eCTO ITOCTajy XPTBe
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nojenmHNX o6muKa cajéep kpyMuHana. C mpo61eMoM oBe BPCTe Ce 4eCcTo
cycpehy n Hajmmabu 4iaHOBU ApyIITBA, KOjU 3HAYajaH €O CBOT BpeMeHa
nposoyie Ha nHTepHeTY (banTesapesuh, 2022).

TexHonmomky Hanpegak u rimobanusanyja L0BeIN Cy O HOBUX U3a30-
Ba KaJia je ped O 3aIlITUTH IojjaTaKa O MMYHOCTH. JlaHac ce Ha MHTEPHETY
Ha/Ia3y MHOIITBO IIOJjaTaKa KOjU Y CBAKOM TPEHYTKY MOTY OUTY M3JI0XKe-
HU pazmmyntuM obmmiuma 3noynorpeba (bpaymosnh Cranucasmesnh,
2019). lInpemwe nupopmaluja y okBUpy cajéep IpoCcTopa TELIKO Ce MOXKe
OTPaHMYNTH, jep cajbep MpocTop He Mo3Haje reorpad)cke HUTYU MOMUTH-
4ke rpaHuiie. be3beHOCHe peTHbe Koje JaHaC ITOCToje y cajoep IMpocTopy
HIICY TaKO YOUMBE U He MOTY Ce jeJHOCTaBHO Kareropmsosaru. Crora, cBa-
KU YJIaH ,,eJIeKTPOHCKE IPYLITBEHE 3ajeIHNUIle” MOXKe OMTU OTeHIUjaTHN
Haraziad (IIyTHuk, 2022). Y okBupy cajéep mpocTopa KOPUCHUII OTKPH-
Bajy Be/MKM OpOj IMYHMX IIOfaTaKa, YMMe Ce CBECHO OfIpMdy jie/ia CBOje
NpUBATHOCTY, anyu u oMoryhaBajy 3moHaMepHUM Cy6jeKTMMa Ja Ha pa-
3He HaulMHe MaHUIYIMLIy TUM nojanuma. Ha npumep, nocrapmame ¢o-
Torpadmja Moke omoryhuty mpeHTMMKAIMjy KOPUCHUKA YIIOTpeboM
IPOrpaMCKUX ajIaTa 3a [peHo3HaBambe IMIIA, A/l Y OTKPUBabhe MeCTa Ha
KOjeM ce KOPVMCHMK Ha Toj doTorpacduju Hanasu (Bunuh, 2016: 83).

Yaumajyhu y 063up HaBeJieHO, jacHO je ja OCTBapuBabe cajoep 6e3ben-
HOCTV HMje JaK 3ajarak. ATICOMyTHM HUBO 6e36emHOCTH Yy cajbep mpo-
cropy Huje Moryhe joctithy, HUTK je OCTBapMBaO NOTIIYHO €IMMMHUCAE
CBMX pM3MKa KOje BUPTYe/THM CBeT ca coboM Hocu. Cajbep 6e3bennocT 6m,
npema ToMe, Tpebaso ja nojpasymMeBa OCTBApUBabe KOHTPOJIE HaJl pU3I-
IVIMa, Kao U HEeIPeCTaHo Tparame 3a KoMrpomucom mamely BpegHOCTI
OHOra HITO Ce IITUTY, HMBOA NOTPeOHe 3aIITUTE U IieHe TaKBe 3alITUTe
(Kemerosmh un ITyTHnk, 2013). OBa Mucao 6u Tpebano ma 6yme 0OCHOB 3a
pasMMIIIbabe U NOCTYIakbe Kajla je ped O 3alITUTH MOJaTaKa o JiellM Ha
uHTepHeTy. Kako Huje Moryhe oficTpannTy CBe pr3mke ca Kojuma ce fie1a
MOTY CyCpecTi y cajoep IpOCTOpY, a UICTOBPEMEHO 1M Ce He MOXKe YCKpa-
TUTHU TIPUCTYTI MHTEPHETY YC/Ie]| HepecTaHe IUTUTaNu3anyje, KOHTpomia
IJXOBMX aKTUBHOCTM ce HaMmehe Kao HajaleKBaTHUje pellere.

Iomamu o mMIHOCTHN
[IpaBo Ha 3alWITUTY HOJAaTaKa O IMYHOCTY NPEACTaB/ba JbYLCKO IIPABO

rapaHToBaHo YctaBoM Peny6nuke CpOuje, umje je ocTBapyBarme HeTarb-
H1je ypebeno 3akonom (Ycras PC, 2006). [Tpema unany 4, cray 1. 3akoHa
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0 3aIITHUTH MOAaTaKa O TMYHOCTY, OfJaTaK O TMYHOCTY je CBaKM MOflaTaK
KOjU ce OJHOCU Ha (PU3UYKO NIl YMju je uaeHTuTeT ofpehen nim ogpe-
VB, HETIOCPEJTHO MJIU TIOCPEJIHO, TOCeOHO Ha OCHOBY O3HAKe MJCHTNUTETA,
Kao IITO Cy MMe U MAEHTUPUKALMOHU OpOj, TO je CBAaKM MOJATAK O JIO-
Kalyju, NieHTUPUKATOPY Y eMeKTPOHCKMM KOMYHMKAIIIOHNM MpeXKaMa,
a Koju Tocepiyje jeHO mmu Buiile obenexja mweropor Gpuandkor, Gpusmo-
JIOIIIKOT, TE€HETCKOT, MEHTATHOT, €KOHOMCKOT, KYATYPHOT ¥ JPYIITBEHOT
upeHTuTeTa (3aKOH O 3aIUTUTY NoAaraka o am4HocTy, 2018). Ilojam mo-
JlaTaka o IMYHOCTY je HOBMM 3aKOHOM HIMPOKO (POPMY/IMCAH M OJJHOCH Ce
Ha cBe 00jeKkTuBHe U cybjekTuBHe nHpopManmje o jenHoj ocobu. Vudop-
Maluje MOTy OMTY OIIIITe MM Ce OJHOCUTH Ha ofjpehene, moce6He Kare-
ropuje rnojaTaka o mmaHocTu. Takobe, nHpopMarje Mory 6UTn y pasim-
yntuM opmama (ITanMpHOj, OMHAPHOj, IUTUTATHO] UTH.). 3alITUTA TI0-
JaTaka O JIMYHOCTM Ce OIHOCU MCK/bYYMBO Ha (pu3muka /IuIa, OJHOCHO
¢dbusmyuKka nMIta cy HocmoIy rpapa Ha 3amtuty nogaraka (Diligenski i dr.,
2018: 23-25).

ﬂueumaﬂusauuja nooamaxa o IUYHOCmu

Cajbep npocTop mpefcTaB/ba [JI0OANTHY JUTUTATHY MPEXy Koja je Io-
CTaJla CaCTaBHMU JI€0 HallleT CBAKOIHEBHOT )KIBOTA. TOKOM MOC/IebUX ro-
AVHA OO je o Op3or pasBoja kKoju je omoryhuo fia ce y okBupy cajoep
IIPOCTOPa OCTBapyje KOMYHUMKallMja 1 pasMeHa I10/laTaKa, a BDEMEHOM je
cajbep IIPOCTOP MOCTAO ¥ JJOMMHAHTAH [7I00a/THU Me/Vij 32 KOMYHMKALUjy
(McEvoi Manjikian, 2010).

Kapma manac ropopumo 0 mojanmMa O JTMYHOCTY, HE MUCIMMO BMIIE
CaMo Ha UMe U IIpe3NMe, je[UHCTBeH MaTiyHy 6poj rpabhana u ci., Beh n
Ha MHOTe Jpyre IOfIaTKe /10 KOjux ce MoxKe fohmu ynorpe6oM mHTEpHeTa,
nonyT IP afpece, Hajora eleKTPOHCKe IOIITe, pasHMUX IIMQpU KOPUCHU-
Ka, HajI0ra Ha IpyLITBEHUM Mpexkama. CBI OBM IOAALIM CIIa/1ajy y OfIaTKe
0 JIMYHOCTY, a 300 MIMPOKO pacHpoCTpameHe yIoTpebe NMHTEpHeTa Cy
IOCTYIIHMje HEro IITO je To panuje 6uo ciny4aj (bpsynosuh Cranncasipe-
Buh, 2019: 53).

Jurnranmsanyja mogaTaka o JIMYHOCTU CIPOBEEHA je Y MHOTMM 00-
JIaCTUMa, 2 pa3BOj HOBUX TEXHOJIOTMja YTUIIAO je Ha moTpeby 3a ycknahu-
BambeM pafia OpojHIX cybjekaTa y cKIafy ca gaTum npomenama. [Ipumepn
IUTUTaTHEe TpaHCPOpMaliMje MOTy ce BUAET! KO MHOTMX OpraHu3anja,
Ca jefHe CTpaHe, KOJ MPMBAaTHUX KOMITaHMja, KOje Ha Taj HAYMH 4yBajy
CBOjy KOHKYPEHTHOCT, JIOK C€, Ca JJpyTe U Y OKBUPY AP>KaBHUX UHCTUTY-
LjMja MOTy BUJIETV HallOpM Ha IJIaHy AUTUTAI3aLMje.



34 Ana Hemnh

Kaxo 6m ce mpumaroanie mpoMeHaMa 1 09yBajie CBOjy KOHKYPEHTHOCT,
opraHmusaiyje Mopajy /ia CIpoBeJly JUIUTA/IHYy PEKOHCTPYKIMjy Koja ce
orjefja y IpoMeHaMa IIOCJIOBHOI U OIIEPAaTMBHOI MOJie/a, IUPEmY bY/-
CKIX 3Hama U BelITUHA y Toj obmacTu (Bobera and Stojanovi¢, 2020). ITo-
pen Tora, jaB/ba ce M IOTpeda 3a AUTUTANN3AIN]OM TOKYMeHTaIuje, Ofi-
HOCHO TpaHChOpMaIMjoM JOKyMeHaTa ca ManypHe y JUTUTAIHY popmy.
[IpegnocTn AurMTanmsanyje mojgaTaka Cy BUIIECTPYKE M CaJipXKaHe Cy y
YLITeAY IPOCTOPa, CMabeby Opoja /bY/Iu KOji ce aHT'aXKyjy Ha IMOC/IOBM-
Ma 3antuTe v o6pajie JOKyMeHTanuje, Op)KeM 1 JIaKIeM IpUCTYITy Hoja-
uMa, moryhHoctn kopuirhemwa JoKyMeHaTa 0j] CTpaHe BUIIE KOPUCHUKA
MICTOBPEMEHO, 3HaTHO 607b0j 3amTnTy nosiataka (CERAT, 2023).

Y cknapy ca TEXHONMONIKMM ITPOMEHAMa, JUTIMTaNn3anyja ce y Halloj
3eM/bU CIIPOBOAM U Y APYTUM cepama, ITOMYT 3/[paBCTBA I7€ je TOHET
[Tporpam surnranusaijuje y sgpaBcTBeHOM cucteMy Peny6nmke Cpbuje
3a nepuoz 2022-2026. rojiuHe, ca AKIIVIOHUM IVIAHOM 3a CIIpOBOheme 3a
nepuoy 2022-2023 (Munucrapcro 3xpasba PC, 2022) nian obnactu du-
HaHCUjcKMX mHCTUTyuja. O M3y3eTHE je BAXKHOCTH Jja 6aHKe VICKOpU-
CTe Pa3BOj MHTEPHET YC/IyTra Kako 61 1o6osbliase CBoje NOCI0Babe, ajln 1
Kako 61 ocurypase 6e36efHOCT rmojaTaka KojumMa pacronaxy (3emenosuh
u lykuh Mujarosuh, 2019).

O6nuiu yrposkaBama 0e30eJHOCTI MOfaTaKa o
eIy Ha MHTEPHETY

CaBpeMeHO ApYIITBO HOCTANIO je 3aBUCHO Of MHPOPMAIVIOHO-KOMY-
HUKAIVIOHNX TE€XHO/OIW]ja, LITO je [I0BEIO O HOBMUX 0e30efHOCHNUX pu-
suka u npetsu (Putnik and Bogkovi¢, 2013: 115). YrpoxkeHOCT MMYHNX
HoflaTaka caMo je jeaHa of mocrojehux omacHocTy Ha MHTepHeTY. Heke off
IPETHY KOje c€ MOTY CyCpPecTM Ha MHTEPHETY Cy IIpecpeTame MOofaTaKa,
WIeTa/THM IIPUCTYTI OflAllMMa, spyware v malware, 60THET Mpexxe, KOpy-
nmyja nogaraka, caboraxa, DoS (engl. denial-of-service), xpahe nnenTure-
ta (International Federation of Library Associations and Institutions, 2021).

VnTepHer je, usmeby ocranor, omoryhno Bpieme 6pojHIX KPUBIIHIX
mena. IToce6HO pamyBY KaTeropujy KOpUCHUKA IpefcTaB/ba Miaaha momy-
nManyja. Mmagy 4ecTo HUCY CBECHM ONACHOCTHU Ca KOjUIMa Ce MOTY Cycpe-
cTn y cajbep mpocTopy, Ia y BeimkoM Opojy cy4dajeBa ocTaB/bajy nHGOp-
Maluje U cafp)kaje Ha MHTEpHeTY Koje IaAKO MOTY OMTY 3710yHOoTpeb/beHn
oJ cTpaHe 3moHaMepHuX KopucHmka (IlytaHuk u sip., 2013: 75). CepBucnu
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YITIaBHOM IIOCEJIYjy 3allITUTY 3a Ma/IOJIeTHUKeE, KOja 3a /b IMa OHEMO-
ryhaBame MOTeHIMjaTHUX 3/10yNIOTpeda Ha MHTEPHETY, IO KOjUX MOXe
mohm 360r MocTojarkka OTBOPEHOT IPUCTYIIA IMYHMM ITOJAIIMIMA KOPUCHM-
ka (Rambam, 2009).

Ynompeba nosux mexnonozuja paou npuxynoarwa
UMHUX n00amMaxa Ha unmepHemy

Hose TexHonoruje omoryhmie cy pa3poj 6pojHuX MeToza Koje 3a Wb
UIMajy IPUKYIUbatbe OrPOMHE KOMMYMHE MOfIaTaKa O aKTMBHOCTUMA VIH-
tepHeT KopucHuka (Nikoli¢, 2021). Mako mocroje curyanuje y Kojuma
JbYyIU TOOPOBO/BHO OCTaB/bajy CBOje JIMYHE ITOJaTKe Ha MHTEPHETY, Ha
IpuMep, NoIymhaBambeM o0pasalia Ha MHTEPHETY y4ecTanuju Cy cirydaje-
B IJie ce TOJIaly IPUKYIUbajy 6e3 3Hatba KOPUCHUKA, Kpo3 aHanusy IP 3a-
rnaBsba, HT TP 3axteBe v yniorpe6om Java Script u Flash mporpama koju
ce yrpabyjy y unrepuet crpanute (Bujlow et al., 2017).

»KOJTAYN'EIT”

Jeman op Hajuemrhe kopuntheHrx MeToja 3a NPUKYIUbalbe MOJATAKA
Ha MHTEPHETY Cy ,,Komaunhu™ (engl. cookies). ,Komaunhn” npencrapipajy
JaTOTEKe KOje caJp>ke HM30Be TEKCTya/lHUX 3HAKOBA KOju KOAuUpajy 6urt-
He MH(OopMaIje 0 KOPUCHNUKY IPVINKOM IpucTyna ofpeheHoj nurepHer
crpanniu. ITogany koju ce Koampajy cy yI/laBHOM MMeEHA M Ipe3suMeHa
KOPVICHMKA, OpOjeBM KpeUTHUX KapTHUIa, Bbuxose agpece u c. (Park and
Sandhu, 2000: 36). CBpxa ,,komaunha” je mpukym/pame nogaraka Koju he
ce YHoTpeOUTV NPUIMKOM OCTBApMBamba HApETHMX KOMYHUKanwuja, 6e3
notpebe MOHOBHOT Tpaxkemwa nctux nogaraka (Nikoli¢, 2021). ITopen pa-
3HUX yJIOoTa Koje ,Komaunhm” mmajy, jefHa off MPUMApHMX je TIPeTo3Ha-
Bambe KOPUCHUKA MPUINKOM IIPeTPaKMBarmba Cafip)Kaja Ha MHTEPHETY
(Sevo, 2021: 4-5).

“WEB BEACON”

Jour jemHa Of MeTOAa Koja ce MOXKe NPUMEHNUTH 3a IOTpebe Ipu-
KyIUbama TOflaTaka O KOPUCHMIMMA Ha MHTepHeTy je web beacon wmmn
~uHTepHeT 6aroBu”. Web beacon je cimmkoBHa maToTeka Koja ce KOpPUCTH
3a nmpaheme aKTMBHOCTY KOPUCHUKA KPO3 jeIHY WM HU3 UHTEPHET CTpa-
Huna. Web beacon ce Mmoxe KopucTuty y KoMmO6uHanuju ca konaunhuma,
o KojuM je Beh 6mmo peun, kako 6u ce kopucHULKMMa oMoryhmmo nmakiie
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kopumthewe mHTepHeT cTpanmne (Croft and McNally, 2023). VMuTep-
HeT 6aroBy Cy YeCTO CaCTaBHM JIE/IOBM MHTepHeT cTpanuiia. Cpakn web
beacon je mosesan ca HTLM komoM 3a mpeysuMarbe JlaToTeke, Koja, Kajja
je jemHOM mpeys3eTa, IIajbe Hamajjady nHdopMalyje o KOpUCHUKY, HiIp. IP
asipecy ca Koje je ypebaj orBopuo cnuky (Zabawa, 2020).

“SPYWARE” [IPOI'PAMU

Spyware mporpamm Cy 370HaMepPHU IIPOTpaMU KOjU LM/BAHO IIPU-
KYIUBajy IOJaTKe O KOPMCHMUKY, KOje 3aTUM Ilaj/by Ha yHanpen oapebheHo
OfIpefyIITe, a CBe TO 0e3 3Hama KOPUCHUKA. Spyware porpaMu ITpef-
CTaB/bajy BEIUKY IIPETHY NPUBATHOCTY KOPUCHUKA, HOJALMa Ha Ibe-
rOBOM padyHapy ¥ MOTY IIPOYy3pOKOBAT) 3HAa4ajHy MaTepyjajHy ILITETY.
['maBHO o6erexje OBYX IIporpama je a Cy TO 3JIOHaMEePHU IPOrpaMu Koju
HaJI7Ielajy M NPUKYIUbajy MOflaTKe O KOPUCHUKY, KOje IIOTOM MOTY YIIO-
TpebuTu y pasnuuute cBpxe. Takobe, TO Cy 3/10HaMepHU IIPOrpaMu Koju
11aJ/by KOPUCHIYKe TofaTKe Tpehoj ocobu 6es 3sHarba MIm NpucTaHKa Ko-
pucHuka (CARNet CERT-a i LS&S, 2009: 4). Mindopmanyje o kojuma
spyware iporpamu o6aBeltaBajy Tpehy sauHTepecoBaHy CTpaHy Cy oja-
1111 0 aKTMBHOCT KOPYMCHIKA HA IHTEPHETY, OffHOCHO NH(pOpMaIuje o MH-
TepHeT CTPaHuUIlaMa Koje KOpUCHUK mocehyje u mopatke Koje IpUKyI/ba
wu jienn ca apyruma (Sevo, 2021).

[IpBo6uTHO Cy spyware mporpamu 6vmm KopuitheHn y MapKeTVHIIKe
CBpXe, ¥ OWIN Cy ITO3HATUjU MOJ, HasuBOM adware mporpamun. MebhyTnm,
BPEMEHOM ce II0Ka3ajio a spyware MpOrpaMyu MOTY UMAaTU M JpyTradvju
IOTeHIUjaJl, [IOIITO BEJNKM OPOj /by CBAKOZHEBHO KOPUCTU MHTEPHET,
a Ta OKOJIHOCT je yTHIla/la Ha pa3Boj HOBMX BPCTa 3/I0HAMEPHUX spyware
nporpama. BehnHa KopucHUKa IOf spyware Iporpammuma IMofpasyMeBa
3JI0HaMepHe TIporpaMe Kojy ce KOPUCTe 3a HeXKe/beHO OITIallaBarbe, Kpahy
nopataka u gpyre aktuBHocTy (CARNet CERT-a i LS&S, 2009: 6).

Cajbep kpumunan kao o6nux yzpoxcasarwa nodamaxa
HA uHmepHemy

CaBpemeHo fj06a je moHeno Hampefgak MHGOPMATUYKE MHAYCTpUje 1
TEXHOJIOTHje, a7 je MICTOBPEMEHO yTUI[A/I0 Ha M0jaBy MHOTUX 00/TMKa Caj-
6ep kpuMuHamna. PasBojy cajoep KpuMmHana HajBuILe TOTTPUHOCU MHTEP-
HET KOjU je HalaJaunma npy>xuo Bemukn 6poj moryhHocTn 3a Hamaje Ha
MOJJaTKe KOjU Ce Ha/la3e Ha MHTEPHETY, a pPa3BOj TEXHO/IOTMj€e O/TAKIIIAO je U
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yb6p3ao He3aKOHNUTE TOCTYTIKe KOjuMa Ce JIONa3M JI0 JKe/beHNX MHPopMa-
nuja (Vukoje, 2022: 29).

Y Crparernju 3a 60pOy IpOoTUB BUCOKOTEXHO/OMIKOT KpuMmHana (y
mameM TekcTy: Crparernja), kojy je Pemybnuka Cpbuja ycBojuna 3a me-
pron 2019-2023. roanHe, HaBOAM Ce Jia je cajbep KkpumuHan obmImK Kpu-
MMHA/THOT TIOHAIIalba KOJ Kora ce Kopuithewe padyHapcke TeXHOIOTuje
" MHPOPMAIVIOHNX CHCTeMa MCTI0/haBa Ka0 HAUYMH U3BPIIeHha KPUBUYHOT
e, Ipy YeMy ce padyHap WM padyHapcKa Mpexxa yHnoTpeb/baBajy Kao
CPeNCTBO VIV IIW/b M3BpIIema. PadyHapy m padyHapcka TeXHOIOTMja ce
MOTY 3/10yIIOTpe6/baBaTy Ha pa3He HauMHe, @ KPMMIHAJI KOjU Ce peausyje
nomohy pauyHapa Moske MMaTV 061K 6110 KOT Off TPaJMIIMOHATHNUX 06-
VKA KpUMMHAIA, IomyT Kpaba, yTaja, mpoHeBepa, HOK ce MOfAIM KOju
ce HeoBnmantheHo npn6aBpajy 3m0yrnoTpe6oM MHPOPMAIMOHNX CUCTEMA
MOTy Ha pasHe HayMHe KOPUCTUTU 3a CTUIatbe IIPOTUBIIPABHE KOPUCTU
(Crpareruja 3a 60p6y MpOTUB BUCOKOTEXHOMTOMIKOT KpUMIHaa, 2018).

CBpxa cajOep Hamajia je yrIaBHOM NPKUCTYH MH(OpMaljaMa, U3MeHa
noslataka uau yckpahusame nudopmaiuja. Hamaymaun ymase y xpummn-
HaJIHY 30HY KakKo 6u oy o nHpopMalyja 10 KOjuX 3aKOHUTHUM ITyTeM
He 611 Mor/m fohm u Kako 6u casHany ofipeheHe MOBep/bMBE UM TajHE TI0-
narke (Vukoje, 2022).

CEKCYAJIHA EKCIUIOATAIIMJA NEITE HA MHTEPHETY

CeKkcyaslHO 37I0CTaB/bambe flelle IPEKO MHTEePHeTa IoApasyMeBa 0110
KOjU CeKCYa/THO OPMjeHTUCAHV KOHTAKT ITyTeM MHTEPHETa, a HEKM Off 4e-
CTUX I0jaBHUX 00/IMKa Cy IIPOU3BO/HA, IPUKYIUbatbe U JUCTPUOyIja fie-
4nje mopHorpaduje, HeXKe/beHO U3JIarame felle HopHorpaduju, CeKCyaaTHu
Typusam (O'Leary and D’Ovidio, 2007: 2). KoHTakT ca meroMm ce 06u4HO
oCTBapyje myTeM pasmnautux Gopyma, hackamuma, opykama, armka-
nujama, urpunama (Bumh, 2016: 163).

Y oxBupy Crparernje 3a 60pOy IpOTUB BUCOKOTEXHOIOLIKOT KPUMIU-
Hajla MCTAKHYTa je BXHOCT CYHNPOTCTaB/balby OBOj VIHTEPHET HpPETHU
nyTeM o6e36ehuBama UCTpaXXMBAYKMX CpeiCTaBa M aAKTUBHOM IIPYIMEHOM
Mepa 3a 60p6y ImpoOTHB ,,0HJIAjH” CEeKCyallHe eKcIuloaTauuje Aeue. YIo-
TpeOOM CUCTeMa 3a eBUJEHTHMpame M aHaIM3y Tpebano OM fa ce peru-
CTPYjy pasiIn4uTe BPCTe ,,OH/MTAjH  CEKCYaJTHUX KPUBUYHMX Jiea, Koja Cy
IpujaB/beHa Off CTpaHe fielle WM Cy TIOBe3aHa ca JIeI[OM Kao >KpTBaMa.
Crparernja, Takobe, HaBoM Jja je O M3y3eTHOT 3Ha4aja IIOAM3abe CBECTI
U paji Ha U3paay Mepa IpeBeHIuja, ca MoCeOHMM HaIrllackoM Ha IoTpeby
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6ome emykanuje mene u poaurtesba (CTpaTernja 3a 60p6y IpOTUB BUCOKO-
TEXHOJIONIKOT KpUMUHana, 2018).

Bpwmwauxo nacumwe na unmepnemy

I[TojaBa 1 cBe Beha 3acTyI/beHOCT JAPYIITBEHUX MpeXa U CTATHO KO-
puitheme MHTepHeTa YTUIIAJIO je Ha I10jaBy ,,BUPTYETHOI Hacuba Meby
Bpumanuma (Bumuh, 2016). 3a pasnuky of Hacuba Koje ce ofBuja Mehy
MIaguMa y pU3NIKOM CBETY, HaCU/be Ha IHTEPHETY Ce OfIBUja y IUTUTAII-
HOM CBeTy. Y OKBMpY AMTUTAIHOr CBeTa He II0CTOje (maNdKe TpaHMUIle,
Hara /[y ce MOTY M3BPIINTY U3 O1I0 KOjer e/ CBeTa, a OC/IeANIie Halaa
ce MOTY VICHO/BUTI U HaKOH Jiy>er BpeMeHcKor nepuopa (ITomosuh-Hu-
tinh, 2009). Jom jemHa Off KapaKTepUCTUKA HACW/ba ITyTeM MHTepHeTa je Ja
HACWIHMIM MOTY JIaKO CauyyBaTU CBOjy aHOHMMHOCT, LIITO HHUje C/Ty4aj Kaja
je ped o Hacuby ,,JIMLEM Y JuIe . YIIoTpeOoM HajuMakKa, U3MUIIbabeM
ajipeca Wi poduia Ha IPYLUITBEHNM MpeXkaMa, aau 1 KopuirherweM He-
nos3HaTor 6poja MobunHUX ypebhaja, Ha jeTHOCTaBaH HaYMH Ce MPUKPUBA
npentuTer Hanagavya (KodZoman et al., 2013).

Bpummauko BMUPTYETHO Hacwbe IIpeNcTaB/ba CBAKy KOMYHUKALWjy
I0jeIMHIIa VJIM TPYTIe ITyTeM MHTepHeTa, 0710r0Ba, e-maila, web cTpanua,
chatova, Busiea unmm mo6wHMX ypebaja, Koja je ycMepeHa Ha IOHIDKaBambe,
3aJMpKMBabe WIN AMPEeKTHe IpeTe Apyrom aerery. Takobe, ykmpyuyje
cmame npeTehnx u 3710HaAMEpPHNX IOpPyKa 1 M3Paly MHTepHeT-CTpaHuUIla
Koje 3a I[M/b MMajy oMasioBaXkaBame Apyrux (Bili¢ et al., 2012). OBaj 06k
Hacuba ce Hajuyemrhe CipoBOAM Kpo3 CIambe MOPYKa, IOCTaB/bambe HOTO-
rpaduja Ha MHTEpHeT, ynyhuBamweM yBpesia U HEUCTUHUTYX IJIaCMHA IIy-
TeM MHTepHeTa, KOjI Ce Ha MHTepHeTY LIpe BekoM 6psuHoM (Batori et
al,, 2020).

Hauymnn npeBeHm/[je YrpoKaBamba nmogaraka o
Jeny Ha NHTEPHETY

3nauaj pooumesvcke Konmporne y 3aumumu
nooamaxa o deuu

Kako je mHTepHeT oTeHMjaTHO Hebe306eaH MPOCTOp, POAUTE/bY, KAao
HajBXHUjJ YMHUOLY BaCIUTama, Tpebano 6u xa 6yay yryhenn y pusnke
kopuiherma MHTEpHETA Off CTpaHe Jere, KaKo 611 IIPaBOBPEMEHO yCMepuIn
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U PETyIucany BbIX0BO IOHaIIame Ha nHTepHeTY (3ykoBuh u Crnmjemnye-
Buh, 2015: 243). VicTpaxxuBame Koje je cripoBesieHo 2015. rouiHe Ha TemMy
nepleniyje pofuTe/ba O AKTUBHOCTIIMA JieTie Ha MHTEPHETY 00yXBaTuIo
je ¥l IITambe 0 MUIIUbEY POANUTE/HA O OIMACHOCTIMA Kopuirhema nHTEp-
HeTa M ColMjaHnX Mpexa. Vako roroo netnna (21%) MCOUTAHUX POJM-
TeJba HUje J1ajlo OIrOBOP Ha OBO MNTabE, 5% UCIIUTAHMKA je UCTAK/IO /1a He
3Ha Ca KOjMM CB€ OIIaCHOCTMMa Ce Jiella MOTY CyCpecTy Ha MHTepHeTy. OHO
IITO je 3Ha4ajHo jecTe fja je BehuHa ucnuTanmka (oko 75%) HaBena pas-
MMYNTE BPCTE OMACHOCTH Koje Bpebajy meny Ha nuHTepHeTy. Hajsehn 6poj
UCIUTAHUX POJINTE/bA CMATPa JIa CY T€ OIACHOCTY IOCTYIHOCT HEIPUMe-
PEeHNUX cafp)kKaja Ha MHTEPHeTY, MOIyhHOCT Jia fierja ocTBape KOHTAKT ca
HEIO3HATNUM 0co6aMa, alu U Apyre MOTEHIMjaTHe OIIACHOCTY, HOMYT Iie-
modwa, yTuIjaja HACWTHUX UTPUIIA M CEKTH, ONTACHOCTH Off Kpahe nieHTn-
teta (3ykoBuh n CnujerryeBuh, 2015: 248). VicTpakuBambe je moxkasano fa
HE TI0CTOj! JOBO/bHO Pa3ByjeHa CBECT KOJl POIUTE/bA 110 MATAKY BPIIHH-ay-
KOr Hacwhba Ha nHTepHeTy (3ykouh u Cnmjenmyesnh, 2015: 251).

Y okBupy mcrpaxupama crposeneHor 2020. roguHe o moBe3aHOCTU
PECTPUMKTUBHUX CTpaTeruja pOAUTE/LCKOT HAZI30pa U Y4eCTaloOCTH JIUTU-
Ta/IHOT HacU/ba KOJ| aJl0JIECIIeHaTa, UCIIMTAHM CY y4ECTAOCT M3/I0KEHO-
CTU U BpIlera BepOa/HOT Hacu/ba Ha MHTEPHETY, CKPMBaba UJEHTUTETa
u oOMambMBamba Ha MHTEPHETY, Ka0 1 OOMMIM KOHTPOJIe POANTE/ha Kaja
Cy y IIUTaiby aKTMBHOCTM Jielle Ha MHTepHeTY. PesyntaTy ncTpakmpama
YKasyjy fa Tpy 4eTBPTMHE UCIIUTAHUX POJUTEHA KOPUCTU PECTPUKTUBHE
CTpareruje KOHTPOjie aKTMBHOCTH Jielle Ha MHTEPHETY, IPU 4YeMY Ce HaBO-
mu a poputersu decto (y 37% cnydajeBa) mocenyjy nmdpy padyHapa jie-
teta (Matovi¢ i Zunié-Pavlovié, 2020: 39, 44).

Kapa je y nuTamy samrura ierie Ha MHTEPHETY, pOJUTE/bMMA Ha PacIio-
JIaTamby CTOje pasnuunTy o6y 3amTuTe. PasroBop poantespa ca aeroM
npeJicTaB/ba 3Ha4YajaH HauMH Npaherma 1 KOHTpO/ie aKTUBHOCTH Jielie Ha
uHTepHeTy. Ho, mocroje ogpebhene ctBapn koje fera He >xere fia ofesie ca
PpOAUTEBMMA, 114, TOPEJ] pa3rOBOPA O MHTEPHETY U COLMja/THUM MpeXXama,
POAUTE/BY MOPAjy IPUMEHUTH U IPyTe METO/IE KaKO OU KOHTPO/IMCA/IN aK-
TUBHOCTH Jlelle Ha MHTEPHETY. Je/laH O] Ha4MHa je ,,[IpeTpakuBarbe UCTO-
puje” (3yxosuh u CnujerrueBuh, 2015: 251). Vinak, HajepukacHuju mexa-
HU3MM 3aLITUTE JIEIle U HUXOBMX IOJJaTaKa Ha MHTEPHETY jeCy 3aluTUTe
KOje ce IIOCTaB/bajy Ha ypebajuma Koja sieria Kopucre.
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TopmuaMa yHa3aj IOCTOje ¥ aKTMBHO Ce KOPMCTE ITAMETHU TesleoHM
U AMETHU CaToBU. YorpeboM Tux ypebaja mere Moxxe fa mosamsa camo
6pojeBe ca oobpeHe MICTe, JOK TOTa3HM MTO3VBY MOTY OMTY Off CAMO yHa-
npep, ogpehennx u ogabpannx konrakara. C Tux TenedoHa U MaMeTHUX
caToBa ce He MOXKe KOHEKTOBATV Ha MHTEpPHET. JellaH of] MpBUX ypebaja
Tor tuna 6uo je Samsung Galaxy Tab 3 Kids Tabrner, Koju je 610 HaMereH
Kopumihemwy ,,IPUXBAT/BMBOI” MHTEPHETA. Y/IOTa POANTEhA je 1a KOHM-
rypuiy Koje he armkanuje gere Mohu ja nokpeHe u a yHampep oapefe
KO/IVMKO BpeMeHa JieTe MOKe J1a TIpoBefie ca Tabnerom. Ilopen Tora, poau-
Te/bY MMajy MoryhHOCT /la HafI/Iefajy 1 orpaHnye NPUCTYI Jelie MHTep-
HeTy, Kao 1 fla 3abpaHe mpuctyn ozipehenrM Be6 mokarujama. 3amrura
ce MOXKe OCTBAPUTYU U Ha HMUBOY IPOBAjAepa, KPO3 OMIUjy ,POJUTE/bCKA
HaJ30p’, KOjoM ce 6/10Kmpajy HexxerbeHe Be6 mokanuje (bjemajar n Oumm-
nosuh, 2020: 266).

Ynoza 06pas3oeno-eacnumnux ycmanoea y 3auimumu
nooamaxa o oeyu

VHTepec je 06pa3oBHO-BACIUTHUX yCTaHOBA fla ToBehajy 6e3bemHoCT
Jele y Torefy 3afyuparma y MOoflaTKe O IhbUXOBUM CBAaKOJHEBHMUM aKTUB-
HOCTMMa y BUpTyenHoM cBety (Jummrpujesnh u gp., 2018). Crora, 3a-
JaTak 06pa3soBHO-BACIIMTHMX YCTAHOBA je Jla YTUYY Ha CBECT HACTABHU-
Ka, Y9eHMKa VI pofiuTe/ba o 6e306eTHOCTH Jele Ha MHTepHeTy. HeomxonHo
je emyKoBaTM y4eHUKe O XapABepcKoj 1 codTBepckoj samtutu ypebaja,
jep camoMm 3amtutoM ypebhaja samrrutnhe u cBoje ogaTtke Ha MHTEPHETY
(Vukoje, 2022).

YBohemwe MOHNTOpPUHTA aKTUBHOCT YI€HMKA Ha IPYLITBEHNM MpesKa-
ma y Cjennmenum AMepuYKuM [Ip>kaBaMa MOKe ITOCTYKUTY Kao ITpuMep
YK/bY4MBamha IIKOJIe Y 3alUTUTY IOfIaTaKa O Jiel Ha MHTEPHETY. YIIOTpe-
6oMm coprBepa Social Sentinel IpuKyIIbajy ce, MpOLEY)y U aHAIU3UPAjy
jaBHO JOCTYIIHM TOJAIM Ca OPYIITBEHMX MpPeXKa, KOjU 3aTUM CIIy>Ke 32
uieHTUPNKOBaIbe MpeTmby peMa fienn. Kaza nobhe no o6jasa xoje cappxe
Hacube IIKO/Ta Impociehyje momatke o Tome nomunuju (Iumutpujesuh n
np., 2018: 134-135).

MebhyTnm, nopexn akTMBHOCTU 06pa30BHO-BACIIUTHIX YCTAaHOBA yCMe-
PEHMX Ha 3aIUTUTY Jielle ¥ IbUXOBUX II0JjaTakKa Ha MHTEPHETY, OBE YCTaHO-
Be MOTY M yTPO3UTHU IIOAaTKe o jeny. Haume, npepikoncke ycraHoBe y
KojuMa Jieria 6opase pacronaxy ¢ororpadujama jierie ¥ bUXOBUM TNY-
HUM nofanyma. IIurame Koje ce 4ecTo IIOCTaB/ba je [a I Cy OHe U Ha
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Koju HaumH opnamheHe Ja npeseHtyjy dororpaduje u mogaTke o genn
Ha CBOjUM MHTEPHET-CTpaHMI[aMa VM JPYILITBEHNM Mpexxama, 6e3 m3-
PUYMTOr MIPUCTAHKA poiMTe/ba. YecTa MpuMeHa IpUHIINIIA, IITO HHje 3a-
OpameHO JJ03BOJbEHO je, JOBOMIM HAC IO CUTYallMje y KOjoj Aella IPEe/IIIKOI-
CKOT y3pacTa HICY aJieKBaTHO 3amTnheHa y cajoep mpocTopy. AHamm3oM
nocehenux crpanuna npeko 70 IPeAIIKOICKMX YCTaHOBA, IPUBATHNUX
BpTuha 1 nrpaoHuIa, kao u wbUxoBux Facebook cTpanuia, gouuio ce 10
3aK/byuka jia off 134 nocehene crpanune yak 115, ogHocHO 85% ycTaHOBa,
npeseHTyje dpororpaduje gere (Prtljaga, 2020: 115-116). ITojemune ycra-
HOBE, a/I ¥ POAUTE/BU KOjU ajy IPUCTAHAK 3a IIOCTAB/bAlbe OBUX CaP-
KVMHA, VIV He Jlajy TIPUCTaHaK aay He pearyjy MOBOJOM TAaKBUX 00jaBa,
HeMajy CBeCT 0 MOryhmm omacHOCTMMa ¥ IIOC/IeAMI[aMa JIO KOjUX MOXe
mohm mocTapmameM dororpaduja u APyTUX MojaTakKa o el Ha MHTep-
Hety (Prtljaga, 2020: 116).

IIpasno pezynucamwe saumume nodamaxa o oeyu

MEDBYHAPOJIHOITPABHA 3ATITUTA ITOJJATAKA O JEIIN

MebyHapogHonpaBHa 3alITUTa Jielle OTViefia Ce y YCBajamby KOHBEH-
[yja 1 JOHOLIEHY MPOTOKOMA y 06/1acTy 3alITUTE Jielie Off Hacu/ba, 3710-
CTaBj/bama VM 3aHeMapuBama. Y 00/lacTy 3allTuTe Jelle HajsHAYajHUja je
KonBeHnnuja o npaBuma gerera (y gabeM Tekcty: KonBennuja) us 1989.
TOZVIHE, KOjOM C€ YBOAV HOBM IIPUCTYII Y 3alITUTH IIpaBa fieTeTa KPo3 I0-
ceOHO MCTHUIabe KOHIIETITA 3aIITUTE /bYCKOT JOCTOjaHCTBA, GUNIKOT U
TICUXOJIOLIKOT MHTerpureTa fete. Y KoHBeHLIMj ce HABOAY Ja JieTe MMa
cnobony uspaxkaBarma Koja yK/byuyje MpaBo Ja TPaXM, IpUMa U faje VH-
¢dbopmanyje u uzeje CBUX BpCTa, YCMEHO VIJIM MTMCMEHO, ITPEKO IITaMITe VTN
HEKOT JIPYTOT MeJiMja Mo HberoBoM usbopy. JIp)kaBe MOTIMCHNUIIE TapaH-
TYjy JeTeTy NMpUcTyn nHbopMmanmjamMa Koje 3a Wb MMajy pasBoj mero-
Be JIPYIITBEHE, IYXOBHE U MOpaHe no06po6uTy, pusnyakor 1 MEHTATHOT
3IpaB/ba, Te Cy y 06aBe3n Jja jajy 1 pasBujajy CMEpHUIIE KOje 3a IIV/b MMajy
3aIITUTY Jele off MHpopMaIyuja U MaTepujaia Koju MOTY IITETHO JielloBa-
T Ha Bux (KoHBeHIuja o mpaBnMa fetera, 1989). [Ip>xaBe moTnmcHMIIe
cy, uameby ocrasnor, y o6aBe3n a jielly 3aiituTe o CBUX 00/IMKa CEKCY-
aHOT McKopmirhaBama U CEKCYaTHOT 3/710CTaB/balba I Jla TPeJy3My CBe
HEOIXOfIHe aKTMBHOCTU KaKo Ou ce cripednsio uckopuinhaBamwe fele 3a
nopHorpadcke npencrase (Hosnh, 2014: 380).
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Ha mebhynapogsom HuBoy ce mctmay m axtuBHocTu CaBera EBporme
Y 3alITUTH IIpaBa fielie. YcBajambeM KoHBeHIUje o cajoep KpUMMHAIY U
KonBeHImje 0 3amITnTH Jietie off CEKCyaTHOT MCKopuIThaBamba 11 CeKCyar-
HOT 3/I0CTaB/batba JIeTa/bHMjE Ce Peryluiie 06/1acT 3alITUTe Aele Of Ha-
Cuba, a KOHBEHIIMje TIPEJCTaB/bajy 3HaYajaH MHCTPYMEHT Y IPEBEHIU)jU
Hacu/ba HaJl JIEIlOM U IpeBeHImju Aeunje nopHorpaduje (Hosuh, 2014).

HALIMIOHAJIHV [IPOIIVICH O 3ALITUTY HOJIATAKA
O JIEIN

Ha remeny KonBeHuuje ce sacHuBa ob6aBesa CBMX Ap>KaBa IMOTIIVICHU-
I1a y yCIIOCTaB/bakby HAIIMOHAHUX CTaHAApAa y 06/1acTy 3alITuTe MpaBa
mele, Koju 06yxBaTajy o6aBesy JJOHOIIEHa 3aKOHOABHUX U JPYTUX MPO-
myica y Be3u 3amTuTe gere of Hacwba (Cumosnh-Xubep u Mwommesuh,
2012: 21). YcraBoM Pemry6rmuke Cp6mje 3ajeMueHa je 3aIITUTa TMYHUX I10-
mataka u ofpebeHo fa ce mpukyImbame, ap)kame, obpasia U Kopuuheme
HofiaTaka o JIMYHOCTY NpennsHuje ypehyje sakonom (Yeras PC, 2006).

KpuBuyHOmpaBHa 3alITHTa [TOfaTaKa O IMYHOCTY Ce y HallleM 3aKOHO-
IaBCTBY OCTBapyje MpONNCUBambeM ofpeheHnx KpuBnIHUX jena. O MH-
KpMMMHAIVja 3HAYajHNUX 33 3aIITUTY MOJaTaKa O TMIHOCTU MOTY Ce W3-
nBojutu cnepeha kpuBuyHa jena n3 Kpusuanor sakonnka Perry6muke Cp-
6uje: HeoBmanrtheHo npucnymknBamwe u cHnMamwe (4. 143 K3 PC), Heo-
BramtheHo ¢ororpaducame (wi. 144 K3 PC), HeoBmamheHo o6japprBame
U IIpUKa3yBame Tyher cruca, moptpeta n cauMka (4. 145 K3 PC), neo-
Br1aiheHo NPUKyIUbabe MMYHUX mofaraka (wi. 145 K3 PC), npukasnBame,
npubaprbame U MocefioBame MopHOrpadckor Matepujana 1 uckopuirha-
Bame MajloJIeTHOT /mIa 3a nopHorpadujy (wi. 185 K3 PC), nckopumrha-
Bame padyHapcKe MpeXke MV KOMYHUKAIVje APYIMM TeXHUYKUM Cpefi-
CTBVIMa 3a M3BPIIEHe KPYBWYHIX Jie/la IIPOTHB II0JIHe CII060 e IIpeMa Ma-
nonetHoM muny (wi. 1856 K3 PC) (Kpusuunu sakonuk PC, 2019).

Ha HanyoHnamTHOM HMBOY IIpenyseTe cy oppeheHe Mepe, IOIYT LOHO-
mema HarjpTa HaljmoHamHe cTpaTeryje 3a IpeBeHINjy 1 3aIITUTY Aelle Off
TProBMHe U McKopuirhaBamwa y nopHorpaduju u npocturynuju (2012-
2016), ca AKIIVIOHVM IUIAaHOM 32 TpeBeHLINjy U 3aLITUTY felle Of MCKO-
prumrhaBama y mopHorpaduju 3noynorpe6oM MHGOPMALNOHNX U KOMY-
HUKAIVIOHUX TexXHonoruja 3a mepuop 2012-2014. ropguue (Yosuh, 2014:
384-385).

Y cximagy ca obaBesama mpeyseTuM nornucusameM KonBeHnmja Ca-
Beta EBpore, Penry6nmka Cp6uja je 2013. roguHe ycBojuia 3akoH O 1IO-
ce6HMM MepaMa 3a CIIpeyaBambe Bplllerha KPYBIYHIX Jiela IIPOTYUB IOTHEe
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cnobozie MpeMa MayIONeTHUM MIyMa (y jaBHOCTM MO3HATUjM Kao ,Ma-
PUjUH 3aKOH™ ), KaKo 61 ce pery/mcaa 3aliTUTa Jielle Ofi CEKCYaTHOT JC-
KopymthaBara 1 CEKCYaTHOT 3710CTaB/baba. JeflHa Off HOBMHA IpesiBubeHa
OBIM 3aKOHOM je Ja mefoduy, OfHOCHO 0cobe Koje Cy IMPaBHOCHAXKHO
ocybeHe 3a HEKO Off KPUBUYHYX Jie/Ia IIPOTHB ITOJTHE C/1000Ie ITpeMa Majio-
JIETHUM JIMLIUMA, OY[ly PEerMCTPOBAHN, OJJHOCHO YIIMCAHU Y MOCEOHY eBU-
meHIMjy (3aKoH 0 moceOHMM MepaMa 3a ClipedaBarbe BpIlleha KPUBUYHIX
Jlenia POTUB IOJIHE ¢1060/ie IpeMa MaoIeTHUM uiumMa, 2013).

[IpaBMIHMK O MPOTOKOY MOCTyIama y YCTAHOBM y OJrOBOPY Ha Ha-
cWbe, 370CTaB/balbe M 3aHeMapuBame (y JabeM TekcTy: [IpaBmmHUK)
npezicTaB/ba jegHy off o6aBesa Cpbuje HacTanoMm parndukoamem KoH-
BeHIIMje 0 paBMuMa JeTeTa. [IpaBuiHuK AeduHMIIe IUTUTATHO HACU/be U
37I0CTaB/barbe Kao 3/10ynoTpeby MHPOPMAI[MOHNX TEXHOIOTMja KOja MOXe
MMaTH 3a MOCIeUILY IOBPely PYre IMYHOCTU U YyTPOXKaBambe JOCTOjaH-
CTBA, KOje Ce OCTBapYje CambeM IOPYKa e1eKTpOHCKOM romtom, CMC-om,
MMS-oM, myTeM Be6-cajTa, YeTOBaWbEM, YK/byunBameM y (opyMe, co-
nujagHe Mpexxe u cn. Y lIpaBuIHMKY ce BpIIM pasBpcTaBambe Hachba,
3710CTaB/balba M 3aHEMapMBaiba Ha TpU HMBOA. Ha mpBOM HUBOY ce Kao
06NVIIM HaCM/ba U 37I0CTAB/bakba 3/I0YIOTPe6OM MHPOPMAIIVIOHNX TEXHO-
JIOTHja U IPYTMX KOMYHMKAIIMOHMX MpOrpaMa HaBoOJie MO3UBabe, Clarbe
y3HemmpaBajyhux nopyka CMC-om, MMS-om; Ha IpyToM HMBOY CY TO
oI/alllaBame, CHUMabe U C/Iabe BIJIEO 3aIlNCa, 3/10ynoTpeba 61orosa, ¢po-
PyMa 1 4eTOBama, CHUMae KaMepOM I0je/IMHaILA IPOTUB HUXOBE BOJbE,
CHUMalbe KaMepOM HACWIHMX CIIeHa, JUCTPUOyMpame CHIMAaKa U C/IMKA;
mok Tpehu HMBO MofpasyMeBa CHUMame HACWIHUX CII€HA, IUCTPUOyM-
pame CHIMaKa U CIMKa 1 feunjy nopHorpadujy (IlpaBmmHuk o mpoToko-
Ty TIOCTyTIaka Y YCTAaHOBM Y OJTOBOPY Ha HACU/bE, 3/10CTAB/batbe I 3aHe-
MapuBame, 2020).

3akpy4yak

Jururanmusanyja MofaTaka 3Ha4ajHO je OlaKIIaaa CBAKOJHEBHY pasMe-
HY TIOflaTaKa U aKTMBHOCTY PasIMINTUX cybjekaTa, au je, UCTOBpeMe-
HO, OTBOPWMJIA IIYT PasIMIUTAM oO/IMIMIMa 3/10yIIOTpeba rmojaraka y caj-
6ep mpocTopy. KoprucHnuy AuruTanrHuxX TeXHOIOTHja, YC/Ied, HefoCTaTKa
TEXHOJOLIKMX BEHITMHA U AUTNTA/TIHE INMCMEHOCTH, MOTY JIaKO IIOCTATU
KPTBE pasmMunTux obnmka cajoéep Hamaga. Hajmmahu uianoBu gpyuiTsa,
KOjU BEMKM JIeO CBOT BpEMeHa IIPOBOJIE Y BUPTYETHOM CBeTy (decTo 6e3
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HaJI30pa POJIUTEsha), @ He MOCEMYjy JOBO/LHO TEXHOOIIKIX BEIITIHA, 110-
ce6HO Cy yrpoXKeHM aKTMBHOCTUMA 3/I0HAMEPHUX MHTEPHET KOPMCHMKA
(banresapesnh, 2022: 131). 3moHaMepHM Cy6jeKTV MOTY JIaKO, yIIOTpe6oM
HEKMX Off METO/ja 32 IPUKYIUbalbe MOfjaTaKa Ha MHTEPHETY, HOIIYT ,,KO/Ia-
uynha”, “web beacon-a” wnm “spyware” mporpama, mohu y moces mmaHMX
nojilaTaka KOPUCHMKA, KOje 3aTUM MOT'y UCKOPUCTUTY Ha HajpasIndyuTuje
HadMHe.

CaBpemeHoO 106a /10BeNIO je U 10 pasBoja pasmMunTuX ob1MKa cajoep
KPMMUHA/IA, KOjU 3Ha4ajHO yTpoXkaBajy 6e30eHOCT mofjaTaka Ha MHTEp-
Hety. Hajmmaby MHTepHeT KOPUCHUIM Ce CyouyaBajy M ca PU3MKOM CEK-
CyaJTHe eKCIUIOaTaIje, OJTHOCHO CEKCYaTHOT 3/10CTaB/bakba IIPEKO MHTEP-
Hera. Hajuemrhu nojaBHu o61miy cexcyaiHe ekcIyioaranyuje jele myTeM
MHTEpPHEeTA Cy IIPOU3BO/IIba, IPUKYTUbAbE U AVCTPUOYIIN)ja Iednje TOPHO-
rpaduje, HeXXE/bEHO M3JIarame Jielje HopHorpaduju, ceKCyaarHu Typusam
(O’Leary and D’Ovidio, 2007). VicToBpeMeHO, Jieliy IpeTy OIaCHOCT M Off
BPIIBHAYKOT HACW/bA HA MHTEPHETY KOje MOXKe, Takobe, MMaTu Hajpasim-
ynTHje 00/IMKe VCII0/haBakha, KAo MITO Cy IIPOTambabe, CIatbe YBPeUbIBIX
U BYITapHMX MOPYKa Ha JAPYIITBEHUM MpeXKaMma, 3aCTpalllBaibe MPEKOo
nHTepHeTa 1 ¢11. (Mishna et al., 2009).

Kako 61 ce fienia 1 mopany o mbMMa aleKBaTHO 3aIITUTUIN Y cajbep
IPOCTOPY HEOIXOJHO je Jia TOjefiVHN Cy0jeKTH ¥ MHCTUTYIMje Oyy CBe-
CHU TOTEHIIMjaTHUX OMACHOCTM Ca KOjUMa Ce Jielja MOTy CyCpecTH y BUp-
TYETHOM CBETY, KaKo OM X MOIJIN ITPAaBOBPEMEHO 3alITUTUTHU. Poayresn
MIMajy HajO[TOBOPHU]Y Y/IOTY Y TOM CMUCIY, Off Tpahera aKTUBHOCTH Jielie
Ha VIHTEPHETY, PasroBOPY ca HMMa, I1a CBe /10 Kopuirhema pasmmunTux
MeXaHM3aMa 3alTnuTe Ha ypehajuma koje fera kopucre. O6pasoBHO-Ba-
CIMTHE yCTaHOBE MMajy 3a/laTaK /i 3allTUTE IIOJaTKe KOje ITOCENY)y O NeL,
aJIu 1 JIa CIPOBOJie MOHUTOPVHT BUXOBUX aKTUBHOCTU HA MHTEpHeTY. [la
6u popuTeby 1 06pPa30BHO-BACIIMTHE YCTAHOBE MOIJIN JIa OCTBApe CBOje
y/Iore y 3allITUTH! IOfjaTaKa O Jlell Ha MHTEPHETY MOpajy OMTH ajleKBaT-
HO MHPOPMUCAHNU U eyKOBAaHM O HAUMHNMMA 3aIITHUTE TTO/laTaKa Ha VH-
TEpPHETY.

[IpaBHO perynmcarme 3aIITHTa MOflaTaKa O JIEI je OMTaH MeXaHU3aM
3allITUTE TOJaTaKa O Jely Ha MHTepHeTy. Haumonamnu npomucy, Koju
CBOje ymopuiITe MMajy y MehyHapogHOIIpaBHUM JOKYMEHTVIMA U3 0671a-
CTM 3allITHUTE IIpaBa JETeTa, UMajy 3HAYajHy Y/IOTY Y Peryaucamy oBe 00-
macTu. Y Toryefly 3aKOHCKe peryaTiBe 3HavajHa je KpMBMYHOIIpaBHa 3a-
IITKTA ITOJATAKa KOja Ce OCTBApYje IPOIICUBabeM ofipeheHNX KpUBIMYHMX
mena y Kpusnunom 3akonuky Pery6rmmke Cpo6wuje. Ilopen Tora, 3Havyajan
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je M 3aKoH 0 TToCeOHNM MepaMa 3a CTIpevyaBarbe Bpllleha KPYBIYHMX Jiefa
IPOTUB MO/THE C11060/Ie MpeMa MaIoIeTHUM JIMIIMMA, KOjU perymuiie o6-
JACT 3aIITHUTE Jielie Off CEKCYaTHOT McKopuinhapamwa M CeKCYamHOr 3710-
CTaB/barba, Kao U [IpaBU/IHMK O MOCTyIamy yCTaHOBA Yy OArOBOPY Ha Ha-
CuJbe, 3/10CTAB/bakbe U 3aHEMAPVIBALHE.
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Summary

Digitization of data has facilitated everyday communication and data exchange, accelerated
business, but has also enabled different forms of data abuse in cyberspace. Malicious subjects can
easily, by using new technologies, come into possession of various data about Internet users. The
data they mainly access is ussualy collected without the knowledge of the users. Perpertrators
often use insufficient information of the users about potential dangers on the Internet. Children
spend a large part of their time on the Internet, but they usually are not aware of dangers they
can come across while using the Internet, so they often leave there information and content
that can easily be misused. An additional danger for children on the Internet is the possibility
of sexual exploitation. In addition, there is more and more peer violence on the Internet, which
creates special psychological and social problems for children. Since children do not have
enough life experience, it is necessary to take measures and activities to protect their data on the
Internet. The parents have most important role, then an educational institutions where children
stay, but the legal regulation of the protection of data about children on the Internet is also of
great importance.

Keywords: children, internet, personal data, parental control, educational institutions, legal
regulations.



