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Abstract

The development of unmanned autonomous vehicles represents one of
the most dynamic directions of contemporary technological evolution,
with increasingly widespread applications in the civilian and primarily
the military domain. Although unmanned and autonomous vehicles
are often used interchangeably, this paper highlights their essential
distinction and the importance of integrated decision-making capabilities
for achieving full autonomy. Modern trends in the production of sensors,
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communication, and power components have enabled the development
of complex systems for environmental perception, path planning, and
motion control, significantly influencing the transformation of concepts
in military operations. The paper analyzes the historical development of
unmanned autonomous vehicles, the levels of their autonomy, and their
impact on the execution of modern military operations. Considering the
pace of technological advancement and achievements, an even more
intensive use of autonomous systems can be expected in future armed
conflicts, which imposes the need to define the required knowledge and
competencies for military personnel involved in their development and
operational use. These competencies include mechatronics, automatic
control, guidance, artificial intelligence, deployment tactics, and
logistical support. The paper recognizes the need to enhance military
education by integrating technological innovations and developing new
academic programs to train personnel capable of creating, maintaining,
and efficiently operating unmanned autonomous systems in a dynamic
security environment.

Keywords: Unmanned Autonomous Vehicle, Control system design,
Guidance system design, Military application of Unmanned
Autonomous Vehicle, Military education.

INTRODUCTION

An unmanned vehicle (UV) is a vehicle controlled without a
human operator on the vehicle itself, i.e., the vehicle is controlled from a
suitable control station based on an appropriate communication link and
various sensor systems. On the other hand, the unmanned autonomous
vehicle functions without a human crew and conducts specific driving
functions without direct human intervention by using advanced sensory
systems and decision-making algorithms, environment recognition,
and planning the movement path. Therefore, even though unmanned
vehicles and autonomous vehicles are often used as synonymes, it should
be stressed that unmanned vehicles are also autonomous, i.c., vehicle
autonomy depends on the integrated ability of independent movement
and decision-making on planning the movement path.

48



M. Stankovi¢, D. Bujakovié Unmanned Autonomous Vehicles: Challenges...

In the last years, with the development of the production
technology of electronic and energy components, the field of research
and examination of unmanned, and above all, autonomous vehicles
experienced significant progress, which enabled the development of
sophisticated systems of environment perception, direction and control
of the vehicle, and thus the more efficient application of autonomous
systems in different fields, including transportation, industry, agriculture,
and above all, military use. Therefore, designing and developing
guidance systems of autonomous vehicles is becoming quite a significant
direction in scientific research papers (Wang 2023, 4; Gao 2021, 10;
Huang 2022; Boretti 2024).

The development of highly sophisticated systems significantly
impacted the change in the structure of conducting military operations.
For example, using drones significantly improves the possibilities of
movement reconnaissance and sudden attack on the opposing forces,
unmanned autonomous vehicles contribute to higher mobility during
operations of passage of ordnances, logistical equipment, and transport
of the wounded. In contrast, the armed autonomous vehicles generated
significant steps forwards in the evolution of contemporary military
operations, carrying along numerous advantages in terms of efficiency,
security, and the ability to conduct the most complex tasks in high-risk
conditions for human crew (Pori¢ i Glisin 2023; Miljkovi¢ i Berisa 2023).

The classical development of military education in Europe is,
above all, linked to the famous considerations of von Clausewitz
(Clausewitz 2021), in which the war is defined as the continuance of
politics with different means and the development of the Prussian
model of officer training and introduction of war games, in whose
defining Helmuth von Moltke played a decisive role (Himmel 2024).
In France, the work of Antoine-Henry Jomini (Rapin 2023, 1) in
the period following the Napoleon wars and the foundation of the
academy in Saint-Cyr, which fosters an approach to officer education
through humanistic education and rigorous military training, stands
out. The education of officers in the former Union of Soviet Socialist
Republics (USSR), above all, included rigid military training and
ideological education, and the foundation of this system can be found
in the works of Mikhail Frunze (Frunze 2019). On the other hand,
the establishment of the hegemony of the United States of America
(USA) in the Western hemisphere contributed to the development of
learning through discipline, engineering skills, and the theory of fast
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decision-making in combat (observe-orient-decide-act loop) (Boyd
2011). In the former Socialist Federal Republic of Yugoslavia (SFRY),
the intensive impact on military education was made by the concept
of total defense and protection (Strategija opstenarodne odbrane i
drustvene samozastite 1987), which examined the method of frontal
and guerrilla war.

The dynamic environment and fast technological development
of weapons and military equipment that characterize modern conflicts
also condition intensive changes in military education. In this segment,
several directions can be noticed, such as fast adjustment to the new
security challenges and threats through the process of continued
improvement of curriculum and training (Arquilla 2021), digitalization
of military training and intensive use of simulators working in virtual
reality (Arquilla 2021), the application of neuro-sciences for better
decision-making and experimental use of the “brain-computer” interface
(Brose 2020), the preparation for hybrid and asymmetric warfare through
improvement of the training concept and development of leadership
skills for raising the level of psychological endurance of soldiers,
officers and NCOs (Singer 2009). In this way, the concept of “lessons
learned” is established and applied in the planning of contemporary
military operations, which also influences the development of modern
theories of military education.

The subject of this research is the application of unmanned
autonomous vehicles in modern combat and non-combat operations and
their development, as well as the consideration of necessary knowledge
from modern technologies for designing, exploiting, and maintaining
these systems. Given that the unmanned autonomous vehicles represent
complex mechatronic systems, for them to be used properly in modern
combat operations, the military staff developing and using them must
know the fields of complex system management, mechatronics and
mechanic transmission systems, as well as designing and development
of artificial intelligence algorithms, to conduct optimal processing
of signals gathered via various sensors in real-time and the use of
unmanned autonomous vehicles on a tactical and operational level.

This paper is organized in the following order: After introductory
deliberations, in the second chapter, a brief historical overview of the
development of unmanned vehicles and their basic classification is
presented. The developed levels of the unmanned vehicle’s autonomy
are analyzed in the third segment of this paper. In contrast, the aspects
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of the influence of these vehicles on conducting modern military
operations are presented in the fourth chapter. In the fifth chapter, the
challenges in designing the control and guidance systems are identified,
while in the sixth chapter, the necessary competencies of the military
staff in terms of the use and development of such systems to provide
an adequate response to the new security challenges and threats are
deliberated. Finally, in the concluding segment of this paper, suitable
conclusions are defined, and directions for further research are suggested.

DEVELOPMENT AND TYPES OF
UNMANNED VEHICLES

The development of unmanned vehicles began with systems that
enabled remote control without absolute autonomy in the guidance
system. Even in the 1930s of the 20™ century, the first examples of
simple remote-controlled platforms emerged, predominantly used
for military and industrial purposes. The Soviet and German radio-
controlled tanks were used in high-risk missions, such as munition
transport and handling explosive ordnance. Even though technologically
primitive, these systems present conceptual predecessors of the modern
unmanned solutions, stressing the potential of the dislocation of the
human factor from directly dangerous combat situations.

The second phase represents the second half of the 20 century,
during which the unmanned system concepts broadened to partial or
complete autonomy. The turning point was reached with the development
of the mobile robot Shakey at Stanford University at the end of the
sixties. This system, equipped with a camera and ultrasound sensors,
represented the first mobile robot capable of independent data processing
and decision-making based on the environment’s perception, making
it the predecessor of modern autonomous vehicles.

The intensive development of autonomous systems started at the
beginning of the 21* century, and above all through projects such as
the Grand Challenges, initiated by the Defence Advanced Research
Projects Agency (DARPA) of the United States of America. This
initiative strongly incentivized the improvement of the sensory systems
and the development of sophisticated navigation, control, and path
planning algorithms. The results of this research set the technological
foundation for contemporary autonomous platforms, both in civilian
and military use.
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By different operational tasks and conditions, different forms of
unmanned autonomous vehicle propulsion systems were constructed.
The basic classification includes four types, whose basic characteristics
are provided in the following segment.

Vehicles with wheels represent the most widespread type of
unmanned systems. Their popularity comes from the simplicity
of their construction, efficiency in movement on flat and well-
maintained surfaces, and the lower complex of the control system.
They rely on the rotational movement of the wheels connected to
the undercarriage, while the number of axles and the powertrain
configuration depend on the requirements for maneuverability and
stability (Rubio 2019, 16).

Tracked vehicles — use tracks that provide a big contact surface
with the ground, thus increasing the traction force and stability. The
independent drive of each track enables precise control and high
maneuver capability on uneven and challenging terrains. These
systems are distinguished by high robustness, thus making them
suitable for combat and reconnaissance tasks in harsh conditions
(Zou 2018, 110).

Legged vehicles — these systems imitate the movement of
animals by using a series of actuators and joints that enable dynamic
balancing and movement on inaccessible terrains. The high level of
mobility makes them especially efficient in urban environments and
when performing tasks that demand overcoming obstacles and stairs
(Zhao 2023,11).

Hybrid vehicles combine propulsion systems (wheels, tracks,
and/or legs) to achieve maximum adjustment and performance. These
systems represent a compromise between different types of mobility and
enable operations in diverse and changeable conditions, even though
technologically most demanding, hybrid systems enable a high level
of flexibility upon use (Zou 2018, 110).

AUTONOMY LEVELS OF UNMANNED VEHICLES

Contemporary autonomous vehicles are based on integrating
different propulsion and sensory systems, including the global navigation
satellite system, radar systems, LiDAR systems, and other technologies
that enable efficient perception and interaction of the vehicle with the
environment in which it is located. The typical function of autonomous
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vehicles can be divided into three basic categories: environment perception,
seeking an optimal movement route and making other decisions, and
controlling the propulsion actuators to follow the desired trajectory
and implement the decisions made. These three components can be
perceived as the functions of the sense of sight, brain, and limbs of a
human being, and they are implemented by designing suitable systems
of guidance and control.

To better understand the development until now and the directions
of future research, it is essential to further examine and analyze the
concept of autonomy in detail. As previously mentioned, autonomy, in the
context of unmanned vehicles, refers to the level at which the vehicle can
function independently from human intervention. A generally accepted
and widely recognized unmanned vehicle classification system defines
six levels of driving autonomy, starting from level 0 (no autonomy level)
to level 5 (complete autonomy), which can be explained in more detail
in the following way (Sethi 2024):

Level 0: No autonomy. At this level, the vehicle functions completely
based on the operator’s guidance without autonomous capabilities. The
vehicle can provide some technological assistance to the operator, such
as various warning systems.

Level 1: Autonomy with the operator’s assistance. This category
of vehicles includes basic functions of autonomy that provide limited
assistance to the operator. These are the systems, such as automatic
speed control or assistance in maintaining the tasked trajectory, and
the systems for controlling the speed and brakes. However, the operator
remains completely in charge of control and guidance over the vehicle.

Level 2: Partial autonomy. Vehicles can conduct more complex tasks
by combining two or more autonomous functions, such as maintaining
the tasked trajectory or adaptive speed regulation. The vehicle can control
the movement and speeding/slowing down in specific conditions, but
the operator must be ready to intervene at every moment.

Level 3: Conditional autonomy. This level represents a significant
step towards genuine autonomy. Vehicles with level 3 autonomy can
conduct all driving tasks in specific, limited conditions, such as driving
along a defined trajectory. The driver must not constantly monitor the
surroundings, but be ready to take over the guidance when the vehicle
asks for that.
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Level 4: High autonomy. Vehicles can perform autonomously in the
majority of movement scenarios, even if the operator does not respond
to the demand for intervention. However, their operation can be limited
to specific fields and projected operational domains.

Level 5: Complete autonomy. The vehicle is completely autonomous
and capable of conducting all movement tasks in all conditions manageable
by the human operator. No human intervention is needed.

This specter of the level of autonomy emphasizes the increasing
sophistication and complexity of unmanned autonomous vehicles,
i.e., the control and guidance systems, through which the desirable
level of autonomy is achieved. While lower levels offer operator
assistance, advanced research focuses on reaching higher levels of
autonomy to realize challenging tasks in complex environments.
Even though achieving complete autonomy (Level 5) is still in the
development process, the current scientific research is focused on the
improvement of the performance and abilities of vehicles at levels 3
and 4 in complex and challenging scenarios in realistic environments,
which demands the projection and application of advanced guidance
and control algorithms.

ASPECTS OF THE INFLUENCE OF UNMANNED
VEHICLES ON MILITARY OPERATIONS

One of the key aspects of autonomous vehicle applications in the
military is the ability to take up tasks previously deemed highly risky
for the human crew. These tasks were, in the beginning, primarily
linked to the use of unmanned vehicles in the field of reconnaissance
and monitoring the opposing forces. Such systems, such as QinetiQ
TALON (Army Technology 2020) or Milrem THeMIS (Milrem n.d.),
possess sensors that act in different parts of the electromagnetic
spectrum for the reconnaissance of the combat layout and early
warning of enemy maneuvers. Moreover, small unmanned vehicles
can be used for ruins and tunnel reconnaissance during operations
in urban environments. Another aspect of the use of unmanned
vehicles, which has been increasingly used in recent years, refers to
the use of armed versions of such systems directly in combat actions
(the Russian Uran-9 [CKB MOP® n.d.]) or Milrem Robotics Type-X
[Milrem Robotics n.d.], as well as in the self-destruction missions (the
Ukrainian Ratel-S Global Defense News Army Recognition Group

54



M. Stankovi¢, D. Bujakovié Unmanned Autonomous Vehicles: Challenges...

[GDNARG] 2024, for anti-tank warfare). Another aspect of using
unmanned autonomous vehicles also refers to the conduct of logistical
tasks (supply of ammunition, medical equipment, etc.), especially
when the risk to the human crew is high. Additionally, unmanned
vehicles can be equipped with electronic warfare devices and, as such,
can be used in missions of electronic jamming of opposing forces or
electronic protection of one’s own forces.

All previously mentioned applications of unmanned vehicles
in combat and non-combat tasks of the army bring along changes
in the operational and tactical actions and procedures. In cases of
attacks, using these vehicles in the initial phases of offensive actions
enables reduced risk exposure of the personnel during advancement
towards the enemy positions, as well as support to classic armored
and mechanized units. Using unmanned vehicles in coordinated
attacks on one target (attack of the unmanned vehicles swarm) enables
efficient use of force to destroy enemy high-profile targets (bunkers,
command centers, etc.). With all that, one should not ignore the
psychological effect on the enemy morale when fighting unmanned
autonomous systems. When conducting defensive combat actions,
unmanned vehicles can be used on duty on the first line for efficient
use of forces and for assessing the combat situation, the strength of
the enemy’s forces, and the enemy’s maneuvers. Besides, using these
systems reduces the possibility of tactical surprise of the enemy forces,
while the self-destructing unmanned vehicles enable all forms of
anti-tank fighting. The advantages of the use of unmanned platforms
in reconnaissance missions against enemy forces reflect, above all,
the increased combat endurance of these systems on the battlefield
because these systems are complex to uncover, as well as the fact that
they acquire and process information on the enemy forces in real-
time, which is extremely significant for the commander’s decision-
making and the conduct of combat actions. In the logistical sense,
combat platforms enable better protection of the forces upon supply
of ammunition and other logistical needs to the units in direct combat
contact, as well as the possibility for extracting the wounded and
injured from the direct combat contact. As one of the most complex
contents of combat actions stands urban warfare and, thus, unmanned
platforms can be used as fire support to one’s forces in narrow passages
and streets, as well as the elements of reconnaissance of the combat
layout of the enemy stationed in buildings and passages before the
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appearance of one’s forces. Due to fast adjustment to changeable
conditions of conducting combat actions (enemy activity, change of
weather conditions, or specific tasks that call for precise navigation
through harsh terrain), unmanned platforms enable high flexibility
in planning and conducting operations.

However, the transition to unmanned autonomous systems
introduces challenges regarding the security of use, ethics, and tactics.
Namely, unmanned platforms are vulnerable to electronic jamming
and deception, and interference with the connection to the command
station can disrupt control of their work. Besides that, the opponent’s
possibility of taking control over the unmanned system represents a
special challenge in its use and demands improvement of cyber system
security. Moreover, unmanned vehicles of small dimensions are sensitive
to direct hits from infantry weapons and have limited autonomy of
work due to their relatively small capacity of energy capacity. The
probability of correct classification of targets upon automatic detection
and target classification is not entirely secure, which means there is
a possibility of wrong target classification (for example, a civilian
vehicle can be detected as a military vehicle). At the same time,
failure of unmanned platforms can happen in critical moments of a
mission. From an ethical standpoint, unmanned autonomous vehicles
dehumanize combat actions and, thus, raise the issue of whether such
systems can make decisions on the death or wounding of the enemy.
The question of responsibility for mistakes of these combat systems
remains open: Can the commander, programmer, or operator of an
unmanned system be held responsible for any civilian casualties and
damage to civilian infrastructure?

Based on the previously said, we can stress that autonomous
vehicles are transforming military tactics and operations, thus enabling
faster, more secure, and more efficient task completion while setting
new challenges in security, regulation, strategy, and warfare tactics.
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CHALLENGES IN THE DESIGN OF
GUIDANCE AND CONTROL SYSTEMS

From a technical development standpoint, designing the guidance-
and-control system for the unmanned autonomous vehicle implies various
challenges. In contrast, both systems have special tasks at the desired
level of autonomous movement. The guidance system is in charge of the
perception of the environment and planning the trajectory. It collects
and processes data from integrated sensors of the vehicle to create a
model of the surroundings and determine the optimal route of movement
for different scenarios of autonomous movement. This system secures
key data for the guidance system, including information on the vehicle
position, obstacles, and dynamic changes in the environment. The
main reasons for the design and implementation of the guidance system
include data processing in real-time, the accuracy of perception of the
environment and enemies in unfavourable conditions, and decision-
making in complex situations. On the other hand, the control system is
responsible for conducting the task instructions from the guidance system.
Based on the planned trajectory, it controls the actuator components
(control, propulsion, and brakes) so that the vehicle closely follows
the tasked trajectory. The key challenges include precise regulation of
speed and direction, robustness in variable load conditions, and system
resilience to unforeseen disturbances. Moreover, the control system
must be resilient to malfunctions and ensure the vehicle’s stability in all
working regimes. These two autonomous movement systems’ connection
and efficient integration are essential for the safe and reliable functioning
of unmanned vehicles.

Challenges in designing the guidance system

Achieving a high level of autonomy of movement sets significant
challenges upon design of the guidance system of an unmanned vehicle,
especially for complex tasks of autonomous movement with a high
level of perception of the environment, such as moving along the task
trajectory, moving towards the task coordinates in space, following a
leader moving before or after the vehicle, detection, recognition and
avoiding obstacles upon movement, recognition of enemy forces and
assessment of threat, etc. Realizing such systems demands precise
cognition of the current position of vehicles in space, as well as
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cognition of the environment and elements of interest located in the
surroundings. Data integration from different types of wide-frequency
sensors and the projection and implementation of sensor data processing
algorithms in real-time are often needed. So, for example, upon
moving along the task trajectory or towards a task coordinate in space,
integration and processing of data acquired from inert sensors and
global positioning sensors are needed. In contrast, following the leader,
detection, recognition, and avoiding obstacles require applying optical,
laser, and/or radar sensors. Moreover, in detecting and following the
defined trajectory, autonomous vehicles must be able to function in
environments in which the trajectories are not clearly defined and where
different obstacles might impose limitations on the vehicle’s sensor
field of view. The key challenge in designing guidance algorithms is
the generation of the optimal trajectory of the vehicle in dynamic and
unpredictable environments, with minimization of energy consumption,
as well as the noise in the sensor data. Besides that, bearing in mind
the demands for acting in real-time, optimization of the computing
complexity of the algorithm is necessary because computationally
demanding algorithms demand big resources of the realization hardware,
which raises the price of the unmanned vehicle. Moreover, guidance
systems sometimes demand additional functionalities, such as human
movement and pose recognition, or recognition of movements and
formation of other unmanned vehicles, complicating the system’s
design and realization. The previously mentioned challenges stress the
need for a guidance system that uses robust algorithms and can adjust
to changeable environmental conditions and unexpected disturbances.

Challenges in designing the control systems

Designing the unmanned vehicle control systems sets high demands,
above all, because of its complex dynamics and kinematics of movement,
as well as the most often changeable interaction of driven actuators with
the field, leading to the effect of slipping of the drive wheels/tracks and/
or lateral and longitudinal sliding of the vehicle. Non-linear effects, time-
varying parameters, and the impact of changeable loads and different
terrains complicate the precise modelling of vehicle movement. Thus,
control systems must be robust to different disturbances, unfamiliarity,
and non-stationarity of the plant model.
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Besides robustness, the demand for high performance during
autonomous movement is also imposed. This means the movement
control system must ensure the precise following of the reference
trajectory, stability, and fast reaction to environmental changes. However,
achieving high performance often demands complex algorithms, which
introduces a challenge in balancing the realization’s complexity and the
system’s efficiency. Too complex algorithms can be computationally
demanding, which complicates their implementation on hardware with
limited resources.

Another essential aspect is the energy efficiency of the designed
control system. Namely, unmanned vehicle control algorithms should
ensure stability and precision and minimize energy consumption,
especially for electric vehicles with limited battery sources. This implies
intelligent control strategies that reduce unnecessary energy consumption
through optimizing the use of powertrains and reducing unnecessary
vehicle acceleration and breaking.

Based on the previously stated, it can be concluded that the control
system should satisfy the trade-off between robustness, performance,
complexity, and energy efficiency to ensure safe, stable, and economical
autonomous movement of unmanned vehicles in different working
conditions. Thus, it is clear that, in the majority of cases, standard industrial
control methods cannot provide for satisfactory system characteristics,
i.e., the development of suitable control systems demands the application
of advanced control techniques, such as adaptive, robust, and intelligent
control.

THE NEED FOR NEW COMPETENCIES
OF THE MILITARY PERSONNEL

Unmanned autonomous systems are available in the market, but
procurement of the systems and their components is, in the majority of
cases, perceived as procurement of arms and military equipment, which
demands the acquisition of special permits and end-user certificates and
can, therefore, be the subject of restrictions or technological limitations
upon delivery. Access to key military technology, armament, and military
equipment (including, among other things, the unmanned autonomous
systems) can be limited in crises. Thus, the procurement of these systems
represents a strategic security risk. As an alternative to importing already
developed equipment and technology imposes independent production of
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these technologies, in which the key role is played by the highly educated
expert professional military personnel, which possesses the necessary
knowledge in the field of projection of unmanned autonomous platforms
and maintenance and efficient use in combat and non-combat situations.
One of the necessary steps in ensuring that the professional personnel
are ready to dedicate themselves to solving the issue of designing and
exploiting these complex systems, and above all, unmanned autonomous
platforms, is the modification of the existent or definition of new study
programs in military schools and the Academy by the imposed challenges.

One of the fundamental contemporary theories in higher education
is defining the necessary competencies for suitable personnel (Dragoo
2016, 2; Dyson 2019, 2). Applying such an approach is also necessary upon
setting the demands for the knowledge of future officers for conducting
the entry-level duties, i.e., defining the study program structure for
military schools and academies. In the previously described context of
accelerated development and the use of unmanned autonomous systems
in military operations, the Military Academy of the University of Defense
in Belgrade must examine the emerging challenges, modify the existing
ones, and suggest new study programs. As previously mentioned, the
unmanned autonomous platforms represent complex systems whose
projection, maintenance and use demand additional knowledge from
the field of electrotechnical and computer engineering (designing the
guidance and control algorithms for these vehicles, as well as the
methods and techniques of data processing from different sensors located
on these vehicles, application of techniques of artificial intelligence
for their autonomous movement upon conducting missions and tasks,
understanding the method of functioning of such systems and their efficient
application) and machine engineering (designing the power unit, as well
as transmission elements and materials that enable sufficient protection
of these vehicles, as well as understanding of machine construction of
vehicles, which ensures their more efficient use). It can be concluded
that, upon graduation, the future officers should possess the abilities to
analyze, synthesize, and predict solutions and possible consequences,
as well as to master the methods, procedures, and processes of logical
thinking to solve the development, maintenance, and exploitation of
unmanned autonomous platform issues. Additionally, bearing in mind the
complexity of autonomous systems and their accelerated technological
advancement, it is necessary to develop the communication abilities
of graduated cadets, not only regarding their close working and social
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environment but also the broader academic and scientific community,
to ensure passing and improvement of knowledge and skills in this field.

Based on these needs for the education of highly proficient
professional personnel, we can identify the following essential fields
that should complement the existing curricula and study programs:

Mechatronics and autonomous systems — Unmanned vehicles
are complex mechatronic systems combining mechanical structures,
actuators, sensory systems, and computational control. Officers must gain
basic and advanced knowledge in this field to understand the vehicle’s
principle of functioning and its efficient control.

Advanced automatic control techniques — due to the complex
dynamics and kinematics of autonomous vehicles’ movement, classical
control techniques are often insufficient. It is necessary to introduce
content regarding robust and adaptive guidance, trajectory optimization
algorithms, and artificial intelligence for making decisions in real time.

Advanced systems of guidance and navigation — precise positioning
of unmanned vehicles require a combination of several technologies,
including GPS, inertial navigational systems, and other methods of
defining the vehicle’s position. The future officers must understand how
these systems function, the principles of data fusion, and the methods
of optimal trajectory generation.

Sensory data processing and artificial intelligence — autonomous
vehicles use various environment perception sensors. Thus, educating
officers in processing and analyzing data collected by sensors operating
in different parts of the electromagnetic spectrum and in developing
and implementing artificial intelligence algorithms, especially machine
learning for object recognition and real-time decision-making, is
particularly interesting.

Tactical use — tactical applications of unmanned vehicles demand
that, besides possessing technical knowledge, future officers understand
the abilities and advantages of unmanned autonomous systems compared
to conventional weapons. This implies new strategies and reconnaissance
tactics, logistical support, combat operations, and integration of
autonomous platforms with the existing weapons systems.

Besides the defined professional-specialist and applied knowledge,
additional attention must be given to developing highly motivated
personalities of future officers and developing their leadership skills
in their direct working environment. To fulfil this goal, it is necessary
to reevaluate the role of army morale, military psychology and other
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fields of military social sciences to implement knowledge and develop
a highly motivated personality of officers, as well as provide answers
to ethical challenges of the application of new technologies, above all
artificial intelligence, which is extremely pronounced in unmanned
autonomous systems.

Accordingly, it is evident that, shortly, the Military Academy is
expected to accredit new study programs, and one of the imperatives
of developing new curricula is the identification of new technological
challenges and security threats, as well as defining the necessary
knowledge of military personnel, as part of responding to them, to
defend the independence and autonomy of the Republic of Serbia.

CONCLUSION

In this paper, the use and challenges in the development of
unmanned autonomous vehicles are analyzed. Besides that, the military
personnel’s knowledge is also identified for designing, exploiting, and
maintaining these systems. The fundamental aspects of tactical and
operational use in military operations and the development directions
of unmanned autonomous vehicles were examined through the prism of
designing vehicle guidance and control systems. Regarding the necessary
competencies of the military personnel, we can conclude that it is necessary
to develop different multidisciplinary and interdisciplinary knowledge
to understand and use all the benefits of autonomous systems and ensure
the improvement of the existing capabilities. By that, knowledge and
experience acquired during this research will represent the basis for
modifying existing and implementing new study programs within the
military education systems.

Further research directions will refer to the challenges of designing
expert systems for support in military decision-making based on artificial
intelligence, which will improve the capabilities of autonomous systems
and define the competencies of future officers necessary for confronting
future challenges and threats to security.

62



M. Stankovi¢, D. Bujakovié Unmanned Autonomous Vehicles: Challenges...

REFERENCES

CKB MOP®. n.d. “Ypan-9.” CKb MOP®. Poslednji pristup 18. april
2025. https://skbmo.ru/uran9.html.

Army Technology. 2020. “Talon Tracked Military Robot.” Army Technology.
February 21, 2020. https://www.army-technology.com/projects/
talon-tracked-military-robot/.

Arquilla, John. 2021. Bitzkrieg: the new challenge of cyberwarfare. New
Jersey: John Wiley & Sons.

Boretti, Alberto. “Unmanned surface vehicles for naval warfare and
maritime security.” The Journal of Defense Modeling and Simulation
1-10. DOI: 10.1177/15485129241283056.

Boyd, John R. 2018. 4 discourse on winning and losing. AL: Air University
Press.

Brose, Christian. 2020. The kill chain: Defending America in the future
of high-tech warfare. New York: Grand Central Publishing.

Clausewitz, Carl von. 2021. On War (Vom Kriege). Oklahoma: Musaicum
Books.

Dori¢, Marija, i Vanja Glisin. 2023. ,,Upotreba vestacke inteligencije u
rusko-ukrajinskom ratu.” Politika nacionalne bezbednosti 25 (2):
59-76. DOLI: 10.5937/pnb25-47369.

Dragoo, Amie, and Richard Barrows. 2016. “Implementing competency-
based education: Challenges, strategies, and a decision-making
framework.” The Journal of Continuing Higher Education 64 (2):
73-83.

Dyson, Tom. 2019. “The Military as a learning organisation: establishing
the fundamentals of best-practice in lessons-learned.” Defence
Studies 19 (2): 107-129.

Frunze, Mikhail V. 2019. “A Unified Military Doctrine for the Red Army.”
In The Soviet Art Of War, eds. Harriet Fast Scott and William Scott,
27-31. London: Routledge.

Gao, Sheng, Jiazheng Wu, and Jianliang Ai. 2021. “Multi-UAV
reconnaissance task allocation for heterogeneous targets using
grouping ant colony optimization algorithm.” Soft Computing 25
(10): 7155-7167.

Global Defense News Army Recognition Group [GDNARG]. 2024.
“Ukrainian Forces Revolutionize Robotic Warfare Using Ratel-S
Ground Robot for Bridge Destruction.” Global defense news. April
7,2024. https://armyrecognition.com/focus-analysis-conflicts/army/

63


https://skbmo.ru/uran9.html
https://www.army-technology.com/projects/talon-tracked-military-robot/
https://www.army-technology.com/projects/talon-tracked-military-robot/

THE POLICY OF NATIONAL SECURITY pp. 47-67

conflicts-in-the-world/russia-ukraine-war-2022/ukrainian-forces-
use-ratel-s-ground-robot-to-revolutionize-robotic-warfare-in-bridge-
destruction.

Himmel, Damian. 2024. Generalfeldmarschall Helmuth von Moltke
(1800—1891). Geschichte: Polen—Schlesien—Deutschland—Europa.

Huang, Qian, Xianming Ma, Kun Liu, Xinyi Ma, and Weijian Pang
[Huang et. al]. 2022. “Autonomous reconnaissance action of swarm
unmanned system driven by behavior tree.” In IEEE International
Conference on Unmanned Systems [ICUS], 1540-1544. Guangzhou:
IEEE.

Miljkovi¢, Milan, i Hatidza Berisa. 2023. ,,Primena vestacke inteligencije
u savremenom ratovanju.” Politika nacionalne bezbednosti 25 (2):
77-98. DOI: 10.5937/pnb25-46935.

Milrem Robotics. n.d. “THEMIS.” Milrem Robotics. Poslednji pristup
18. april 2025. https:/milremrobotics.com/themis-family/.

Milrem Robotics. n.d. “Type-X.” Milrem Robotics. Poslednji pristup 18.
april 2025. https://milremrobotics.com/type-x-2/.

Rapin, Ami-Jacques. 2023. “Rethinking Lines of Operations: Jomini’s
Contribution to the Conceptualization of Strategy in the Early
Nineteenth Century.” War in History 30 (1): 21-37.

Rubio, Francisco, Francisco Valero, and Carlos Llopis-Albert. 2019. “A
review of mobile robots: Concepts, methods, theoretical framework,
and applications.” International Journal of Advanced Robotic Systems
16 (2). DOIL: 10.1177/1729881419839596.

Sethi, Ishvar K. 2024. Autonomous Vehicles and Systems: A Technological
and Societal Perspective. New York: Routledge.

Singer, Peter Warren. 2009. Wired for war: The robotics revolution and
conflict in the 2Ist century. London: Penguin.

Strategija opstenarodne odbrane i drustvene samozastite SFRJ. 1987.
Beograd: Savezni sekretarijat za narodnu odbranu i Centar oruzanih
snaga za strategijska istrazivanja i studije ,,MarSal Tito”.

Wang, Gang, Xiao Lv, Liangzhong Cui, and Xiaohu Yan [Wang et al.].
2023. “The methods of task pre-allocation and reallocation for
multi-UAV cooperative reconnaissance mission.” /ET Collaborative
Intelligent Manufacturing 5 (4): 1-16. DOIL: 10.1049/cim2.12090.

Zhao, Yongyong, Jinghua Wang, Guohua Cao, Yi Yuan, Xu Yao, and
Luquiang Qi [Zhao et al.]. 2023. “Intelligent control of multilegged
robot smooth motion: a review.” [EEE Access 11: 86645-86685.

64


https://milremrobotics.com/themis-family/
https://milremrobotics.com/type-x-2/
https://doi.org/10.1049/cim2.12090

M. Stankovi¢, D. Bujakovié Unmanned Autonomous Vehicles: Challenges...

Zou, Ting, Jorge Angeles, and Ferri Hassani. 2018. “Dynamic modeling
and trajectory tracking control of unmanned tracked vehicles.”
Robotics and Autonomous Systems 110: 102—111. DOI: 10.1016/j.
robot.2018.09.008.

65



THE POLICY OF NATIONAL SECURITY pp. 47-67

Momup CrankoBuh”

Bojua akaoemuja, Ynueepzumem oobpane, beoepao,
Penyonuxa Cpouja

JMumurpuje Byjakosuh™

Bojua axkaoemuja, Ynueepzumem oobpane, beoepao,
Penyonuxa Cpouja

BECIHHOCA/ITHA AYTOHOMHA BO3U1JIA:
HN3A30BHA Y PA3BOJY U BOJHOJ ITIPUMEHUA
N IIOTPEBE 3A HOBUM KOMIIETEHIIUJAMA
BOJHOTI" KAJIPA™

Pe3ume

Pa3Boj OecrmocamHuXx ayTOHOMHHUX BO3WJIA MPEICTaBJha jeaH O
HajIMHAMUYHHjUX [TpaBalia CaBpeMeHe TEXHOJIOIITKE €BOIYIIH]E, Ca CBE
HIMPOM ITPUMEHOM Y IIMBHIIHOM, a IIpe CBera BOjHOM jioMeHy. Mako ce
TepMUHH OECIIOCATHO M Y TOHOMHO BO3MJIO YECTO KOPHCTE KA0 CHHOHUMH,
0Baj paji yKa3yje Ha lbMXOBY CYIITHHCKY Pa3iUKy U 3Hauaj MHTETpHCaHe
CITOCOOHOCTH JOHOIIEH-a OJJTyKa 3a MyHY ayToHomujy. CaBpemeHHn
TPEHIOBU Yy IMTPOU3BOAKBLN CEH30PCKUX, KOMYHUKAIWMOHUX U CHEPICTCKUX
KOMITOHCHTH OMOTYNUITH Cy pa3Boj CIOKEHUX CUCTEMA 3a TIEPIICTIITH]Y
OKpYKE€Ha, TIJIAaHUpake MyTamke U YIPaBbakhe KPETAmhEeM, IITO je
HApOYMTO YTHUIAJIO HA TPOMEHY KOHIIETITa N3BOlermha BOJHUX OmNepaIyja.
VY panmy ce aHanu3upa UCTOPHJCKU pa3Boj OeCTocaTHUX ayTOHOMHUX
BO3HJIa, HUBOM bUXOBE 2y TOHOMHU]E U yTHIIA] HA H3BOhCHE CaBpEeMEHHIX
BOjHHX omnepanuja. Mmajyhu y Buny TpeHyTHY Op3UHY TEXHOJIOIIKOT
pasBoja u gocTurayha, Mojke ce OueKMBaTH jOII HHTEH3UBHHU]a yIIOTpeda
ayTOHOMHHX CHCTE€Ma y HapeIHUM paTHUM cyKoOuma, mrto Hamehe
noTpedy 3a nepuHUCAHEM MMOTPEOHUX 3HAKHA U KOMIIETECHIIH]a BOJHOT
KaJipa Koju he ce 6aBUTH pa3BojeM u yrorpedom nctux. [lorpeOHa 3Hama
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YKJbYUyjy 00JacTH MeXaTpOHUKE, ay TOMaTCKOT yIpaBJbama, Boema,
BEIITAUYKE HHTEIUTCHIIN]e, TAKTUKE YIIOTPeOe, TOTNCTHYKE MOAPIIKE 1
npyrux. Pan npenosnaje notpe0y 3a yHanpehemem BojHOT 00pazoBama
KpO3 MOOU(]HKALIUjy MOCTOjehnX M pa3Boj HOBUX CTYAHM]CKHUX IpOrpaMa
3a 00pa30Bame KaJIpoBa CIIOCOOHUX 3a pa3Boj, OApKaBame U ehPUKaCHY
eKCIIJIoaTalujy 0ecrnocaJHuX ayTOHOMHHUX CHUCTeMa y AMHAMUYHOM
0e30eIHOCHOM OKPYIKEHY.

Kibyune peun: becriocanna ayroHoMHa Bo3mia, [IpojekToBame cuctemMa
Bohema, [IpojekToBame cucTeMa yrpaBibamba, BojHa
TIpUMeHa OecrocaTHUX Bo3uia, BojHo oOpasoBame.
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