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Abstract
The global phenomenon of “sharenting”, defined as the extensive online 
sharing of minors’ personal data by parents, represents a complex and 
indirect threat to national security. Although the motives behind this 
practice are predominantly uncritical, it results in the construction 
of permanent digital identities for future generations without their 
prior consent. In the Republic of Serbia, digital risks are further 
exacerbated by the disparity between youth’s high digital engagement 
and parents’ limited knowledge of information security. While direct 
consequences, such as identity theft, are well-documented, this paper 
argues that aggregated data derived from sharenting serves as a strategic 
intelligence resource for both state and non-state actors. The systemic 
accumulation of this information facilitates sophisticated psychological 
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profiling, extensive surveillance, and targeted influence operations, 
potentially compromising key state personnel and undermining 
social cohesion. Current vulnerabilities in the national cybersecurity 
system, coupled with legislative implementation challenges, create 
an environment that is highly conducive to such data exploitation. 
Addressing these threats requires a coordinated strategic approach 
that integrates strengthening legal frameworks, technical protection of 
critical infrastructure, and systemic digital education. Mitigating the 
risks arising from sharenting is not merely a child protection measure 
but an essential step in safeguarding national security.
Keywords: sharenting, national security, information warfare, personal 

data protection, strategic resilience.

INTRODUCTION

The term “sharenting” (a portmanteau of “sharing” and 
“parenting”) refers to the widespread practice of parents sharing online 
information, photographs, stories, and videos of their children, often 
to an excessive degree (Stephenson et al. 2024). This phenomenon 
has reached global proportions, becoming a normalized social 
practice. Research indicates that the vast majority of parents active on 
social media engage in sharenting (82% of parents surveyed in 2020 
confirmed such behavior) (Auxier et al. 2020). In the modern era, an 
individual’s digital presence often begins in the prenatal period through 
the sharing of ultrasound images, resulting in the average five-year-
old child having as many as one thousand publicly accessible images 
online (Gatto, Corsello, and Ferrara 2024).

The motivations behind this parent behavior are complex and 
rooted in multiple factors, including personal needs and external 
pressures. Internal drivers are primarily linked to emotional 
satisfaction, the desire to preserve memories, and the public celebration 
of a child’s achievements. On the other hand, external incentives 
stem from a need for social validation within online communities, 
peer pressure, and “impression management” – the effort to project 
a specific image of parenthood. Additionally, economic benefits 
associated with creating commercial “influencer” content represent a 
significant factor (Motevalli et al. 2025, 3).



B. Stjepanović, S. Đurašević	 INDIRECT IMPLICATIONS OF SHARENTING...

199

Social media platforms actively encourage sharenting through 
their design, utilizing economic models to maximize growth. The 
algorithmic prioritization of content featuring children results in higher 
engagement rates (likes and comments), which some parents utilize for 
financial gain (Serna 2024, 396). Sharenting creates a feedback loop 
that drives parents to share more personal content, increasing their 
online engagement and creating a continuous incentive to post more 
vulnerable information. In this way, content demand outpaces parental 
safety considerations, resulting in an endless stream of sensitive child 
information entering the public domain. Algorithmic amplification 
systems generate enormous volumes of data that transcend individual 
decisions. This increased accessibility of information regarding 
children expands the datasets available for exploitation by foreign 
actors, thereby indirectly threatening national security.

The Republic of Serbia faces a specific challenge: a high 
adoption rate of digital technologies among youth, coupled with low 
levels of awareness of protection and preventive measures. Children 
and adolescents in Serbia demonstrate exceptional digital activity, 
with 86% of the population aged nine to 17 using smartphones daily.  
Of particular concern is that a significant proportion of younger 
children (41% aged nine to ten and 72% aged eleven to twelve) 
maintain profiles on social media or gaming platforms, despite the 
minimum age requirement of 13 for most services (Kuzmanović et al. 
2019, 11). This intensive digital presence is not matched by parental 
awareness, as many parents lack the skills needed to manage their 
children’s online activities securely. Technical tools, such as “parental 
controls”, are utilized far less frequently than in other countries, 
with fewer than one-fifth of students confirming their application 
(Kuzmanović et al. 2019, 13).

Although Serbia possesses a legal framework primarily 
consisting of the Law on Personal Data Protection (Zakon o zaštiti 
podataka o ličnosti [ZZPL] 2018), which is aligned with the General 
Data Protection Regulation (GDPR), and state mechanisms such as 
the National Contact Center for Safety of Children on the Internet 
(European Union 2025), a clear gap remains between regulation and 
implementation. Low parental awareness suggests that institutional 
measures have yet to result in a fundamental behavioral shift at the 
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family level. The issue lies not only in the legislation but also in 
enforcement challenges, insufficient public understanding, and a degree 
of cultural resistance to digital security. This disparity renders the data 
of children in Serbia vulnerable. Unregulated information flows allow 
various entities, including foreign adversaries, to aggregate and misuse 
such data, ultimately posing an indirect threat to state security.

THE MECHANICS OF DIGITAL PROFILING  
AND SURVEILLANCE

The advertising technology (adtech) industry and data brokers 
maintain a complex network that accumulates extensive quantities of 
personal data through tracking technologies, including digital cookies 
(Archbold et al. 2021, 857). The data collection includes sensitive 
information such as demographics (e.g., religion, race), political 
preferences, health information, and precise geolocation data (Sherman 
2024). In almost every area, children face a higher risk of being 
affected because they do not fully understand the digital environment 
and lack the capability to make informed decisions (Archbold et al. 
2021, 858).

The practice of sharenting adds extensive data to the commercial 
data pool without parents’ knowledge while providing detailed 
information about children from their earliest years. The database 
contains Personally Identifiable Information (PII), location data, daily 
routines, family relationships, and sensitive biometric information, 
including fingerprints and palm photos (Stephenson et al. 2024). 
A large collection of child data is essential for developing more 
effective artificial intelligence (AI) capabilities and algorithms. Facial 
recognition software, for instance, can be trained on the extensive 
collection of children’s images, enabling long-term identification and 
tracking as individuals age. Furthermore, AI tools themselves are being 
weaponized for various forms of exploitation, including the creation or 
alteration of images and the simulation of explicit chats with children 
(Missingkids 2024).

The commercial aggregation of children’s data, catalyzed by 
sharenting, creates an accessible, strategically relevant intelligence 
resource for foreign adversaries. Hostile state actors can access 



B. Stjepanović, S. Đurašević	 INDIRECT IMPLICATIONS OF SHARENTING...

201

these collections through market transactions or legal collection 
methods, thereby eliminating the need for complex cyber intrusions 
(Office of Public Affairs 2025). This weaponization of data enables 
the construction of evolving individual profiles from childhood to 
adulthood, offering opportunities for long-term data exploitation in 
espionage, blackmail, or influence operations. For the Republic of 
Serbia, this implies that a significant portion of the future workforce, 
military personnel, and state leaders could be pre-emptively profiled by 
external entities, directly eroding national resilience and complicating 
counterintelligence protection.

This intelligence capital serves as an operational foundation 
for Open Source Intelligence (OSINT) and Social Media Intelligence 
(SOCMINT) strategies. By integrating diverse data threads from social 
media, foreign actors construct sophisticated psychological dossiers 
that reveal an individual’s most intimate vulnerabilities (Stephenson 
et al. 2024). SOCMINT, a subfield of OSINT, facilitates the collection 
and analysis of information from platforms such as Facebook, 
Instagram, and TikTok (OSINT 2025). The data generated contribute 
to the development of comprehensive psychological profiles that reveal 
personal beliefs, emotional reactions, and information-processing 
models (Stegen 2025, 248). These profiles have strategic applications 
in human source recruitment, diplomatic negotiations, and targeted 
influence operations (248). Detailed knowledge of a psychological 
profile enables manipulation techniques that expose hidden 
vulnerabilities rooted in childhood digital exposure. By examining 
sharenting data, adversaries can identify specific weaknesses, 
such as family dynamics, health issues, or psychological traumas 
(Stephenson et al. 2024). Such information facilitates the development 
of personalized social engineering tactics, representing a threat to 
democratic processes and national cohesion. Foreign services build 
dossiers tracking an individual’s emotions and relationships from birth, 
utilizing emotional triggers for the recruitment or blackmail of future 
sensitive-position holders before they even enter office.

Beyond immediate manipulation, digital footprints enable 
a form of “persistent surveillance” that can last for decades. With 
advancements in predictive analytics, initial parental posts evolve 
into tools for social sorting and the monitoring of future generations 
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(Stephenson et al. 2024). The ecosystem of dataveillance firms creates 
profiles distributed to recruitment agencies and educational institutions, 
using algorithms to predict future behavior and loyalty (Haley 2020, 
1010). Concerns are also rising about state surveillance that integrates 
data from social networks, smart devices, and medical records, 
often supported by laws requiring local data storage to facilitate 
access by security services (Feldstein 2020, 2). The comprehensive 
digital cataloging of national human resources enables adversaries to 
“cultivate” individuals years before they become strategically relevant, 
thereby compromising the entire institutional system and human 
interaction as a constant point of potential exploitation.

GEOPOLITICAL LEVERAGE  
AND INFORMATION WARFARE 

Sensitive personal data, including precise geolocation 
information (e.g., from military installations) or intimate details, 
may be weaponized by foreign adversaries to coerce or blackmail 
individuals with access to classified national information (Sherman 
2024). Sharenting inadvertently reveals extensive details about family 
relationships, daily routines, and children’s personal vulnerabilities, 
thereby transforming family members into potential intelligence-
gathering targets. The abundance of data on children’s preferences, 
behavioral patterns, and emotional states enables foreign actors to 
build psychological profiles, which serve as a critical foundation for 
launching sophisticated influence operations (Stegen 2025, 248). This 
information is utilized to construct highly credible phishing attempts*1 
and other digital deception tactics targeting parents in government, 
military, or critical infrastructure positions.

The extensive disclosure of family details creates an optimal 
environment for human intelligence (HUMINT) operations. Such data 
facilitates the identification of individuals with family vulnerabilities 
(such as health issues or the disclosure of personal secrets) that can 

1  Phishing is a form of online scam where attackers pose as a trustworthy entity or 
individual, such as a bank, social media platform, or service provider, to trick people 
into revealing sensitive information like passwords and credit card details, or to install 
malicious software (Microsoft 2026).
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be exploited for blackmail, recruitment, or unauthorized access to 
sensitive state information. The risk of “insider threats” escalates 
when military personnel, state officials, and intelligence operatives are 
targeted, as their private lives become vulnerable points of pressure for 
foreign adversaries. Informal online sharing of family content directly 
undermines state security by compromising the integrity and loyalty of 
key personnel, ultimately weakening national defense and intelligence 
capacities.

Psychological data harvested through sharenting serves as a 
foundation for developing effective propaganda and disinformation 
campaigns (Stegen 2025, 252). This phenomenon aligns with the 
synthetic propaganda phase, characterized by the use of artificial 
intelligence to construct compelling yet fraudulent content (Kazić 
2025, 108). In a broader security context, such activities become 
an integral part of hybrid warfare, where the synergy of kinetic and 
non-kinetic methods aims to destabilize the cultural and value-based 
foundations of the targeted state (Đorđević and Miljković 2025, 
169). By understanding the psychological biases and fears within a 
population, foreign opponents can shape narratives that erode public 
trust in institutions. The psychological and social damage identified 
as a consequence of sharenting (e.g., the erosion of family trust, 
mental health issues, and the generational privacy gap) can be further 
weaponized in foreign influence operations (Stephenson et al. 2024). 

The psychological information, social patterns, and internal 
conflicts of a population (including its youth) contained in sharenting 
data provide foreign adversaries with sophisticated tools to execute 
successful information warfare operations. This can involve micro-
targeting propaganda to specific demographics, amplifying existing 
societal divisions (e.g., intergenerational conflicts over privacy, 
parental rights vs. child rights), or systematically eroding public trust 
in government, media, and democratic processes. For a country like 
Serbia, which is undergoing democratic reforms and pursuing EU 
accession, such external manipulation, fueled by readily available 
personal data, poses a significant threat to its democratic stability, 
social cohesion, and national security (Eurochild 2025). Foreign 
actors can use this method to quietly shape public attitudes and 
intensify social conflicts while damaging trust in national institutions 
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without conducting direct cyberattacks on infrastructure. The gradual 
breakdown of social unity, combined with weakened democratic 
institutions and increased susceptibility to foreign influence, creates a 
major indirect threat to national security. In a geopolitically sensitive 
region like the Balkans, where historical tensions can be easily 
reignited, this data-driven information warfare poses a particularly 
acute risk to Serbia’s future stability and security.

CONTEXTUAL VULNERABILITIES  
AND DATA GOVERNANCE CHALLENGES  

IN THE REPUBLIC OF SERBIA

While these risks are global in scope, they take on a specific 
urgency within the Republic of Serbia. Here, a unique intersection of 
high digital engagement among youth and a lack of “digital hygiene” 
among parents creates a fertile ground for exploitation. As citizens 
navigate these external threats, the domestic legal and security 
infrastructure continues to wrestle with significant protective gaps.

The Constitution of the Republic of Serbia provides for the 
protection of privacy (Art. 41) and personal data (Art. 42) (Ustav 
Republike Srbije, Art. 41 i 42, 2006). These provisions constitute data 
collection boundaries that protect personal information from misuse, 
except when necessary for criminal investigations or national security. 
Since 2019, Serbia has implemented the Personal Data Protection Act 
(PDPA), which is largely aligned with the EU General Data Protection 
Regulation (GDPR) (Đerić, Radović, and Petrović 2025). The Personal 
Data Protection Act requires users to obtain consent before processing 
data, but imposes additional consent requirements and grants data 
subjects the right to request the complete removal of their data (“right 
to be forgotten”). For minors under 14, parental or guardian consent is 
generally required for data processing (Letslaw 2024).

The Commissioner for Information of Public Importance and 
Protection of Personal Data – DPA is the primary regulator for data 
protection in Serbia, with investigative, corrective, and advisory 
powers similar to those of GDPR supervisory bodies. However, while 
the DPA conducts inspections (731 in 2023) and issues warnings (51 in 
2023), the number of initiated misdemeanour proceedings (ten in 2023) 
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appears limited given the scale of potential violations. The DPA also 
faces legal challenges, including lawsuits from the Ministry of Internal 
Affairs regarding data deletion orders (Đerić, Radović, and Petrović 
2025).

Despite international human rights instruments like the  
UN Convention on the Rights of the Child (Art. 16 and 19) that 
protect children’s right to privacy, Convention for the Protection 
of Individuals about Automatic Processing of Personal Data which 
ensures respect for human rights in personal data processing (Zakon o 
potvrđivanju konvencije o zaštiti lica u odnosu na automatsku obradu 
ličnih podataka [ZPKZL] 2010), Council of Europe Convention on the 
Protection of Children against Sexual Exploitation and Sexual Abuse 
(Lanzarote Convention) that criminalizes online child pornography 
and “grooming”,*2 Serbia currently lacks a comprehensive Law on 
Child Rights. Instead, child-related legal provisions are part of various 
national laws (education, health, social welfare, etc.). Besides that, the 
main oversight body, the Council for the Rights of a Child, remains 
inactive despite its re-establishment in March 2023 (Eurochild 2023).

The current legal system provides extensive general data 
protection but fails to establish specific, robust standards to protect 
children’s digital privacy in situations involving parental data sharing. 
Also, the enforcement mechanism lacks sufficient scale to handle the 
widespread nature of sharenting practices. This creates a permissive 
environment for sharenting, creating a huge amount of opportunities 
for foreign adversaries to exploit the collected sensitive child data.

The Republic of Serbia possesses an evolving cybersecurity 
ecosystem that faces challenges arising from both external threats 
and systemic complexities in data governance. Official national data 
reveals a structural vulnerability: a dramatic surge in mobile data 
consumption and digital connectivity, with mobile internet traffic 
continuing to grow exponentially (RATEL 2024, 22). While Serbian 
legislation provides a framework for combating cybercrime, the 

2  Grooming is the term used for the process that typically precedes the sexual abuse of 
children, often translated as “recruitment” or “luring”. It involves a potential predator 
befriending a child and gaining their trust in an attempt to involve them in abusive 
sexual activities (Nacionalni kontakt centar za bezbednost dece na internetu 2023).
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effectiveness of its implementation remains a subject of academic 
debate. Concerns have been raised about the operational capacity of 
the National Computer Emergency Response Team (CERT) to manage 
the scale of data exploitation facilitated by sharenting (Dennis 2024). 
This gap between legislative intent and operational reality creates 
a strategic opening for foreign actors to harvest psychological data 
and conduct sophisticated influence operations (Stegen 2025, 248). 
Тhe discourse on digital privacy in Serbia is significantly shaped 
by the presence of advanced forensic and surveillance technologies. 
Scholarly analyses and civil society reports have raised questions 
regarding the oversight mechanisms governing the use of tools such 
as sophisticated spyware and mobile forensics (Ristić 2023, 17–19; 
Amnesty 2024). From a national security perspective, the central issue 
is not merely the existence of these capabilities, but the “trust deficit” 
they may generate within the population. A lack of transparency in data 
processing by state institutions can erode public confidence, leading to 
lower compliance with essential “digital hygiene” and cybersecurity 
protocols (Ristić 2023, 15). Further complications in this field stem 
from documented vulnerabilities in large-scale public databases, 
underscoring the technical and systemic risks within the national digital 
infrastructure. For instance, the centralisation of sensitive citizen data 
in facilities like the State Data Centre, while aimed at protection, 
simultaneously creates a significant target for potential exploitation 
and unauthorised access (10). In this context, the erosion of public 
trust becomes a strategic vulnerability. A population skeptical of 
domestic data governance is more susceptible to external influence and 
to sophisticated data exploitation by foreign adversaries. Therefore, 
the resilience of Serbia’s national security is inextricably linked to 
the transparency of its digital oversight and the robustness of its data 
protection mechanisms.

Through multiple domestic and international initiatives, 
Serbia demonstrates its dedication to protecting children online and 
enhancing public awareness of digital risks. The National Contact 
Centre for Child Safety on the Internet has served as the key national 
initiative since 2017, delivering advisory support, referring abuse 
cases to relevant institutions, and conducting preventive educational 
activities at the school and community levels (European Union 2025). 
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Organization UNICEF Serbia also actively works with government 
entities and private sector companies to build protected digital spaces 
for children (UNICEF Serbia 2017). These initiatives include extensive 
educational programs that build children’s digital literacy skills 
alongside their parents and teachers through the use of “Smart and 
Safe” platforms. For example, in 2023, the National Contact Centre 
performed 120 educational sessions throughout Serbia 2023 which 
brought benefits to 7,800 students, 1,000 parents, and 300 teachers 
(European Union 2025). Serbia also participates in global programs 
aimed at protecting users’ online privacy. It is a party to the Council 
of Europe’s Convention on Cybercrime (Budapest Convention) 
and the Lanzarote Convention, which address cybercrime and child 
sexual exploitation. Furthermore, Serbia collaborates with Interpol 
on projects like “Disrupting Harm”, aimed at combating online child 
sexual exploitation and abuse through evidence-based research and 
response strategies (OSINT 2025). Despite these commendable efforts, 
persistent gaps remain. Public awareness of cybersecurity in Serbia 
is improving, but needs further improvement (Dennis 2024). Many 
parents still lack sufficient knowledge regarding online threats and 
rarely use technical parental controls. Research indicates that children 
often help parents with digital tasks, thus revealing a knowledge deficit 
among adults that current educational initiatives may not effectively 
resolve (Kuzmanović et al. 2019).

While Serbia’s sharenting prevention initiatives demonstrate 
strong intent and broad reach, ongoing parent education challenges and 
weak implementation of technical safeguards indicate these programs 
have not achieved sufficient scale to change widespread sharenting 
behaviors and minimize associated data exposure risks. The program’s 
focus on internet safety might not fully tackle the complex methods that 
sophisticated actors use to gather and weaponize data. This indicates 
that the current approach shows positive signs but appears inadequate 
to address both widespread sharenting practices and sophisticated 
foreign-adversary data-exploitation methods. It is a race against time 
where the data collection is outpacing public awareness. This means 
that a significant portion of Serbian society remains exposed to the 
indirect national security risks of sharenting, as their data flows into 
open-source platforms where it becomes vulnerable to exploitation.
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 STRATEGIC RECOMMENDATIONS FOR 
ENHANCING NATIONAL SECURITY RESILIENCE

To adequately address the indirect implications of sharenting 
for the Republic of Serbia’s national security, a comprehensive, 
coordinated strategic approach is essential. These strategic 
recommendations focus on reinforcing legal frameworks, upgrading 
cyber protection, promoting digital literacy, and fostering international 
cooperation.

The enactment of a dedicated Law on the Rights of the Child 
should be a primary priority for Serbia in the domain of child rights 
protection. It is necessary for this new legislative act to address 
digital privacy, sharenting, and child consent through unified, 
comprehensive legal provisions rather than fragmented solutions. 
The law should include clear regulations regarding the “right to be 
forgotten”, which children could exercise upon reaching maturity, 
enabling them to request the deletion of content posted by parents 
or third parties. Furthermore, the Commissioner for Information of 
Public Importance and Personal Data Protection – DPA must receive 
increased funding, advanced technical tools, and specific authority to 
conduct investigations and sanction violations related to sharenting and 
the exploitation of children’s data (Đerić, Radović, and Petrović 2025). 
This body must precisely define its jurisdiction regarding parental data 
sharing and ensure effective processing of all received complaints.

The legal system requires continuous education programs 
focused on digital privacy, sharenting, and data aggregation and 
exploitation within the context of children’s rights and national 
security, specifically designed for members of the police, judges, and 
prosecutors (Gatto, Corsellо, and Ferrara 2024). This will facilitate 
a more subtle and effective legal response to modern digital threats. 
Additionally, the Government of Serbia must intensify efforts to align 
data protection and digital service standards with European Union 
frameworks, particularly the Digital Services Act (DSA). Through this 
measure, Serbia would achieve better oversight of online platforms 
operating within its territory, as well as more effective mechanisms for 
suppressing harmful content and data misuse.
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Alongside legal reforms, it is essential to secure critical technical 
infrastructure. National security authorities should implement rigorous 
cybersecurity measures to protect vital state databases and essential 
services as part of a critical infrastructure defense initiative. Protecting 
these systems is fundamental, as hackers could cross-reference stolen 
data with information gathered through sharenting to create complex 
individual profiles (Dennis 2024). The application of “data protection 
by design” and “data protection by default” principles must become 
mandatory for every digital service and state system. This involves 
encouraging data minimization (collecting only necessary information) 
while utilizing strong encryption and other security measures. 
Furthermore, operational plans must be developed to prevent data 
brokers from selling information about Serbian citizens to foreign 
adversaries. These brokers should be regulated through legislation or 
intelligence operations to block such data transfers (Sherman 2024). 
The state must establish strict procedures to protect public databases 
containing citizen information from unauthorized access. Any data leak 
from state registries that coincides with sharenting information enables 
the creation of detailed profiles that hostile entities can easily exploit.

Long-term societal immunity depends on a systemic shift in 
digital literacy and education. It is imperative to launch advanced 
public awareness campaigns that explicitly demonstrate how sharenting 
compromises national security. By utilizing a narrative-driven 
approach, educational frameworks should illustrate how routine content 
sharing facilitates the “weaponization of data”, transforming private 
family moments into permanent security vulnerabilities. Emphasis 
should be placed on the nation’s collective security and the long-term 
consequences for children’s futures. Additionally, mandatory digital 
literacy should be introduced into the educational system, from early 
childhood through adolescence. The curriculum should train students 
in critical thinking regarding online content, privacy management, and 
understanding the permanent digital footprint.

In parallel with systemic measures, it is essential to empower 
parents with practical, culturally tailored resources that enable the 
immediate application of privacy protection strategies, such as  
face-blurring techniques or rigorous control over metadata and 
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PII. In this context, public figures and influencers in Serbia bear a 
specific social responsibility to lead by example in promoting ethical 
sharenting and digital discretion (European Union 2025). At the macro 
level, Serbia’s national security must be bolstered through intensive 
cross-border cooperation. This entails strengthening partnerships 
with institutions such as the European Union, UNICEF, Interpol, and 
Europol, primarily through the exchange of operational intelligence 
regarding sophisticated forms of digital child exploitation. For these 
efforts to materialize, sustained support for the capacity building of 
domestic law enforcement and intelligence agencies is mandatory, 
with a particular focus on advancing digital forensics and expertise 
in OSINT and SOCMINT analytics (Conti et al. 2024). Finally, the 
Government of Serbia should position itself on the international stage 
as a champion of global standards for protecting children’s digital 
rights. Such strategic action aims not only to protect individuals 
but also to systemically curb the unchecked exploitation of data 
by commercial and state actors, thereby essentially safeguarding 
information sovereignty and the nation’s future in the information age.

CONCLUSION

Sharenting today transcends the boundaries of private family 
practice and has become a key factor within the national security 
domain of the Republic of Serbia. The inadvertent creation of 
permanent digital identities for children, coupled with the systemic 
aggregation of sensitive data by commercial entities, transforms 
personal information into strategic intelligence resources. External 
actors can exploit these sources for psychological profiling, long-
term surveillance, and influence operations, thereby potentially 
compromising the integrity of key personnel and eroding social 
cohesion.

The specific nature of the digital environment in Serbia is 
reflected in the disproportion between high internet engagement among 
the youth and a deficit in digital literacy among parents. Although 
the domestic legal framework is largely aligned with international 
standards, mitigating the negative effects of sharenting is hindered 
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by the absence of specific legislation on children’s rights and by 
challenges in implementing existing regulations. In this context, 
transparency in state surveillance mechanisms is crucial for building 
public trust. A deficit in this trust is not merely an internal social issue, 
but a systemic vulnerability that weakens national resilience, rendering 
the population more susceptible to sophisticated external pressures and 
data manipulation.

Addressing this phenomenon is not exclusively a matter of 
individual privacy protection but constitutes a national security 
imperative. Building resilience requires a proactive approach that 
integrates strengthening legal mechanisms, improving state data 
governance, and large-scale digital education. Protecting the digital 
future of the youngest citizens is a fundamental prerequisite for 
preserving the long-term stability and integrity of the Republic of 
Serbia within a global, data-driven order.
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ИНДИРЕКТНЕ ИМПЛИКАЦИЈЕ 
ШЕРЕНТИНГА НА НАЦИОНАЛНУ 

БЕЗБЕДНОСТ РЕПУБЛИКЕ СРБИЈЕ 

Резиме
Глобални феномен „шерентинга”, дефинисан као екстензивно 
дељење личних података малолетних лица на интернету од 
стране родитеља, представља комплексну индиректну претњу по 
националну безбедност. Иако су мотиви за шерентинг доминантно 
некритички и вођени тренутним друштвеним трендовима, крајњи 
исход је креирање дигиталног отиска за будуће генерације, чиме 
се дугорочно компромитује њихов информациони суверенитет. У 
Републици Србији дигитални ризици су додатно наглашени услед 
неусклађености између високе стопе дигиталне ангажованости 
младих и дефицита знања родитеља о аспектима информационе 
безбедности. Док су директне последице, попут крађе идентитета, 
детаљно документоване, овај рад аргументује да кумулативни 
подаци проистекли из шерентинга служе као стратешки 
обавештајни ресурс за државне и недржавне актере. Системско 
прикупљање ових информација омогућава софистицирано 
психолошко профилисање, екстензиван надзор и циљане операције 
утицаја, које могу компромитовати кључно државно особље и 
нарушити друштвену кохезију. Постојеће рањивости националног 
сајбер-безбедносног система, праћене изазовима у имплементацији 
легислативе, стварају амбијент погодан за експлоатацију података. 
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Сузбијање ових претњи захтева координисан стратешки приступ 
који интегрише унапређење правних оквира, техничку заштиту 
критичне инфраструктуре и системску дигиталну едукацију. 
Ублажавање ризика проистеклих из шерентинга није само мера 
заштите деце, већ и неопходан корак у очувању националне 
безбедности.
Кључне речи: шерентинг, национална безбедност, информациони 

рат, заштита података о личности, стратешка 
отпорност.
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