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Abstract
The conflict between Israel and Iran represents one of the most enduring 
confrontations in the Middle East. Over the past decade, its dynamics 
have increasingly been characterised by multidimensionality, reflected 
in the spillover of the conflict beyond traditional military-political 
frameworks into other domains, including the digital sphere. Following 
the Israeli Stuxnet attack on Iranian nuclear infrastructure in 2010, the 
cyber field has become a pivotal arena of confrontation, involving not 
only Israel and Iran but also affiliated cyber actors, often operating 
from third-party states, which adds a further layer of unpredictability 
and complexity to the conflict. What makes this cyber confrontation 
particularly significant for interstate relations in the highly sensitive 
Middle East is the ability of states to inflict damage on one another 
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without resorting to armed force. On a global scale, this conflict 
reflects a broader transformation of relations between major actors in 
the international order. The support provided to Israel by the United 
States, coupled with the growing cooperation of Russia and China with 
Iran, indicates that the Iranian-Israeli cyber war is becoming an integral 
part of global geopolitical competition. This research aims to analyse 
cyber warfare between Israel and Iran, its role in their broader conflict, 
and its effects on both states and the regional actors who, due to their 
interconnectedness and complex mutual relations, also become targets. 
The author highlights the growing importance of the cyber dimension 
as a field of competition in the Middle East, where “old conflicts” are 
taking on a new form by shifting the struggle into the digital space, 
making it an inseparable part of the region’s contemporary geopolitical 
reality in a post-unipolar world.
Keywords: Israel, Iran, cyber warfare, cybersecurity, Middle East.

INTRODUCTION

The widespread use of new technologies and the expansion of 
cyberspace have significantly influenced the transformation of global 
relations, providing state and non-state actors with new opportunities 
for action while simultaneously exposing them to entirely new 
risks (Rid 2013), to which states often have limited capacity to 
respond adequately. The very characteristics of cyberspace, such as 
anonymity, global connectivity, high-speed information flow, and 
low usage costs (Liff 2012, 422), have further encouraged states in 
their instrumentalisation. As a result, the cyber sphere has become a 
space for low-intensity conflict between states that, through the theft of 
sensitive data, manipulation in the information space, and disruption of 
the normal functioning of computer networks, attempt to inflict harm 
on their adversaries (Bogićević 2025, 305).

The process of global networking has been accompanied by 
significant changes in the distribution of power in the international 
order that emerged after the end of the Cold War. The gradual 
reduction of direct U.S. presence in the Middle East and the redirection 
of strategic attention toward East Asia have eroded Washington’s 
dominant role in the region, creating conditions for increased activity 
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by other global and regional actors. Among the states that have 
shown particular ambitions to fill the power vacuum and expand their 
influence is Iran, which, through establishing control over numerous 
armed groups in Middle Eastern countries, has gained significant 
regional influence. However, Iran’s expansion encountered a 
significant obstacle in the form of an irreconcilable ideological enemy 
and key American ally in the region, Israel. Tel Aviv’s aspiration to 
push the defense of its territory and population as far as possible from 
its own borders, on one hand, and the expansion of the network of pro-
Iranian proxies in the Middle East, on the other, have brought these 
two states into a state of permanent friction (Netolická and Mareš 2018, 
418), whereby the transfer of their rivalry into cyberspace has created 
a new source of insecurity for all Middle Eastern countries (Amaliya 
2025, 49). The discovery of the Israeli-American cyberattack on the 
Natanz nuclear facility in 2010 will mark the beginning of a new phase 
in understanding cyberspace as a domain for state conflict.

This paper aims to analyse the genesis of the cyber conflict 
between Israel and Iran after 2010, with particular focus on incidents 
that followed October 2023. The central research question concerns 
the extent to which cyber instruments can compensate for power 
asymmetry in active regional conflict. The working hypothesis is that 
the effects of cyber operations remain strategically limited when the 
technologically and organizationally stronger actor is willing and 
able to integrate digital operations with kinetic actions. The scholarly 
contribution of this paper lies in its integrated analysis of this conflict 
as a case study of cyber capacity asymmetry in the post-unipolar 
order. Unlike the existing literature, which predominantly examines 
the technical aspects of incidents, this work emphasises the strategic 
effects and structural determinants of cyber operations.

The study of cybersecurity faces a significant methodological 
obstacle: the limited availability of verifiable information about cyber 
actors, their activities, and their effects. Unlike the mutual kinetic 
strikes carried out in June 2025, where it was possible to determine the 
physical damage inflicted more directly, establishing the consequences 
of cyber operations is much more complex due to the immaterial nature 
of digital space and the limited transparency of actors. The Israel-
Iran cyber conflict is characterised by a pronounced asymmetry in 



174

THE POLICY OF NATIONAL SECURITY pp. 171-194

information sources: most data come from Western companies and 
organisations specialising in cybersecurity, while information from 
Iranian sources is subject to far more restrictions.

This paper covers cyber incidents in the period from 2010 to 
the present that meet the following criteria: 1) a clear connection 
to interstate relations between Israel and Iran, i.e., the existence of 
indicators that the incident has a political or strategically motivated 
character; 2) the existence of publicly available technical or 
institutional attribution of the attack; and 3) political-strategic 
significance, that is, the potential to influence the behavior of actors. 
Only data confirmed by at least two mutually independent sources or 
documented through technical indicators of compromise and official 
reports of relevant institutions are treated as “verified facts”. In 
contrast, claims by actors, media interpretations, and assessments by 
cybersecurity companies are analysed as analytical narratives rather 
than empirically established facts. In this way, an effort is made to 
clearly separate the descriptive level of analysis from the interpretive 
level.

CYBERSPACE AS THE NEW FRONT:  
ISRAELI RESPONSES TO THE IRANIAN THREAT

The perception of a permanent existential threat (Tabansky 
2020, 46) has crucially influenced Tel Aviv to adopt a proactive 
and preventive approach to national defense, based on the principle 
of the “security triangle”, whose key components are deterrence, 
early warning, and the swift achievement of decisive victory on the 
battlefield (Freilich, Cohen, and Siboni 2023, 185). Since achieving 
lasting peace for Israel, as the ultimate strategic goal articulated 
by Ben-Gurion (Baram 2017, 3), is almost unattainable due to the 
impossibility of the permanent military neutralization of the Arab 
states, Tel Aviv has focused on achieving a more modest goal: the 
temporary disabling of the most prominent threat before the emergence 
of new threats in the region and a new cycle of conflict (Freilich, 
Cohen, and Siboni 2023, 185).

The end of the twentieth and the beginning of the twenty-first 
century witnessed an evolution in the sources of threats confronting 
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Israel. The transformation of these threats from the regular armed 
forces of Arab states to non-state actors, such as terrorist groups, also 
altered the nature of the conflict itself. Given the asymmetric nature of 
conflict with non-state actors, Tel Aviv could no longer rely on swift 
and decisive victories on the conventional battlefield, compelling its 
decision-makers to reconsider the principles of the “security triangle” 
(Freilich 2018, 199).

Concurrently with the increased presence of terrorist 
organisations, the growing significance of modern digital technologies 
for the functioning of the economy and society exposed Israel to an 
entirely new set of threats. As a state whose economy depends on 
the application of cutting-edge technologies in both economic and 
administrative domains,*1 Tel Aviv is particularly vulnerable to cyber 
threats. A pivotal moment in the recognition of cyberspace as a new 
source of insecurity occurred in 2010 with the revelation of the joint 
US-Israeli cyberattack on Iran’s nuclear facility at Natanz.

The fear of the development of Iran’s nuclear program, combined 
with a belief in the efficacy of preventive strikes as a mechanism to 
curb regional threats, led Israel to conduct, in cooperation with the 
United States, a cyber operation in 2006 (Kamiński 2020, 69) code-
named “Olympic Games”, to turn off the Natanz nuclear facility. 
Over the following four years, the virus implanted in Iran’s computer 
network turned off approximately 1,000 gas centrifuges, though this did 
not result in a significant slowdown of the nuclear program (Albright, 
Brannan, and Walrond 2010). Nevertheless, the consequences were of 
considerable regional and global significance, as this marked the first 
known instance of a cyber operation with direct physical effects on 
the critical infrastructure of a sovereign state. Globally, the “Olympic 
Games” operation marked the beginning of a re-examination of the 
vulnerabilities of critical infrastructure to an entirely new class of 
threats, while regionally, the discovery of the cyberattack signalled the 
opening of a new front in the Iran-Israel conflict, one that would soon 
draw in other Middle Eastern states.

1  As much as 13% of Israel’s GDP and 31% of its exports are derived from products 
and services generated in the high-tech sector. For more information on the significance 
of this industry for the development of the Israeli economy (Razin 2018).
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After 2010 and the exposure of Israeli involvement in the 
cyberattack, Tel Aviv radically changed its perception of Iran as a 
threat, both in the physical and cyber domains (Baram 2017, 1). To 
maintain its technological edge against regional threats and adequately 
respond to potential Iranian retaliation, Israel began developing 
cybersecurity as a new pillar of its national defence. This is evidenced 
by the significant efforts and resources invested by the Israeli 
government in building institutions and subsidising the development 
of new startups (Government of Israel 2011, 2; Press 2017). Relying 
on public-private partnerships and global economic interconnectedness, 
Israel has established exceptional national cyber capabilities, thereby 
acquiring a decisive competitive advantage over actors it perceives as 
regional threats.

In addition to efforts to create a national cybersecurity sector, 
Israel has also relied heavily on international cooperation to enhance 
its capacities. The United States occupies a central position in Israel’s 
growing network of international partners, with high levels of 
cooperation at both the intergovernmental level (Arshad 2025, 1148) 
and in the economic sphere. An intensive exchange of knowledge and 
information, particularly regarding Iranian capabilities and intentions in 
the digital domain, provides Israel with significant strategic advantages, 
enabling the optimal utilisation of its own resources in planning cyber 
operations (1141).

Since 2010, cooperation with regional actors who perceive 
Iran as a source of regional insecurity has emerged as an increasingly 
important component of Israel’s cyber defence. The disabling of Saudi 
Aramco’s computer network in 2012 served as a clear indicator of 
Iran’s progress in the cyber domain, alerting Middle Eastern states 
to the growing intensity of this threat. To bridge the widening gap 
with Iran, countries such as Egypt, Saudi Arabia, and the United Arab 
Emirates have turned to Israel as a provider of cybersecurity (Al-
Halawany 2021; Khorrami 2021). Beyond raising the level of regional 
resilience to Iranian threats in the digital sphere, Tel Aviv’s cyber 
diplomacy has also significantly influenced the process of normalising 
relations with regional states (Freilich, Cohen, and Siboni 2023, 275), 
thereby representing an important step towards achieving one of 
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Israel’s key strategic goals – the establishment of a more stable security 
environment.

The outcome of efforts at both the domestic and international 
levels has been the development of an exceptionally sophisticated cyber 
defence system, founded on a large number of successful companies,*2 a 
high degree of cooperation between the private sector and institutions, 
and the exchange of knowledge and information with leading 
international actors. The organic development of cyber capabilities 
through economic growth has enabled Tel Aviv to rank among the 
top countries in its ability to respond to cyber threats (Digital Watch 
Observatory 2025), a proclaimed objective at the beginning of the 
twenty-first century. In this regard, the Israeli approach to cybersecurity 
does not represent a discontinuity from earlier security doctrines, but 
rather their functional adaptation to new technological and geopolitical 
conditions.

IRAN AND CYBERSPACE:  
ASYMMETRIC STRATEGY, PROXY WARFARE,  
AND THE DIGITAL PROJECTION OF POWER

Iran’s approach to cyberspace, as is the case with other 
authoritarian powers, is marked by ambivalence: on the one hand, it 
serves as a mechanism for controlling the population and propagating 
its own values through digital media; on the other, it represents a 
constant source of danger in the form of Western media influence. 
The presence of these media as alternatives to state-run outlets poses a 
particular challenge for the authorities in Tehran, who frequently face 
mass protests (Freilich, Cohen, and Siboni 2023, 140). Additionally, 
the opportunities that cyberspace offers as a medium for projecting 
influence in the region and conducting malicious operations have led 
Tehran to recognise cybersecurity as a key aspect of future national 
security. Notably, the mass protests of 2009 and the discovery of the 
US-Israeli Stuxnet virus in 2010 acted as catalysts for intensified 

2  An illustrative indicator of Tel Aviv’s success after 2010 is the remarkable growth 
of its cybersecurity industry. Israel is now considered the world’s second-largest centre 
for cybersecurity software development. For a more detailed discussion (Eisenstadt and 
Pollock 2021).
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Iranian efforts to develop cyber capabilities (Anderson and Sadjadpour 
2018, 10–11). For the survival of the ayatollah regime, cybersecurity 
has become as important as the development of nuclear weapons 
(Bucala and Pendleton 2015).

Iran’s international activity in cyberspace plays a multifaceted 
role in its strategy to strengthen its regional position. Primarily, Tehran 
relies heavily on cyber means in its asymmetric actions in the Middle 
East, seeking to avoid escalations that could lead to armed conflict 
(Haroon 2024, 146) or to the depletion of resources among local 
proxies. At the same time, cyber instruments represent a relatively 
cost-effective and less visible means of gathering intelligence and 
targeting the institutions and businesses of other states. These activities 
frequently constitute the first step in information operations, which 
manifest through the publication of sensitive data or the articulation of 
specific political messages, intending to demonstrate capabilities and 
exploit perceived weaknesses of adversaries.

Drawing on lessons from the Stuxnet case, Iran significantly 
intensified its financial investments in this domain after 2010. Although 
precise data are not publicly available, estimates by the US Army 
War College indicate that Iran’s cyber operations budget rose from 
$76 million to $1 billion over a four-year period, a clear indication of 
the importance Iran attaches to cyberspace (Shafa 2014). Particular 
emphasis has been placed on enhancing educational standards in 
information technology and on selecting personnel who have begun 
to fill positions in the cyber units of the Islamic Revolutionary Guard 
Corps and the Ministry of Intelligence (Netolická and Mareš 2018, 
420; Keshavarz 2023, 122). Continuous investment has begun to yield 
results, as evidenced by the growing number of sophisticated attacks 
on critical infrastructure in other countries (such as the aforementioned 
2012 attack on Saudi Aramco), which have led regional states to 
perceive Iran as an escalating cyber threat.

Attacks by Iranian cyber groups and their affiliated proxies on 
the computer networks of the Gulf states have continued in subsequent 
years, revealing several trends in Tehran’s behaviour in cyberspace. 
Consistent with its strategy of relying on a network of proxy actors 
across the Middle East to conduct asymmetric operations and enhance 
its position, Iran has initiated a process of diffusing knowledge and 
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malicious tools from state cyber actors to affiliated non-state entities. 
This practice has increased Tehran’s overall capacity to conduct 
offensive cyber operations, while simultaneously making it much 
more difficult to reliably identify the immediate perpetrators of attacks, 
thereby rendering responsibility for cyber actions diffuse and hard to 
attribute to a specific actor.

The low level of risk awareness and limited investment in 
cyber defence by Gulf states during the 2010s left them particularly 
vulnerable to operations by Iranian and pro-Iranian cyber actors. A 
telling indicator of the exposure of Middle Eastern actors to cyber 
threats is a study by Tenable, which found that as many as 95% of 
Saudi companies faced cyber threats that negatively affected their 
operations in 2019 (Tashkandi 2020), with Iran identified as the 
main source of attacks (Guzansky and Deutch 2019). In addition to 
targeting regional adversaries, Iranian-affiliated cyber actors have also 
conducted offensive operations against the United States, the main ally 
of Iran’s regional opponents. These activities have included targeting 
critical infrastructure, such as the attack on the Bowman Dam in 2013 
(United States Department of Justice 2016), as well as attacks on 
private companies and individuals, with particular focus on prominent 
opponents of the Tehran regime (Elgin and Riley 2014).

Like Israel, Iran has relied heavily on its network of allies as 
a source of technological innovation, empirical experience, and 
operational support in conducting cyber operations. Its primary partner 
in these efforts is Russia, with which Iran signed a cyber cooperation 
agreement in 2015 (Agence France-Presse 2015), further upgraded in 
2021 with a Cyber Security Cooperation Agreement encompassing 
greater technology and information exchange, training, and assistance 
in international cyber incidents (El-Masry 2021). The Strategic 
Cooperation Agreement between Beijing and Tehran, concluded the 
same year, is also aimed at technology and information sharing, with 
significant Chinese investment in telecommunications infrastructure 
and software, enabling Iran to establish even tighter control and 
surveillance over its own cyberspace (Reuters 2021). Cooperation 
among these states is not limited to state actors in cyberspace, but also 
extends to non-state actors, including the exchange of stolen data and 
coordinated attacks on the critical infrastructure of other states. An 
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example of this informal cooperation was identified in joint operations 
by pro-Russian and pro-Iranian cyber actors during attacks on Western 
Balkan states in 2022 and 2023 (Oghanna 2023).

The efforts Tehran has made since 2010 in developing national 
cyber capabilities have made this instrument a critical component of its 
hybrid strategy. Alongside its reliance on proxy actors in the form of 
armed groups throughout the Middle East, one of the key instruments 
of Iran’s regional activity, engagement of both state and non-state 
cyber actors has enabled Tehran to inflict additional damage on its 
adversaries with relatively limited resource expenditure. Nevertheless, 
unlike in Israel, where there is a broad consensus regarding cyber 
capabilities, this is not the case in Iran, highlighting significant 
differences in the capacities of the two states.

The International Institute for Strategic Studies (IISS) classifies 
Iran as a second-tier cyber power (International Institute for Strategic 
Studies [IISS] 2021b, 1), while Israel is ranked among the most 
advanced (International Institute for Strategic Studies [IISS] 2021a). 
The United States Department of Defence reached similar conclusions 
in its 2023 Cyber Strategy, which found that Tehran has not yet 
demonstrated the capability to conduct continuous, sophisticated cyber 
operations (U.S. Department of Defence 2023, 5). On the other hand, 
Siboni, Abramski, and Sapir assess that Iran’s cyber capabilities have 
already reached the level of the most advanced countries (Siboni, 
Abramski, and Sapir 2020, 39–40), a view shared by Yigal Unna, 
former Director General of the Israel National Cyber Directorate (Israel 
National Cyber Directorate 2019).

Despite significant obstacles to development caused by 
international economic sanctions (Faris 2025, 10), brain drain, and 
a poorly developed private sector in cybersecurity (Freilich, Cohen, 
and Siboni 2023, 137), Iran has developed significant national cyber 
capabilities. These have provided it with an alternative mechanism 
of action in situations where the use of proxy armed groups is 
economically prohibitive, politically risky, or operationally unfeasible, 
a dynamic that has become particularly evident following the outbreak 
of conflict in Gaza in October 2023.
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THE CYBER DIMENSION OF THE IRAN-ISRAEL 
CONFLICT AFTER OCTOBER 2023

Iran’s position in the Middle East remained relatively stable 
until October 2023. Relying on an extensive network of allies 
and proxy actors, Tehran exercised influence over the Houthis in 
Yemen, Hezbollah in Lebanon, and Hamas in the Gaza Strip, while 
simultaneously projecting its power in Syria, providing crucial support 
to the Bashar al-Assad regime, and in Iraq, where it maintained control 
over numerous Shiite militias. However, following the incursion by 
Hamas militants into Israeli territory on October 7 and the outbreak of 
war in the Gaza Strip 20 days later, the Iran-Israel conflict entered a 
new phase, characterised by active hostilities between Israel and pro-
Iranian militias and by reciprocal attacks during the Twelve-Day War 
of June 2025. In parallel, the cyber domain also witnessed an escalation 
involving both state and numerous non-state actors.

The trend of intensifying cyber operations during periods 
of heightened tensions between Israel and Iran was already evident 
in previous conflicts (2009, 2012, and 2014) in which these actors 
were engaged (Freilich, Cohen, and Siboni 2023, 120). The primary 
objectives of cyber actors included disabling or defacing government 
websites, targeting major financial institutions, and stealing data useful 
for military or further cyber operations (Brenner 2012); however, the 
outcomes of such operations were neither lasting nor particularly 
consequential for the overall course of the conflict. The outbreak of 
hostilities in Gaza in October 2023, however, marked the beginning 
of a transformation in the Iran-Israel cyber conflict, reflected in the 
increased sophistication of certain attacks, the expansion of the number 
of actors involved, and an overall intensification of cyber activity (The 
Economist 2024; ThreatMon 2026, 5–14).

Differences in the cyber warfare capabilities of Iran and Israel 
are clearly evident in an analysis of the types of operations that 
dominate each side, as well as the scope and nature of the damage they 
can inflict. Analysis of reports from cybersecurity firms (Watts 2024; 
Radware 2025; Reddy 2025) and government agencies (Cybersecurity 
and Infrastructure Security Agency 2025) reveals certain tendencies in 
the actions of Iranian and pro-Iranian cyber groups. The most common 
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is the conduct of information operations aimed at destabilising Israel 
by deepening social divisions, disturbing public morale, and eroding 
international support for Tel Aviv (Watts 2024). Iran also uses its 
cyber resources for intelligence purposes, primarily to collect sensitive 
information, such as data on members of the Israel Defence Forces, 
and to access surveillance camera footage for damage assessment (The 
Economist 2024; Newman 2025). On the other hand, despite numerous 
claims of successful operations (SOCRadar Cyber Intelligence 2025), 
there has yet to be any identified significant attack on Israeli critical 
infrastructure with lasting effects, an indicator of the limited reach of 
Iran’s offensive cyber capabilities.

Israel, meanwhile, has conducted offensive operations in the 
Iranian cyber domain, primarily for intelligence purposes, gathering 
data relevant to the identification of military targets and key 
individuals, including nuclear scientists and senior officers of the 
Revolutionary Guard and Iran’s regular armed forces (Zendata Cyber 
Security 2025), as confirmed by officials from both sides (Fassihi, 
Bergman, and Mazzetti 2025). Supporting this assessment is the 
decision by Iran’s leadership, following an initial Israeli Air Force 
strike, to suspend internet access nationwide and instruct senior 
officials to set aside their mobile devices for fear they could be used 
for targeting and tracking (Politico 2025; Fassihi, Bergman, and 
Mazzetti 2025). Such measures indicate a pronounced perception of 
vulnerability within Iran’s cyber domain and underscore the significant 
asymmetry in cyber capabilities between the two actors, an asymmetry 
Israel has leveraged as an additional instrument of its military and 
intelligence power.

Non-state cyber actors play a particularly distinct role in the 
conflict. Due to limited resources and expertise, they most often 
operate in the information domain (Pijpers 2023, 7). Nevertheless, 
both Iran and Israel employ cooperation with non-state cyber actors as 
a mechanism to obscure state involvement in specific activities. While 
examples of cooperation between Iranian state authorities and cyber 
actors are better documented (Sabin 2025; New Jersey Cybersecurity 
and Communications Integration Cell 2024), the case of the Israeli 
group Predatory Sparrow highlights the complexities of identifying 
the origins of attackers and their connections to state actors. Presenting 
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itself as a hacker collective opposed to the ayatollah regime, Predatory 
Sparrow has been responsible for highly sophisticated attacks on Iran’s 
critical infrastructure, targeting steel plants, railways, and energy 
transportation systems (Miller 2025; Vicens 2023).

During the twelve-day conflict between Iran and Israel, this 
hacker group conducted several confirmed operations, primarily 
targeting the financial sector (Picus Security 2025). Particularly 
notable was an attack on Sepah Bank, known for its ties to the Iranian 
Revolutionary Guard and for financing Iran’s missile program and 
various pro-Iranian proxies (U.S. Department of the Treasury 
2007). Iranian sources confirmed that banking transactions were 
disrupted (The Times of Israel 2025), though there is no independent 
confirmation of the data destruction claimed by the hacker group 
(Vicens and Pearson 2025). Significant damage was also inflicted on 
the Iranian cryptocurrency exchange, a key institution in Tehran’s 
efforts to circumvent sanctions-imposed trade restrictions (Zendata 
Cyber Security 2025). The unusual sophistication of these cyber 
operations has led many cybersecurity firms to categorise Predatory 
Sparrow as a non-state hacker group with very close ties to Israeli 
cyber units (Radware 2025; Miller 2025). This illustrative example 
underscores the growing challenge of cooperation between non-
state and state actors in the cyber domain, making attribution and, 
subsequently, accountability significantly more difficult.

The Iran-Israel conflict since October 2023 demonstrates that 
cyberspace has become an integral part of contemporary armed conflict, 
not merely as an auxiliary tool but as an autonomous domain for 
projecting power. Whereas Iran has primarily used its cyber capacities 
for limited objectives such as intelligence gathering and information 
operations, Israel has succeeded in integrating its cyber operations 
into a broader intelligence-military apparatus, combining state and 
non-state actors to achieve concrete strategic effects. This practice 
highlights the growing role of the cyber domain in demonstrating 
power in asymmetric conflicts, where pronounced imbalances in cyber 
capabilities can have extremely detrimental consequences for states in 
a subordinate position, especially amid rising tensions and deepening 
instability in contemporary global affairs.
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CONCLUSION

An analysis of the development of Israel’s and Iran’s cyber 
capabilities after 2010, as well as their subsequent use during the 
conflict in the Gaza Strip in October 2023, demonstrates that the 
digital realm has become an indispensable and structurally integrated 
component of contemporary national security strategies, and 
consequently, of armed conflicts, particularly evident in complex and 
politically sensitive security environments such as the Middle East. In 
parallel with the escalation of kinetic operations and the expansion of 
conflict between Israel and pro-Iranian actors (eventually including 
Iran itself), cyberspace has functioned as an additional, though not 
secondary, front, one that revealed profound differences in strategies 
and, especially, in the available capacities for waging cyber warfare.

Israel’s approach to cybersecurity, deeply rooted in the “security 
triangle” concept, has successfully adapted to the new technological 
reality. Through strategic investment of substantial financial and 
administrative resources, Israel has stimulated the development of 
a high-tech industry, exemplified by numerous successful startups, 
thereby consolidating its position as a global leader in the field. Further 
impetus for the development of national cyber capabilities has come 
from the expanding network of international partners, particularly in 
its immediate neighbourhood, who view Israel as a key provider of 
digital security. This synergistic effect of state incentives and private 
entrepreneurship has not only strengthened national resilience but has 
also transformed cyber capabilities into an instrument of Israeli soft 
power and foreign policy engagement in the region.

For Tehran, by contrast, cybersecurity has become as important 
as the development of its nuclear program, not only for its ability to 
project national power externally, but also for controlling the internal 
information environment, which is directly linked to the survival of 
a regime challenged by frequent protests. Despite systemic obstacles 
to the development of cyber capabilities, foremost among them 
international sanctions, Iran has nevertheless achieved significant 
results. This progress is based on strategic cooperation with Russia and 
China, targeted domestic investments, and a careful personnel selection 
process. Although, according to available data, Iran has not yet reached 
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the level of technical sophistication demonstrated by Israeli actors, the 
progress achieved has been sufficient to position Tehran as a highly 
potent threat to regional cybersecurity.

The empirical examples examined in this study confirm the 
initial hypothesis that cyber instruments cannot fundamentally 
compensate for power asymmetries when the stronger actor can 
integrate them into a broader military-intelligence apparatus. Iran 
primarily employed cyber means as part of an asymmetric, limited-
scope strategy. Iranian and pro-Iranian cyber activities focused on 
information operations aimed at generating social divisions and eroding 
international support for Tel Aviv, as well as on intelligence gathering, 
without clearly observable, lasting, or systemic effects on the critical 
infrastructure of Israel and its allies. In contrast, the Israeli approach is 
characterised by a higher degree of integration of digital operations into 
the broader state intelligence-military apparatus, where cyber activities 
function as an auxiliary mechanism enabling more precise planning and 
execution of kinetic strikes and increasing the overall effectiveness of 
military operations. The reactions of the Iranian leadership, including 
the suspension of internet access and the restriction of mobile device 
use among high officials, further confirm the perception of significant 
vulnerability in the cyber domain and point to a pronounced asymmetry 
in the capabilities of the two states.

The Iran-Israel conflict after October 2023 serves as an 
illustrative example of the security risks produced by pronounced 
asymmetry in cyber capabilities in contemporary conflicts. While 
technologically and organizationally superior actors can integrate cyber 
tools into military and intelligence operations, thus achieving tangible 
operational and strategic effects, states in a subordinate position are 
limited to lower-intensity actions, whose effects are often temporary 
or symbolic. Such imbalances not only deepen the vulnerability of 
weaker actors in the context of armed conflict but also encourage the 
broader use of cyber tools as a component of hybrid operations below 
the threshold of open warfare. In an environment of increasing regional 
and global tensions and intensified competition among states, such 
forms of activity are becoming more common, further heightening 
the risk of instability, uncontrolled escalation, and the long-term 
undermining of existing security arrangements.
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БЛИСКОИСТОЧНИХ СУКОБА  
У ПОСТ-УНИПОЛАРНОМ СВЕТУ**

Резиме
Овај рад анализира еволуцију сајбер сукоба између Израела и 
Ирана од 2010. године, са посебним освртом на период након 
избијања сукоба у Гази у октобру 2023. године, у контексту 
транзиције од америчке униполарности ка мултиполарном 
међународном поретку. Централно истраживачко питање односи 
се на то у којој мери сајбер инструменти могу компензовати 
асиметрију моћи у условима активног регионалног сукоба. 
Рад заступа став да ефекти сајбер операција остају стратешки 
ограничени када је технолошки надмоћнији актер способан 
да интегрише дигиталне операције са кинетичким дејствима. 
Иранско-израелски сајбер сукоб започео је откривањем вируса 
Stuxnet (рачунарски црв) 2010. године, у оквиру заједничке 
израелско-америчке операције усмерене против нуклеарног 
постројења у Натанзу, која је означила први познати пример 
сајбер напада са директним физичким ефектима на критичну 
инфраструктуру. Овај догађај навео је обе државе да суштински 
преусмере своје политике сајбер безбедности и офанзивне сајбер 
стратегије. Израел је, ослањајући се на доктрину „безбедносног 
троугла” која наглашава одвраћање, рано упозорење и одсудну 
победу, развио софистициран национални сајбер екосистем кроз 
стратешка јавно-приватна улагања и ширење мреже међународних 
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партнера, учврстивши тако своју позицију глобалног лидера 
у области сајбер безбедности. За Иран је сајбер безбедност 
постала подједнако важна као и нуклеарни програм, служећи 
како пројекцији моћи према споља, тако и контроли унутрашњег 
информационог простора. Упркос системским препрекама, 
укључујући међународне санкције, ограничена финансијска 
средства и одлив мозгова, Техеран је остварио значајан напредак 
кроз стратешку сарадњу са Русијом и Кином и пажљиву селекцију 
кадрова унутар сајбер јединица повезаних са Револуционарном 
гардом. Емпиријска анализа потврђује централну претпоставку 
рада: Иран је сајбер инструменте превасходно користио у 
оквиру асиметричне стратегије ограниченог домета, усмерене 
на операције у информационом простору са циљем генерисања 
друштвених подела и ерозије међународне подршке Израелу, као 
и на прикупљање обавештајних података, без јасно уочљивих, 
трајних или системских ефеката по критичну инфраструктуру. 
Израел је, насупрот томе, интегрисао сајбер операције у шири 
војно-обавештајни апарат као допунски механизам који омогућава 
прецизније планирање и извођење кинетичких удара. Иранско-
израелски сукоб након октобра 2023. године тако представља 
илустративну студију случаја безбедносних ризика које производи 
изражена асиметрија сајбер способности, у којој технолошки 
надмоћнији актери остварују конкретне стратешке ефекте, док су 
слабије државе ограничене на облике деловања нижег интензитета, 
чији су домети неретко привремени или симболични.
Кључне речи: Израел, Иран, сајбер ратовање, сајбер безбедност, 
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