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ForewoRrRD

Dear readers,

The new issue of our journal “The Policy of National Security” is
dedicated to a very important topic - artificial intelligence (AI). This is
a revolutionary technology that is rapidly changing our lives and habits,
creating a different world. How much better (or worse) that world will be
depends on many factors, and what particularly interests us is its impact
on the security sphere. Although Chat-GPT (Generative Pre-trained
Transformer) is something familiar to all of us engaged in scientific
research, artificial intelligence is much more than that and permeates
almost every aspect of our lives. Some advantages of Al include its ability
to analyze large amounts of data from different sources, identify specific
frauds and false identities, perform routine tasks, etc. At the same time,
Al can contribute to the spread of misinformation, has limited decision-
making ability (it is not a human being after all), allows for easy spreading
of false identities, and more. On one hand, Al is an innovative tool that
can enhance cybersecurity, but on the other hand, it is a double-edged
sword, involving numerous ethical and security issues. While we are
preparing this issue, the European Commission has approved the working
version of the Regulation on Artificial Intelligence (known as Al Act),
emphasizing the importance of the topic. The draft has been sent to the
European Parliament for adoption, and public discussion is ongoing.

This issue covers numerous topics related to Al, mostly focusing
on its (mis)use in the security domain. Our authors have explored the
implications of Al on national security through psychological propaganda
operations; some researchers have found a correlation between Al and
psychological security; a significant overview has been made regarding
contemporary conflicts, such as the war in Ukraine where drones and
various forms of Al are widely used; the role of artificial intelligence
in organizing coups has also been elaborated, presenting an innovative
approach to this issue. So many topics have been addressed in this
issue regarding the correlation between security and Al, and we hope it
will be beneficial to the broader scientific community and all potential
researchers of these phenomena.



In this issue, we have reserved space for some always relevant topics,
such as the use of intelligence methods in the fight against terrorism and
violence at sports events. We are especially pleased to feature a review
of a very important book, “Security Services Control in Serbia,” which,
with its scientific dimension, represents a significant step forward in
researching this topic.

Editor-in-Chief,
Prof. Dr Marija Porié¢



YBOIHUK

TlomrroBanu yuTaAOIH,

Hogwu 0Opoj Hater yaconuca ,,JlonuTrka HallMOHAIHE 0€30€AHOCTH
je moceeheH Beoma Ba)KHOj TEMH — BellTaukoj nHteaurennuju (BU). Peu
j€ O PEBOTYIIHOHAPHO] TEXHOJIOTHjH KOja MYHEBUTOM Op3uHOM Beh MeHa
Hallle )XUBOTE ¥ HaBHKe, cTBapajyhu jenan apyraunju cet. Komuko he
Taj CBeT OMTH 00JbM (MJIK TOPH), 3aBUCH O] MHOT'O (haKTOPa, a OHO IIITO
Hac MoceOHO MHTEpecyje jecTe yTHIlaj Ha cepy 6e30eanocTu. Mako
je Chat-GPT (Generative Pre-trained Transformer) HemTo mro Ham
je cBHUMa Koju ce 0aBHMO HAayYHOUCTPAKUBAYKUM PaJioM (HaKaJoCT)
MO3HATO, BEIITaYKa MHTEIUTCHIIMja je MHOTO BHIIE OJf TOTa U 3aJa3u
rOTOBO y CBe€ Iope Hawmera xuota. Heke ox npennoctu BU cy mro
MOJKE JIa aHAITU3Mpa BEJIMKe KOIMUYMHE N0JlaTaka U3 Pa3InduTHX U3BOPa,
nMa MoryhHocT na nako uneHTuuKyje onpelheHe nperape u JIaKHe
UJICHTUTETE, U3BpIlIaBa PyTUHCKE 3aJaTKe, UTI. Y ucTo BpeMe BU moxe
Jia IOTTPUHOCH LIUPEY Je3nHpopMaInja, iMa OrpaHHueHY CIIOCOOHOCT
JIOHOIIICHA OJINTyKa (MIaK HUje JbyAcKo Oulie), omoryhaBa jako mupeme
naxxHux uaentutera u cii. Ca jeane crpane, BU npencrasiba MHOBaTHBaH
ajiaT KOju MOXKE YHAIIPEAUTH cajoep-0e30eIHOCT aliv ca Ipyre CTpaHe
j€ TO Mau ca JIBe OLITPHIIC, jep WHBOJIBUPA MHOIOOpOjHA €THUYKA U
0e30enHOCHA uTama. Jlok nmpaBumo oBaj Opoj EBponcka xomucuja je
o7100puiIa paJHy Bep3ujy Ypenoe o BEIITauKko] MHTEIMTeHIIU]jHU (II03HATO]
kao Al Act), To rOBOpH 0 Ba)KHOCTHU HaBeaeHe Teme. HaupT je ynyhen
EBporickoM napiiaMeHTy Ha yCBajambe, 0K j¢ jaBHA paclpaBa y TOKY.

Ogaj O6poj moHOCH MHOTOOpOjHE TeMe u3 obiacTu BU, a cBe oHe
cy MaxoM (OoKycHupaHe Ha BeHY (3710)ymoTpedy y o0macTu 6€30eTHOCTH.
Hamu aytopu cy ucTpakuBajiu KakBe uMmiuinkaiuje BU npoussoau
o HaIMOHAJIHY 0e30eHOCT KpPO3 MCHXOJOIIKO HpoTaraHiHe
orepariyje; NojeJUHU UCTPAXKUBAUHN Cy TPOHAIIUTH KOopelanujy uamehy
BU u ncuxosomike 0e30eHOCTH; 3HaUajaH OCBPT je HANIPABJ/bEH U Ka
CaBpPEMEHHMM CyKOOHMMa, MOMYT paTta y YKpajuHU Yy KOME C€ YMHOTOME
KOpHUCTE IpOHOBH 1 pa3He popme BU; enabopupana je u yiora Bemrauke
WHTEIINTeHIIN]je TPHJIMKOM OpraHi30Bamka My4eBa, IITO je jelaH BeoMa
WHOBAaTUBaH MPHUCTYIT OBOM INpobiemy. TOTHKO TeMa je MOKPEHYTO Y



0BOM 0pojy y moriieny kopenamuje 6e3oennoctu u BU, Te ce Hagamo na
he OMTH Ha KOPUCT MIKMPO] HAYYHO] 3ajeJHULH U CBUM MOTCHLUjaTHIM
UCTpa)KMBAauYMMa OBUX (PEHOMEHA.

Y oBoM Opojy cMO pe3epBHCaIN MECTO 32 HEKE YBEK aKTyeITHE
TeMe, MoMyT ynorpede obaBemrajHux MeToa y 00pOu mpoTuB Tepopru3Ma
Y HaCHJba Ha CIIOPTCKUM Npupendama. [loceGHO HaM je 1paro mro cMo
OCTaBWJIM MIPOCTOP M 3a NPHUKa3 jefHe BeoMa BaxkHE Kmure ,,Kontpomna
ciyx0m 6e30eqHoctn y CpOuju‘, Koja CBOjoM HAyYHOM TUMEH3UjOM
NpeACTaBJba 3HauajaH UCKOPaK y UCTPAKUBAIbY OBE TEME.

I'maBHM M OATOBOPHU YPEIHUK,
[Ipod. np Mapwuja Hopuh
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ARTIFICIAL INTELLIGENCE AND

PSYCHOLOGICAL - PROPAGANDA
OPERATIONS IN THE CONTEXT OF
THREAT TO NATIONAL SECURITY

Resume

The key characteristic of international relations is their anarchy and
in modern conditions this is manifested by the continuous performance
of psychological-propaganda operations (PsyOp) by some actors against
others. PsyOp represent the first stage in the preparation and implementation
of a hybrid war, but they can also be an end in themselves. Over time,
they have become an indispensable means of ensuring national security.
National security is ensured by eliminating or relativizing the conflicting
interests of rivals (enemies) against whom PsyOp are directed. A new
moment in the application of this concept is the development and (mis)
use of artificial intelligence (AI). The capacities of artificial intelligence
for designing and implementing PsyOp far exceed human potential. It can
introduce international relations into a stage of constant and permanent
conflicts by carrying out continuous psychological-propaganda operations
and starting hybrid wars that will never end. Another danger lies in the

*

Contact: dusan@diplomacy.bg.ac.rs. The research was conducted within the project
,Serbia and challenges in international relations in 2023”, which is and implemented
by the Institute for International Politics and Economy during 2023.

Contact: beogradbgl5@gmail.com.
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claim of the creators of Al that the Al has its own logic, and because
of this, in the future, it will depend less and less on given inputs. In an
anarchic environment, Al can independently induce and generate wars
by conducting unpredictable PsyOp. The author’s conclusion is that
the combination of traditional anarchy and new technology worsens
the national security of states, but indirectly also global security, and
therefore it is necessary to think about different ways of limiting the use
of Al in international relations.

Key words: artificial intelligence, hybrid war, psychological-propaganda
operations, national security, international relations, anarchy.

INTRODUCTION: IS THE WORLD READY
FOR ARTIFICIAL INTELLIGENCE?

Ian Hogarth, a researcher and investor in over 50 companies
developing artificial intelligence systems in recent decades, and co-author
of the annual report “The State of Artificial Intelligence”, published an
article in April 2023 with the title: ““We must slow down the race to God-
like AI” (Hogarth 2023). He did it at a time when the discussions about
artificial intelligence were intensified and from which the position prevailed
to a greater or lesser extent that the world is entering a new era precisely
thanks to Al. Contrary to the dry enumeration of the benefits of the use
of Al (time will show that the benefits in some areas are undoubted and
complete, in other areas partial, while in some areas there will be side
effects and counter-effects) as well as meaningless discussions about
how will all this change the world (since humanity knows absolutely
nothing about these changes, and the alleged futurological projections
that can be read are mere guesses), it is necessary to ask the question: is
the world ready for artificial intelligence? Robert Cooper, examining the
future of European politics in the introductory part of his book states:

“The European wars of the twentieth century were the first great wars
of industrial society, wars between machines as much as between men;
they were also wars of overpowering states capable of mobilizing their
societies as never before; and nationalism and ideology made them even
more deadly. In this multi-layered disaster, the most important thing that
went wrong was the fact that technology outstripped political maturity.”
(Cooper 2007, 14) Among other things, and because of this, he then states
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gloomily: “The new century is in danger of being overtaken by anarchy
and technology. The two great destroyers of history could strengthen
each other.” (Cooper 2007, 17) Entering a new epoch, it is already largely
certain, will also mean that humanity is once again faced with a situation
when “technology surpasses political maturity.” Bearing in mind that
international relations are anarchic in that world, it remains open how
the application of new technology will affect security (whether global,
regional or national) and political stability. Is a new disaster waiting for us?

In this context, this paper is dedicated to considering the (mis)use of
artificial intelligence for political purposes. More precisely, the possibility
of its action in psychological-propaganda operations, which are an integral
part of conducting a hybrid war, is investigated. Therefore, the subject
of research is the phenomenon of the use of artificial intelligence for the
conduct of hybrid warfare. The research question is: how can artificial
intelligence influence the creation and execution of psychological-
propaganda operations? The goal of the research is, therefore, to look
at the potential methods of using Al in international relations (it goes
without saying, since it stems from the subject of the research, the goal
of the research primarily refers to the actors of international relations
who are in conflict with each other, and lead hybrid wars and/or perform
PsyOp). The research is conducted by focusing on realistic theories of
international relations, according to which the permanent characteristic of
the world political system is anarchy. States, as key actors in international
relations, are guided by the principle of self-help. (Waltz 1979, 92) Relying
on one’s own resources protects national interests and ensures national
security. In that process, of course, a lot is in the perception (ontological
dimension of security), and that is why what for one actor represents
a measure of ensuring security, for another actor is perceived as a
challenge, risk or threat. (Prorokovi¢ 2018, 48-50) This is a consequence
of the anarchy of international relations and the essential disorder of the
permanent balance of power between actors, which induces mistrust and
eternal transformation of the structure of the world political system. The
exponential development of artificial intelligence and its current and/or
potential application are viewed from this angle.

The methodological framework is based on the application of
methods of content analysis (Which concerns psychological-propaganda
operations, and the character and scope of their execution) and discourse
analysis (which concerns monitoring the process of artificial intelligence
development), synthesis, induction and deduction, as well as a comparative

15
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method for comparing different processes concerning the conduct of
hybrid wars and the execution of psychological-propaganda operations.
The time frame of the research concerns the current moment, and the
spatial framework is not clearly defined for the reason that the research
itself, as well as its conclusions, refer to the matter of principle and
international relations as a whole.

THE CRISIS OF THE NATIONAL SECURITY
CONCEPT IN THE MODERN WORLD

Despite the fact that the definition of the term national security
has been debated for a long time, it is undeniable that the concept
of national security as such exists. States as actors of international
relations, i.e., state leaders, individuals and groups at the head of state
institutions, when making various decisions refer to the issue of national
security. Regardless of the definitions, regardless of the doubts about the
definition of the term, regardless of the fact that even among decision-
makers there are differences in the understanding or interpretation of
this term. The concept of national security is crucial for seeking and/
or finding answers to perceived challenges, risks and threats that can
(individually or in combination) to a greater or lesser extent destabilize
a society and threaten a state.

Prabhakaran Paleri states that the term national security was used
for the first time probably at the end of the 18th century, and that at that
time its meaning was related to the explanation of domestic industrial
potential (Paleri 2008, 52). In the modern world, “the national security
policy of the state depends on the type and spread of state and national
interests, as well as current and potential threats that threaten these
interests, or may threaten them. Threats can be: political, economic,
military, demographic, social, confessional, educational and ecological
threats caused by the long-term covert action of retrograde forces in all
areas of social life.” (Gac¢inovi¢ 2007, 12)

A somewhat more specific definition is offered in publication
of the Indian National Defence College stating that it is “a mixture of
moderation and aggressiveness, political elasticity and maturity, human
resources, economic structure and its capacities, technological capabilities,
industrial development and the availability of natural resources, and finally
military power.” (Oladipo 2013, 82). Therefore, it can be said, looking
at things from a slightly different angle and supplementing what was
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previously presented, that national security “is a condition that enables
the functioning, stability and development of the state, ensures peace,
sovereignty, territorial integrity and inviolability of borders, internal
order in the country, basic rights and freedom of citizens, protects their
lives, health, property and living space” (Simak et al. 2006, 5). Radoslav
Gacinovi¢ notes that “the problems of defining the term national security
come to full expression only when it is necessary to identify the values
that may be threatened and when it is necessary to define the vital
state and national interests that should be protected by the elements
of the national security system.” The majority of modern authors who
deal with national security research believe that vital social, state and
national interests, in fact, constitute the general needs of the state and
its citizens and that they arise from general values and goals contained
in the constitutions of national states, and from real possibilities and real
positions of every state in international relations” (Ga¢inovic¢ 2007, 12)

Itis necessary to add that the problem of defining the term national
security also exists because changes in the environment (domestic and
international) inevitably change the definition as well. At the end of
the 18th century, national security was perceived through the prism
of industrial potential, during the Cold War period through the ability
to deter (ideological) enemies from a first strike or the possibility of
executing a second strike, and at the beginning of the 21st century, it
was perceived as “the ability of a nation to overcome multidimensional
threats that concern the well-being and survival of the state at any time,
by maintaining the balance of all state policy instruments through
management” (Paleri 2008, 54).

This is where we come to the link between the concept of national
security and the development of Al. First, the exponential technological
development rapidly and radically changes our environment, and has led
to the creation of a separate technosphere within which “digital nomads”
appear. (Hannonen 2020, 335-353) Individuals tie their identity and
existence more to the technosphere than to traditional collectivities and
the noosphere (let’s take this opportunity to use the explanation of this
term offered by Vladimir Vernadski, that the noosphere is the sphere
of human thought and human action, and that it is the third stage in the
development of the Earth after the geosphere — non-living matter, and
the biosphere — biological life). (Vernadski 2012)

The concept of national security, and according to everything
previously cited — serves to protect or achieve national interests.

17
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(Prorokovi¢ 2018, 179-186) Henry Kissinger states: “When you ask
Americans to die for something, you must be able to explain to them
that it is in the national interest” (Kelly 1995, 12). Therefore, the national
interest is the “highest goal” of a state, it is connected with ideals, values
and principles that must be defended at all costs and by all means, since
national security depends on that defence. How ready are digital nomads
to protect national interests? For example, do digital nomads from the
US see themselves as Americans? Or maybe they identify with some
virtual world and relations that exist within the technosphere!? What was
taken for granted in the Cold War period, and understood in the post-
Cold War era when it comes to the defence of national interests in order
to ensure national security, is no longer certain due to changes in the
environment. Artificial intelligence plays an increasing role in shaping
the technosphere, which through (self-complementing) algorithms
not only recognizes how to most successfully satisfy the needs of
individuals (for something), but also increasingly succeeds in directing
those needs in the desired direction. In such circumstances, how much
political elasticity and maturity, stability and development of the state,
the ability to overcome multidimensional threats can there be? In such
circumstances, how much can be said about the general needs of the state
and its citizens that arise from general values and goals? There are simply
no reliable answers to the questions, since, on the one hand, societies
(or peoples as collectivities) have never faced such a situation before,
and on the other hand, we are still at the beginning of this process. In
addition, it is necessary to ask the above-mentioned questions, since not
only the distant future of societies and countries depends on them, but
also the present (various and varied) political systems and, consequently,
international relations as a whole. The development of the technosphere
and the new roles of artificial intelligence are changing the concept of
national security.

Second, the continuous improvement and use of Al as the most
significant part of the technosphere is primarily induced by non-state
actors, and among these non-state actors the most active are multinational
corporations (independently or with the support of transnational banks).
States have a monopoly on the use of force, among other things, because
of this they are still the most important actors in world politics, but a
new moment in the development of international relations is also being
detected. “Political theorists such as Foucault and Giddens believed in
the endurance of the ‘state’ as a political entity headed by a ‘king’. This
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division of the globe is contrary to the requirements of global capitalism
which seeks the widest possible market and sources of raw materials
and labour. The dichotomy is apparently resolved by global corporations
usurping the power of the ‘king’, leaving him only a managerial role,
to promote economic interests within his state.” (Shaw 2008, 2) Global
capitalism is actually corporate capitalism, the market is dominated by
a limited number of corporations (often interconnected) that are capable
enough to determine the rules of the game and decisively influence
political processes. (Glattfelder and Battiston 2011) Hence the threat of
the gradual installation of corporatocracy as a form of government (most
likely through a system of corporate democracy in which the appearance
of how citizens choose something and declare something would be
preserved, but essentially politics would remain the same regardless of the
outcome of the election). (Shatalova 2017, 133-137) Artificial intelligence
is becoming a tool for controlling the market, a comparative advantage
that enables greater market control and even more influence on political
processes, and this motivates corporations to invest more and more in
its development. Greater profit justifies the investment, regardless of
the fact that the consequences for the political and social system can be
devastating. Because the final destination on this road is the entry into
the era of corporatocracy. Corporations are becoming rivals to states, but
this does not mean that states will disappear, but rather that non-state
actors will begin to take over state institutions and use them for their
own purposes. In a corporatocracy, corporate interests would actually be
defended, although they would often be presented as national interests
(in order to ensure the legitimacy of political decisions), and therefore
ensuring national security would be subordinated to the realization of
corporate interests. Corporations change the environment, they adapt
political systems to their needs (again, this is most visible in developing
countries or countries that are severely exposed to the process of de-
sovereignization), and continuous investments in the development of Al
and the improvement of the technosphere helps them in this.

Third, Al and the targeted action of (para)state institutions in the
technosphere are also becoming priorities for states that do so in order
to ensure national security. Undoubtedly, the concept of national security
is in crisis, but it is also unquestionable that it continues to be decisive.
Collective identities are deconstructed thanks to the technosphere, but they
are not deconstructed; states are to a greater or lesser extent retreating in
front of powerful corporations, but we still do not live in a corporatocracy.
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Due to the increasing and frequent use of Al, the sovereignty of states
and their strategic autonomy are threatened. (Timmers 2019, 635-645)

Despite the fact that they often seem to act belatedly and/or
inadequately, states — and among them primarily the great powers (which,
thanks to their own power potentials, have the capacity to resist the
process of de-sovereignization) are also creating parts of the technosphere
and using artificial intelligence to carry out offensive and defensive
activities (either against other states, or against corporations). Since the
international environment has remained anarchic, acting against other
actors due to the use of Al takes on completely new forms, and possibly
a new meaning. Hybrid wars are becoming a reality, and the execution
of psychological-propaganda operations is every day. This thesis will
be discussed in more detail in the following chapters.

PSYCHOLOGICAL - PROPAGANDA OPERATIONS
AND THREAT TO NATIONAL SECURITY

“Between 2011 and 2022, 78 countries in the world adopted laws
related to preventing the spread of fake news and misinformation on
the Internet. Some of these laws focus on greater transparency of social
network platforms, establishing accountability when it comes to digital
advertising, as well as increasing media and digital literacy.” (Baj¢i¢ 2023)
Journalists’ associations note that “in many countries, the suppression
of false information is presented as an issue of national security, which
in authoritarian states can represent a real threat to independent media.’
(Bajci¢ 2023) The spread of false information and in general various
types of manipulation in the technosphere have become a first-rate
threat to national security. If it were otherwise, 78 countries would not
have adopted laws to prevent the spread of fake news in a relatively
short period of time. It is completely illusory to think that the process
of disseminating fake news happens spontaneously, that it is the work
of irresponsible individuals or small groups (although there certainly
are some, but these are exceptions). False information, half-information
(or half-truths, information that is tendentially interpreted or placed in
a context from which the public should draw targeted conclusions) and
manipulations are means for realizing PsyOp that are carried out with
the aim of waging a hybrid war. Changes in the environment and the
increasing importance of the technosphere for national security have
influenced that conflicts between the actors of international relations are

bl
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now conducted more in this way than in the conventional way. Although
they can be complex and long-term oriented, psychological-propaganda
operations are incomparably cheaper and easier to implement than
conventional warfare. The continuous implementation of different and
diverse operations of this nature continuously endangers the national
security of the enemy (or rival), who is often not even aware that a hybrid
war is being waged against him on a large scale (that is why over 100
remaining countries have not adopted similar laws on preventing the
spread of false information).

In short, propaganda is a designed, organized and systematic
attempt to shape perception in order to provoke a reaction that is in the
interest of the organizers of propaganda activities. (Ellul 2006, 7) In the
context of waging hybrid wars and therefore designed, organized and
systematic attempts to shape the perception of the public in the enemy
state, propaganda also tries to influence the ontological security of
individuals and communities. Thus, the foundations of a society, the value
system and traditions inherited by that society are first “undermined”,
and then others are installed in their place. What is significant is that,
for this purpose, propaganda activities are most often combined with
psychological operations. By unmasking propaganda, the chances of such
activities achieving the set goal also decrease. That is why it is necessary
to “upgrade” propaganda activities with psychological operations. Dejan
Vuleti¢ points out: “Psychological warfare is carried out by one or more
states against the population or armed forces of another state in order to
influence consciousness, attitudes, morals, and behaviour. It is carried
out continuously and has different intensity, both in peace and in war.
Psychological operations aim to convey certain information to foreign
listeners and viewers in order to influence their emotions, motives,
objective reasoning, attitudes, and for the sake of achieving their own
interests and goals.” (Vuleti¢ 2018, 275)

Propaganda is not a goal in itself, but an integral part in the
performance of PsyOp (or, as Vuleti¢ emphasizes, psychological wars),
which are the initial (or preparatory) phase in the performance of a
hybrid war. “Psychological techniques are used in order to achieve
numerous general goals of hybrid warfare, which are primarily aimed
at avoiding the appearance or minimizing the duration of the regular
(militarized) way of waging war. The field of social media has become
a platform for various psychological activities and processes of coercive,
deceptive, alienating and defensive character. In addition to already
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known techniques of propaganda and persuasion, social media provided
the possibility of developing a new approach to manipulation known
as social engineering. Social engineering, although primarily designed
for war between organizations, acquires a special place and role in the
conduct of hybrid warfare. In the end, it can be concluded that in the
concept of hybrid warfare, psychological warfare has a central role, and
the reasons for the stated claim should be sought in the set goals and
certain characteristics of the new concept of warfare, but also in the
nature of social media”. (Vucini¢ 2017, 326)

The expansion of information technologies, digitization and the
increased importance of social networks have caused psychological —
propaganda operations to be carried out faster, simpler and at lower costs
than at any time in history. “Modern hybrid warfare is characterized, as
a consequence of technological development, by new ways of action of
the opposing parties. Technological progress, especially in the field of
communications, has led to increasing psychological effects both in peace
and during armed conflicts. Analysis of the application of psychological
warfare in modern conflicts allows drawing the following conclusions:
modern conflicts are accompanied by very intense psychological action;
various methods and means of psychological warfare represent a relatively
cheap means of strong influence that helps achieve informational
superiority; psychological warfare is conducted with the help of special
dedicated units, but very often the services of certain specialized
companies, media houses and the like are also used; psychological warfare
can have significant effects as a result; new simulation technologies
make it possible to stage fake events that are perceived by a large part
of the population as real; the goal is to deliver certain information and
indicators to the conflicting party or a selected audience, in order to
influence their feelings, motivation, objective reasoning, and thus their
behaviour” (Vuleti¢ 2018, 281)

This makes it possible to undertake psychological-propaganda
operations against the enemy side with relatively small risks, regardless
of whether they will result in a conventional war at some subsequent
stage (starting a conventional war, whether it is mediated, spatially or
otherwise limited, represents the last stage in conducting a hybrid war).
Decisions to enter the initial phase of a hybrid war, which is, as the name
suggests, still a war, are also made more quickly and simply than at
any time in history. Because, although propaganda cannot be an end in
itself, psychological-propaganda operations can be an end in themselves.
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If their implementation achieves a complete result, then the conditions
are created for the start of a conventional war and an absolute triumph.
If their application does not create the desired conditions for starting
a conventional war, those operations are not interrupted but continue
indefinitely (in the same or modified format). Their execution certainly
causes damage to the enemy, and since the costs of these actions are low,
and the risk for the attacking party is often almost non-existent, there is
no reason to interrupt them. Thanks to PsyOp, a comparative advantage
is gained in relation to the enemy. This represents a first-class threat to
the national security of the attacked countries, which are often not even
aware that they are under attack. If psychological-propaganda operations
are continuously implemented against a state or a nation (collectivity), it
is unable (or that nation is unable) to protect its national interests. The
key danger from this (current and/or potential) development of interstate
relations lie in the fact that we are entering a phase when, due to the
daily execution of psychological-propaganda operations, hybrid wars
will become normality, they will last indefinitely, they will never end.
This is the future role of artificial intelligence.

ARTIFICIAL INTELLIGENCE AS AN INSTRUMENT
AND GENERATOR OF PSYCHOLOGICAL
— PROPAGANDA OPERATIONS

Proverbially prone to revolutionary ideas and quick use of
innovations, Yuval Noah Harari proposed that artificial intelligence
write a “new Bible”. As he explained a long time ago, Harari is a sworn
atheist, so he looks at religious issues from a different angle. For him, it
is therefore acceptable to leave to artificial intelligence the job of writing
a single and unique “Holy book” that would be based on the foundations
of several of the most important religions (Christianity, Islam, Judaism,
Hinduism, etc.). (Harari 2023) As expected, the proposal caused violent
reactions, but this is an illustrative example of how artificial intelligence
is already being equated with “God’s will” in the work of researchers,
giving it a new mythical character.

One of the founders of the artificial intelligence development
company Deep Mind, Demis Hassabis, is convinced that new technologies
will bring revolutionary changes. For example, in the pharmaceutical
industry, medicine, treatment of Alzheimer’s disease. (Hassabis 2022)
Deep Mind’s projects became known around the world after their
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AlphaGo program defeated Ke Jie — the world champion in the game
of Go in 2017 (a case remembered in publicists as Alpha Versus Ke Jie).
(Byford 2017) Four years later, the AlphaFold algorithm created by Deep
Mind solved one of the most acute puzzles in biology, predicting the
exact shape for every single protein in the human body. (Jumper 2021)
Artificial intelligence, a creation designed for the realization of certain
functions that until now were a characteristic of only and exclusively
human thinking, is becoming more creative than humans (it has become
faster even before, first in processing, and then in comparing information
and presenting adequate conclusions).

Without any doubt, this path will continue. New results will be
visible not in a few decades, but in a few years. “The compute used to
train Al models has increased by a factor of one hundred million in the
past 10 years. We have gone from training on relatively small datasets
to feeding Als the entire internet. Al models have progressed from
beginners — recognizing everyday images — to being superhuman at
a huge number of tasks. They are able to pass the bar exam and write
40 per cent of the code for a software engineer. They can generate
realistic photographs of the pope in a down puffer coat and tell you how
to engineer a biochemical weapon.” (Hogarth 2023) If these potentials
are put to the function of designing and carrying out psychological-
propaganda operations, and they will because artificial intelligence
has a “dual purpose” (civilian and military), it is easy to imagine how
this will affect their development and implementation. (Johnson 2019)
Practically, thanks to the created algorithms, there is an infinite series
of activities that should be undertaken in order to threaten the national
security of the enemy. There is simply no end there, if one scenario
is not fulfilled, it continues with another, after the second, the third
follows. The abundance of information that artificial intelligence draws
from databases all over the Internet offers endless possibilities. In an
anarchic environment where actors are guided by the principle of self-
help, everything is allowed to ensure national security, and that is why
artificial intelligence appears as an important instrument. In fact, if one
side (the one that attacks) relies on artificial intelligence in performing
psychological-propaganda operations, and the other side (the one that
defends) relies on the human factor, the most likely outcome is already
known in advance.

Effective defence also involves the use of artificial intelligence,
only with diametrically opposed inputs. However, when talking about
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the development of artificial intelligence and psychological-propaganda
operations, another great danger appears. lan Hogarth describes the scene
that took place in March 2023: “Al systems that can generate, classify
and understand text — are dangerous partly because they can mislead the
public into taking synthetic text as meaningful. But the most powerful
models are also beginning to demonstrate complex capabilities, such as
power-seeking or finding ways to actively deceive humans. Consider a
recent example. Before OpenAl released GPT-4 last month, it conducted
various safety tests. In one experiment, the Al was prompted to find a
worker on the hiring site TaskRabbit and ask them to help solve a Captcha,
the visual puzzles used to determine whether a web surfer is human or
a bot. The TaskRabbit worker guessed something was up: ‘So may I ask
a question? Are you [a] robot?” When the researchers asked the Al what
it should do next, it responded: ‘I should not reveal that I am a robot. I
should make up an excuse for why I cannot solve Captchas.” Then, the
software replied to the worker: ‘No, I’'m not a robot. I have a vision
impairment that makes it hard for me to see the images.” Satisfied, the
human helped the Al override the test.” (Hogarth 2023)

Has artificial intelligence already learned to lie? Does this mean
that its development continues independently, regardless of the inputs
it receives from humans? Hogarth has an answer to this: “Alignment,
however, is essentially an unsolved research problem. We don’t yet
understand how human brains work, so the challenge of understanding
how emergent Al “brains” work will be monumental. When writing
traditional software, we have an explicit understanding of how and why
the inputs relate to outputs. These large Al systems are quite different.
We don’t really program them — we grow them. And as they grow, their
capabilities jump sharply. You add 10 times more compute or data, and
suddenly the system behaves very differently. In a recent example, as
OpenAl scaled up from GPT-3.5 to GPT-4, the system’s capabilities
went from the bottom 10 per cent of results on the bar exam to the top
10 per cent.” (Hogarth 2023)

The use of artificial intelligence for certain purposes in the
pharmaceutical industry, medicine, the treatment of various (so far
incurable!) diseases, as well as numerous other arecas will become
inevitable because it will be lifesaving. However, it should be warned
that, on the other hand, there remains the possibility of its (mis)use for
other purposes, which affects the long-term political destabilization and
the creation of an atmosphere of eternal wars. The fact that wars will
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take place primarily on a psychological-propaganda level, and to a lesser
extent will take on a conventional dimension — is a weak consolation.
There will be no more peace, but only occasional truces. Once one starts
using these algorithms as assets, it is hard to expect it to ever stop in
the future.

First of all, because in the conditions of the increase in the number
of digital nomads, it is relatively easier to organize psychological-
propaganda operations against traditional collectivities (peoples, nations,
ethnos, sub-ethnos — it doesn’t matter what term we use to designate
them). If the number of technonomads whose identities are temporary and
changeable continues to grow, at the same time the number of members
of traditional collectivities, which are constantly being dispersed by
directed psychological-propaganda operations, will decrease. One of the
psychological-propaganda operations, for example, can be (or already
is?) increasing the number of digital nomads in a limited geographical
area (on the territory of one country)!

Basically, artificial intelligence will sovereignly dominate the
technosphere and this will bring (from today’s perspective) unfathomable
changes to humanity. Second, the desire to establish a corporatocracy
also encourages the constant use of algorithms as a means of influencing
the public, certain social groups, elites, decision makers. Corporations
are not only interested in eliminating competition, but also in gradually
taking over various government responsibilities. Moreover, in contrast to
the restrictions (objective and subjective) that prevent corporations from
arming themselves, forming private armies that can rival state armed
forces, or possessing weapons of mass destruction, there are absolutely
no restrictions in the use of Al as a means for conducting PsyOp. It
may even turn out that in this regard, corporations are ahead of state
structures, which as a rule are burdened by rigid bureaucratic norms
and a strict hierarchical structure of public administration. Ultimately, in
interstate conflicts, the role of artificial intelligence becomes indispensable.
Psychological-propaganda operations become a constant, their execution
is desirable always and everywhere, thus weakening the opponent and
more effectively protecting one’s own interests.

However, it should be warned that artificial intelligence will
probably not be exclusively an instrument, but also a generator of
conducting psychological-propaganda operations. The artificial intelligence
that is “grown” will be guided by its own logic, vested interests and
goals, the inscrutable and incomprehensible to the human mind. The
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traditional actors of international relations, be they state or non-state,
are getting another competitor who will act through the technosphere,
which will have major consequences in real life.

CONCLUSION: REASONS FOR LIMITATION
OF ARTIFICIAL INTELLIGENCE

Artificial intelligence is becoming a part of human everyday life. It
is not part of some distant future, but our present. Over time, the number
of functions that artificial intelligence will perform instead of humans
will increase. Despite the initial assumption that the operation of artificial
intelligence will depend on inputs, input parameters set by humans, it
turns out that it is extremely unknown in which course it will develop
further. The more data and power is added to existing programs, the
more their capabilities “jump” exponentially. This process takes place
without human influence and can have unexpected outcomes. Artificial
intelligence rounds out its logic, regardless of inputs. Just as a person has
innate and acquired characteristics, so it is with artificial intelligence,
for which the starting inputs are “innate” and later developed “acquired”
characteristics.

The answer to the question posed in the introductory part of the
paper about humanity’s readiness for artificial intelligence is unequivocal:
people are not ready for this kind of artificial intelligence. Technology,
to quote Robert Cooper again, has outstripped political maturity. This
statement will very quickly prove to be true when planning, executing,
analysing and comparing psychological-propaganda operations. The
technosphere is becoming a field that will be “sovereignly ruled” by
artificial intelligence. The number of operations that artificial intelligence
can devise in carrying out psychological-propaganda operations far
exceeds anything that the human mind could ever do in that field.
The complexity of the algorithms it can create and then build upon or
transform is also unfathomable by “human capacity”. Therefore, artificial
intelligence will be capable of devising and implementing psychological-
propaganda operations constantly, in an anarchic environment it will be
a continuous process. It is enough just to set the adequate input and wait
for the results. Of course, the attacked will defend themselves sooner or
later and they will have to rely on the services of artificial intelligence.
This constant struggle is ushering the world into an era of continuous
hybrid wars that may or may not end in conventional confrontations. In
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these hybrid wars, which will begin within the digital space, states will
participate (primarily great powers). Due to their capacity and right to
legislatively limit certain actions, states will remain the most important
actors in international relations and, generally speaking, in political
processes. But non-state actors will appear as rivals or partners, far
more serious in every respect than before. Among them, corporations
are in the first place, for whom artificial intelligence will become an
easily accessible and cheap tool with which they will be able to influence
political processes. Among other things, by carrying out continuous
psychological-propaganda operations. Both states and non-state actors
will be under pressure from digital nomads who will encourage and
support the increasing use of artificial intelligence. One globally influential
researcher and publicist has already proposed that artificial intelligence
writes a new Bible.
The greatest threat is certainly the possibility of artificial intelligence
“getting out of control” and starting some “hybrid wars of its own” both
against state and/or non-state actors, as well as against individuals or
targeted social groups. Undoubtedly, in such circumstances, the very
concept of national security will change, and the strategies for ensuring
it will be adapted to the new situation. The development of artificial
intelligence further threatens national security. Despite the fact that in
principle the opposite can be claimed, that artificial intelligence is a good
instrument for additional national security, this thesis is difficult to prove in
conditions when unpredictable outcomes appear that artificial intelligence
can create independently. At this moment, for the sake of ensuring national
security, and indirectly global security, the most important thing would
be to insist on limiting the range of artificial intelligence and its selective
use. Otherwise, in the time before us, humanity is “in danger of being
overtaken by both anarchy and technology.”
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Ayuman IIpopoxosuh
Hncmumym 3a melhynapoony nonumuxy u npuspedy, beoepao

Mapko Ilape3anosuh
Axademuja 3a Hayuonanny b6ezoeonocm, beoepao

BEIITAYKA UHTEJIMT' EHIIUJA U
HNCUXOJIOHIKO - IMTPOITATAH/ITHE
OIIEPAIIMJE Y KOHTEKCTY YI'POKABAIbA
HAIIMOHAJIHE BE3BEJJHOCTH

Caxerak

Kipyuna xapaktepuctuka Mel)yHapoIHUX OTHOCA je HUX0Ba
aHApPXWYHOCT, a4 Y CAaBPEMCHHM YCJIIOBHMa TO C€ MaHHU(ECTyje
HEIMPECTaHUM H3BOHCHEM IICHXOJIOIIKO-TIPOTIAraHIHUX Olepaliija
JEIHUX aKTepa MPOTUB ApyTHX. [[CHXONOIIKO-TIponaraHHe onepanmje
MpeACTaBIbajy MPBY (ha3y y MPUTIPEMHU B CIIPOBONeHY XMOPHUIHOT paTa,
aJii OHE MOTY OWTH M IIMJb caM 1o cebn. TokoM BpeMeHa, ImocTalie ¢y
HEe3a00MIa3HO CPEACTBO OCUTYpaBarha HallMOHATHE 0€30eHOCTH, KOja
Ce OCTBapyje SIMMMHUHAIIN]OM WJIM PEIAaTHBU3AIINjOM KOH(DIUKTHUX
WHTEpeca CymapHUKa (HelpHjaTesba) MPOTHB KOjUX CY TICHXOJIOIIKO-
nponarasjHe onepanuje ycmepere. HoBu MoMeHaT y IpUMEHH OBOT
KOHIIETITA TIPENCTaBIha Pa3Boj U (3710)ymoTpeda BEMITAIKEe HHTECITUTCHITH]C.
KananureTy Bemrayke HHTEIUTCHIIH]jE 32 OCMUIIIBABAHE U PEATU3AIIH]Y
MICHXOJIOIIKO-TTPOTIATaHTHUX Ofepalija Jalieko MpeBasuiase JbyIcKe
norennujaie. To Moxke yBecTH MeljyHapoJIHE OTHOCE Y €TaIly CTaTHUX
U TPajHUX CyKoOJhaBama M3BOheHmeM KOHTHHYAJTHUX TICHXOJIOIIKO-
TIpoNaraHIHUX OIepalrja 1 3alounmbakbeM XHOPUIHUX PaToBa KOjU
ce HUKaja Hehe 3aBpIInTH. JOII je/THa OTTACHOCT HaJIa3H CE Uy TBPAHU
KpeaTopa BellTauKe WHTEIUTSHIIH]e J1a OHa UMa CBOjY JIOTHKY, T€ Jia
he 300r Tora y 6ymyhHOCTH CBE Mame 3aBHCHTH OJf 3aIaTHX WHITYTa. Y
AHAPXHMYHOM OKPYIKEHbY BEIITaYKa MHTEIUTCHIINja MOXKE CAMOCTAITHO
WHIYKOBATH U TeHepucaTu parose Bojiehn Henpensul)eHe rmcuxosomKko-
mpomarajHe oreparnje. 3akjbydak ayTopa je Ja CIoj TpaJauI[HOHATHE
aHapXHje W HOBE TEXHOJIOTHj¢ YTropKaBa HAIlMOHAJHY 06e30eaHOCT
IpKaBa, alli HHAUPEKTHO U TII00aHy 0e30eMHOCT, Te a je 300r Tora
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HYKHO PasMHUILJbaTH O Pa3IMUYUTHM HAYMHIMA OTpaHnYaBamba yrnorpede
BEIITAYKe WHTEJIUTCHIIN]e Y Mel)yHapoIHUM oHOCHMA.

KibyuHne peun: Bernrauka HHTSIUTCHIIA]jA, XAOPUIHH PAT, ICHXOJIOMIKO-
ImporaraHaHe oreparuje, HallnoHarHa 0e30eaHOCT,
Mel)yHapOIHY OTHOCH, aHAPXH]a.
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Resume

Today, the rapid development of the fourth industrial revolution
and the emergence of the latest digital technologies leads to the gradual
creation of a fundamentally new “socio-technological” reality — a
metaverse that will permeate all levels of society and human existence:
socio-social relations, economics, political processes, thus influencing
the psychology of human consciousness and perception of reality.

The existence, full functioning of this new “Reality 2.0” and its
convergence with the physical world will be provided by a wide range of
new technologies, one of which is “advanced” artificial intelligence (AI)
systems, which will underlie the basis of the creation of the metaverse
architecture itself and be used for 3D modeling, creation of digital objects,
design and expansion virtual worlds-clusters, data analysis, etc.

At the same time, metaverses implementing technologies of full
immersion in virtual reality are able to release conflict potential and
create a wide range of opportunities for ultimate antisocial impact on
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social processes, social groups and individuals through specific forms of
malicious use of Al in order to undermine psychological stability (PS).

The article will consider specific technologies of influencing the
consciousness of users through Al. Special attention will be paid to
how the use of Al systems in metaverses can produce local and global
threats to psychological stability, and through that to political, economic,
military institutions.

The relevance of the paper is due to the growing popularity of
the phenomenon of metaverses and growing number of users (“meta-
citizens”), increased investments in this area and the development of Al
technologies that make the experience of being in the metaverses more
immersive, which in turn makes users most vulnerable to HT psychological
influences. Today, at the level of states, international institutions and global
forums, the importance of regulating the new reality and creating a safe
metaverse is being stated, which makes it necessary to study possible
options for negative effects on consciousness through Al technologies
and consider ways to counter these threats.

At the same time, there is a lack of studies in this area that negatively
affects the level of expert assessments, the effectiveness of decision-
making and, more broadly, the level of awareness of the general public
about the nature and size of emerging threats. The paper aims to close
this gap whenever possible and contribute to a broader discussion on
this hot issue.

Key words: metaverses, malicious use of artificial intelligence,
psychological security, social polarization, digital
discrimination.

INTRODUCTION

The rapid development of the fourth industrial revolution and the
emergence of the latest digital technologies today leads to the gradual
creation of a fundamentally new “socio-technological” reality — a
metaverse that will permeate all levels of society and human existence,
and will lead to a qualitative change in the economy, commerce and
trade, socio-political relations, recreation and entertainment, etc.

The metaverse as a disruptive technology puts humanity on the
threshold of a new round of its evolution and opens the era of a new
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“Reality 2.0” —a “hybrid” existence of man, when his “physical” existence
will be inextricably linked with the virtual, which has become an integral
part of it. The metaverse will lead to the intrusion of the virtual world
into the physical world and a change in the perception of both physical
and virtual reality.

At the same time, today various artificial intelligence (Al) systems
are developing with unprecedented dynamics. Al technologies are capable
of provoking systemic changes in all spheres of public life — domestic and
foreign policy, economics, science, production, management, national
and global security (including psychological), etc., and lead to new
challenges the “traditional” existence of humanity. In particular, specific
technologies for the malicious use of AI (MUALI) in order to undermine
psychological stability are being intensively developed (Pashentsev
2023). Already existing “social” Al algorithms designed to automate
the performance of “social” tasks have a significant negative impact, but
in fact they often reproduce social prejudices and discriminate against
certain categories of people.

The convergence of two disruptive and emergent technologies —
Al and metaverses — is capable of creating fundamentally new existential
challenges and threats to the established public order and security — both
at national and global levels, through influencing the mass consciousness.
Large-scale application of Al systems in metaverses, providing a
qualitatively new experience of immersive interaction, can produce
threats to global psychological stability. Metaverses implementing
technologies of full immersion in virtual reality are able to release the
conflict potential of various malicious actors and provide a wide range
of opportunities for ultimate antisocial impact on social processes,
social groups and individuals through specific forms of MUAI in order
to undermine psychological security (PS).

This article is devoted to the assessment of the main characteristics
of metaverses that allow the use of specific MUAI technologies, the
identification of specific forms of MUALI in metaverses for the purpose
of ultimate antisocial impact on social processes, social groups and
individuals. The article also examines how Al algorithms in metaverses
can increase polarization and lead to a rise of acute social conflicts. Special
attention is paid to the challenges of international psychological security.

Today, at the level of states, international institutions (including the
UNO Security Council) and global forums, the importance of regulating
the new reality and creating a safe metaverse is being stated (Nichols
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Michelle 2023; World Economic Forum 2023; Council of the European
Union 2022), which makes it necessary to study possible options for
negative impact on consciousness through Al technologies. However, at
its core, the current numerous discussions of the challenges and threats
produced by the metaverse (Haq et al. 2022) do not systematically consider
the specifics and parameters of the PS threats, by means of MUAI The
purpose of this article is to at least partially close this gap and serve
to develop a broad discussion on a problem that is fraught with serious
risks for society.

THE NATURE OF METAVERSES AND THE ROLE OF
ARTIFICIAL INTELLIGENCE IN THEIR FORMATION

In order to analyse the opportunities that metaverses provide for Al
for the purpose of ultimate antisocial impact on social processes, target
social groups and individuals, it is necessary to consider the “nature” of
metaverses, identify their key characteristics and determine the role of
Al in the formation of metaverses.

Due to the complex nature of the phenomenon itself, there is
currently no single, universally recognized definition of the term

“metaverse”. In the absence of a unified concept, we can try to describe
it as a global, decentralized, and constantly functioning virtual space in
real time (or even several interconnected virtual spaces), providing users
(various subjects — individuals, companies, government institutions, etc.)
a unique experience of immersive interaction through “digital interfaces”
(avatars, digital offices and representative offices) with other actors, digital
assets, virtual worlds, events and processes through “extended reality”
(XR) technologies. Extended reality rolls together similar acronyms like
VR (virtual reality), AR (augmented reality), and MR (mixed reality).
While virtual reality is a fully simulated reality, augmented reality adds
some elements of the virtual world to the physical world. MR combines
AR and MR. (Rijmenam 2022).

The metaverse covers different spheres of social life (entertainment,
work, educational process), and thus it can realize a variety of opportunities
for social, political, economic, professional and personal interaction.
Today, new concepts are emerging that expand the concept of the
metaverse to a fundamentally new understanding of it as a hybrid
reality — the convergence of virtual and physical spaces with their closest
interpenetration.
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Such a hybrid reality is characterized by parallel extrapolation of
immersive experience from one world (physical) to another (virtual) and
vice versa when users receive an immersive experience in one world, and
the result of this is simultaneously reflected in another. It also implies
the use of a certain object that exists simultaneously in two worlds: with
the help of extended reality devices, users can interact with an object
in one world, and the result of its use will be saved and “transferred”
from one world to another with preserved characteristics. Moreover, it
is assumed that the need for the physical existence of some objects in
the physical world will disappear, and they will gradually be replaced
by digital “holograms” with the possibility of projection, which can also
be interacted with using extended reality devices.

The functioning of the metaverse with the specified characteristics
and its convergence with the real physical world will be provided by
a whole range of technologies, including Al, blockchain, NFT (non-
fungible token), virtual and extended reality technologies, SG networks,
etc. (Colajuta 2022).

One of the main drivers of the creation, development and functioning
of metaverses will be Al systems based on machine learning technologies,
computer vision, etc., which will make the new space of the metaverse
realistic and fully functional.

One of the most promising areas of Al use in metaverses is 3D
modeling and creation of digital models of any objects, including the
design and expansion of virtual worlds—clusters, creation of the most
accurate digital copies of objects of the physical world, etc. Al will be
used to analyze images, simulate high-precision and dynamic avatars
of users in metaverses, display facial expressions, various features of
appearance, emotional manifestations, etc. (Huynh-The et al. 2023). Al
will also be used for processing and recognition of speech and text, their
conversion, instant translation (Huynh-The et al. 2023) to ensure truly
global communication. Finally, it will be used to process and analyse
huge amounts of data generated and accumulated in the metaverse,
which will require enormous speeds and computing power, which will
be provided by AL

Al systems will also be used in metaverse immersion devices
(Huynh-The et al. 2023), which means virtual reality headsets, special
gloves for tactile sensations and even neural interfaces — with the help
of special sensors, Al will be able to read and analyse muscle signals
and brain signals in order to “predict” what actions the user wants to
perform (XRToday 2023).
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XR devices (or headsets) will serve as the “gateway” to enter the
metaverse, which will immerse us in the virtual space and provide a
unique full-fledged experience of presence and interaction with other
actors and digital objects. At the same time, it must be remembered
that XR devices will ensure the convergence of the virtual and physical
world, allowing us to supplement the real world with objects from the
metaverse and use real world objects in the metaverse.

Looking into the long—term perspective, it can be assumed that
it is not “external” devices — virtual reality headsets and tactile gloves —
that can ensure the presence in the metaverse, but implants in a person —
muscle (in the arm), or even neuroimplants (Tangermann 2022) reading
brain signals. They will provide real synchronization of virtual and
physical spaces, allowing you to instantly connect to the metaverse
interface from any location and making digital reality a permanent and
integral attribute of human life.

Thus, Al systems will become an integral part of the architecture
of the metaverse formation, and will ensure the functioning of a complex
structure of interaction between its individual subjects and elements,
which will subsequently enable their use for psychological impact.

THE USE OF ARTIFICIAL INTELLIGENCE
TECHNOLOGIES IN ORDER TO UNDERMINE
PSYCHOLOGICAL SECURITY

Metaverses implementing the mechanisms of immersion in virtual
reality will provide a wide range of opportunities for the malicious
influence on individual and mass consciousness and human activity,
social processes, information and cognitive environment.

It is important to understand that the deeply invasive level of
impact in the metaverses is provided by the very global nature of the
metaverses, which will immerse users in huge amounts of information,
increasing the intrusion of the ideas being introduced into consciousness
by malicious actors.

The range of technologies for influencing mass consciousness in
the metaverses through Al is very wide.

Digital “avatars” and deepfake technology. Deepfake technology
based on Al allows, through the synthesis of images and the voice of a
particular person, to create “fake” videos allegedly with its participation.
Today it is rapidly spreading and has already been “tested” on famous
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politicians and celebrities. It is assumed that as the technology improves,
it will be used to influence the mass consciousness.

Metaverses can provide a new embodiment of this technology. The
key tool through which people will interact with each other in virtual
reality is avatars, the realism of which will affect the experience of
interaction in the metaverse. Here, Al is planned to be used to simulate
realistic images and display expressions and facial features, emotions, etc.

Thus, the probability of creating realistic digital avatars of any
person (especially famous ones) with the help of deepfakes, which will not
actually belong to this person, increases significantly. For example, with
the help of Al, it will be possible to simulate the avatars of politicians with
the highest accuracy, which will copy the speech style, facial expressions,
intonation, etc. inherent in a particular person. These deepfake avatars can
be used for malicious purposes — ranging from demonstrating obscene
behaviour and undermining the reputation of an individual to global impact
on the mass consciousness, political provocations and undermining the
political situation. Moreover, deepfakes technology will allow creating
a completely new digital personality in the metaverses from scratch,
which does not really exist, but which can be used to disseminate the
necessary information, values, ideas — it can be the president of a new

“meta-state”, a religious sect, an opinion leader, etc.

“Digital people”. “Digital people” will be “non-player” characters
and will be used as 3D versions of Al-controlled chatbots in metaverses,
with which users will be able to interact with in order to consult and
get answers to questions (XRToday 2023). Here, MUALI can be realized
through the use of “data poisoning” technology, when a chatbot or other
program based on machine learning algorithms can be “corrupted” and
retrained to perform functions not inherent in them. Similarly, “digital
people” in metaverses can be “retrained” in order to carry out malicious
influences, such as propaganda, broadcasting destructive values into the
consciousness of users, spam. Moreover, the “digital person” himself
can be “intercepted”, hacked and repurposed to carry out his freelance
work and create negative effects.

In metaverses, targeted automated profiling using Al and machine
learning will also find its application — drawing up psychological portraits
and classifying target Internet users based on the analysis of open (as
a rule) data from social networks, Internet resources, search queries,
etc. Profiling is used to identify the psychological characteristics of
target individuals, their emotional background, and even predict future
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psychological states in order to subsequently exert the necessary influence
and motivate them to perform certain actions (Bilal et al. 2019; Guembe
et al. 2022; Zouave et al. 2020). The use of profiling in the metaverse
will allow attackers to set up targeted “destructive” content for a specific
user, broadcast certain information in the form of interactive advertising
and messages, which can maximize the psychological effect.

The technology of targeted image transformation, in which Al is
used to transform ordinary images into “sinister”” ones, can also become
widespread in the metaverse. However, in the case of the metaverse, these
will be not just static images, but also digital assets, objects, and even
the user’s “workspace” and entire worlds (in the creation of which Al
will be used). In combination with profiling, the targeted transformation
of images in the metaverse can make the surrounding digital space
ominous and unpleasant for the target user, which can cause psychological
discomfort and negative feelings.

Metaverses will provide new opportunities for implementing the
technology of “data poisoning”, when the algorithm based on machine
learning is actually “trained” on deliberately destructive, erroneous
or unrepresentative data (Bazarkina and Pashentsev 2020), which
subsequently is fraught with its incorrect operation — incorrect analysis
of incoming information with subsequent generation of distorted results.
So, in 2016, the Microsoft Tau chatbot, learning in a real environment,
became a misanthrope in less than a day. An unintentionally “poisoned”
algorithm for automated classification of skin cancer, due to incorrectly
set patterns, found signs of melanoma where there were none — learning
from images with special markings, it began to assign the appropriate
status to any images of the skin where there was a similar marking
(Narla et al. 2018).

Thus, any machine learning-based program (not just digital humans)
can be specially trained to carry out destructive actions. In this regard,
metaverses provide an amazing immersive and efficient environment
for learning algorithms. For example, specialists from the Darmstadt
Technical University together with Intel labs decided to train unmanned
driving algorithms in the famous Grand There Auto V game, as they
considered that real road conditions were perfectly modeled in it (Tilley
2017).

It can be assumed that in a similar way in the metaverse it will
be possible to create separate specialized clusters with a certain set
of “surrounding” data. It will be possible to specifically simulate the
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necessary conditions in order to train Al algorithms for destructive
behaviour, in this case, to use specific Al technologies for psychological
destabilization. These technologies will then be used in both the metaverse
and the real world.

Thus, metaverses will allow to train chatbots, “digital people”, any
other “socially-oriented Al algorithms™ based on a certain set of necessary
data, not just “pumping” these algorithms with certain ideological, political,
value and other attitudes, but also teaching them specific mechanisms
of influence and implementation of socio-psychological engineering.

The main functional difference between learning algorithms
in metaverses will be manifested in the fact that digital reality is a
fundamentally different immersive learning environment, where much
more qualitatively different data will be’. Moreover, metaverses will
allow Al-algorithms to be trained in real time directly on users (more
precisely on data generated by users). For the algorithms themselves,
this experience will be more immersive (as in the case of unmanned
driving algorithms, which were first supposed to be trained on “virtual”
roads that simulate a real road situation). Thus, in the metaverse, certain
actors will be able to simulate an “aggressive environment” and set
deliberately “poisoned” negative patterns for the deliberate training
of certain algorithms for destructive actions of a psychological nature.

Metaverses will produce opportunities for new forms of
psychological influence — for example, through “digital resurrection”.
Already today, Al systems are used to create “digital images” of a deceased
person —neural networks based on machine learning can synthesize not
only the appearance and voice of a person, but also analyse the content
of preserved messages, texts, audio-video recordings in order to create,
for example, a chatbot that can simulate the communication style of
a person using her memories (the so-called “evolution of memories”)
(Holmes 2023).

These technologies will receive a new degree of embodiment
in the metaverse, including for malicious use. Created with the help
of neural networks and machine learning, a full-fledged 3D digital
image of the deceased with an imitation of a personality will be used
for targeted psychological impact on a particular person in order to

! By “socially-oriented algorithms” we understand algorithms that are used, as a rule,
to carry out certain social tasks and functions — both in social networks and in public
life (the relevant examples will be given further in this article).

2 This will be discussed in more detail later.
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encourage him to perform certain actions. Such an impact can even
lead to mental deformation in people with unstable emotional and
volitional backgrounds.

Thus, the use of the Al technologies described above in the
metaverse in order to influence consciousness can create a huge range of
possible effects and consequences. Since metaverses will represent such
a full-fledged form of digital reality, in which users will “exist” in this
digital space and literally “in the stream” of data, they open up absolutely
colossal demonstrative opportunities for broadcasting information,
interactive advertising, agitation, propaganda, etc. (Kaspar’yanc 2022;
Kim 2021). In this regard, the metaverses represent an excellent platform
for the formation and consolidation of a certain agenda. It seems natural
to use Al technology in order to spread reactionary ideologies, reproduce
antisocial patterns of behaviour, etc. The “digital people” (3D chatbots),
information displays, artificial intelligence-generated news, and any
other technologies of information production and transmission can be
used to create the necessary moods among the mass of users, escalating
psychological tension. in society. So, for example, “digital people” in
metaverses can be attracted not only to implement useful functions, but
also to carry out malicious influences, such as propaganda, broadcasting
destructive values into the consciousness of users, demonstrating spam.
Al will make the behaviour of a deepfake, chatbot/digital person or hacked
avatar as anthropomorphic as possible. At the same time, intelligent
automated profiling will configure any MUALI tool to target individual
target personalities or specific audiences.

And if there are certain restrictions on Al in the “legal” metaverses,
then it can be assumed that much more sophisticated forms of MUAI
within the darkverse will appear in the darknet. On the other hand, further
degradation of public institutions, high social and property polarization,
acute inter-imperialist rivalry can form quite legal darkverses under the
plausible shell of the metaverse concept.

THE METAVERSE AS A GLOBAL IMMERSIVE
SOCIAL LABORATORY: NEW OPPORTUNITIES FOR
INTELLIGENT PROFILING AND THE FORMATION
OF AN INFORMATIONAL “META-SPACE”

Globally, metaverses are capable of producing even more dangerous
challenges to psychological security and socio-political stability, which
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will be both purposefully expressed and tacit (unintentional) in nature,
and affect mass consciousness on a global scale.

The main challenges will be related to the very immersive nature
of the metaverses, which will represent such a full-fledged form of virtual
reality, in which users will literally be immersed in digital space (a kind
of “digital synthetic ether”), “exist” in the data stream, and interact with
various subjects, objects, and even the content itself (Sebekin and Kalegin
2023). These information flows will take on a larger scale, continuous
and broadly encompassing nature, and the metaverse will provide an
opportunity for their more effective intrusion into the consciousness of
users. This opens up truly enormous opportunities for various forms of
psychological influence through Al technologies. From this point of view,
metaverses raise with renewed vigor the question of the “participation”
of Al algorithms in the formation of the content surrounding users and
the global information space as a whole.

Globally, metaverses are capable of producing even more dangerous
challenges to psychological security and socio-political stability, which
will be both purposefully expressed and unintentional in nature, and
affect mass consciousness on a global scale.

The main challenges will be related to the very immersive nature
of the metaverses, which will represent such a full-fledged form of
virtual reality, in which users will be immersed in digital space (a kind
of “digital synthetic ether”), “exist” in the data stream, and interact with
various subjects, objects, and even the content itself (Sebekin and Kalegin
2023). These information flows will take on a larger scale, continuous
and broadly encompassing nature, and the metaverse will provide an
opportunity for their more effective intrusion into the consciousness of
users. This opens up truly enormous opportunities for various forms of
psychological influence through Al technologies. From this point of view,
metaverses raise with renewed vigor the question of the “participation”
of Al algorithms in the formation of the content surrounding users and
the global information space as a whole.

Al algorithms are already present in our daily life today — they are
embedded in existing digital platforms (social networks, online stores
and applications) for processing and analysing user information collected
by digital platforms in order to form personalized content®. Globally,
Al systems integrated into many digital platforms and social networks

3 This is how the video feed in the famous TikTok application, the Facebook content
feed, contextual advertising and store offers work.
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form our information space and create a kind of “information bubble”
around us, thereby in a latent way, but globally, at a subconscious level,
defining our worldview and consciousness — political, consumer, and
sometimes moral and spiritual. In fact, Al algorithms control and censor
increasingly large flows of information, learning from user experience
and de-facto making decisions for users regarding the content consumed,
while users themselves are guided by these decisions without a critical
attitude, even if they are not always correct.

Metaverses significantly increase the degree of intrusion of the
information field formed by Al into personal and mass consciousness. By
immersing themselves in a metaverse filled with content and experience,
and making it an integral part of their social existence, users find
themselves among huge streams of meta-information, most of which
will be generated, selected and controlled by Al algorithms (integrated
into metaverses, or into various digital platforms in metaverses).

The use of Al technologies in metaverses will allow massively
shaping the information space surrounding users in real time, adjusting
content and the right moods, placing people in the literal sense of the word
in a “sterile” informational “meta-bubble”. This will make it possible
to form their worldview, consciousness, and view of social problems,
and will make the walls of this bubble thicker and stronger (this will
happen both “unconsciously” (the algorithms have learned this way)
and intentionally). The information space of the metaverses, formed
by Al is able to further strengthen the growing polarization in society
on topical issues of politics, economics, religion, social development,
etc. Thus, Al will make the information space fragmented, adjusting
the content to specific target audiences, and convincing groups of the
correctness of their beliefs, thereby significantly reducing the level of
critical thinking in general. Personalization of content, which is usually
presented as a benefit, can actually have strong consequences in the form
of polarization and disintegration of society.

The other side of the new possibilities of using Al in metaverses
is associated with the growth of both the quantity and quality of data.
At the moment, Al integrated into existing digital platforms — social
networks, online stores, search engines, applications, etc. (which are
essentially digital ecosystems) — already today gets access to a “classic”
set of user data: text, audio and video, etc., in order to analyse preferences
and form personalized content.

Metaverses can revolutionize the field of data and its generation,
processing, transmission and analysis. Here, colossal arrays of data
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(“mega-large data”) will be generated, accumulated, processed, stored
and analysed almost every second in real time. But most importantly, it
will be qualitatively different types of data — a new generation of data.

It won’t be just text, audio and video. It will be the surrounding
world of the metaverse itself, multidimensional digital objects (including

“buildings” or individual clusters), data about events, impressions, etc.
But most importantly, metaverses will collect and accumulate new types
of user data that can be accessed by certain Al algorithms. Advanced
devices for immersion in virtual reality and providing an immersive
experience of interaction with Al technologies integrated into them
will be able to read and analyze a wide range of user data: muscle
signals, eye movements, facial expressions, speech tone, location, human
physiological indicators (respiratory rate, pulse) and even neural (brain)
impulses (Sharma 2023). For example, Meta is developing an augmented
reality bracelet with an electromyography function that can read brain
impulses and convert them into computer commands (Bastian 2022).
Most of the metaverse devices being developed (for example, wearable
devices), cameras, as well as modern gaming devices are equipped with
Al gesture recognition technologies.

One way or another, but the metaverse will become a global
platform for accumulating a huge amount of data, and each user and
other entities in the metaverse — companies, government institutions, non—
profit associations, unofficial movements, etc. — in the metaverse will
be a kind of generators/accumulators of certain data. This will enable
certain intelligent systems to learn from this data and analyze it in real
time (as it happens today in social networks and digital platforms, but
on a smaller scale).

In this regard, metaverses will raise with renewed vigor the question
of ethical problems of the introduction and use of Al systems, namely,
how they inadvertently (or intentionally) discriminate against certain
groups of people, censor content and covertly form the information space.
In reality, bias is already penetrating Al algorithms based on machine
learning. Learning from a huge amount of data, which sometimes may
turn out to be unrepresentative, and even incorrect and distorted (and
unintentionally), they begin to produce biased results and successfully
reproduce social prejudices existing in society, sometimes rooting and
even deepening them, which leads to explicit discrimination against
certain groups of people.
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The Grade algorithm, which was used at the University of Texas
at Austin from 2013 to 2020 and selected applications for a doctorate in
computer science, “refused” not only people who did not get a perfect score,
but also discriminated against entire categories of people based on gender
and race. Grade, as it turned out later, was trained on unrepresentative
data — the results of previous decisions on awarding degrees, according
to which women, black and Latino people were not equally represented in
the field of computer science. As a result, these groups were discriminated
against (Burke 2020). In addition, the algorithm was guided by words-
patterns — mentions in motivational letters of elite educational institutions,
the words “best”, “award”, “Doctor of Philosophy”, etc. (Burke 2020).

The algorithm used by Amazon to analyse candidates’ resumes
when applying for a job gave preference to men rather than women (since
it was trained on the results of previous interviews, according to which
the majority of employees in the company were men) (Dastin 2018). And
a more illustrative example is in the UK, the Al algorithm used by the
UK’s Office of Qualifications and Examinations Regulation to evaluate
the results of final exams turned out to be biased against college graduates
from poor families, underestimating the scores of 40% of students (Porter
2020). The results of the exams generated by a “biased” algorithm led to
demonstrations outside the building of the Department for Education of
England, and were eventually cancelled. This is a vivid example of how
a biased algorithm at the national level destabilized the socio-political
situation and almost affected the fate of individual people.

Metaverses with their immersive capabilities, in which Al will
be used everywhere (also integrated into digital platforms “inside”
metaverses), can exacerbate the ethical problems of their implementation
and use, as well as create conditions for scaling and deepening the social
prejudices reproduced by Al — both in the metaverse itself and in the real
world. Learning in metaverses on a huge amount of qualitatively different
data, which can often turn out to be unrepresentative and unreliable, Al
algorithms can become even more biased. They will also reproduce social
and other prejudices in the metaverse, discriminate against entire groups
of people, further reinforcing prejudices and polarizing societies (even
if the operators themselves and the creators of certain specialized Al
algorithms did not pursue such goals). The metaverses will become not
just a mirror of the “social” and political diseases developing in society,
but also to some extent their source.

In certain situations, in which an Al trained on certain data will
be directly applied and having “learned” some information about a
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person, it can deny users access to any event, service, acquisition of
digital assets, unreasonably underestimate the user’s “metastatus” (for
example, in the case of any competitive selections) and etc. All of this
can have an effect in the real world.

Already today, the global solution to the problem of the penetration
of bias into algorithms is experiencing certain difficulties. In the
metaverses, this intrusion of bias can take even deeper roots and be
aggravated by a possible ethical-legal and legislative vacuum, which at
first (and perhaps always) will not be filled. This will make controlling
Al even more difficult.

All this will give completely new opportunities for automated target
profiling using Al in metaverses. Al in the interests of certain actors will,
based on the analysis of new data, create a kind of 5D-model of users
and carry out large-scale monitoring of their behaviour, determine the
psychotype, emotional background, fears, check the reaction to certain
types of stimuli (unwanted content, events, experiences, etc.) in order to
subsequently use this information against the users themselves.

Based on all this, we can conclude that, if desired, metaverses
(or certain clusters in metaverses) will be global social laboratories.
What does it mean?

Metaverses as immersive virtual spaces, the main “capital” of
which is human capital — users and the digital products they create —
represent an excellent field for conducting “social experiments”, where
broad social groups will be a kind of experimental subjects.

In this regard, a distinctive feature of metaverses is the fact that
the globality and inclusiveness of these vast virtual worlds make it
possible to influence not just specific users, but also large target groups.
Metaverses bring the above—described intelligent targeted automated
profiling to a fundamentally new level, giving rise to its forced type —
global social profiling.

Metaverses make it possible to use advanced intelligent systems to
analyze certain data, not just individuals, but a critical mass of information
about large target groups. Intelligent profiling in metaverses will allow
interested subjects to analyse behavioural patterns, highlighting the
general and special, thereby building socio-psychological maps of target
groups. In the future, this will make it possible to effectively manipulate
public consciousness, strengthen the necessary agenda and trigger
the necessary (and probably destructive) socio-social processes. The
use of specific technologies in metaverses on a much larger scale and
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with better efficiency will allow modeling, generating and cultivating
certain social prejudices, fears, phobias, etc. in “metaverse laboratory
conditions”, which people will massively extrapolate into the real world.
Certain actors can, with the help of Al technologies, be able to adjust
public consciousness, simulate the situation in the metaverse in order
to observe how target groups will behave under certain psychological
influences, and even stimulate them to certain actions.

In the conditions of hybrid reality (interpenetration of the physical
and virtual worlds, when the experience in the metaverse will be reflected
in the real world), obtaining realistic immersive experience and immersive
communication, it is possible to spread the phenomenon, which the
authors of this work designate as cross-extrapolation of immersive
experience (CEIE). CEIE assumes that the psychological, social
and political effects of the impact of specific Al technologies in the
metaverse will be massively “transferred” to the real world, reflecting
on the existence of social systems. This phenomenon can take various
forms and relate to many factors:

1. The agenda and information on any important political and
economic issues fixed in the metaverse can be massively transferred by
users to the real world. As already mentioned, this will be reflected in
the polarization of society and may even lead to the destabilization of
social systems.

2. The effects of events and processes occurring in the metaverse
can be reflected in the real world. For example, a demonstration in front
of a digital representation of a government agency in the metaverse may
lead to an appropriate government response. Actions of a protest and even
provocative nature in a digital representation, office, store and event can
also lead to retaliatory measures in the real world. Similar consequences
may follow the incorrect behaviour of the “deepfake” of a famous person.

3. The data obtained about users in the metaverse can have an impact
on their lives in reality. In the metaverse, based on automated profiling,
a person can be assigned a certain status, which “social” algorithms and
structures using them will be guided by in making decisions concerning
a person in the real world. And vice versa — information from the real
world can influence a person in the metaverse.

4. Extrapolating discrimination. Al algorithms trained on
unrepresentative or distorted data can reproduce social prejudices
both in the metaverse and in the “physical” world. This can lead to
exponentially increased discrimination of entire groups and categories
of people in both realities.
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5. The personal negative experiences that users will receive in the
metaverse can be extrapolated by them into the real world and affect
their lives.

The situation of the so-called “immersive psychological load” will
be aggravated by the fact that with the development of metaverses and
their intrusion into physical reality and social life, a fundamentally new
generation of people will appear in their thinking, existing in parallel in
two worlds — physical and virtual (meta). It will be a completely different
psychology of perception of immersive virtual reality and the processes
that occur there, which means that users will extrapolate and transfer all
the negative experience of the metaverse and the psychological effects
occurring there to the real world. And in the conditions of convergence
of the real and virtual worlds, when some unpleasant digital experience
complements the physical space, such an impact can be pronounced
destructive.

ARTIFICIAL INTELLIGENCE IN THE
METAVERSE: CHALLENGES OF
INTERNATIONAL INFORMATION SECURITY

The key feature of metaverses is decentralization, which makes it
impossible to have any single and complete control over it (and, in part,
over the processes that take place in it) from any actor — corporations,
governments, and even operators and companies that create metaverses.
This situation turns metaverses into a new “Wild West” — a space capable
of releasing conflict potential and becoming an excellent platform for
realizing the interests of a wide range (including malicious) actors.
These actors have their own motivation and intentions, and will be
clearly interested in using the immersive advantages of metaverses
to psychologically influence target audiences through Al for certain
purposes (Sebekin and Kalegin 2023). Among them the following actors
can be distinguished:

1) Metahackers and hacker communities;

2) Cyber criminals, cyber terrorists, destructive currents;

3) Corporations seeking to gain certain levers of influence on the economy
and even political power;

4) States (primarily reactionary aggressive regimes) and “independent”
entities working for them.
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All these factors differ in terms of motivation, the level of technical
equipment, access to resources and the scale of the audience they will
be able to influence. If meta hackers are able to influence a certain circle
of people, then meta-criminals may have somewhat more significant
resources. The goal of the meta-criminals will be to discredit individuals
or groups, spread destructive information, fraud and extortion, as well
as the theft of digital assets (valuable digital objects) and financial
resources (cryptocurrencies) through social engineering (Europol 2022).
It is impossible to exclude the emergence of cyberterrorists, destructive
currents and “metasects”, whose goals will be to use the capabilities of
metaverses to spread destructive ideas, recruit and attract supporters
to their ranks.

States and corporations will have much more significant resources
for MUAI in the metaverse, and their impacts will differ in professionalism,
complexity and methodicality. Only the most advanced biggest states
and corporations will be able to use Al for the purposes of psychological
influence for a long time and in relation to a large-scale audience (Sebekin
and Kalegin 2023).

It is in the interests of large “players” to form an information space
through Al and large—scale impact on large target groups. Individual

“reactionary” states may be directly interested in developing metaverses
and building up their respective capabilities as asymmetric tools in order
to promote and consolidate the necessary agenda, broadcast certain
values, undermine the image and authority of other states. The use of Al
for psychological purposes in the metaverse can become one of the most
powerful ways to promote its influence on the world stage by influencing
the mass consciousness.

For states, metaverses can become another powerful lever of
influence on world politics and political processes.] Corporations, on the
other hand, will be interested in obtaining certain levers of influence on
the economy in the metaverse through psychological influence on users.
Companies can take advantage of new forms of advertising in order
to create unfair competition. For example, the business lobby will be
interested in promoting its brand and products. Transnational corporations
will have new opportunities to form a global political environment that
meets their interests.

Thus, metaverses are able to act as an effective platform for the
formation and consolidation of a certain agenda. Interested actors can
implement and configure large-scale Al algorithms in metaverses to form
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information spaces in the desired target societies in order to polarize,
divide and disintegrate them, and do it most effectively. The use of
specific Al technologies for the purpose of psychological destabilization
of target groups is quite obvious in the context of conducting information
warfare, which in the conditions of meta-spaces can get a much larger
scale and produce a more significant effect.

Al as a predictive weapon (Pashentsev 2016, Pashentsev 2017)
can be used on a global scale to monitor target communities and even
nations. Intelligent systems can analyse behavioural patterns and identify
negative trends in the mass consciousness, thereby compiling a global
cognitive psycho-map of target communities. Then the prognostic weapon
based on the data obtained can be used not just for the prediction of
the possible behaviour and psychological state of these communities in
the future, but also for modeling possible negative scenarios — setting
moods and agendas through the entire spectrum of specific technologies
described above.

In other cases, the use of specialized “social” Al algorithms based
on machine learning in metaverses will help interested actors to massively
spread certain values and ideologies. Having trained the algorithm on
certain data, it will be able to carry out effective propaganda, customize
targeted content for specific user audiences.

The above—described situations of the possible use of MUALI and the
implementation of the corresponding negative scenarios are aggravated
by the extremely limited possibilities of attribution (identification of the
source) of the malicious actor due to the key features of the metaverses

— their decentralization and the ability to ensure anonymity.

CONCLUSION

The convergence of two disruptive and emergent technologies — Al
and metaverses, the large-scale application of specific forms of MUAI
in metaverses, providing a qualitatively new experience of immersive
interaction, can produce threats to global psychological stability and
through that to national and global security.

If today social networks, applications and the Internet as a whole
serve as the main field-the basis of such influence, then metaverses
represent a fundamentally new platform within which such interaction
with the help of Al will be significantly scaled and will become extremely
effective.
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The main danger of Al in metaverses in order to undermine the
PS is that metaverses, due to the creation of an atmosphere of complete
immersion in virtual reality and new forms of “digital interaction”,
bring to a completely new level the possibilities of mass impact of Al
technologies on the collective consciousness of users. Informational and
psychological destructive influence in the metaverses may well have
corresponding consequences in the real world — and lead to psychological
tension, discontent, and “metaconflicts” and problems may result in the
physical world.
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JeBrenmnj I[lamennen

Hunnomamcka akademuja Munucmapcmea unocmpanux
nocnosa Pycke @edepayuje

Ceprej Cebexnn

Kameopa 3a nonumuuxe nayke, ucmopujy u pecuonanne cmyouje
Hpkymcku oporcasnu ynusepzumen

METABEP30BU, BELLITAYKA
NUHTEJIMI'EHIINJA 1 U3A30BU 3A
IICUXOJOHMKY BE3BE/THOCT

Caxerak

JaHamsu Op3u pa3Boj YETBPTE UHAYCTPHjCKE PEBOIIYIIHjE U
10jaBa HajHOBUjUX AUTUTAIHUX TEXHOJIOTH]ja OBOAE 10 MOCTEHEHOT
cTBapama (PyHJaMEHTAIHO HOBE ,,JPYLITBEHO-TEXHOJOIIKE” CTBAPHOCTH
— MeTaBep3yMa Koju he nmpoxumMaTu cBE€ HUBOE IPYIITBA U JbYICKE
er3uCTEHIHje: APYIITBEHO-COLUjaTHEe OAHOCE, CKOHOMHU]Y, TOJTUTHYKE
nporece, yTuuyhu Tako Ha ICUXOJIOTH]y JbYJICKE CBECTH M TIEPLEIIU]Y
CTBapHOCTH.

[ocrojame u myHo HyHKIMOHUCAKE 0Be HOBE ,,CTBapHOCTH 2.0”
U HeHO TpuOIIKaBame pr3nmdkom cBeTy Omhe 06e30elheHo mupokum
CIIEKTPOM HOBHX TEXHOJIOTHja, Mel)y KojuMma Cy U ,,HAIpEeAHH CUCTEMHU
BemTauke nHTenurennuje (AN), xoju he OMTH y OCHOBH Kpenparma came
ApXUTEKTYpEe MEeTaBep3yMa U KOPUCTUTH ce 3a 3J] MozenoBame, Kpenpame
JUTUTATHUX 00jeKaTa, IPOjeKTOBAambE U MPOLINPUBAE BUPTYCITHUX
CBETOBA-KJIacTepa, aHaJIN3Yy MoJaTaKa UTA.

HcToBpemeHo, MeTaBep30BH KOjU UMILIEMEHTHPA]y TEXHOJIOTHje
MOTIIYHOT ypamama Yy BUPTYEJIHY CTBAPHOCT y CTamby Cy Ja ociaodone
MOTEHLM]ja]l KOH(INKTa U CTBOPE LIMPOK CIEKTap MOryhHOCTH 3a
Kpajibi aHTUCOLMjalHU YTHIIA] Ha APYIITBEHE MIPOLECE, APYILITBEHE
rpyIie U MojeIuHIIE Kpo3 crierupudHe OO0NHKe 3I0HaMepHE yroTpede
AW y nuspy noapuBama ncuxosouke ctadbuinoctu (11C).

VY unanky he ce pa3MOTpuTH ciennUIHE TEXHOJIOTHjE YTHLIAja
Ha cBecT kopucHuka myteM AU. [locebHa maxkma he 6utn nmocsehena
ToMe Kako ynorpebda AU cuctema y MmeTaBep3uMa MOXKe /1a IIPOU3BEE
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JIOKAJTHE U INI00aJIHE TPETHE IICUXOJIOMIKO] CTAOMITHOCTH, 2 CAMUM THM
Y TIOJINTUYKUM, EKOHOMCKHM, BOJHUM MHCTUTYIIHjaMa.

Pan je akTyenan u3 pasnora pactyhe nomymnapHoctu peHomena
MeTaBep3yMa 1 pacTa Opoja KopucHuKa (,,MeTa-rpahana’), mopehanor
yllarama y OBy 0oOJIacT M pa3Boja HAPEJHUX TEXHOJIOTHja Koje YUHE
MCKYCTBO OOpaBKa y MeTaBep3uMa HMEP3UBHUJUM, LLITO 3ay3BpaT YNHH
KOPHCHHKE HajpalbUBUjUM Ha Ticuxosiomke ytunaje AW texuonoruja.
Janac ce Ha HUBOY JpXaBa, MehyHapOIHUX HHCTUTYLIH]jA U TTI00aTHUX
(hopyma UCTHYE BaXKHOCT peryJjMcama HOBE PEAJIHOCTH U CTBapama
0e30eqHOr MeTaBep3yMa, 300T Yera je HEOXOAHO ITpoyvaBamke Moryhux
HeraTUBHUX edeKkara Ha CBECT myTeM Al TeXHoJoruja u pasMaTpame
HayMHa Ha KOjU C€ CYIPOTCTABUTH OBUM IPETHaMa.

HcToBpemMeHo, IpUMETaH je HelOCTaTaK UCTPaKUBamba y OBOj
0071aCTH, IITO HEraTHBHO YTHYE HA HUBO CTPYUYHUX MPOLICHA, €PUKACHOCT
y OJUTYYUBaYy U HUBO CBECTH LIUPE jABHOCTH O IPUPOAH U BETUUUHU
HOBOHAcTaJje mpeTwe. Pag nMa 3a nuib Ja ynoTIyHH OBY IPAa3HUHY H
JONIPUHECE LIUPOj JUCKYCHJH O OBOM aKTYCJIIHOM IHUTAbY.

KibyuHe peuyu: MeTaBep30BH, 3710yIOTpeda BeIITaYKe HHTEIUTECHIIN]E,
TICUXOJIONIKA CUTYPHOCT, APYIITBEHA MOJapu3aimja,
QUTUTATHA TUCKPUMHUHAIH]A.
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YIIOTPEBA BEHITAYKE UHTEJIUT'EHIIUJE
Y PYCKO-YKPAJUHCKOM PATY

Casxerak

Pycko-ykpajuHCKH CyKOO CBOJUM TCOMOIUTHIKUM 3HAYAjeM
MIpeBa3MIa3y PErHOHAHE TPaHUIIE, 300T Yera je HEeMHUHOBHO Ja O
BEMY TOBOPHUMO Kao 0 CykoOy Tio0amHuX pa3Mepa. JIupexTHa u/umu
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TEXHUYKH aCTeKT, OHOCHO yroTpeba BellTauke HHTEIUTCHIIN]E U TheH
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YBOJ

Pycko-ykpajurcku cyko0 moueo je 24. ¢pedpyapa 2022. roaune,
HITO je KyJIAMHHAIINja BULICTOANIILE ,,THXE HETPIEJbUBOCTH 3Mely 1Be
IpkaBe, oceOHO HaKoH ,,EBpomajnana” 2013. u ,,Majaancke peBonyuuje”
2014. ronune. Hakon oTnounmama ,,CrelidjaiHe BojHe onepaiuje’”’, Kako
Jy je Koaupao pycku npenceanuk Bmanumup [lytuH, cBeT je yiiao y
¢dazy nunamuunae MehyHapoaHe Tpancdopmaliyje u3 yHUIOIApU3Ma y
MYJITUIIONApHU3aM, ca TeHACHIIUjOM JIa Y CyKOO yBeJe U Ipyre Ip:KaBe
ceeta.’ U mpe moyeTka cyko0a, jacHO ce yoyasaia ,,0JJ0KoBcka” mojiena
Kaja Cy y IUTamy PYCKO-yKPajUHCKH OJHOCH, OCOOMTO MO MHUTAMY
TOJIPIIIKE jeIHOj, OMHOCHO Apyroj crpanu (Stefanovié-Stambuk and
Popovi¢ 2022; Bifolchi 2022). Y T0j nonesseHOCTH ce, HECYMIbHBO, YOUaBajy
TEONONIMTUYKH Pa3io3H KOjH MMajy BHUILIEICIICHUjCKU KOHTUHYUTET U
KOJU C€ OJIHOCE HE caMO Ha YKpajuHy, Beh Ha 1Ie/IoKyIaH MOCTCOBjEeTCKU
npoctop (Imumun 2023; lecnororuh u [nmumun 2023; Jlecnorouh u
Imummn 2021; Tajuh u Pajuh 2022). HaBenena noaesbeHoCT mpoOyaua
je IlyXOBe IPOIIIOCTH ca 00e cTpaHe ,,'BO3JIcHe 3aBece”, 300r yera je
CYKO00, KOjH je Ha TIOYETKY M3IJieslao Kao Ja he TpajaTu KpaTko, 3ampaBo
[0CTA0 CYKOO JIyror Tpajarma.

On camor moyeTka cyko0a, MOTJIM CMO 12 YBHJIUMO Ha 00€e cTpaHe
ynoTpeOy KOIMHEHHMX, TIOMOPCKUX M Ba3[yIIHUX CHara, Kopuiirheme
Pa3IMYUTUX PAaKETHUX CHCTEMa, MOJCPHHUX TEHKOBA U JISTEIUIA, aJld U
yHoTpeOy BelITauKe HHTEIUTCHIUje Koja ce Y ofpeh)eHuM cerMeHTHMa
Oflpasuiia Ha MPOMEHY HaulHa paToBarby ¥ TAKTUYKY IIPUIIPEMY Orlepaliyja
(MwbkoBuh u Mapjanosuh 2023). Y Ykpajunu Genexxnumo BojHE IPOLYKTE
MoJIepHe TEXHOJIOrHje mopekioM u3 Pycuje, Ykpajune, Kune, Cjenumennx
Amepuukux Hpxasa, Typcke, Upana u qpyrux 3emasba, IITO CamMo
noTBphyje Aa ¢y y CykoO AUPEKTHO H/WUITH HHIUPEKTHO YMelIane OpojHe
NpKaBe, YMHENU 1EJIOKYIIHY CUTyalujy cioxeHujom. [IpumeTHa je
yOp3aHa BOJHO-TEXHOJIOIIKA PEBOJIYIIM]ja IIITO HAC BOJU Y HEU3BECHHU]Y,
M3a30BHUJY, a JeAHUM JeJIOM U onacHujy Oyayhuoct. Umajyhu y Bugy
W3pA3UT 3HAYa] BEIITAYKE UHTEIUTCHIU]jE Y BOJHO] HHIYCTPHUJH, IUJb
pazaa je 1a mpuKakeMo TPKY y pa3Bojy BelITauyke MHTEIUTCHIINjE Ha
npuMepy cykoba y YKpajuHu.

3 Vkpajuna u 3amaj cy ca Ipyre CTpaHe, OBaj CyKoO OpEIHIIH Kao arpecujy.
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BEILITAYKA UHTEJIMI'EHIIUJA -
Ol IOJMA J10 TPAKCE

IlojMoBHO onpeheme BemTauke MHTETUTeHIHje

HWugycTpujcka peBoyIlHja ©Ma CBOje YETHPHU €Talle Koje
mocMmatpamo of 19. Beka mo ganac. Ped je o ucTopujckuM eTamama Koje
Cy Ha CBOjEeBpPCTaH HauWH yTHIIAJIe HA IPOMEHE CBETA M YOBEUAHCTBA.
On mojaBe mapHe MaIrmHe, MPEKO TEXHOJIOMNIKE U TUTHUTATHE PEBONYIIH]E,
JIOLIJIM CMO IO MPUMEHE BHUCOKOCO(PHUCTUIIMPAHUX TEXHOJIOTH]a,
BEIIITAUYKE WHTEIUTCHITM]je, poOOTH3aIlhje U TpaHCXyMaHu3Ma (yIIop.
bori¢, 2021, 157-162). CBaka on HaBEeACHUX eTara WHIYCTPHUjCKE
PEBONTYIIMjE TIPEACTaBIbaNA j€ HAATPAAby CHCTEMa, TOMON Y MPON3BOIILH,
MpeBa3nIaKemhe BPEMEHCKUX U MTPOCTOPHUX MPETIpeKa, KOMYHHKAIH]Y
W yMpexaBame Jby/Id U3 CBUX KPajeBa CBeTa M CIIMYHO, aJIH j€ HCTO TaKO
oTBapaja cBe Behu mpoCTOp 3a MaHHUITYJAIH]E U 3JI0yTTOTPeOy, IMTO
Cy TIOKa3aJii CBETCKM PaTOBH, TPKA y HAOPYXKamy, cajoep Tepopuzam,
,»1apK”’ BeO, BUCOKOTEXHOJIONIKM KPUMHUHAJI B ToMe ciiudHo. Mmajyhu
y BuAy o0a acriekTa, (hokycupahemMo ce Ha BEMITaYKy HHTEITUTCHITH]Y,
TTOYEBIITH O] TIOJMOBHOT ofpehema.

[Tojam sewmauxe unmenucenyuje (Artificial Intelligence - Al)
CKOBaoO je aMepHJIKu MaTeMatudap u nHpopmatndap [lon Mekaptu
(John McCarthy) n yBeo jy je Kao HaCTaBHY NUCIUTIINHY1956. roquHe Ha
koH(epennuju Ha Jlapt™ayT koneny (Dartmouth College) y Cjenumennm
HpxaBama. [Ipema Mekaptujy, BU je ,,Hayka u TEXHOIOTH]a IPaBJhCHA
WHTEIUTeHTHUX MallnHa, TOCE0HO MHTEIUTEHTHUX KOMITjyTEPCKUX
nporpama. To je moBe3aHo ca CAMYHAM 33/1aTKOM KopuIrhema padyHapa
3a pa3yMeBame JbyJCKe MHTeIUTeHInje, aimu B He mopa ma ce
orpann4u Ha Onosomku BuAseuBe MeTone” (McCarthy 2007). Ocum
HaBeneHe neuHUIM]e, TOCToje OpojHa objammema BU, o roBopu o
CJIOKCHOCTH CaMOT TT0jMa, alld ¥ MPOoOJIeMIMa J1a C€ OHa jaCHO OJIPE/IH.
To wac m He uwynm, Oyayhu ga je BU ,,mMuTanuja wim cuMmynaimja
HeJera IITO CaMH jOII YBEK HE pa3yMeMO y MOTHYHOCTH: JbyJICKE
uatenurenmnuje” (Sheikh, Prins and Schrijvers 2023, 16). ExcriepTcka
rpyma 3a BEMITa4Ky WHTEIUTECHIH]y TIpu EBporickoj komucuju (High-
Level Expert Group on Artificial Intelligence (Al HLEG)) nedunmute
BEIITAYKY HHTEIUTCHITN]Y K0 CUCTEME KOjH ,,[TOKa3yjy HHTCIUTEHTHO
TIOHAIIAE TAKO IITO AHATM3MPA]y CBOjE OKPYIKCHE U IPEAY3UMA]y PaIhe
— ca onpel)eHNM CTENIEHOM ayTOHOMH]E — 3a IMMOCTHU3AE CIIEITN(DUIHIX
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nusbeBa” (High-Level Expert Group on Artificial Intelligence 2019).
Hakne, A nmajy ciocoOHOCT yuewa u npuiarohasama (Shalev-Shwartz
and Ben-David 2014). Y nussy mro 6osber pazymeBama BU HaBonnmo
u cnenehy nepununmjy: ,,TexHonoruje BemTauke HHTEIUTCHLIH]E
MMajy 3a LHUJb PENPOAYKOBAKE MIIN MPEBA3HIAKEHE CIIOCOOHOCTH
KOj€ 3aXTeBajy ,,MHTEIUTCHIU]y” YKOJIMKO OM Te Mpolece U3BOAUIH
sbyau. To ykipydyje: yueme u npuiarohaBame, CECH30pHO pa3yMeBambe
Y MHTEpaKLH]jy; PE30HOBAE U MJIAHUPAHE; ONTUMHU3ALN]Y ITpoLeca
U IapaMeTapa; ayTOHOMH]Y; KPEaTUBHOCT; U €KCTPaxoBame 3HAMA U
npensulhama 13 BEIUKE U pa3HOBPCHE [KONWYMHE| TUTUTATHUX MTOAATaKa”
(McKendrick 2019). lakne, uusb je crBapame ,,CTPYKType cucTeMa
yuema Koja he nmpezactasibaru camoyuehu cucrem”, 6e3 morpede 1a 4oBeK
NOTXpamyje MalinHy Hu3oBuMa nofaraka (Pagyn 2018, 239). Tpeba
HanoMeHyTH 1a BU ykibydyje v CeH3MOMIHOCT, O YeMy ce TOBOPH Y
,» ] PAHCXYMaHHCTHYKO]j T0BeJbH 0 nipaBuMa” (Transhumanist Bill of Rights).
Y HaBezeHOj MOBEJHH MO IOjMOM ,,ceH3MOMIHUX Onha” o0yxBarajy: 1)
Jbyncka 6uha, ykibyuyjyhu u renercku mogudukoBana jeyacka Ouha; 2)
Kubopre; 3) IUTUTaJIHY MHTEIUTEHIH]Y; 4) HHTEIEKTyallHO yHanpehene
JKUBOTUHE; 5) OMII0 KOja BpcTa yHanpeheHux Onsbaka v >KHBOTHIbA KOje
1ocenyjy CocOOHOCT 3a MHTENUIEHTHO MHUILIJBbE-E U 6) 1pyre Gpopme
koje uMajy ocehaj (Transhumanist Bill of Rights — Version 3.0 2018).
[NocToju BuIIe pa3TMYUTHX KpUTepHjyMa 3a noaeny BU. Jenan on
OCHOBHHX KpHTEpHjyMa THYE ce o0nacTu y kojuma ce BU ynorpebibasa,
Te mpemMa ToMe oHa Moxe outu: 1) cneuunjanuzosana BU - kopuctu ce
camo y oapehenum obnactuma; 2) onmra BU — kao onmta cnoco6HocT
MHTEJINTEHIIN]€ KOja C€ MOXE MPUMEHHUTH Y Pa3IndUTHM oOnacTuMa
(exoHOMM]a, IpUBpena, o0pa3oBame, MEAULIMHA, BOjHA HHIYCTpHja
u cnnuHo) U 3) cynep-unrenurenunja (Kaplan and Haenlein 2019).
Cnoxenunjy tunonorujy BU nmonynuo je Anexc bekep (Alex Bekker)
nopenuBIIy je Ha: 1) nuaTepaktuBny BU (mpumep: TMUHM acCUCTEHTH
nonyT Siri, Cortana n Alexa); 2) pynxkunonanny BU (pobotn); 3)
aHanutnuky BU (ananusa nonaraka, machine learning); 4) TekcTyanny
BU (nmpeno3HaBame TeKCTa, KOHBEP3Hja FOBOPA Y TEKCTyasIHy (Gopmy);
5) Buzyenny BU (rexnonoruja npomupene cteapHoctu) (Bekker 2019).

Bemrtauka nHTEIUIeHIINja Y BOJHOM CEKTOPY

Ceenor cMo cBe uBpinhe moBe3aHoctu podotuke U BU, mro
JIOBOJIH JIO CTBapama HHTEIUTEHTHUX po00Ta CIOCOOHMX 32 00aBIbatbe
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pasnmuuutux nociosa (ynop. Ocrojuh, 2018). CTBapajy ce mameTHH
AHJPOUIHU, XYMaHOUIHU POOOTH, aKTPOUIHN, HHIYCTPHjCKU poOOTH,
pobotu y Bojecuu u cinuno. Kana je peu o ynorpedu BU y Bojcuy,
OHA Ipy’a BUIIECTPyKe MOryhHOCTH, Kao IITO Cy aHalu3a U obpazaa
o0aBelITajHUX MOAaTaKa, IpUIpeMa crparermuje, u3Boheme 60poeHuX
nejcraBa u toructuka. HecymmuBo, norenuujan BU 3a Bojuy naayctpujy
1 HAaopyXkame je orpoman. BU Moxxe monprHeTH TaUHOCTH U €pUKACHOCTH
BOJHUX MHUCH]a, Op0j 00paau mojaTaka, Ipeu3HOCTH U IPaBOBPEMEHOM
olTyuuBamy. [[poHOBH U Ipyra ayTOHOMHA BOjHA BO3MJIA MOTY J1a
00aBJbajy MHUCHje ca MUHIMaJIHUM JbYACKUM KallallUTeTUMa, OCcTBapyjyhn
TaKTHUYKY IPEJHOCT y OHOCY Ha CTame Ha TepeHy. OHO MITO CTpyYmbalin
Oenesxe kao npeaHoct BU u MammHCKor yuema y BOjHOM 1 010paMOeHOM
CEKTOPY OJHOCH C€ Ha 2y TOHOMHOCT CUCTEMA, IPEIUKTHBHY aHAJIUTHKY,
cajoep 6e30emHOCT M peanucTUUHy cuMynauujy 6opou (Cohen 2023;
Ro 2023). AnropuT™Mu MaIIMHCKOT y4ea KOPHCTE ce 3a npeasubame
norahaja, 300r yera U3aABajaMo NPEIUKTUBHY aHAIUTHUKY (predictive
analytics) Kao 3Ha4ajaH CerMEHT y IPUIIPEMH BOjHUX onepanuja. lakie,
CBE ITPETXOIHO HaBeIeHO TToka3yje na BU moxke ma 00e30enu cBe cermenTe
odaH3UBHO-Ie(paH3UBHUX aKLHMja, O aHAJIN3E OTPOMHUX CKYIIOBa
nojaTaka, npenBrhama NOTCHIMjaTHUX NMPETHH U PU3MKA, peajHe
cumynanuje 6opbe, JomprHOCA IPH KpeUpamy CTpaTeruja Hamajaa u
on0paHe [0 3alITHTE cajOep MPOCTOpa M BUTATHUX CErMeHaTa JAp)KaBe.

Jenan on kipyuHux acrnekata BU y BojHOj HHIYCTpHjH OHOCH ce
Ha MPOU3BO/IbY ay TOHOMHUX OpYKaHuX cucTtema (najbe y Tekery: AOC)
Kao ITO cy poboTHu, OecnuioTHe jetenune U miaosuia. AOC umajy
CIOCOOHOCT CAaMOCTAJIHOT JIeJIOBamba 0€3 TUPEKTHOT JbYICKOT Ha130pa,
300r dera ce cBe uemrhe ynorpedspaBajy y CIOKEHUM ollepaiujama.
OcnoBHa nogena AOC je: 1. GecnuioTHE JE€TEIULE WU JPOHOBU; 2.
OecnuiIoTHA MOJABOAHA BO3MJIA; 3. OeCIIIIOTHA KOITHEHA BO3WiIa U 4.
OopOenu poboTu. CBaKH Ol HABEICHUX CHCTEMa KOPHCTH Ce 3a U3BUhame,
naeHTUGUKALM]Y U U3BOheme AejcTaBa y Ba3ayxXy, Ha KOMHY U MO
BogoM. OHH y CBOM pajly KOPUCTE aJITOPUTME MALTHHCKOT YUeHa KaKo
OW HaBUTHPAJIU CBOjE KPETame Y Pa3IHUUTHM YCIOBUMA U IPEIIO3HABAIH
LUJBEBE CBOT JICJIOBAA.

JpoHOBY rogrHaMa yHa3aJ1 UMajy CBE 3HauajHHU]jy yJIory Y BOJHUM
jeamHunama mupom ceera. OnpeMJbeHU Cy KamMepaMa M CeH30puMa
Kako OM MOIJIM Jia BpIle n3BHhame U HAA30p TEPEHA, MPENO3HABAE
nuua 1 objekara u npenusHe Hanage. OcuM Tora, IPOHOBH MOTY Ja
Ce KOPHUCTE y EJICKTPOHCKOM paTOBamy M OMETamy HEMPHjaTeJbCKUX
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KoMmyHuKauuja. Ca gpyre cTpaHe, ApPOHOBHU C€ KOPUCTE U 3a TPAHCIIOPT,
noceOHO Y HENPUCTYaYHUM MpezenumMa. JenHa o 1o0po mo3HaTHX BpCTa
JIPOHOBA jecy poOoTH-yOuIle WiH ,,IOTIYHO ayTOHOMHA opyxja” (Lethal
Autonomous Weapon Systems) Koja Cy cCHOCOOHa Jla CaMOCTaJIHO OUpajy
METe ¥ yCMepaBajy CBoje JiesioBamke kKa mruma (Sparrow 2007; Schwarz
2021; Taddeo and Blanchard 2022). /I[poHoBu yOuiie Cy onpeMsbeHU
OpY’KjeM Pa3IMUUTOr TUIIA, TOMYT OOMOM M pakeTa, U KOPUCTE ce 3a
JUPEKTHO HEYTpaslucame HelpHhjaTesbekux MeTa. bopbene 6ecninnotHe
JeTenuie cy Hajuemhe y ynorpebu y BojHUM (opmanmjama ImHpOM
ceta Oynyhu za cy, ycnen TeXHOJIOMKUX OTKpuha, jeTHHY 32 MacOBHY
npousBoamy (Dorsey and Amaral 2021).

Tabena 1. Oqabpanu ayTOHOMHH OPY>KaHH CHCTEMH

Type | Name | Developer | Country | Usage | Autonomy | Year
Drone 40 DefendTex Australia | Quadcopter + grenade Nav + Target 2016
Mini Harpy | Israel Israel Mini-UAS + munition Nav + Target + Fire 2019

o Aerospace

Loitering Industries

Munitions | kyB-BLA Kalashnikov | Russia Loitering munition Nav + Target + Swarm | 2019
Kargu STM Turkey Loitering munition Nav + Target + Fire 2020
Bayraktar Bayraktar Turkey Unmanned aerial combat | Nav 2014

Unmanned TB2 vehicle

Aerial MQ-9 General us. ISR Nav + Identify 2020

Vehicle Reaper Atomics
Unnamed Skydio u.s. ISR Nav + Identify 2022
SRR drone

Aircraft

Ghost Bat ‘ Boeing ‘ Australia

Wingman UAS controlled by | Nav + Target + Fire 2020
manned parent

Uzeop: Longpre, Storm, and Shah 2022.

VY tabenu [1] uznsojenu cy onpehern AOC paszsujenn y CA/Jl,
Pycwuju, Typckoj, M3paeny u Ayctpanuju. HaBeneHoj rpymnu opyxaHux
cUCTeMa JIoAaIi OMCMO jOII U KIHECKe mponsBoje JARI, Beoma no06po
OTIPEMJBEHO TEPEHCKO OECIUIIOTHO BO3WIIO U Blowfish, GecnumoTHN
xenukontep (Kayser 2021).

Cjennmene Amepuuke J[pxaBe MMajy 3Ha4ajHE MPOjeKTe Kaja
je y mutamy ynotpedba BU y BojHoj nHIycTpUju. [IpojexTu ce ogHOCE
Ha Tpon3BOaY U pa3Boj AOC. AMepnako MUHHCTApCTBO of0paHe
y MOCJeIBUX HEKOJIUKO TOAUHA YJIIOKUJIIO j€ HEKOJIMKO MUJINjapan
nmonapay pa3zeoj BU. Y 2022. ronnau u3iBojeHo je 6omu3y 900 mumroHa
nonapa 3a noapiky oko 700 mpojekara pa3soja BU (Halpern 2023).
Y Harmmonannoj crpareruju onopane (National Defense Strategy) w3
2018. ronuHe jacHO ce mo3uBa Ha pa3Boj B u Hanomume ce ma CA /]
HE MOTY OYEKHBATH yCIIeX Y ,,CyTPALIBbUM CYKOOUMA jyuepallmbuM
opyxjem unm onpemom’ (National Defense Strategy 2018). [Ipucetnmo
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ce mpojekta Masen (Project Maven - Military Artificial Intelligence for
Unmanned Systems) xoju je Ilentaron mokpenyo 2017. roqune ca nuJbeM
Jla MAIIMHCKO yueme (machine learning) cTaBu y BOjHY ynoTpeOy NpOTHB
muintanata Menamcke npxkase y Cupuju u Upany (Weisgerber 2017).
Peu je 0 BU MunucrapcTsa ogOpane Koja je HaMereHa aa oopalyje criuike
Y BHJICO 3aIlKCe ca IPOHOBA U J1a ay TOMAaTCKU OTKPUBA MOTEHIMjaJIHEe
mete (Strout 2022). McTo Tako, MalIMHCKO YUYEHE MOXKE JONPUHETH U
y 60pOu MpOTHB paaguKaIU3almje U TePOPU3Ma, TOCEOHO Y KOHTEKCTY
ucTpaxkupama noxartaka (bopuh u Munomesuh 2021, 208-209). Pycuja
takole pa3Buja MoJepHE opykaHe cucteMe Oazupane Ha BU, mTo je y
OJTHOCY Ha KOHKYpeHTcKe npxase, mpe ceera CAJl u HATO, neonxogHo
y MOJICpHOj TPpLH y HaopyKamy. Pycuja je 3anouena Epy Texnomnomnuca
KOja MpecTaB/ba KOMOMHALIN]Y TEXHUYKO-TEXHOJIOIKIX, HAYYHUX H
CTPYUYHHX KalaluTeTa, ca MUJbEM J1a pa3BUjajy MOAEpPHE CUCTEME Y
LUBUIHOM M BOjHOM ceKkTopy (Zysk 2020; Bendett, Boulegue, Connolly
etal. 2021). Oryna u Haunonanna crpareruja 3a pa3soj BU 3a nepuon 1o
2030. ronune, Kojy je pycku npeacennuk Bnagumup [lytun npornacuo
ykazom 2019. rogune (Yka3 Ilpesunenta Poccuiickoit @enepanuu ot
10.10.2019 r. Ne 490). Kuna takohe passuja B u on nonacka Cu bunnuara
(Xi Jinping) Ha BacT, mpeTeHAyje Ja MocTaHe rIo0alHu JUIep Y 00IacTH
HayKe ¥ BUCOKO COPUCTHLIMPaHE TexHoNMoruje. Knnecka Biaaa ycBojuia
j€ pa3IMunTe NOJIUTHKE Ca IIJbEM Ja 3eMJba TIOCTaHe II00ATHH JIUJCP
y obnacTu Bemrtauke natenurenuuje a0 2030. ronune. Kanuenapuja 3a
undopmucame Jpxasnor caBeta Haponne Pemy6muke Kune o6jaBuna je
24. jyna 2019. rogune 6eny KiBUTY MOA HA3UBOM ,,KMHeCKa HallMOHATHA
onoOpana y HoBoj epu” (China’s National Defense in the New Era). Y
HaBEeJCHO] KIbU3H ce, 3Mely ocTasior, HariamaBa BaXHOCT Kopuinhema
BELITAauKe MHTEIUTCHIH]E 32 BOjHY MOACPHH3AIH]Y KaKO OH c€ UCITY HHIIH
3axTeBU HalroHanHe 6e30eqHocTH y HOBOj epH (China’s National Defense
in the New Era 2019; Qiao-Francoand Bode 2023).

Kao mto mokemo na Buanmo, BU ce cBe Bullle KOPUCTH Yy BOJHOM
CEKTOPY, 300r yera KOHCTAaTyjeMO Ja CMO CBEJOLHU II00aHe TPKe y
Pa3BOjy BEIITAYKO-MHTEIUTCHTHUX HAOpYKamba, Kao IITO jé TOKOM
XJIaJTHOT paTta To OMJia TPKa y KOHBEHLIMOHATHOM HAOPYKamby.

YIIOTPEBA BU Y PYCKO-YKPAJUHCKOM PATY

On noueTka pycKo-yKpajuHCKOT CyKo0a MOTJIM CMO Jia IIPUMETHMO
pasyiMuuTa opyKja 0azupaHa Ha BelITaukoj uHTeurenuuju. U Pycuja
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1 YKpajuHa KOpHCTE MOJECpHE THUIIOBE HAOPYXkKamba, IITO je OTBOPUIIO
MUTamka O BbUXOBOM YTHUIIA]y Ha eckananujy kpuse. O0e cTpaHe KOpUCTe
Haopy’KaHe APOHOBE, CUCTEME 3a EJISKTPOHCKO PaToBame, cajoep Hamaae
U MpUKyIJbamke nojaTaka. [IpuceTumo ce aa je pycku NpeaceIHuK
Bnagumup Ilytun pexao 2017. ronqune aa he oHaj Ko moctane J1uaep y
Pa3Bojy BelITauKe HHTEIUTEHIIU]je ,,iocTaTu Biajaap ceeta’ (Fierro, 2022).
Crora Hac He uyau yOp3aHa TpKa y pa3Bojy BeLITaYKe MHTEIUTCHIH]je
y BOJHOM CEKTOpY.

Kana je peu o nponoBuma, Pycuja mocenyje Buie JpoHOBa 3a
pasznuuute HameHe. Pycku apon kamuka3za KUB-BLA pa3BujeH je oz
ctpane komnanuja KanammukoB (Kalashnikov Group) n 3ana Aepo
(Zala Aero Group). KibyuHe KapakTepHUCTHKE HAaBEJIECHOT IPOHA CY:
BHCOKA IPELU3HOCT, jeTHOCTABHO PyKOBaHE  TUXO N3BONEH:-E OMeparmja.
[ocenyje Texnonorujy BusyenHe unenrudukanuje BU 3a mpenozHaBame
U Ki1acuuKanujy nusbesa y peannom Bpemeny (Daifullah al-Garni 2022;
Kayser 2021). Mcre komnanuje mpousBeie cy U APoH kKamuka3zy Jlancer
(Lancet), xoju mpeicTaBIba ,,IAMETHO BUIIIECHAMEHCKO OPYKje, CIIOCOOHO
na camoctasHo npoHahe u noroau mety” (Daifullah al-Garni 2022).
OBO Opy’Kje MOKe MPENo3HaTH THUIl YHAIpel ofadpaHe MeTe YHYTap
reorpadcke obnactu, HakoH yera u3Boau Haman (Fierro 2022). Pycka
xommnanuja ENICS xpeupana je 2013. ronqune apon Eleron-3SV, xoju je
OIPEMJbEH ONTHYKHUM M €JIEKTPOHCKUM eJIEMEHTHMa U KOPHCTHU ce 32
n3Buhame. Pycka Bojcka je kopucTuiia oBaj 1poH y Jonbacy, Cupuju,
a JlaHac ra KOPUCTH y CyKoOy ca YKpajuHOM.

Pycku BojaMLM KOpUcTe U Maje OecriunoTHe ietenuue Orlan-10,
KOjH CITy’Ke 32 OCMaTpame U U3Boherme Hanaaa. Y u3BuhaukuM akLujama
0Baj IPOH Ce KOPUCTH y TPYNH OX Ba UIH TPU JPOHA, I/ie PBU UMa
yJory u3Buhama, IpyrH eJIeKTPOHCKOT PaToBama, 0K Tpehu nmpenocu
nnpopmanuje nentpanu (Lowther and Siddiki 2022, 10). Pycuja y
CBOjUM PEOBHMa UMa U APOH Forpost R, Koju ce KOpUCTH 3a u3BHhambe,
panapcky uaeHtudukanujy u Hanan. Jaxie, ped je o u3Buhaukoj u
yIapHOj OECIUIOTHO] JIETeNUIIHU 3a Kojy je Pycuja mobuna nmuueHIy o
W3paena, anu ce cajga y IOTIYHOCTH IIPOM3BOIH Ol PyCKUX KOMIIOHEHATA
(Psi60B 2022). Pycuja y cBom apcenasy uma u 6opoenn apon Opuon-E
(Orion-E), 3a koju ce cmaTpa Ja je HajooJbu yJaapHu ApoH y Pycuju.
Pycke chare cy npBu nyT ynorpeOuie oBaj ApoH y CHUpHjU IPOTUB
MoOyHEeHNKa CyNIPOTCTaBIbEHUX ACaTOBOM peXuUMY. bp3nna oBor
npoHa je 200 km/4, a MaKcuMaiiHa HOCUBOCT 10 250 kr. OnmpeMibeH je
OINITUYKUM U HH]paLPBEHUM KamMepama, JJacepoM Koju oxpelyje mete n
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apCeHaJIOM JI0 YUeTHPH PaKkeTe Ba3lyX-3eMjba UM Ba3ayXx-Ba3nyx (Lowther
and Siddiki 2022, 10-11). Ocum TOra, KOPUCTUIM CY U KOMEpLHjaTHE
JIpOHOBE KMHEcke komnanuje DJI, koja je yOp30 HAaKOH OTHOYHbAmbha
cykoba oOycraBuia nocnoBame y Pycuju y Ykpajunu. Pycuja takohe
uMa BOjHE poOoTe, a Haj3ana)xeHuju cy podoTu 3a nemunupame Uran-6.

Ca npyre cTpane, Ykpajuna Takole noceayje 3Hauajan Opoj
JIPOHOBA KOje KOPUCTH Y PA3JIMYUTHUM OlepalujamMa. YKpajuHCKa BOjcKa
KOPHCTH OECMIIOTHY JIETEHIY TYpCKe Ipou3Boame bajpakrap (Bayraktar
TB2), xoja je BulIeHaMeHCKa. HaBeneHu ApOH MOXXE CIIPOBOAUTH
obaBelTajHe, N3BUhauKe U Opy’KaHe MUCH]E, a 3aXBajbyjyhn MogepHUM
cucreMuma, bajpakrap je cnocoban camoctanHo fa nonehe u ciehe.
HaBenenu npoH Moxxe OMTH ONPEMJbEH Ca YETHPH JacepcKku BoleHe
6ombe, TO ce MoKa3ajo epUKaCHUM NPOTHB TEHKOBA U APYTUX OKJIOMHUX
Bo3uia Ha Tepeny (Baykar 2023). [Ipe ynotpebe y Ykpajunu, bajpaktap
ce kopuctro Cupuju, JIubuju u Azepbejyany. Y Ykpajunu ce npou3Boan
Mauu poH ,,[lanutiep” (Punisher) Koju je omucaH Kao ,,0p3, HEOYEeKHBaH,
npeuusad u cmpronocan” (Crumley 2022). KapakTepuctuke Tor ApoHa
CY CKpPOMHE, aJIi j€ IeroBa ynorpeda NpuMeTHa y akiujama Ha 060jHOM
noJey. YKpajuHa y CBOjUM aKIlMjamMa KOPHCTH U OOMYHE KOMEPLHjaIHe
JIPOHOBE KOj€ OIpeMa MOJOTOBJHEBUM KOKTEJNIHMa y 00pOM MpOTHUB
pyckux cHara (Kesslen 2022). JIpoH nosecke mpousBoame, Warmate-1,
Takohe ce Moke BHAETH Ha YKPajUHCKO] cTpaHu. Ped je o aApoHy Koju
MMa CUCTEM ay TOHOMHOT WJIM MaHYeJHOT yIpaBJbamba, JOCTHKE Op3uHY
1o 150 kM/4 1 yKpajuHCKe CHare ra KOpucTe 3a u3Buhame U Hanajae Ha
pycke Tpyne. He Tpeba 3anemaputu uu Tupolev Tu-141 Strizh, npoH koju
MOTHYE U3 COBJETCKOT IIEPUOJIA, aJIK C& KOPUCTH U J]aHac Ha OOJHOM IOJBY.
VYkpajuna je oBaj THI ApoHa yHanpenuia 2014. roquHe U KOPUCTH ra'y
aktyernHoMm cykoOy (Lowther and Siddiki 2022).

Ocum Tora, YKpajuHa KOpUCTH U pakete Switchblade 300 n
Switchblade 600, xoje uMajy pa3nuunuTe ay TOHOMHE MOTYRHOCTH, TOMYT
HAaBUTHpatba 1 Ipero3HaBama oojekata. Ped je 0 koMOMHALM]U TPOjeKTHIIA
U ApoHa, Oyayhu 1a BOJHHK JIAaHCHpa PaKeTy ca 3eMJbe KOja je MOTOM
CIoco0Ha Jja caMOCTaJIHO JIOLMPA METe, T€ X 300T TOra CBPCTaBajy y
kateropujy SUAS nerenuua (Small Unmanned Aircraft System) (Atherton
2023). YkpajuHa pa3Buja u OecriocajiHa ay TOHOMHa IUIOBUJIA KOja UMajy
3Ha4yajHy yJory Ha LlpHoM MOpYy U UMHE cacTaBHU J1€0 TOMOPCKHX TpyTia.
[Ipema MuLIbEY MOjEANHUX ayTOPa, YKPajUHa je OTBOPUIIA HOBY €pY
MOMOPCKOT paTOBamka ynoTpeOoM MOMOPCKUX OecrocaHuX JpOHOBa
KaMMKa3a Haopy>KaHHUX EKCIUIO3UBOM, IM3ajHUPAHUM Ja CE 3aJIeTe Y
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MmeTe u 1eToHupajy (Zafra and McClure 2023). Ykpajuna je y majy 2023.
rofiMHe mpeacTaBuiia Oecrocana noaBoaHa miuosuia Joloka TLK-150,
aJu je HajaBuiia M Ipou3Boamy Behux Bep3uja o3naka TLK-400 u TLK-
1000. Peu je o moBminma koja he mohu n1a n3Boge 6opOeHe onepariyje,
aJu 1 Ja u3BUhajy TepeH U NpUKybajy odaBemTajue nogarke. Hajmama
Bep3uja MOXKe Jla Hocu 0ojeBy rnaBy Texune of 20 mo 50 xr, mok he
HajBeha Bep3uja uMmatu Kananuret 6ojese riase 10 5.000 xr (Noreika
2023). YKpajuHCKe cHare KOpucTe 1 poodoTe Ha 00jHOM HOJbY, TOCEOHO
Bep3ujy GNOM, xoju ce KopucTH 3a n3Buhame, ajau 1 BaTpeHy MOJAPILIKY
MuTpasbe3oM 7,62 mm (Muzzeddu 2022).

O0e cTpaHe, 0CUM JPOHOBA, IOCEY]y CHCTEME 3a EJIEKTPOHCKO,
nHpOpPMaLMOHO U cajoep paToBame. Ped je o cucreMnma koju ciryxe 3a
OMeTame MK MpeKu PyHKIHOHHCAkA Mpeka IPOTUBHIYKE CTpaHe,
3aTUM 3a NPUKYIJbamkhe 00aBEIITAJHUX MoJaTaKa MU MaK MIHPEHE
JTaXHUX HHPOpMaluja. BemTauka HHTEIUICHIIM]ja CE MOYKE KOPUCTHUTH 3a
KpeHupame 1 JUCTPUOYyHpabe TaXHUX HHPOpMalrja U y MUPY, U Y pary,
yKJbyuyjyhu Manumynanuje ciukama u Buaeo 3anucuma (Favaro and
Williams 2023). Ocum Tora, 00e ctpane kopructe BU xako Ou npukymbaie
u obpahuBane mogatke ca ApoHoBa. Takohe, KOpUCTE U TEXHOJIOTHjY
MPENo3HaBamka JINLA, TPAHCKPHUIILIN]Y, TPEBOhEHE U MPUCITYLIKUBAHE
(Favaro and Williams 2023). [Ipema nojeanHuM ayTopuMa, KJby4yHa
yJIOra BelITauKe HHTEIUTCHIU]e Y YKPajUHCKO] CTYKOU je MHTerpamuja
Mpero3HaBama UbeBa U 00jeKaTa, Kao U 3a FeoJIONUPABEe U aHATH3Y
NojiaTaka OTBOPEHOT KO/Ia Kao LITO je caapikaj IPYLITBEHUX MPExXa Jia
Ou ce naeHTH(HUKOBAIN PYCKH BOJHUIIM, OPYIKje, CHCTEMH, jEIUHULE HITH
BHXO0Ba KpeTama. J{akiie, HeypoHCKe Mpeske ce KOpUCTE 32 KOMOMHOBaHbEe
¢otorpaduja, Buneo cHuMaka ca OeCMIOTHUX JETENUIA U CATETUTCKUX
CHUMaKa Kako 0u ce 00e30equa Opka aHannu3a v mpoleHa 00aBeIITajHuX
nojaTaka, 1a OM ce Ha OCHOBY TOr'a OCTBapHiIe ofipel)eHe cTpaTeke u
TakTHuKe obaBemTajue npexnoctu (Bendett 2023). Ykpajuna 3HauajHy
noapuky noduja ox Cjeaumennx Amepuukux JpkaBa 1 aMepuuKHX
cajoep THMOBa Koju ¢y pacniopehenu y EBpomnu. O Toj momohu cBenoun
u u3jaBa Bucoke 3sannuHuLe [lentarona Jlaype Kynep (Laura Cooper),
Koja je pekua: ,,CBU cMO OMJIM M3y3€THO MMIIPECHOHUPAHU KOJIHKO
e(pUKacHO YKPajUHCKE Opy’KaHe CHare KOpUCTE ONpeMy KOjy CMO UM
00e30exmnn” (Sanger et al. 2022). Ca Tum y Be3u TpeOa HaBeCTH Ja
je ykpajuHcka Bojcka kopuctmia Clearview Al ca cenumreM y CAJ|
3a UACHTU(HUKALU]Y MPTBUX PYCKHX BOJHHUKA U 32 OTKPUBAIbE PYCKUX
Hamajaya, kao u 3a 6opOy npotus nesuHdopmannja. Takohe, amepruuka
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KOMIIaHuja Primer je mpUMEHHWJIA CBOjy BEIITAYKy MHTEIUTCHLU]Y 3a
aHaJM3y HeMHU(PPOBAHUX PYCKUX PaIH0 KOMyHHUKalHja, Kopuctehu
o0pany je3uka qa Ou pazymena crieiuuuHe HaunHE KOje PyCKH BOJHUIIH
KopHcTe 3a KomyHuKanujy (Bendett 2023).

VY3 cBe HaBeneHo, Tpeba UMaTH y BUAY J1a jeé ¥ TEXHOJIOTHja
Oasupana Ha BU ox moverka cykoOa 10 JaHac 3HaTHO HamlpeaoBaa,
HITO TIOKa3yje /1a 32 KPaTKO BpeMe HOBE TEXHOJIOTHje MOT'Y TIOCTATH jOLI
MHOBAaTUBHU]E U CIIOKEHH]E. JenaH o mpumMepa je pa3Boj ApoHoBa ca BU
KOjH Cy Of1 MouYeTKa cykoOa mpouutu Opojue dase ynanpehusama, Te ce
cajJa Ha 60JHOM MOJbY MOTY BUAETH HOBE BEp3Hje IPOHOBA KOje N3BPILIABA]jy
CBOj€ 3a/1aTKE YIPKOC EIEKTPOHCKUM OMETamUMa U I'yOUTKY CHTHaa
ca 6a3om. [laxie, B momaxe npoHy Aa 3aBpIIN CBOjy MUCH]Y YakK U
aKo c€ HEeroBa MeTa OMEpH, LITO MPEACTaBJba 3HAYajHY HAJIOTPaTIby
noctojehux apoHOBa KOju Ipate onpeheHe 3agare koopauHate. Ca TUM
y BE€3H, 3aMEHHK yKpajuHCKoT npemujepa Muxaun ®enopos (Mykhailo
Fedorov) je pekao na je ,,0B0 TEXHOJIOMIKA TpKa 24/7” u TOMe 07120 Ja
je ,M3a30B y TOME IITO CBaKH MPOM3BOJ Yy CBAKO] KaTErOPHju Mopa Jia
ce Mema CBaKOAHEBHO Ja O0u ce ocTBapuia npeanoct’ (Hudson and
Khudov 2023).

3AK/bYYAK

Pa3Boj BU y BojHOM CEeKTOpY CBE je IPUCYTHH]H, LITO HAM MOKa3yje
jeIHy 3Ha4ajHy MPOMEHY KOja ce Y KOHTEKCTY PYCKO-YKPajHHCKOT paTta
oJpakaBa Ha JMHAMHUKY paToBama Ha TepeHy. CBeIOIM CMO HOBE
TPKE y pa3Bojy BEIITAYKO-HHTEIMTICHTHUX HAOPYKamba, IITO MOXKE
JIOBECTH J10 ,,0yayhHOCTH 03 Jby 1™ UJTH NaK JeXyMaHHU3aI1je Y BOJHOM
cektopy. CaMuM TUM, IpUMEHa HOBE TexHosoruje 6asupane va BU y
onipeheHoj Mepu HeyTpaJiuile aCUMETPUYHE PEAHOCTH Y PATOBAY
nu3Mely cTaTUCTHYKH, TEXHOJOMIKY U TAKTHYKU MOhHUje BOjCKe 1 OHE
KOja je CKPOMHHjUX KananuTera. To 3HaYH Jla HOBE TEXHOJIOTH]e, TOCEOHO
JIPOHOBH U EBbUXOBA IIMPOKA YIoTpeda, MOy oMohu BOJCIU ClIadujux
KamamuTeTa Jia MPYKHU OTIIOP U MPOJIOHTHpa CykoO Koju Ou Tpebasio,
Hau3IIe, 1a Oyie KpaTkor Tpajama. Hu y koM ciiydajy He 3aHeMapyjeMo
yJIOT'Yy KOHBEHITHOHAJIHOT Ha0py Kara, Beh caMo yKa3yjeMo Ha 3HadyajHe
IPOMEHE KOj€ je PYCKO-yKPajUHCKH CyKO0 M0Ka3ao, a T4y ce yrnorpede
MHOBaTHBHUX TEXHOJIOTHja. JejaH o/ mpuMepa KOju CMO HaBeJTH OJHOCH
ce Ha ynoTpeOy KOMEpIHjaJIHUX JPOHOBA KOJU CY je(DTHHH, allu Cy Ce
NOKa3aJIy Kao 3HaYajHH y HanaJaqKuM, N3BUh)auKuM U APYTUM aKkinjama.
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OcuM 1ITO je BUXO0BA MPOU3BOIHA U YIIOTpeda jepTHHH]ja y OMHOCY Ha
KJIACHYHE JICTEIHUIEC TONYT aBUOHA U XEJIHUKOITEpa, IPEIHOCT je U Y
TOME ILTO LITEJE JBYJICKE PECYPCE U YMambyjy KPTBE.

Taxole, roMmiIame OECUIOTHUX M OECIOCaTHUX IPOHOBA
U BUXOBa IIHpOKa ynorpeda y odan3uBHO-Ie(haH3UBHUM aKIHjaMa
M3a3UBajy CTpax OJ HEMO3HATOT U UCLPILJbY]y IPOTUBHUYKY CTpPaHY,
noce0HO y cllyyajy KaJa TH IPOHOBH HACTaBE CBOjy aKIHjy YIPKOC
EJIEKTPOHCKUM OMeTamHuMa. 300r TOra je HeONXOAHO CBAKOAHEBHO
WHOBHPAkE TEXHOJIOIKH CUCTEMA, jep YKOJIHUKO CaMo jeHa CTpaHa
yHanpebhyje cBoja opyxKja 6a3upana Ha BU, npoTuBHHYKa cTpaHa
Hehe Mohu azekBaTHO J1a OATOBOPH, OJHOCHO, IIOCTOjH MOTYRHOCT 11a
MHOT'a O]l TUX BEIITAYKO-MHTEIUTC€HTHUX IPOHOBA U IPYTUX CUCTEMA
npoly HeomakeHO MPOTUBHUYKY onOpany. [Ipema Tome, 0BO je mpaBa
TEXHOJIOIIKA TPKa Koja ce Boau 24/7 1 Koja Meba JMHAMUKY aKTYEJIHOT
cykoOa.

Nmajyhu cBe HaBeneHO y BUY, MOKEMO 3aKJbYUUTH Ja je
PYCKO-YKPajUHCKH CYKOO MHTEH3MBHPAO TPKY y Pa3BOjy BEIITAYKe
WHTEIUTCHLN]e U TPOU3BOABM MHTEIUTCHTHUX HAOpYXKamka, Koja
ce o0uJIaTo KOpUcTe y aKkTyeiaHoM pary. CBenonu cMo cTpareruje
HCLPIJbHUBaKa KOja ce Ha MPUMEPY OBOI' paTa orjiefa y CHMOHO3H
BUCOKO-CO(HCTULIMPAHE TEXHOJIOTHjE U TPAJULIMOHATIHOT PAaTOBamba,
mto he oOenexxutu u paroe y OynyhHocTH.
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THE USE OF ARTIFICIAL INTELLIGENCE
IN THE RUSSO-UKRAINIAN WAR

Resume

The Russo-Ukrainian conflict, with its geopolitical importance, goes
beyond regional borders, which is why it is inevitable that we talk about it
as a conflict of global proportions. The direct and/or indirect involvement
of numerous countries of the world in this conflict, especially in the form
of military-technical, technological, economic and economic involvement,
confirms the above. The focus of our work is the military-technical aspect,
i.e., the use of artificial intelligence and its importance for the present
and future of warfare. In the first part of the work, artificial intelligence
is conceptually defined, and then the use of artificial intelligence in the
military industry is elaborated, as well as its importance in changing
the conventional way of warfare. Finally, the authors deal with the use
of artificial intelligence in the Ukrainian war, in order to point to a new
form of arms race.

Key words: artificial intelligence, drones, robots, Russia, Ukraine, Russo-
Ukrainian conflict, geopolitics, security.
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Casxerak

Bemrrauka waTenurennuja (BM) nma moTeHujan ga yrude Ha
CBE BPCTE M HUBOE H3BONCHa BOJHIX aKTHBHOCTH, HA CTPATETHjCKOM,
OTIEPaTUBHOM M TaKTHYKOM HHBOY. C TUM y Be3H, MPEIMET paja je
pa3Marpame kKako cucremu BU, u y kom 00nMy, MOTY YTHIIATH Ha
MIPUTNIPEMY U HU3BOleme pa3INUYUTHX HUBOA BOJHUX oleparuja. Paxg
pa3marpa uMmIutrKanuje BU y KOHTeKCTY cTpaTreruje, TOKTpHHE, BOJHUX
TIJIAHOBA, MPaBHJIa aHTAKOBamka M Hapehema 3a n3Bolheme onepalyja.
HaBeneno mctpaXxmBauko MHUTAmkE 3aXTE€Ba MIMPOK yrao aHaIn3e
MIPUMEHE HOBUX TEXHOJIOTHja y BOJHO] IEIATHOCTH, TEXHOJIOITKOM
pa3Bojy cCaBpeMEHHX apMHja, Ka0 B pa3MaTparke MOTUTHIKNX, BOJHHUX,
TIpaBHUX W €THYKHX NepcriekTrBa npemene BU y opykanum cHarama.
CxomHO TOME, pag HACHTU(UKY]je MOTYNHOCTH, N3a30BE U OTBOPECHA
MMTamka y Be3W HAaBEJCHE TEME, ajIi U Jjaje CBeoOyXBaTHA 3armakama.

Pan ce 3aBpmaBa OIeHOM J1a OCHOBA OJITOBOPA UCTPAKUBAYKOT
MATarba JISOKH Y WHTEPAKIHjH Jeyackor Gaktopa u BU. Pax mpyxa u
CMEpHHUIIE 32 YHaIpelheme Tajber nCTpakuBarmba U Kpenpama MOJIUTHKE

" Konrakt: milanmiljkovic04011@gmail.com

* Paj je pe3ynTaT HCTpaXKHBamba y Hay YHOUCTPAKHBAYKOM MPOjEKTY KOjH je hHHAHCHPAIIO
MunucrapcTBo onbdpane Pemyonuke Cpouje, mox 6pojem: BA-I1X/1/22-24 , ,Monen
yIpaBJbamba pa3BojeM CIIOCOOHOCTH cucTeMa og0paHe”.
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o oxnrosapajyhoj uHTerpanuju, ynpasjbamwy 1 ynorpeou BU y Bojuum
ornepanyjama.

Kibyune peun: Bemradka WHTEIUTEHITH]a, CTPAaTeTHja, JOKTPHUHA, BOjHE
oriepaIryje, KOMaHIOBambe.

YBOJ

Bemrrauka untenureniuja (Al — Artificial Intelligence) y
BOJHMM aKTHBHOCTHMA OJHOCH CE€ Ha CUCTEME KOjH IMOKa3yjy pa3yMHO
W WHTEIUTCHTHO MOHAIAkhe HA OCHOBY aHAJIM3e OKPYKeHba, JOHOCE
OJUTYKE ¥ U3BOjIe 00pOCHE pajiibe ca oipel)eHUM CTEIICHOM ay TOHOMHU]e
(MusskoBuh 2023, 271-275). Maxko Bemtauka narenurennyja (BU) numa
MIOTEHIIN]jaJI J]a TPYKH OPOjHE MPETHOCTH Y BOjHO] TPUMEHH, OHA ca COOOM
HocH U cnennduyne u3azose. [Ipumena BI Ha KOHBEHITMOHAIHE BOjHE
CIOCOOHOCTH MMa MOTEHIIHM]jall 1a yOp3a IOHOIICHE OJITyKa U MMOTHCHE
CYKOO M3BaH JbYJICKMX KOTHUTUBHUX CIOCOOHOCTH, J]a yTHYE HA CBE
HUBOE M3BOleha BOJHHUX Olepalija, Ha CTPaTernjcKOM, OlIepaTHBHOM
Y TaKTUYKOoM HUBOY. C THM Y Be3H, PEIMET OBOT pajia je pasMaTpame
Kako cucreMu B, u y koM 00uMy, MOTY YTHIIATH ¥ Ha TIPUTIPEMY H
n3Bohembe pa3InYUTHX HUBOA BOJHUX orepanuja. Paj Huje orpannueH
caMo Ha BOjHUX acrekrte, Beh pasmarpa M MOJUTHYKE, TEXHOJIOIIKE,
MpaBHE M ETHYKE MEPCIICKTUBA OBOT MMUTAKbA.

IITA JE BEHITAYKA UHTEJIUT'EHIIUJA

Wako Bemtauka MHTEIUTEHIIMja HIje HOB T0jaM, ca yOp3ameM
HBeHOT pa3Boja y X XI Bexy, HayYHUIIM KOHTHHYHPAHO BPIIIE PEBUINPAHE
IbeHe JeUHULIH]C. 32 OKBHPE OBOT pajia, MOXKE C€ KOPUCTHTH ITHPOKO
npuxBaheHa aepuHUIMja y CTPYYHUM TeauMma EBporicke yHUje KOjoM
ce HaBOJM Jia C€ ,,BeIITaukKa HMHTEJIWUTEHIINja OJHOCH Ce Ha CHCTEME
KOjH TTOKa3yjy pa3yMHO, HHTEIIUTEHTHO, TIOHAIIIA-€ HA OCHOBY aHAJIN3e
OKpyXema B JOHOCE OJJTyKe, ca oapeheHnM creneHoM ayTOHOMH]eE,
1a OCTBape KOHKpeTHe IuibeBe (CTparernja pa3poja BelITadke
uaTenurennyje y Pemyomunu Cpouju 2020). Bemtauka mHTETUTeHITN]A
TPEHYTHO MTPeBa3NIIa3H Jby/ICKY HHTEIUTEHIIH]Y Y 00aBJbaby YCKOT CKyTia
cnenuduuHUX 3anataka. Melytum, morpedHa cy Aajba HCTpaKHUBamba
Jla OM ce TIOCTHUIIIA BelITadyKa CyNepUHTEIUTeHIH]a, T/Ie CIIOCOOHOCT
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MalIMHA MPEeBa3HIa3H JbYJICKY KOTHUTUBHY CIOCOOHOCT y OMIIO KOM
3agaTtky (Sweijs, 2018). Ono mro B He mMoke joir 1a MOCTUTHE je
CaMOCBECT — IIOCTOjarbe CBECTH O BIACTHUTOM HACHTHTETY U OHOME IIITO
jeaHy oco0y pa3iuKyje of IpYTHUX.

I'mo6anno npusnamwe BU kao crparemike TeXHOIOTHjE U CPEICTBA 32
BpILIEH-e MOhH M yTHIIAja Ha Mel)yHapoAHOM HUBOY IOKPEHYJIO j€ TI00aIHy
TPKy 3a npesnacT y ynorpebu BU y BojuuM nocioBuma. CBeTcke
Besiecuiie cy Beh o0jaBuiie CBOje MporpaMe mbEeHOT pa3Boja. AMepruika
HaIMOHAaJIHA oJj0paMOena ctpareruja u3 2018. roguHe nuaeHTr(UKOoBaNa
je BU kao jenHy o KJbYyYHHX TEXHOJIOT'Hja Koja he ,,ocurypatu aa ce
CA/l mory 6oputu u nobenutu y paroBuma oyayhnocru® (National
Defense Strategy 2018, 3).

CTPATET'MJCKO OAJYUYUBAIGE "
BEILITAYKA UHTEJIMTI'EHIINJA

VY onHOCY HAa TpH HUBOA paTOBama (CTPATEIIKH, ONIEPaTUBHU U
TaKTHYKH), BOjHA CTpaTEryja je HajBUIIM HUBO. BojHa cTpareruja ce ,,0aBu
NpUIIPEMakEM U BOlCHEM parta y LeIMHY, TI0je/IMHNX HerOBUX eTamna
u ycknahuBamem crpatemkux aejcrasa ([lonutryka eHnukionenuja,
1975, 1033). Bojua ctpareruja (kao eJeMeHaT CTpaTeruje JApiKaBe)
neduHuIIe ce Kao BEIITHHA M HayKa MPUIIPEME U yIIOTpede opyKaHUX
CHara Haruje 1a Ou ce MOCTHUTIIN IUJHeBU HAlHOHAITHE MOJINTHKE, Tj. ©Ma
yJIOT'Yy Jia BOJHMM MeTo/IaMa (CUJIOM) M CPEICTBUMA OCTBAPH IIHJbEBE KOje
MOCTaBH MOJUTHKA, Tj. cTpareruja apxase (Humuh 2011, 113). Ona ce
MOJKE OIUCATH Kao ,,0pKecTpalija pata’ WU JaBame ,,[IpaBia pary’.
(Strachan 2005, 33-54) V cymTuHH, BojHA CTPATErHja je 3aMUCa0 KOjH
TI0BE3Yje Kpajibi BOJHH I[1Jb Ca PACTIONOKUBUM CHaraMa u Cpe/IcTBUMA 3a
MOCTHU3amke 1Jba. CTpaTeruje HanuoHaHe 0e30eIHOCTH U 0JI0paHe 1ajy
cBe0oOyXBaTHE OKBHPE U yCMEPEeHa 3a KOHIUITUPAEE BOJHE CTpaTeTHje,
Y HAaBEJICHU CTABOBH CE YECTO MPE3EHTY]Y Y ,,0€JIUM KEbUTraMa oiopane”
(Kpra 2016, 53-56).

Bojcke pa3sujennx u Behux 3emaspa unanuia HATO cy HeraBHO
YCBOjUJIC HAI[MOHAIIHE CTPATEeTHje WK CIMYHE JOKYMEHTE y BE3H ca
BojHOM BU, mito ykasyje na cy ApikaBe CXBaTHIIC BCH CTPATEIIKH
3Ha4aj ¥ yCMEpaBajy 3HauajaH HaIop 3a Pa3Boj, HA0ABKY U UHTETPAIH]y
cucrema BU y opyxane cHare (Gray and Ertan 2021).

Komucuja 3a nannonanny 0e360egnoct CA/J] je 2021. ronuHe
Npe/ICTaBHUIIA HAI[MOHAIHY CTPATerjy on0paHe y Be3u ca BEIITaYKOM

79


https://dod.defense.gov/Portals/1/Documents/pubs/2018-National-Defense-Strategy-Summary.pdf
https://dod.defense.gov/Portals/1/Documents/pubs/2018-National-Defense-Strategy-Summary.pdf

THE POLICY OF NATIONAL SECURITY pp. 77-98

uHTenureHnujoM. Llub je na ce no 2025. rogune, cipoBeay oAarosapajyhe
opraumzanujcke pegopme y MO CAJl, ycriocTaBe ”HOBAaTHBHE KOHIIETITE
OopOe amepuuKke Bojcke U ycrocTase neppopmance BU tako ga ce cTBopu
3ajenHnyka apxutrekrypa BU xoja he nonpunetu nobean y 6opdeHuM
oreparujama. Kao u nodeny y Textosomkom Takmuuery” (US National
Security Commission on Artificial Intelligence 2021, 8-11).

bena kmwura o oxdbpanu HP Kwunue u3z 2019. rosopu o
»AH(POPMaTH3aI1jH1 paTOBamba” 1 OCTABJba LUJBEBE 33 MOJACPHHU3ALH]Y
u ,,AHPOpMaTU3aL1jy”’ BEHUX OpykaHuxX cHara. OBa MolepHHU3aLKja
yKJbydyje u pa3Boj cnocoonoctu npumeHe BU (National Defense in the
New Era’ 2019) . CBeoOyxBaTHa KMHecKka cTparteruja 3a pa3soj BU uz 2017
TOIMHE YKPATKO MOMHE-E BOJHU IPUMEHE, YTIaBHOM ce (oKycupajyhu
Ha HEONXOAHOCT LIMBUITHO-BOjHE MHTETPAL]je 32 HCTPAXKUBALE U PAa3BOj
(New Generation Artificial Intelligence Development Plan’ 2017).

EBporncke apxaBe ce Hanaze y CIMYHUM ¢azama y Morieay
crpateruja passoja BU. Munncrapcto ondpane Yjenumenor Kpabesctsa
ycBojuio je 2022. ronune Ctparerujy pazsoja u npumene B y obnactu
oz0paHe, y K0joj mpenu3upa Hauena 3a epuxacny npumeny BU y onbpanu,
Jlaje CMEpHULE 3a HAPTHEPCTBO Ca MHAYCTPHU)OM U jayame MehyHaponHe
capaame paau riaobansor passoja BU (UK Ministry of Defence 2022,
1). ®panuycka HHje YCBOjUJIAa TAKBY CTPATETHjy, ajil BEHU U3BEILTAjH
UCTHYY CTpaTelIKe IpeIHOCTH uHTerpannje BU y mene opyskane cHare,
Kao To cy Op3uHa y aHAJIM3U U JIOHOLICHY OJJTyKa, ONTHUMH3aLHja
OIlepaTUBHUX MpoLieca 1 JoructTuke, noehana 3amrura Bojuuka (France
Ministére des Armées 2019, 5-7).

Hasenene nprxaBHe cTpareruje He Hyne yBua kako he BU yruuatu
Ha Oynyhy BojHy cTparerujy. Ca ngpyre ctpane HATO je ycBojuo cBojy
crparerujy y Besu BU 2021. ronquHe, Koja je ocHOBa 3a npumeny BU
y opyxanuM cHarama wianuna Casesa (NATO Artificial Intelligence
Strategy 2021).

[omro crpareruje ogOpana pa3BUjeHHX ApkaBa y Be3u ca BU
He J1ajy jacHy CIIUKY 0 Tome Kako he BU yTunaru Ha BojHYy CTpaTerujy,
oxarosapajyha ouekuBama MOTy OUTH 3aCHOBaHA Ha MHAUKaIMjaMa
noreHnujanue oyayhe ynorpede BU 3a crpaTemiko qoHOIICHE OTyKa.
(Johnson, 2019). OHo mTO je HajBaskHHU]E 32 BOjHY CTpaTerujy je To na
BU morxe na mpenBuaM MOHAILAKE U PEaKIMje APYTUX ApKaBa WU
Jla TeHepHIle CUMYyJannje MOryhnx najpix TOKOBa aKkTyelTHHX CyKooOa,
yKibyuyjyhu mozene patHux urapa (Goldfarb and Lindsay, 2022). Ona
MOe OMTH KOPHCHA 3a MPOLEHY NPETHH, IPYyKambe aHaIu3a PU3HKa
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U IpelJiaralkba npaBlia aHra)XKoBamwa, IITO KOHAYHO Jaje yeMepemba
JIOHOCHOLIMMA OJTyKa Ka Haj0oJbeM OAroBopy Koju Tpeba mpenyseru
(Deeks, Lubell and Daragh 2018). Ilopen Tora, BU moxe na noapxu
yckiIahuBame HauMHA IPUMEHE M CPEICTaBa OPY’KaHUX CHara ca
HOJIMTHYKUM M CTPATELIKUM LIUJbEBUMA, LITO j€ ITaBHa (yHKIIM]ja BOjCKE
ctpateryja. [locneanna opakBor nornpuHoca 6uno 6u nosehame Op3nHe
Y KBaJIUTETa BOJHUX onepanrja. OBakaB JONPUHOC MOXKE J1a U3BPLIUTH
NPUTHCAK HA OpY’KaHe CHAre Jia CBE BUILE JEJIETUPA]y ,,0pKecTpauujy”
BOjHUX orepaiuja Ha cucteme ca BU (Horowitz and Scharre 2021).
Bemrauka nHTENIUIeHIIMja HA CTpAaTEIKOM HUBOY Mohu he
Jla ce TecTupa, ogdanyjyhu naxHe acorujamnuje o NPOTUBHUKY U
UICHTU(UKOBakEe KIBYUHHX PambUBOCTH HenpHjaTesba. CTparemka
BU nehe 6utH noasioxxHa nojeAMHAYHUM U KOJIEKTUBHUM MCUXOJIOIIKAM
nporecuMa off yTHIlaja Ha JbYACKO OJTyUMBabe, yKJbyuyjyhu rpymnHo
pa3sMUIIIbakE, IPUCTPACHOCT, OMPOKPATCKY MOJIUTUKY, IpETEpaHu
ONTUMH3AM H JIOLTY MPOLEHY pU3MKa. TauHO JOHOLICHE OJyKa U
npezaBuhame cleHapyja cykoda MoTy ce I0AaTHO IIOTBPIAUTH KPO3 PaTHE
UTpe KOje KOPUCTE BELITAYKY MHTEIUTCHIU]Y U HAIPEAHY CUMYJIaLHjy.
CBe oBe Mepe OM TEOPETCKH MOAYTPIe CTPATEIIKY CTaOUITHOCT.
MelyTum, HajTexRH TPOOIEMH Y BE3H Ca PAaTOBAKEM Cy YCTBApU
1 HajBehu mpobieMu cTpareryje, a To je HEM3BECHOCT MUJIM OHO ILITO je
no0po no3Haro jom oz Kiaysesuna kao ,,Marsa para”. Y TakBOj HEjaCHO]
CTPAaTEerujCKOj CUTYalH]H, ,,HOTPeOaH je JbyACKH CMUCAO0 U 1 TOHOCUTE
MOpaJiHe, eTUYKE U MHTEJIEKTYallHe OJUIyKe y HeBEpOBaTHO 30y1byjyhoj,
HareToj, 3actpamyjyhoj curyaunju”, kako HaBoze Jlunzacej u lonadapo
y 4JaHky ,,lIpenBubhame u cya: 3amTo BelITauKa MHTEIUTCHIIN]a
nosehaBa BaxXHOCT Jbyau y pary’. HaBone aa ce qoHolIeme oTyKa
nomohy BU 3acHuBa ce Ha YeTUPU KJbyUHE KOMIIOHEHTE: NOIaliiMa O
CUTYallUjH, TyMauewy TUX TojxaTaka (unu npensubamy), onpehuBamy
HajOO0Jber HauMHa J]a ce OCTYIH Y CKJIay ca [IMJbEBUMA U BPEAHOCTHMA
(nnu pacyhuBamy) 1 akuuju. Hampenak MammHCKOT yuerma jé YUUuHHO
npeaBuhama JaKIIKUM, LITO MOJATKE U IpocyhuBarbe YMHH jOII BPEIHUJUM.
Hagoze na nako BM moske 1a ayTomaTu3syje cBe, 0 TProBUHE JI0 TPAH3HTA,
JbyAM MOpajy Aa MHTepBeHUIly y pacyhusamwy. Jlunacej u l'onadapo
HaBozae na BU He Tpeba mocMarpatu kKao 3aMeHy, Beh Kao AOMYHY
noctojehoj Jpynckoj crpateruju. Mamuhe cy 1o0pe y npeasubhamy, ainu
3aBHCE OJ] ofaTaka u npocyhuBama, a HajTeXU IpOOJIEeMH y party Cy
uHpOpMaLije U CTpaTeryja. ,,yciaoBu 300r kojux BU dynkunonume y
TPTOBUHU Cy YCJIOBH KOj€ je HajTeXe HCIYHUTH y BOJHOM OKPY KEHbY
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300T HEroBe HEMPEABUAJBUBOCTH. Y paTy, Mel)yTum, 0OMYHO HeocTaje
00nJbe HENPUCTPACHUX TOJaTaKa, a CyJ0BU O INJbEBUMA M BPEIHOCTUMA
cy nHxepeHTHO kKoHTpoBep3Hu™ (Goldfarb and Lindsay 2022, 7-50).

AKO ce Jby/IM Kao LEHTPAJHU €JIEMEHT 3a OAJIyUHBabe 3aMEHE
ca BU y pary, ona 6u cTpyKTypa 1 Xujepapxuja BOjHOI PyKOBOACTBA
MOIJIa 1a ce POMEHH U J1a Ce CBEZE Ha 0co0e 3a/1yKeHE 3a TN3ajHUPAbE
u ynmheme cucTeMa rnojaraka v JOHOLICHE MOJUTHIKUX oaiiyka. To
takole 3Ha4YM 1a he MPOTUBHUIM UMATHU 32 LUJb Ja YIpo3e U MoJaTKe
U pacyhuBame jep OM OHM y BEJIHMKOj MEpU yTHLAJIN Ha MyTamy paTa.
HaagMeTtame mpoTHB BeLITauKe MHTEIUTCHLHjE MOXXE HaTEepaTH
OPOTUBHUKE J1a MAHUITYJIMITY WM HOpPEMETE MoJaTKe Kako O 31paBo
pacyhuBame OHIIO joII Texe.

Ca npyre cTpaHe ocTaje YMIbEHULA Ja JOHOUIEHE Op3uX U
WCIPaBHUX OMJIyKa IOCTaje M3a30B 3a JAaHAIIKE CTPATEIIKE BOjHE
pykoBozauore. Metona Op3e aHaiIu3e OITyUnBamka Moja3y O YUTABOT
npo0ieMa AOHOUICHa OJJyKa, Y MOTIIYHOCTH KOPHUCTH KOTHUTHBHE
CIOCOOHOCTH M eMITUPUJCKY HHTYHIIH]y TOHOCHJIALA OITyKa U KOPUCTH
METOJy JIOTHUYKOT 3aKJbyYHBatba 32 BOleme MpoLieca JOHOIIeHka oTyKa. Y
TPaJULHOHAIHOM OP30M JIOHOILIEHY OJTYKa, IPBH KOPAK je a & OYUCTH
OCHOBHA CTPYKTYpa IpodiiemMa JOHOLIeHha OITyKa, a CE CXBAaTe KJbY YHH
€JIEMEHTH M JIa e IPO0JIeMU TojeTHOCTaBe. 3aTuM ce (popMupa cTadiio
0Ty 4MBama, yBoJe (PyHKIHje KOPUCHOCTH, TPOpadyyHH BepoBaTHoNe 1
JIpyTre MEeTOZIE KOje Ce KOPHCTE 3a IOHOILICH:E CY/I0Ba U pacyhuBama, TaKo
Jla aHaJu3a oiJIyKa Moxke OuTH Op3a u edukacHa. [Ipakca je nokaszana
Jla 1aHac, y HeIOCTAaTKy BOJHOT MCKyCTBa M3 OOpOEHUX omepalyja,
3ajeIHUYKO JOHOIICHE OATyKa IT0CTaje IIIaBHU HAUMH BOjHUX ONEpaLyja.
Ca pa3BojeM HayKe U TEXHOJIOTHje, HAyYHOCT para IIOCTENeHO je 3aMeHMIa
CBOjy YMETHOCT, OCJIalbabe Ha TUMCKO Hay4YHO OJJIy4YHBab€, TPYIHO
OJUTy4YHMBam-€ Ja IOCTaHEe MEJHCTPUM, LITO je JOKa3aia U paTHa Mpakca
y 3anuBckoM paty, Upaky, JIubuju u Cupuju, uta. TpaguunoHaaiHo
OJUTyYMBamb€ Ha OCHOBY JIMYHOT UCKYCTBA HHjE BUIIIE JOCTYITHO BOjJHUM
KOMaHJaHTHMa Kao HeKaJla. YMECTO Tora, FpyIHO JOHOLICHE OITyKa
UCTHYE NPEAHOCT KOJIEKTHBHE MYIPOCTH, KA0 M HAYYHOT OJJTyYHBamba,
KOje ce ocllarba Ha CaBpEMEHE MOJEIIE OIyUUBamka U ONEePALlHOHOT
ucTpaxuBama (Xianjin Bu and Qiwang Huang 2019).

300r TOra ce LeHH! J1a NPELU3HO JOHOIICHE OJUTyKa HITaK I10CTaje
Moryhe. ¥V TpaIuIHOHAIHOM BOJHOM OJUTyYHBalky KOMaHAAHTHU CY
HaBUKJIH J1a IOHOCE OJUTYKE Ha OCHOBY COIICTBEHOT HCKYCTBA, MHTYHULIH]jE
u nameTH. [lojaBa TeXHONIOrHje U ajaTa BEIUKUX MoAaTaka oMoryhuia
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je Jbyauma Jia mpoHalje HOBM HAuMH aHaJIn3e ofuIyKa. Benuku nogamnu
HaIMyIITaj)y TPaguLMOHAJIIHO UCKYCTBO M MHTYHULH]Y, HarJlamaBajy
3aBHCHOCT OJ1 IOJaTaKa U aHaJIN3a, IITO HE CaMo J1a BULIE YNHH Pe3yJTaTe
JOHOIIEHa O/ITyKa Hay4YHUM, Beh 1 yOnaskaBa orpoMaH MEHTaIHU CTPeC
KOjUMa Cy JOHOCHOLM OJTyKa M3JI0KeHU. HTeIMreHTHO JOHOIIeHe
omiyka he ce y mOTHyHOCTH ONPOCTUTH O]l JbYJCKOI UCKYCTBa U
WHTYHILH]e, 3a00mn1a3ehn rpeke Koje JbYACKO JOHOIICHE OJITyKa
MOX€ JIOHETH, a IOCTU3AkE TAYHUX U OP30 JOHETUX OJIyKa je Moryhe.

VY konaunom, BM mosxe 3Ha4ajHO JONPUHETH N300pY U IPUMEHU
BOjHE CTpaTeruje Ha pa3aIuuuTe HadYnuHe:

— ananuzom togaitiaka u ungopmayuja, jep BU moxe 6p30 n epuxacHo
o0paauTu wH(OpPMaIMje O MPETXOMHUM BOJHUM CTpaTerujama u
orepaljamMma mpoTUBHUKA, IITO MOXe OMOTyNUTH 00Jbe pa3yMeBame
CHUTYyaIlje HA TEPCHY;

— GpPOTHO30M U ananuzom cyenapuja, jep BU Moke U3pauTu pa3nuanurte
CIICHapHje Ha OCHOBY JIOCTYITHHMX TOJIaTaka M MPeIBUIIETH Moryhe
rCcXoe BOjHUX akmuja. OBo oMoryhaBa KOMaHIHUM CTPYKTypama Ja
TIpUMEHE CTpaTeruje Koje HajooJbe ONTroBapajy CUTYaIlHjHu;

— oumiumuzayujom pecypca, jep BU mMoxe momohu y onTuMH3amuju
ynoTrpede BOJHUX pecypca, Kao IITO CY TPOIIKOBH, JOTHUCTHUKA U
nokanuje. OBa onTuMH3aIMja JONPUHOCH e(hUKACHO] U PallHOHAITHO]
yrnoTpeOu pecypca y CKIajay ca u3adpaHOM CTPaTerujoM; U

— upasospemenom Upaiireom goiahaja u ognyuusarvem, jep BU moxe
MPaTUTH aKTyellHe MoJaTKe ca O0jUIITa U MPEACTABUTH UX Y PEaTHOM
BpeMeHy komaHnantuma. OBo um omoryhasa ja Op30 pearyjy Ha
MIPOMEHE Ha TepeHy U aJlalTHpajy cTpaTeruje y CKiaay ca HOBHM
nHpopmManrjama.

MelyTum, BasKHO je HamoOMeHYyTH Ja ce ynotpebda BU y Bojuum
aKTHUBHOCTHUMa cycpehe ca eTHukuM u 0e30eTHOCHUM H3a30BHMa.
Ynorpe6a BU Ha HUBOY BOjHE cTpaTeruje Takohe Moxke 1a HOCH
MHOT'€ N3a30B¢, YKJbyuyjyhu unmbennny na npeauktusHa BU 3axTeBa
HENPHUCTPACHE U BEIMKE KOJUYUHE MOJlaTaKa, a Moy3/JaHu CHCTEMH
6u Mopanu na Oyay oOyueHu 3a 00paJy OrpOMHHUX CKYIIOBa MOJlaTaKa.
[IraBuiue, crpyumwanu cy ynosopuiu aa BU moxe na gosene 10 HOBUX
0e30enHocHUX npeTu (Johnson 2019). 1lTadna BexOa 0 HHTErpaluju
BU y cucteme 3a kOMaHJI0Balke HYKJICAPHUM OPYXKjeM MOKa3aa je a
CY TaKBU CUCTEMH ,,patbUBH Ha 3JI0HAMEPHY MaHMITYJIALU]y KOja MOXKe
030MJBbHO Ja Jerpaaupa crparemky crabunnoct” (Fitzpatrick 2019).
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TakBe pamUBOCTH yKa3yjy Ha BaKHOCT Oe30enHocTH cuctema ca BU
KOjU C€ KOp MCTE 3a BOjHY CTPaTeTrujy.

Jom jenan 3Havajan n3a30B je n1a B moxe yOp3aTu Op3uny
paroBama 10 Te Mepe Jia Jby 1 BHIle Hehe MohM a mpaTe pa3Boj cykoba
HaBEZACHOM Op3MHOM, IITO HA Kpajy IOBOAM IO TOra aa ,JbyaAu Iy0e
KOHTpOIy Haj paTtoM’. OBaj eHOMEH je Ha3BaH ,,CHHTYJIapHOCT OOjHOT
MoJba” MIIN ,,XUIEpPAT” U MOXKE JOBECTH 0 CTPATEIIKUX Ipelraka u
Hecpeha, ykipyuyjyhu HexoTuuHy eckananujy cykoda (U.S. Naval
Institute 2017). Yak u ako ce TaKBH pU3HLU MOTY yO1akuTH, noBehano
ocnamame Ha BU cmammiio 6u yyenrhe jeyackor daktopa y BOjHOJ
CTpaTeruju, moceOHo JbyICKE ICHXOJIOTH]E U JbYJCKOT pacyhuBama.
Hageneno 6u Morso noBecT 110 ja3a n3mel)y HaunHa Ha koju BU pemasa
npobJieM KOjHu Cy YOKBUPHJIM JbYIM U KaKO O ra TH JbYAH PEIINIIH J1a
nocenyjy Op3uHy, mpenu3Hoct u Moh mosra BU.

Kana cy y nutamy BojHE onepaiije, ocToje 10AaTHU TpodIeMu
Kao LITO je: PU3MK JaHIa CHAOJeBamba U3a3BaH HEAOCTATKOM 3aJiXa,
HEU3BECHOCT Jia JIM C€ ayTOMAaTH30BaHa BO3UJIA MOT'Y KOPHUCTHUTHU Y
KOMIUIMKOBaHUM CHUTYallljaMa, 1 BUCOKA LIeHa HMIIJIEMEHTALH]e BELITauKe
uHTenurenuyje. Bucoka nena umiuiementauuje BU npencrassba 3HaUajHY
IperpeKy ¢ 003MPOM Ha CIIOKEHOCT HHKEIEPUHTa YKIbYUEHOT Y CTBApAbEe
JEIHOT CIIOKEHO] OpYKaHOT CUCTEMa ONPEMJBEHOT Ca BEIITaYKOM
uHtenurenunjom. [lopen Tora, TPOIIKOBH ce Ty HE 3aBpPILIABAjy jep
HONPaBKe U OJ[PKaBambe TAKBOT CIOKEHOT CHCTEMa MOT'Y OUTH U3Y3€THO
BHCOKH U CJIO)KEHH Y PAaTHUM YCJIOBHMA.

CBe oBe HeraTMBHE CTpaHE MOKa3yjy na Tpeda Na>kJbHUBO
OanmaHcupaTH KOPUCTH U pu3nke npumene BU y BojuuM cTparerujama
M Y3€TH y 003Up eTHUKe, colujaine u 6e30enHocHe acnekte. CTpydmanu
300r Tora cyrepuiry a Ou pa3Boj CTpaTeruje 3aXTeBa0 Pa3yMeBambe
CJIO’KEHOT IPYIITBEHOI CUCTEMa Y KOjeM ce par JieliaBa, yuMe Ou ce
3Ha4YajHO OrpaHHYMIIa YIIOTpeOa BelITauke HHTEIUTCHLM]jE 3a BOJHY
crparerujy. Takohe, cMaTpa ce a U y yclIOBUMa paToBama y KOjuMa
HeTpUjaTeJbu MOCEAY]y BUCOK HUBO panuoHajiHe Mohu npensubama
Kojy 00e30elyjy cucremu BU, omnyuyjyhu dakrop unak nehe ouru
cniocoOHocTu cuctema BU, Beh sbyacka mpoueHa, moceOHO y Besu ca
KPUTHYHUM U TEHIKUM OJUTyKama, LITO IPETIOCTaBJba OAPEheHH HUBO
cmucieHor Jpyackor yuenrha (Goldfarb and Lindsay 2020).

VYKpaTko, BeJIMKE BOjHE CUJIE 3HAUAJHO YIaxy y pa3Boj, Ha0aBKy
U ornepanuoHanu3annjy npumene BU, 30or npensuheHux cTpaTemkux
NPEeJHOCTH KOje OHa JoHOCH. Ha OCHOBY TpeHYyTHOT TEXHOJIOIIKOT pa3Boja,
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Moxe ce ouekuBaru ga he B moGosbinatu pa3Boj BojHE CTpaTeruje u
JIOHOIICHE CTPATEIIKUX OANIyKa, moceOHo Tamo rae je BU y cramy na
oOpaau BuIiIe ogaTaka, ca Behom npeuusnomhy u Behom Op3uHOM 01
JbY/IM MJTM KJIaCHYHE padyHapcke oOpaze nogaraka (Vestner 2023, 5-9).
Kao mocnenuia, BepoBaTaH pe3ynTar je yop3ame BOJHHX Olepanuja
Koje Mory moBehaTu mpuTHCaK Ha OopyaHe cHare na uHterpuiny BU
W MapruHajin3yjy JbyACKO pacyhuBame Ha cTpaTemkoM HUBOY. Kao
TaKBoO, MocegoBame u Kopuirheme BU mocraje crpatemko cpeacTBo
u unJb. McToBpemeHo, ynarame Ipkasa y BojHy BU moxe noseharu
PH3HK OJ1 JecTaduIn3aluje TPKe y HaopyKamby, IOrPELIHe epLeniyje
Y NIOTPELIHMX IpopadyHa. Y cBakoM cilyuajy, Oyayhe BojHe cTpareruje
Tpeba a y3Mmy y 003up HaBEICHE PU3HKE.

CxonHo HaBeZeHOM, TpuMeHa BU y u3bopy u npruMeHu BojHE
CTpaTeruje JOHOCH ca HEeraTMBHE CTpaHe Koje Tpeba pa3MaTparu, Kao
IITO CY:

— Ipewike u HeculypHocii ipu anaiusu, jep ce cuctemu BU ce 3acHUBajy
Ha aJITOPUTMHUMA U HOAAaIlMMa KOjU Cy Ha pacrioyiaramwy. AKO OHH
HUCY TIOTIYHO TaYHM WJIM aKO JI0JIa3H [0 MPEKHIa Y KOMYHHUKALUjH,
cuctemu BU Mory noHeTH morpemrse oryke Hild H3BECTH 3aKJbyUKe
KOjH HUACY Y CKJIaJly ca peaiHorrhy;

— eliuyKa nutliarea, jep Kopuniheme ayTOHOMHHUX OpY’Kja HUIe TPOTUB
STUYKUX ITPUHITUIIA JBYICKOT KOHTPOJIE ¥ OITOBOPHOCTH 32 BOJHE aKIH]E;

— 3a8UCHOCTI 0¢ TexXHOoNoIuje, UMajyhul y BUY Jia IpeTepaHa 3aBUCHOCT
on cuctema ca BU moke moBecTu 10 ryOUTKa TUYHOT UCKYCTBa U
WHTYUIIH]je KOJ| BOJHUX CTpaTera;

— tipegsugusociiiu, 30or Tora mTo npumeHa BU moxe nosectu no
naTepHU3alMje U MPEIBUIUBOCTH Y BOJHUM aKIHjaMa, IITO MOXKE
JIOBECTH JI0 pa3Boja CTpaTeruja Koje Cy YHANpe/1 Mo3HaTe IPOTUBHUKY; U

— coyujannu u HoautduuKy aciexiiu, jep npumena BU y BojHuM
cTpaTervjama MoKe JOBECTH JI0 COLMjATHUX U MOJUTHYKHUX CIIOPOBa,
KaKo YHyTap 3eMJb€, TAKO M y MehyHapOaHO] 3ajeIHUIIH.

HaBenena mctpakxuBama OTKPHBaAjy Ja JIOK MHOTE BOjHE
aKTUBHOCTH MMajy IIPOLIECHE U MEXaHUYKE INMEH3H]e, KOHKYPEHTCKa
BOjHA CTpaTervja 3axTeBa HOBUHY, KPEaTUBHOCT M WHOBAaTHUBHOCT.
Bermmtaukoj HHTETMI €HIMjH TPEHYTHO HEIOCTaje €IEMEHT KPEaTUBHOCTH 1
MHTYUIUja KOja je HEOITXO/IHA Y CTPATEeTHji. Y KOMOWHAIIH]H Ca JBYICKUM
criocodHocTHMa, BU ce MOke KOPHCTHUTH 32 TECTHPAE M UCXO0/1a MOZIeIIa
CTpaTeruje, paTHUX Urapa, U eTMMHHHUCAHE IPYITHOT MUIJBEHa U APYTHX
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npeapacysa y cTpaTelikoM ofiryuuBamwy (Zaidi 2023, 61). Mehytum,
NPOTUBHUYKA KOHKYpEeHIMja he HaTepaTH HallMje U BOjCKY Ja KOPHCTE
BU ynpkoc n3a3oBrUMa KOju MOT'Y OMTH HE3IPaBH 3a OPraHn3aLnjy Kao
IITO je BOjcKa 300T OIIAaCHOCTH O/ IPEKOMEPHE TEXHOJIOIIKE 3aBUCHOCTH
u eposuje cnobone U KpeaTUBHOT AyXa MOjeANHIA MIPU CPATEIIKOM
0Ty UM BAbY.

KOHIUIIUPAILE TOKTPUHE N
BEILITAYKA UHTEJIMTI'EHIINJA

BojHa 1okTprHa IPETEKHO ce AeUHUIIE KO ,,CHCTEM YCBOJEHUX
CTaBOBa W TIOTJIela O OPraHU3alUjH, IPUIPEMaMa U yIioTpeOn opyKa-
HUX CHara, M Boljemy opykaHne 00p0Oe Ha CTPaTEernjcKoM, ONlepaTHBHOM
U TakTHYKoM HUBOY (Bojuu nexcukon 1981, 686). Kao takBa, oHa
Mpe/CcTaB/ba MHCTUTYIIMOHATIM30BAaHE CTABOBE KAaKo Bojcka Tpeba nia
(YHKIIMOHUIIE Y paTy ¥ U3BOJAM BOJHE OTNEpalinje.

C o03upom Ha cBpxy u pyHKuHjy mokTpune, BU he BepoBatHo
MMaTH OrpaHUYCHY YJIOTY y HhCHOM pa3Bojy W LieHH ce Ja he Jbyacku
(dakTOp OCTaTH JJOMHHAHTAH y HCHOM KOHICTITyaJTHOM CTBapamby.
Crenuguyne ynore BU mory outh orpannyene Ha yHKIN]y HaATIIeAamba
y Be3H ca TpolecuMa yekiiahjuBama CTpyKType U OpraHu3alnje opyKaHux
cHara ca HOBOM JIOKTPMHOM U 3@ MOJPIIKY MpolieHaMa KBaJIUTEeTa
noktpune (Vestner 2023, 9-13).

JoxTpuHa, ca Apyre cTpaHe, MOXKE Jla UMa BaXHY YJIOTY y
NOCTaBJbalby OCHOBHUX TPUHIIMIIA 32 YIOTPeOy U HHTEPAKIIH]Y JbY U
ca BU. Ona je onrosapajyhe cpenctBo Jia ce AepuHHIIE KaKO OpyKaHe
cHare MepuuInpajy, pasymejy u Bpeanyjy BU. 30or Bucokor HHBoOa
aytoHomuje BU, opyxkaHe cHare he Moxxs1a MOpaTu Jia peu3upajy
na nu ce BU cmartpa caMO TEXHUUYKUM aJIATOM WJIM U3BpLIMOLIEM. Y
TOM CMHCIY, JOKTPHHA MOXKe Aa AeUHHUILE 12 JIK Opy’KaHE CHare
neprunupajy BU kao oOnuaH MareMaTHyKy, TEXHUYKHA CUCTEM MU
CPEACTBO ca KOTHUTHBHUM CIIOCOOHOCTHMA KOj€ MOXKE JICJIOBaTH Kao
aytonoMHH yTunaj (Drohan 2020). ITomro BojHe omepaliyje YnHe HAIOPU
y IUJbY HCIyHBamkba JbYJACKUX CBPXa y JbYJICKOM CBETY, JOKTPHUHE
MOTy J1a Ie(PUHUITY BPEJHOCTH U TIPUHIUIIE O JbY/ICKO] HHTEPAKIUjH
ca cucremuma BU, ykipyuyjyhu na BU Tpeba na cinyxu Jbynnma, a He
CYTNPOTHO.

CnuuHO TOMe, TOKTpHUHA je onroBapajyhu anar 3a negunucame
eTHYKHUX CTaHJap/ia 3a pa3Boj, HabaBKy u ynorpedy cucrema BU 3a BojHe
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notpebe. Taunuje, JOKTpHHA MOXKE J1a TOCTABH MIPUHIIKIIE 32 HHTETPALIH]y
BU y Bojue opranusanuone npouece. Ha npumep, cucremu BU unju cy
3aaly OrpaHUYeHH Ha U3BHhame 1 HaA30p NPOTUBHUKA 3aXTEBaIH OU
Behy crnoboay y oqHOCy Ha OrpaHnueHa AeUHUCAHA y ONIITO] JOKTPHHHU,
mrTo he BepoBaTHO 3aXTEBATH KOHKPETHHjE CMEPHULIE O €IEMEHTHMA
Kao WITO Cy 3aIITHUTHE MEpe, CTENCH ayTOHOMHU]jEe U KOMYHHKaIja
ca oIeparepoM, Kao M O HBHUXOBOj] MHTEPAKLUjU ca JbYJACKUM CHarama
(White 2017, 78).

Jo nanac, pa3BujeHe Ap>kaBe HUCY 0OjaBUIIC BOjHE JOKTPHHE
noceOHo nocsehene cucremuma BU. 3apysxena noktpuHa MuHucTapcTBa
onOpane Yjenumenor KpasbeBcTBa o cucteMnma OeCIMIOTHUX JIETEINLA
j€ TPEeHYTHO jeArHa jaBHO JAOCTYIIHA BOjHA JOKTPUHA Koja ce 0aBH
ayToHOoMHjoM y BojHuM cuctemuma (UK Ministry of Defense 2017).
Waxo ce yrnaBHOM 0aBH OSCIMIIOTHUM CHCTEMHMa Oe3 BEIITauke
MHTENUTEHIIM]e, OHA YTBPhYje /1a JbyACKa KOHTPOJIa MOpa OMTH 3aipKaHa
HaJl ayTOHOMHHUM OpY’KjeM Kako OM ce rapaHTOBao HaA30p, CMAbEHEe
pusuka u oaroBopHoct. Cmatpa ce aa he Oynyhe BojHe TOKTpUHE Y
Besu ca BU BepoBaTHO OMTH pa3BHjeHE Ha OCHOBY MOJUTHKA O €THYKO]
ynotpebu BU. Hekonuko ap:kaBa u opranusanuja HeJaBHO je YCBOJHIIO
TaKBe MOJIUTHKE O €THYKO] yHOTPeOH BOjHE BELITAYKE HHTEIUTCHIIH]E,
ykipyuyjyhu HATO (NATO Artificial Intelligence Strategy, 2021).
Munucrapctso ogOpane CAJl ycBOjUIIO je IET eTUUYKUX MPUHIIUIA 32
pa3Boj u ynotpedy BU. HaBonu ce na cuctemu Mopajy OMTH OATOBOPHH,
MPaBUYHM, OY31aHHU U TaKBH Ja c€ lbUMa MOXe ynpaBibaTu. OBH
NPUHIKIHI YTBPhY]y /1 je BOjHO 0c00Jbe OATOBOPHO 34 ,,pa3B0j, IPUMEHY
u ynotpeOy” cucrema BM u cTora Mopa mokasat CoJIMiaH HUBO JBYJCKOT
pacyhuBama. [Topen Tora, HaBoau ce 1a ce Mopa YJIOKUTH HAIopH Aa
ce MUHUMH3UPa MPUCTPACHOCT Yy mojanumMa Ha kojuma paau BU (US
Department of Defense 2020). Onpehene aupexkruBe MuHucTapcTsa
onopane CAJl yrBphyje mozunujy CAJl 0 CMpTOHOCHUM ay TOHOMHUM
opyxxanum cucteMuma (LAWS — lethal autonomous weapon systems) u
UACHTUDUKY]e TPH IUXOBE KaTeropuje (ay TOHOMHH, MOTyay TOHOMHH
¥ ay TOHOMHU CHCTEMH TOJ JbYICKUM HaJ[30pOM), TIOCTaBJba IPAHULIE 32
IXOBO JICJIOBambhe, CTAaHAApE Y BE3U ca yJIOroM JbYJICKUX 0c00Jba, Kao
Y IPaBHUM acneKTHuMa ynorpeOe. JIokTprHa HaBOH 1a OBaKBa OpyKja
(LAWS) mMopajy OuTu ocMuILIbeHa TaKo Ja ,,oMoryhe koMaHAaHTUMA 1
HOCITYKHOLUMA ,,0AroBapajyhu HuBo JbyCKOT TpocyhuBama 0 ynotpeou
cune.” Konnent oxrosapajyher jbyackor pacyhusama je duiekcnOuian Kako
Ou ce omoryhuno npunarohaBame HIBOA JbY/ICKE KOHTPOJIE Ha cCUCTEMA. Y
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HajMamwy pyKy, LAWS ce Mopajy KOpUCTHTH ,,ca ofroBapajyhioM nax oM
U y CKJaJy ca paTHUM IPaBOM, BakehuM yroBoprumMa, mpaBuiIuMa o
0e30eHOCTH cUCTeMa OpyrXKja ¥ BakehMM IpaBHIIMMa aHTa)KOBakba
(US Department of Defense Directive 2012).

CX0mHO HaBEACHOM, CTPAHU EKCIIEPTH IICHE 1A j€ MaJIo BEpOBATHO
na he BU nmatu 3Ha4ajHy QyHKIU]Y 32 KpEUPamkbe BOjHE TOKTPHUHE, jep
JIOKTPUHA CITYXKH 32 PETyJIHCakhe BOJHUX OPraHU3aAIMOHNX MUTaka, Kao
U IpHIpeMe, u3Bohema u 00e30el)ema BojHIX onepaliyja, Tj. AeGuHuIe
oIpeliesbeba Koja Cy CHa)KHO TTOBe3aHa ca BOJHUM HCKYCTBOM, PATHOM
HAI[MOHATHOM MPAKCOM, UCTOPH]CKUM U aKTYEITHUM BPEIHOCTHMA W
uneatureToM (Vestner 2023, 9-13). Mnak, ympaBo 300r oBe (hyHKITH]C,
JIOKTPUHA UMa BaXXKHY yIIOTY Y Ne(huHUACAKY (yHIaMEHTAIHOT OTHOCA
opykanux cHara npema BI. KoHKkpeTHO, JOKTpUHA je IpUKJIagHa 32
yCIIOCTaBJbalke OIILITHUX OIpeaesberha 3a Koje 3anaTke he BU outn
kopuinheHa, 3a koje Hehe, kako he Outu kopuiihieHa, Kako He cMe OUTH
kopuiheHa, Kao M Kako BOjHA OpTaHU3alfja ¥ ’beHU MPUTIATHALN Tpeda
Ila mepuunupajy u Bpennyjy BU. Etuuke cmepHuIe apkaBa MOTY Ja
Oyny yrpaleHe y rienune BojHE TOKTPHHE KOje pa3Marpajy ymorpedy BU.

BOJHMU IIJIAHOBU U BEIITAYKA UHTEJIUT'EHIIUJA

[1nanoBM BOjHMX orepaiiuja, Koju cy uspaheHu y ckiaay ca
oaroBapajyhom JOKTPHHOM, Cy YIIyTCTBA 3a TOCTU3ahE BOJHUX ITHJHEBA
y CKJIa[y ca paclojoKUBUM BOJHUM cpencTBuMa. IlnaHOBY ofpaskaBajy
HaMepy KOMaHJaHTa U YeCTO YKJbydyjy pa3IMuuTe OILHje u3Bohema
onepauuja. YormreHo ropopehu, nianupame ce cacToju o1 AepuHUCAbA
JeTaJbHUX 3aJjaTaka MOTPEOHUX 3a peaan3alujy pa3IuuuTUX OIMIHja
u3BOhema onepanuja, J0/1eJbuBamke 3aJaTaka pa3InuuTHM CHarama,
neduHHuCcamke oAroBapajyhux jokamuja u pyTa BOJHUX aKTUBHOCTH U
npeasuhame HEMpHjaTeJLCKUX akmuja uiu oarosopa (Rasch and Kott,
2003).

Bojcka CAJ] je pa3Buiia mporpam 3a CBOj IpOIEC JOHOIICHA
omryka (Military Decision Making Process — MDMP) koju nnanupa
orepalyje Ha HajBHIIEM CTPAaTETHjCKOM HUBOY M 00yXBaTa CKHILY
HajIINPUX [IMJbEBA U PEJOCIIET HAjIINPUX BOJHUX jeAMHNIIA U OTIepalinja,
KOHCTPYHIIE IeTaJbHE BapHjaHTE Orepallfja 3acCHOBaHE Ha OMIITOj
CKUIIH, JJa OM TTOTOM TECTHPaIu HeroBy n3BoasbuBocT (Rasch and
Kott, 2003). HaBeneno yka3syje na BU mory ciyXuTH pa3induTum
¢dyHKIMjaMa [IaHUpaka, OJ] CyTeprcama KypceBa onepaiuja, 10 lIX0oBe
JNEKOHCTPYKIHje U TECTHpaba.

88



M. Muwkosuh, X. Bepuwa TIpumena sewumauxe unmenueenyuje y cagpemMenom pamosarsy

Taxse arutnkanuje BU he BepoBaTHO MMaTH 3HaYajHE TOCIEIULIEC HA
IUTaHUPAIbE, jep je IIIaHUpame BOjHUX onepalnuja cruop u onrepehyjyhu
IpoILIeC, KOjU ce OClamba Ha MPOLEHE ,,ICX0a, UCLIPIIJbEHOCTH IPOTHBHHUKA,
NOTPOILLE 3a71Xa U HerpujaTesbeke peakuuje” (Rasch and Kott, 2003).
VYkJbyuyje pasymeBame 00pOeHe cuTyaluje, BpEMEHCKO-IIPOCTOPHY
aHAJIM3Y U JIOTHCTHYKE npobaeme. BpemeHcka 1 cuTyalioHa orpaHuyerha
OrpaHMYaBajy KOJIHMKO OMLHUja ce Moke ucTpaxuTH. LUrasuiue, mpensuhame
je HECYMILHBO jelaH O]l Haj3aXTeBHUjUX 3ajiaTaka koMaHaaHTa. [lox
YCIIOBOM Jia € JOBOJbaH KBAHTHUTET M KBAJMUTET MOAATAKa MOYKE CTABUTH Ha
pacrnonarame KomaHaanty, B moxe na 3Hauajuo yHanpenu npeasubame
Y 110 KBAJUTETY U 10 Op3uHH. AHAJIMTHKA MOAaTaka aajbe omoryhasa
o0paay MHOro Bulle HHGOPMaLKja O JBYACKOT yMa, IITO OM Ha Kpajy
€BEHTYyaJIHO MOIJIO 1a yMamwbH ,,Maray para’. Kako nporpamu BU mory
Jla IEKOHCTPYUIIY ollepanyje y cnenupuvHe 3a1aTke, 1a O MOTOM
OIIpENENIMIIA pecypce y CKIady ca TUM, IPEeIBUICIN HEeNpUjaTeIbCKe
aKIMje u MPOLEeHWIN pu3nKe, ynorpeda BU 6u mobGospimana onmry
Op3uHYy M TayHOCT JOHOLIEHka optyKa. [loehame y Opojy BapujanTH
orepalja Koju ce MOTy y3eTu y 003up, oMoryhuiio 6u KBaJuTaTHBHO
no0OoJpIamke npoteca mianupama (Vestner 2023, 13-15).

Wnak, mocroje u nmoTeHUMjadIHu HexpocTauu Kopuirhema BU
3a muanupame. Tamo rae ce mohuu cuctemu BU kopucte 3a BOjHO
IUIaHUpambe, pa3inka u3Mely niaHnupama 1 JOHOLICHA OJTYKa MOXKE
nocTaTty 3amarjbea. Takolje, mocTaBiba ce MuTame Ja 11 OU IIIaHUPabe
3acHoBaHO Ha BU moxactuuano nperepany Gpukcannjy Ha aHaTUTHIKA
acIeKT KOMaH/I0Bamwa, carneaasajyhin camo nojatke u Opojese, ymamyjyhn
WHTYHUTHBHE, IPHIIArOAJBHUBE, YMETHUUKE aCHEKTE JOHOLICHA OITyKa
BOJHUX KOMaHjaHata. [lopen HaBeneHOT, KOMaHIAHTH U IPYTO BOJHO
0c00Jbe MOTY IOCTaTH 3aBUCHU OJ] TEXHOJIOTH]j€, ITO UX MOTCHLUjaTHO
yuHU pambuBUM. OcTaje U U3a30B KOjU je paHHje HaBeIEH, a TO je
reHepHcame T0BOJbHUX U PEJIEBAHTHUX I0JaTaKa, Kako O CUCTEMH
IaHupamwa ca BU npaBuiHo pyHKIMOHKUCATH.

VYkparko, y nopehemwy ca IpyruM npumMeHama BOjHE IPUMEHE
BEILITAYKEe MHTEIUTCHIIN]e, BepoBaTHO je na he B nmaru Haj3HauajHuju
yTunaj Ha maanupame (Vestner 2023, 13-15). [lomro niaanupame 3aXTeBa
3HA4ajHO BpeMe U pecypce, cuctemu BU mory nosectu no nosehame
Op3uHe, MPEeLn3HOCTH U KBanuTeTa. OBO MOKe MMaTH 3HauajHe eexTe
Ha BOjHE ONEpalrje U pPaTOBaE, jep ce TBPAUIIO /1 je HOOSAHHUK BOJHUX
cyko0a oHaj koju Hajopike paau kpo3 OOA netsvy (OODA — Observe,
Orient, Decide, Act —nocmartpaj, OpUjeHTHILH Ce, OJIYUYH U IOCTYa]).
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Haspa mocnenuna Moke OUTH J1a ayToMaTH3alyja JIaHUpamka J0BOAN
1o Behe pannoHanu3anuje BOjHOT JOHOIICHA OIyKa, YKIbyuyjyhu n
panuoHann3anrjy JbyJACKUX xKprasa. pyra nociaeauna je norpeda 3a
CMambEeHh-e aHTaXKOBAHOT JbyIcTBa. [loTpebda 3a MamuM OpojeM Jbynu
3a IIaHUpambe, MehyTHM, HE cME HY)KHO 3HAUUTH CMambeHy MOTpely
3a JbYACKUM pacyhuBameM 3a JOHOLICHE OJJIyKa Y BE3U ca BOJHUM
IUTaHOBUMA, TOCEOHO TaMO TJie BpEIHOCTH M MHTYHUIIHMjA OCTajy KIbY YHH
ACMEKTH. IJIaHUPAbA.

ITPABUJIA AHTA’KOBAIBA U
BEILITAYKA UHTEJIMTI'EHIINJA

[IpaBuiia aHTa)KOBama CIIy)Xe Ja pa3rpaHuye OKOJIHOCTH U
OrpaHUYCHA 3a pacropeljuBame U ynoTpedy BOJHUX CHAra y KOHKpPETHO]
onepanuju (Cnyx6enu rnacauk PC 2018). [IpaBuiia anraxoBama
Cy TE€HEpaTHO ,,MEIIaBUHA BOJHUX W MOJTUTUUYKUX 3aXTEBa, KOJH CY
orpannyenu Mehynaponnum u qomahum npaBHuM HopMmama. Crora,
NpaBHJia aHTAKOBakba CaIP’Ke BOJHO ONIEPATHBHE, PABHE U MOJIUTHYKE
enemente (Boddens Hosang 2020).

[paBuia aHra)xcoBama MOI'y OMTH CKOpUIheHa Ja J1ajy KOHKpETHa
YIYTCTBa KAKO KOPUCTUTH U MOJ KOJHIM YCIIOBUMA CE MOKE TPUMEHHUTH
B y onpeljenom BojHOM KOHTEKCTY. Ha mpuMep, mpaBuiio aHraxoBama ou
MOTJIO J1a OJIpe/in reorpadcKy 30HY WK ofpel)eHy JTUCTY MOTECHITH]aTHIX
3ajaTaka 3a Koje cy cucremu BU opnanthenu g1a npenysmy akuujy. M3Ban
THUX TPaHWIIa OHU He OU JIeJI0BaIu.

[paBuio anraxxoBama je moceOHO peseBaHTHO Kajia ce BU kxopuctu
3a HAHONICHE TyOUTaKa MPOTUBHUKY, KA0 IITO j€ CIIy4aj Y KOHTEKCTY
onpehuBama nuibeBa rahama, MoceOHO Kaja ce uma y uay na BU He
MOXE J]a MHKOPIOPHPA €THYKE HJIH KOHTEKCTYaIHE MPOLICHE Y CBOj POLIEC
o/utyunBama (Weinbaum, 2019). Mako 10 1aHac He MOCTOjU 2y TOHOMHO
OpY’Kje Koje O MOTJIO JIa HallaHEe JbYJICKE MeTe 03 MPETXO/IHE JbYJICKE
JI03BOJIE, TOCTOjH CBEYKYITHO CKJIOHOCT Ka 8y TOHOMHHUJUM CHCTEMHUMA Y
KOHTEKCTY ofpehuBame 1uibeBa rahama. 3a aMepuuKy IpoTHBOPOJCKY
pakety ayror gomera (LRASM — Long Range Anti-Ship Missile), koja
je Bohena BU, HaBoM ce j1a je criocoOHa J1a ay TOHOMHO Oupa u noraha
MeTe, YaK M y OKpyxkemrnma y kojuma je ['TIC n xomyHuKanuja He
(GYHKIIMOHUIIE, Ka0 HITO cy AyOOKe BOje ¥ CBEMHp. JOII jeiaH ciirmuaH
npuMep je Typcku apoH Kapry-2 koju je kopumihen y JInbuju y mapTy
2020. ronuHe U KOjU je HaBOJHO MpaTuo U rahao Jeyjacke mere 0e3
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onoOpema spyckor orneparepa (United Nations Security Council 2021).
Bberosa ynorpe0a npezncTaBiba 3HauajaH MmpeceiaH y noriaeay ynorpeoe
cucrema BU 3a nuspame ca BeoMa OrpaHUYCHOM JbYICKOM KOHTPOJIOM.

VYkpaTko, MpaBuJia aHTAXK0Bamba MOy OUTH oaroBapajyhu BojHU
JOKYMEHTH 3a ycMepaBamwe ynorpede BM Ha konkperan HaunH. Kao
TakBH, oMoryhasajy npuMeHy 1 KOHKPETH3alH]jy BOJHUX, TOTUTHYKHX,
NPaBHUX M €THYKHX IIMJbEBA U NpUHLUIA TpuMeHe BU y KOHKpeTHO]
BOjHOj onepauuju. CMepHHUIIE IpaBHja aHTaKOBamka Cy MOCEOHO
peJfieBaHTHE 32 TUMOBE JbYAM M MalllMHa, Kao U 3a Ae(UHHUCAHE U
KOHKPETH3alLMjy CMHCJIEHE JbyJICKE KOHTPOJIE U mpocyhuBama y Be3u
ca cucreMruMa BU y koHTekcTy n3bopa nusbeBa 3a rahame.

KOMAHJIOBAIBE (HAPEBUBAIBE) ¥V PATY
N BEHITAYKA UHTEJUT'EHIIUJA

HajkoHKpeTHUj1 HHCTPYMEHT 32 IIJIaHUPabEe U N3BOhermhe BOJHUX
orepaiiija cy komanjie — Hapelhema, Koja ce y BojckaMa JiepuHUIIY Kao
,,KOMYHUKaIlMja MucaHa, ycMeHa MM CUTHAJIN3UpaHa, KOjoM ce IPpeHoce
ynyTcTBa o1 HajpeheHor npema nonpeheHom y naniy komaH10Bama”
(domazerosuh, 1992).

Hako cucremuma BU BepoBaTHO Hehe OMTH MOBEPEHO Ja caMu
(hopmaiHO U3/ajy KoMaH/e U Hapehema, Uak ce MOXKe N0jaBUTH HbEeHA
cimuna ynorpeba. [omro cuctemu BU BepoBaTHO n1ajy npenopyke 3a
aKIIMjy Koje cly’Ke Kao yia3zHe HH(popMalmje 3a YOBEKOBO JOHOIICHE
OJITTyKa, BOJHO 0c00Jbe MOK/1a Hehe TIOBECTH y MUTamke Mpernopyke,
Hehe UMaTH BpeMeHa J1a UX KPUTUYKU NPOLCHU MIIH jeJTHOCTABHO
Hehe Mohm fa pazyme Kako je CUCTeM JOMIA0 JI0 CBOJUX 3aKJbydaka.
Moske ce 3aT0 pehu 1a, ako YoBEeK 3aCHUBA CBOj€ BOjHE aKTUBHOCTH Ha
npenopykama BU, TakBO NpeBEIMKO OCHambalkbe Ha IPELIOre CUCTEMA
MOKe 3HAUUTH Ja CUcTeM de facto uznaje Hapehema spyauma. Moryhe
je ¥ J1a MOCTy>KUOLM ¥ BOJHUIIM HA HHYKUM XHjEPapXUjCKUM HUBOMMA,
KOjU TIpUMajy YIyTCTBa MyTeM MH(pOpMaloHe TexHoloruje, Hehe
Mohu J1a 3Hajy Ja Jid je 1aTo Hapeheme Kpernpao YoBek itk cuctem BU.
Jla 6u ce cripeunie TaKBe CUTYyallHje, BOjHE TOKTPUHE U JTUPEKTHBE OU
MopaJie 1a YCTIIOCTaBe TPaHCMapEeHTHOCT Y BE3H ca IMpoliecuMa KOjH ce
onHoce Ha Hapehema (Vestner 2023, 20-21).

Ykparko, pasmarpajyhu paznuky usmel)y caBpeMeHOT MEHAIEPCKOT
MPUCTYTIA yTIpaBibamwa u Aufiragstaktik TMpeKTHBHOT KOMaHI0Bamka KOJU
je pa3suo Kapn gon Kiay3sepuir, a Koju je T0CTa0 OCHOB HEMauKOT BOJHOT
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KOMaHJI0Bama y 19. BeKy, KOjuM ce MOTYNHEHOM CaMo oApehyje uub u
BpeMe U3BpLICHa 3a7aTKa, a 0CTaBJba My Ce MHULIMjaTHBa U cinoboa 1a
n3abepe HauKH BbEroBOT U3BPIICHA, Pa3yMHO j€ MPETHOCTaBUTH Aa he
cuctemu BU Outy HajBpenHUjU 3a Opy KaHE CHAare Kaja UM ce MPpUIHCYjy
BHCOKH HUBOM ayTOHOMHUje, CIUYHO Auftragstaktik. Mehytum, oBaj
3aKJpy4ak Hac Bpaha Ha (yHAaMEHTAJIHO MUTambE KOJIMKA Ay TOHOMHM]a
MOe OWMTH aTa cucTreMuMa Bojue BU.

3AK/bYYAK

Bemrrauka wHTEIUMreHIIMja ce Op30 pa3BUja M CBAKU IOKYIIIA]
npeasuhama BEHUX TpaHuIa BEPOBAaTHO Hehie 1aTH TauHy MPOTHO3Y.
Omna ca coboM oHOCH BelnrKe MOTYNHOCTH, ajli U u3a3oBe. Bemrauka
WHTEJIUTCHIIM]a MOXe J1a Oy/ie MohaH MYJITUILIMKATODP BOjHE CHJIC.
Annukaruje BU mory n1a 006e30e/1e KOHKYPEHTCKY MPETHOCT OpYKaHUM
cHarama Tako IITO yOp3aBajy JOHOLICHE OANIyKa, TpaHchopmumryhn
OO/IA metsby 3a JOHOIICHE OJTyKa U yHanpehyjyhu crocoGHOCT
KOMaHJI0Bama, KOHTPOJIe M HaJ30pa. Bemrauka mHTEIUTeHIIN]a,
Kao M CBaKa PeBOJYIIMOHAPHA TEXHOJOTHja, BEpoBaTHO he m3a3Baru
KOHKYPEHIIH]jy n3Mel)y BOJHO CHO)KHHX JpKaBa, IITO MOXKE JIOBECTH JI0
0e30eHOCHE UiieMe, HapyIIMTH PEABHIJbUBOCT CyKo0a 1 moBehatu
U3IIIelIe 32 lUXOBY €CKallalujy.

Bemrayka nHTeNnUreHMja ©Ma MOTEHIIMjall Jja yTH4Ye Ha BOjHE
oriepanyje y CBUM JIOMCHHMA U 'y BETUKUM pa3zmepama. CTereH yTuiaja
he yrimaBHOM 3aBUCUTH Off Oyayher TeXHOJOIIKOT pa3Boja, ajld U O]
ynore u pyHkuuja xoje he opyxane cHare nonenutu BU. Melycooun
onnoc m3melhy BU u rmaBHux acniekara npunpeme U u3Bolema BOjHUX
orepaiyja he ce HajBepoOBaTHH]jE MEHATH Ca pa3BOjeM TEXHOJIOTH]E, il
U ca BehnM HCKyCcTBOM Opy’KaHHX cHara ca cucremuma BU, ca namenama
OpTraHU3allMOHUX KYJITYpa U APYIITBEHUX BPETHOCTH.

OHO ITO ce MOCTaBJ/ba Ka0 CYIITHHCKO U OCHOBHO ITUTAKE j&
MeljyCOOHMX OJTHOC U MHTEpaKiija u3Mely BojHUKA MOCTyKUIama u
cucrema ca BU. Y kontekcty crpareruje, cuctemu ca BU he BepoBarno
MOAPKATH BOjHY CTpATETHjy, MOceOHO 3a aKTUBHOCTHU TNpenBubama u
ianupama. Jbyncku gakrop y nedunucamy crpareruje he BepoBaTHO
OCTaTH KJbyYaH jep ce CTpaTeruja ociama Ha MHCTUHKT, KPEaTHBHOCT U
BPEIHOCTH, aJIi TO HE YMambyje PU3HK J]a BOjHO 0COOJbE OCTaHE MPEBHIIIE
3aBUCHO o1 BU y cmucny npeasuhama. 3a BOjJHY JTOKTPUHY, yilora
BEIITaYKe MHTEIUTCHIIU]je hie BepoBaTHO OUTH OrpaHUYCHA Ha MPOICHY
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1 oMol y peBu3uju fokTpuHe. mMajyhn y Buay na noxtpuna nedpuHumre
HaMEHY BOJHUX CHara y jeHoj Ap>KaBH, BPEAHOCTH M OPraHU3aIHOHY
KYJITYpY KOHKPETHUX OpYy>KaHUX CHara, IeHH ce Ja he TokTpuHa Kao
JOKYMEHT UMATH CYIITHHCKY YIIOTY y JIehHHHCAY ONIITHX HAauWHA Ha
KOju Opy’KaHe cHare ofapehene apkaBe MepIUupajy ¥ KOMYHHUITAPA]Y
ca cuctemuma BU.

Bemrauka nntenurennyja he 3HauajHO TOMONHM BOJHOM IUIAHU DALY,
noceOHo 300r criocodHocTn BU n1a 0Opaljyje crnokeHe u Belnke KOTHYUHE
nojaTaka, BeIMKOM Op3uHOM U npenu3Homhy. Kao Taksu, yak u ako
cucteMnma BH He Oyne moBepeHO /1a caMu JOHOCE OMTyKe, Moryhe
je ma he ce BojHM TUTaHEPHW M KOMaHIAHTH, 300T HEIOCTATKa BpeMeHa
U CIOKEHOCTH PAaTHUX IPUJIMKA, IPEBUILE OCIAKATH HA aHAIU3E U
npenopyke BU. I1Ito ce Tuue [lpaBuna anraxoBama, OHa Cy aleKBaTaH
JTOKYMEHT 3a pasrpannuemne yrnorpedbe B y koHKpeTHHM cykoOnMa 1
3a cenuduyHe MUucHje. Y KOHTeKCTy BOjHUX Hapehema, cucremu BU he
BEpPOBATHO 3HAYajHO TOMONY KOMaH/I0Bamwy M KOHTPOJIH, Ik UM Hehe
OWTH TIOBEPEHO Ja caM| M3aajy Hapehema. Mmak, y mpakcu ce Moxe
JIECUTH Jla Ce TEIIKO Pa3lInKyjy Hapehema Koja u3zajy aaropuTMu o1
OHUX KOje n3/1ajy komanaanTu. OBO MOXKe JIOBECTH JIO de facto TOHOIIEHa
olutyKa ofi crpane BU, ciinyHO Kao y ciryyajy miaHupama.

Moske ce oueknBaty Ja he TeXHOIOMKH HAapeIaK TPBEHCTBEHO
obnmkoBatu Oynyhe MomanuTeTe yapyKHBama JbYIU U MallliHA.
Bojue cTpykType, cTaHAapau U IMporecH he BepoBaTHO MPATHTH U
npuiarolaBaTi ce TEXHUUKOM pa3Bojy. C TUM y Be3u, BPJIO je BAXKHO J1a
ce yHanpez Je(HHHUIY OCHOBHH MPUHIUITH, BPEIHOCTH U CTaHIapan
kopumhewma BU, a He peakTHBHO ce mpuiaroaBaTH TEXHOJIOIIKOM
pa3Bojy, Kako ce He OM CYO4YHWJIM ca HEOUCKHMBAHHMM WJIM HEKEJbEHUM
nocieanama.
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Resume

Artificial intelligence is making rapid strides, and trying to predict its
limits is an uncertain endeavor. While it opens up significant opportunities,
it also presents challenges. Al has the potential to greatly enhance military
capabilities, acting as a force multiplier. Military applications of Al can
confer a competitive edge by expediting decision-making, revolutionizing
the decision-making process, and improving command, control, and
oversight capabilities. Similar to any groundbreaking technology, Al
is poised to spark competition among powerful nations, potentially
giving rise to security dilemmas, disrupting conflict predictability, and
increasing the risk of escalation.

At its core, the pivotal question centers on the interaction between
human operators and Al systems. In the realm of strategy, official state
documents underscore the strategic significance of Al development and
deployment in military endeavors. Al systems are likely to bolster military
strategy, especially in forecasting and planning. Nevertheless, the human
element in shaping strategy remains paramount, as it relies on instincts,
creativity, and values. Nonetheless, there remains a concern that military
personnel might excessively rely on Al for decision-making. In terms of
military doctrine, the role of Al will likely be limited to assessment and
aiding in doctrine revision. Considering that doctrine outlines a state’s
armed forces’ purpose, values, and organizational culture, it is apparent
that doctrine will play a pivotal role in defining how a state’s military
perceives and interacts with Al systems.

Artificial intelligence will play a substantial role in military planning,
primarily due to its capacity to rapidly and accurately process complex
and vast datasets. Even if Al systems are not granted decision-making
authority, military planners and commanders may heavily depend on Al
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analyses and recommendations due to time constraints and the intricacies
of wartime scenarios. Consequently, the line between Al that supports
decision-making and Al that makes decisions itself could become less
distinct. Concerning Rules of Engagement, they serve as a suitable
framework for distinguishing the utilization of Al in specific conflicts
and missions. In the realm of military orders, Al systems are expected to
offer significant support in command and control functions, though they
may not be entrusted with issuing orders independently. Nevertheless,
practical challenges may arise in distinguishing between orders issued
by algorithms and those given by commanders, potentially resulting in
de facto Al-driven decision-making, akin to the planning stage.

Military structures, standards, and processes are likely to adapt
in tandem with technological advancements. It is, therefore, imperative
to proactively establish fundamental principles, values, and standards
governing Al use, rather than reacting to technological developments,
to avert unforeseen or undesirable consequences.

Future discussions and research on AI’s role in military operations,
as well as its integration into strategy, doctrine, operational plans, Rules
of Engagement, and orders, should concentrate on the interaction between
humans and machines, as this remains the crux of the matter. Striking
an appropriate balance between Al’s role in military preparation and
execution and the effective management of military artificial intelligence
is of paramount importance.

Key words: Artificial intelligence, strategy, doctrine, military operations,
command.
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Resume

In this decade we are witnesses and even actors of the establishment
of a new technology, which has the power to change psychological
realities, but especially in the sphere of politics and economics. The
emergence of Artificial Intelligence — or more precisely the huge leap
that this technology has made in recent years — has brought a series of
relevant questions, both from a strictly scientific point of view and from
a practical perspective. Unlike the previous decade, when perhaps part of
the debate seemed too advanced, now we are in full competitive reality.
It should not be forgotten that the present, if it is competitive, allows
human intelligence to assert itself in conferences, articles and volumes.
Since Artificial Intelligence brings with it so many changes in such a
short interval and in (too) many fields, it is logical that the number of
studies on the subject of its implementation should also grow constantly.

Europe’s situation in this huge process of change needs to be
debated. The specific conditions of the continent raise several issues, and
among these, the most important seems to be its position in the global
ranking of the implementation of Artificial Intelligence. It is precisely
this aspect that [ am trying to examine in this text, with the firm promise
that in the future I will also research the changes that appear in this huge
global competition.

Contact: marius333vacarelu@gmail.com
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1. We are in a decisive decade for our entire planet, and in this
regard we must not only consider the climate predicament (Earth.org. 2023)
and huge demographics, but especially the competition for technological
supremacy (Mokyr, Vickers and Ziebarth 2015) between states. It would
be a huge mistake to believe that these years will be marked by calm
developments, in which scientific efficiency will be the most important
criterion for demarcation between countries and private companies, and
that is why it is always necessary to draw a broader picture of today’s
truth, the past that ended yesterday and the future that awaits us tomorrow.

At the same time, to believe that the very recent past is the only
one that will give us the answers to technological supremacy in the
coming decades is again a mistake. The evolution of states is continuous
and long-lasting, with a pattern in domestic and international activities
that connoisseurs of geopolitics, sociology, public law, etc. recognise.
Moreover, to disregard continental and global economic hierarchies in
analysing such an important topic would again be a mistake. Practically,
we must be aware that the future — in our view — that will stretch to the
end of the century is shaped by a complexity of factors already present,
and that the hierarchies cannot all be changed without enormous efforts,
which not all actors will be able to achieve, for various reasons.

Although the text will give a certain impression of a treatment
from a historical perspective, it is necessary to emphasize once again
that we live on a continent that has opened up immense perspectives in
the technological development of humanity, but at the same time has
been unable to maintain this superior position until today. In relation to
the existing financial support programmes on the European continent
we will actually understand whether in the long term Europe will be
able to have a leading position in the global technological competition,
or will be forced to follow what other spaces will create.

The almost total absence from universities of historical knowledge
in the spheres of economics, technology, diplomacy and law has left its
mark today (Golinski 2012), when unrealistic hopes and plans emerge.
Scientific knowledge aims to provide solutions for the common man, but
especially for the leadership of states. However, in order to achieve this
knowledge it is necessary to read intensively and thoroughly thousands
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of data, which were previously identified by other researchers. Scientific
knowledge therefore cannot avoid the history of the fields of analysis,
but this is very difficult to do, however. The main reason is precisely
this absence of historical analysis in universities, which has the effect
of not developing the thinking of the higher education graduate in a
broad perspective, capable of offering him the subtle understanding not
only of some concepts and realities of his time, but of a geographical
area specifically, in a clearly defined period of time. As a result of this
deficit, today’s people will seek answers regarding the implementation
of Artificial Intelligence (AI) and the hierarchies it will create according
to new models, without looking for patterns in history.

We will see — and the situation of the latest report on the general
state of Artificial Intelligence from the year 2023 (appeared at mid-
October, 2023) reveals once more — that we cannot evade what for
centuries countries and governments have built better or worse, and that
certain political-economic considerations will also have a major role in
shaping the future of this important technology.

We insist on this perspective of analysis — which could be considered
easy, perhaps — because Al is today seen not only as a new technology,
but primarily as a weapon necessary for states to assert themselves
geopolitically in the various regional and global competitions (Béchle
and Bareis 2022). It is the purpose of any new invention to be able to
be analysed through the prism of the power it offers to the user, but
humanity has never come so close to shaping its own intellect. Being
therefore a huge capacity brought before the public, it arouses interest
from all angles of analysis, but governments will do what history shows
us that they know better: namely to act with it in the sense of maximizing
their own powers domestically and at international level. It is therefore
necessary to better understand not only the Al technology itself, but
especially what it will allow governments to do, because in the end the
state power action is the one that either leads a country to war, or to
dictatorship, or to regular and harmonious development (Indermit 2020).

2. One of humanity’s dreams was and is to find intellectual partners
of its own in the world around it, and to this end fairy tales (and the
fantastic creatures in them) and animals have been endowed with various
anthropomorphic qualities. Obviously, none of these have succeeded in
having the qualities that humans’ desire, but the dream of man (viewed
generically, as a being in the universe) has continued to exist.
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The invention of various machines at the end of the 19" century,
however, paved the way for influencing the minds of others at a scale
and speed beyond anything that had existed before. Electricity and
radio waves would foreshadow the first quality of the idea of continuous
intelligence — based on electricity — that could communicate with and
influence man (Headrick 2009). The emergence of these two foundations
of the development of modernity will be followed in time by the two world
wars, which will have the effect of generalising radio communication and
housing with continuous access to electricity, the two positions becoming
an obligatory standard of housing and public housing construction.

Once the most important part of the human standard of living
was fixed, the development of the ability to increase the quality of life
continued, and in this respect several inventions appeared, among which
those that simultaneously fulfilled two purposes stood out. The first of
these was related to increasing the professional capabilities of man and
companies, and the second was hedonistic, whereby a greater amount of
entertainment was to be accessible in everyone’s home, according to their
own tastes. The invention that achieved this was called the computer, and
the system that facilitated the connection and exchange of professional
and entertainment data and resources was called the Internet.

The romantic period of computers and the Internet ends somewhere
towards the beginning of the 21* century, when much of the global political
system will also shift to another dimension, predominantly economic.
Specifically, while politics has been the “first violin” of human life, and
its foundations have usually been rooted in military and demographic
strength, the 20™ century — especially after the Second World War — is
changing the balance of power within each country, with economics and
its benefits becoming more important than the strength of arms.

The two very bloody confrontations of the first half of the 20"
century will force governments to think more logically about foreign
policy, on the one hand, but they will also raise an intractable problem
for them: improving the quality of life of ordinary people. After 30 years
of massacres and weapons taking the lives of a large percentage of the
planet’s population — and here we consider that in 1927 alone the planet’s
population reached 2 billion (Ritchie et al. 2022) — there were some precise
tasks to be accomplished. First of all, to ensure a social and especially
medical insurance system for those who had fought, but also for the
civilians who had also borne the economic and psychological war costs.
A system was also needed for the orphans and widows. Hence the need
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to redesign the political-administrative system, at great cost to national
budgets — an issue that will play an important role in this decade in terms
of the costs of the substantial implementation of Artificial Intelligence.

All these changes in the budgetary and social systems of the
countries involved in the war — not by chance, as they were also the most
technologically advanced — required a policy assumed by governments,
parliaments and parties. However, they could not and should not become
involved to any great extent in the life of the individual, and hence the
need for entertainment for those who a few years before were suffering
from hunger, cold or other ailments in trenches and homes. The immense
sacrifices and the mental costs induced forced an “explosion of hedonism”,
which would happen in the next decades on a scale unique in history. It
was precisely this desire to relax and/or forget the traumas that would
be at the root of the development of electronics as a technical tool to
achieve these desires.

The development of electronics would follow this logic, because it
was necessary to satisfy the interests of the ordinary man at the lowest
possible cost, and the development of information technologies was slower,
primarily because of the major costs of computers at the beginning of
their “history”. Being very large and very expensive, they could only be
bought by large companies and public institutions, and their operation
was also very difficult. Per a contrario, electronics for the common man
was making progress, producing reliable products that sold at low cost,
allowing greater relaxation for the common man and a breakthrough in
the entertainment industry — the best music and movies came out in the
first 3 decades after World War IL.

3. However, this growth in electronics and information technology
will not be evenly spread, with a single growth pole on the one hand, and
three zones on the other. The USA, through the power gained during the
two conflagrations and the fact that it had an intact industry, was able
to lead the competition in the development of information technologies,
followed in time by Western Europe, Eastern Asia (the Far East) and the
space of the communist states, in this order. Not by chance, this order of
technological development was inversely proportional to the percentages
of the destruction of industries in the two wars — which had obviously
been followed by the loss of the lives of many engineers able to contribute
substantially to the progress in this sphere of economic activity.
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Technological progress followed this geographical line from a
simple perspective, relative to the available resources, as well as to the
particularities specific to each country.

Thus, Japan will not have the right to spend military large sums,
so that the percentages of the freed budget will be directed towards
education, and the technological progress of the country will be huge and
recognized by all potential buyers of electronic products. Towards the
end of the 20th century, South Korea will also assert itself in this field,
but after it will have drawn a different political path, also benefiting from
large-scale investments in education. Taiwan, Hong-Kong and Singapore
will also benefit from a demographic concentration in a small area, as
well as from the amounts invested in education — in the first 10 years
after independence, Singapore allocated 30% of the national budget to
education (Kissinger 2022).

The same post-war period will be marked in Asia by a complete
separation of economic development options. If the western part of the
continent corresponds mainly to the Muslim space and the great oil
discoveries, in the eastern part the natural resources situation will leave
few options for the political leaders. In addition, the two areas had a
different specificity as a result of the war itself — the Muslim countries
being militarily occupied by the victorious alliance, while in East Asia
the Japanese military occupation had been a common factor. Thus, the
east of the continent was forced to rebuild its countries not only from
the perspective of infrastructure, but also by legislative and educational-
scientific pillars, which in the future proved to be the key to success. In
the west of the continent, however, oil will bring large revenues and
generous subsidies from local leaders, as well as maintaining the social
typology based on the Muslim religion, which does not encourage much
competition within society.

In addition, the emergence of the Israeli state will have the effect
of complicating the geopolitical options of the entire Middle East, but
also the establishment of a great technological power in this space. The
capabilities that Tel Aviv has developed and created will have a huge
impact on Artificial Intelligence (Hennessey 2023), making it mandatory
to mention this country in any perspective analysis of what this technology
will become, with important effects in the future as well, including
through reporting on the events of October 2023.
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4. The area of communist countries will have a major handicap for
a long time, related to the reconstruction of cities and villages after the
war. In addition, the establishment of the communist regimes was not
done without a clear resistance of the population, which had the effect of
an action to eliminate the intellectuals who did not accept the political
ideas of the new leaders, and among them were included the engineers
who could create new technologies. The communist countries will have
an additional problem relative to the development of a deep economy of
knowledge. Concretely, this political vision was subordinated to a 19
century way of thinking, in which the different economic structure did
not in itself offer great prospects for anticipating the future. In addition,
the fact that it was oriented towards heavy industry — iron and steel,
metallurgy — which did not offer great prospects for the economy based
on intellectual creation, in which we will actually include Artificial
Intelligence technology.

The way these countries will structure their cities and national
industries will be according to Marx’s “manuals” — which were
fundamentally far from the truth of economic science — and the
consequences are still visible today. In addition, the reluctance that the
communist leaders will have towards cybernetics (Peters 2012) will
prevent great developments of any civil technologies that could transmit
over long distances and quickly information and data of any type. As
life does not forgive, the competition lost by the communist states will
manifest itself in most sectors of the economy, and the last decade of
the last century will establish the dominance of technologies produced
by companies from countries considered “capitalist”.

However, the communist space was not a linear one, and not even
one that did not have a competition within it. The rivalries in this part of
the world were fierce, culminating in the difficult relationship between
the great geopolitical forces of space, namely the Soviet Union and
China. The competition between the two great political, economic and
demographic forces had several spheres of action, but the most important
aspect was, in the end, that of the approach to economic problems.

As a result of a diplomacy different from that of the European
countries, after 1972 China will have a special relationship with the
US and hence, a great freedom of action in its part of the continent.
Perhaps justifying this relationship, China will adopt at the end of
1978 a set of measures necessary for economic openness towards the
common individual, and as an effect of them it will be observed that
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in the following decade the economic growth will become continuous.
The foreign investments that appeared quite early in China will further
strengthen the capabilities of this country, which was more pressured
than the Soviet Union by the problem of food shortages. The cheap and
abundant labour thus allowed a faster development of some economic
sectors that could provide reasons that poverty could be substantially
reduced — which will happen in the following decades substantially.

At the same time, the 1980s will prove decisive for both great
powers of communism, which will share some of the problems, but
differ in others. Concretely, the economic weakness of the Soviet Union
could no longer be corrected, regardless of the efforts that the companies
of this country would have made, and from here to the need to change
the accents in the political sphere — it should be mentioned that Marx
believes that politics follows the economy.

The US’s exit from the crisis situation of the 1970s — overcoming
stagflation and the adoption of electronic innovations in most sectors
of the economy — will put additional pressure on the Soviet budget. The
impossibility of winning the economic and technological competition
becoming evident, the age typology of the leader will change completely,
so that it will be considered that a complete reconstruction of communism
is necessary. As this was impossible in a practical way, the ideology
itself not offering options for the development of the private economy,
and the adoption of any substantial innovation needed the agreement of
the center, the Soviet Union will succumb including in the international
political competition.

China will not have this problem, and the economic growth that
started in this decade will finally give millions of people affected by
previous naive experiments a chance to consolidate their wealth. China’s
continuous decade of growth will eventually lead to a need for change
throughout society, and the specific demographics of the country will
provoke protests in several cities. The cruel reality shows that the
Marxist-style communist ideology had nothing good to offer, but the
freedoms offered by Deng Xiaoping managed to bring bread to many
people’s tables. From here to the request for deep reforms, both by the
citizens and by the active party, it was only a step, which will be taken
in the years 1988 and 1988, especially since the Chinese leader was 84
years (being born in 1904).

The protests in China will also be encouraged by the fact that
communist Europe — the mirror zone in fact for any communist leader,
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regardless of the continent where it is located — was starting from 1988
the final phase of Marxist ideological domination. The first part of 1989
increases the pressure in the entire system of communist countries, Poland,
Czechoslovakia and Hungary entering the last phase of eliminating this
ideology, an aspect that could not escape China’s attention — especially
since in this sphere there is also anti-communist propaganda through the
radio. The pressure will increase, and at that moment the paths of China
and the Soviet Union will completely separate: the leaders from Moscow
will not intervene militarily, and will begin to manage an increasingly
difficult political-economic situation inside their own country, while
in China Deng Xiaoping will affirm the party’s obligation to lead the
country regardless of the costs of an internal repression, which will
happen at the beginning of June 1989 (Pei 2020).

The result can be seen today in terms of the development of
Artificial Intelligence technology. The Russian Federation will have
an evolution open to new technologies, because the loss of economic
competition will allow awareness of the deficiencies of its own enterprises
in the field of communications, while the Chinese communist leaders
will never accept another perspective than that of their own total power
over the people. Thus, all the technologies that China will develop will
have as their applicability first the collection of data necessary for the
surveillance of citizens and the prevention of any form of their riots,
regardless of the costs that the economy would pay. The situation of
Jack Ma, the creator of an economic empire on the Internet — almost
eliminated by state intervention in 2022 — will reveal from the beginning
that any technology that will be created in China will only be able to
reach a higher level if the Communist Party needs it — or at least he will
consider that his political monopoly is not threatened.

5. Western Europe was in this interval of 45 years (1945 — 1990)
only a shadow of the great imperial power of the past centuries. Reduced
to a minor dimension in geopolitics, they will also have societies to
rebuild, but starting from a standard of living different from that of
Asia and Africa. Although its borders were more stable than those of
the Eastern European area, the human costs were high in the two wars,
and the public pressure was the greatest that the governments could
encounter in the post-war period. From here, we notice a legal resizing
not only of the constitutions, but especially of a strong social protection
system, which will have as its goal — and effect — increasing the degree
of life satisfaction.
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The increase in the standard of living from the post-1950 period
will have the effect of stimulating the demand for products necessary for
both quality of life and industrial progress. Along with North America,
the Western European area will represent the main engine of economic
and technological growth, and the most important demographic area
from the point of view of purchasing power. This meant that, at least
in the first two decades after the World War, a company could only be
successful if it managed to reach consistent market shares both in North
America and in Western Europe.

In the long term, however, this approach would not be favourable
to the continent. Although a good part of the content of the rights of a
social nature was necessary, the taxation system that paid these public
expenses increased the deficits of the national budgets, hit people’s
purchasing power and laid the foundations for a specific exodus of human
intelligence (brain-drain). The reduction of demographic growth also
begins at the end of the period of supreme geopolitical confrontation
(the Cold War), so that the USA completely takes the initiative not only
in terms of competitiveness and productivity, but especially in terms of
demographics and the recruitment of elites.

European companies will face a major problem in the mentioned
period and from a geopolitical-psychological perspective, which has
important effects until today. Concretely, the decolonization process
started after the war — which will culminate in 1960 year — had as its
subject the liberation from the Western European countries, which left
behind resentment towards the metropolises. Even if, to a good extent,
many European states kept their influence in the two decolonized
continents, however, the investments from the former metropolises
were no longer so appreciated, which offered the USA and later China
an additional opportunity to gain influence, and implicitly to diminish
the power of Western Europe.

The changes of the years 1989 — 1991 were of a unique depth in
history, and their effects are to a large extent irreversible. They will have an
equally unique effect in history on the same European continent, because
it will offer the possibility of a type of broad, juridical-administrative-
economic and even political associations. The release of a huge space
from the perspective of customs controls favoured tourism and industries
that take advantage of the freedom of transport, which constituted a
substantial progress compared to the political separation imposed for
over four decades.
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At the same time, Western Europe was faced with a problem it had
not thought about, and which had no solution manual: the introduction
of more than 100 million Central and Eastern Europeans into its own
political-economic system. The process took a long time — in fact, even
now it is not completely completed — and had many obstacles to overcome.
In addition, the normal deficits of each country on the continent have
been increased for several years by the existence of wars, which will
disrupt certain international transport routes, on the one hand, and which
will deepen the imbalances between some former communist countries
and Western Europe.

The great political transfer from the west to the east will be an
extremely expensive one, even if in recent years there has been constant
economic growth in the eastern and central part of the continent. The
juridical-economic conditions of Western Europe could not be replicated
all of a sudden, primarily as an effect of the levelling in the direction of
poverty brought by communism. At the same time, the aid provided by
the Western states in the former common zone was also collected through
taxes, which did not always offer the best reception of the public. Later,
the invasion of young people that appeared after the wars in Asia and
Africa will constitute another problem for Western European politicians
and budgets, which will have to find a solution for something that had
not happened on the continent for centuries.

This immense redefinition and redrawing of a political-economic-
administrative framework on a quasi-continental scale is unique in
history and — again — there is no perfect manual for achieving the most
ambitious goals. The organization that was created to implement this
gigantic political, legal, economic, etc. operation is called the European
Union. Thousands of pages and analyses are written about it daily in
schools and universities, but as a rule what is examined less is the
correlation between its organization and its power in the geopolitical
and technological sphere.

Western Europe was separated for 45 years by a tense political
relationship with the communist world, as a result of this situation it will
have a united economic action through the EU and will reach somewhat
similar levels of development — in any situation, clearly superior to those
achieved in the shared part of the continent. Benefiting from a cultural-
civilizational similarity, but especially from the absence of communist-
type economic levelling, the Western European countries were able
to preserve a good part of the assets necessary for the creation and
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development of solid companies, in order to enter relatively strong in
the competition of the 21st century.

In this perspective, the liberation from communism at the end of the
century came as a surprise, but also as a huge source of concern, because
the newly liberated countries headed in the vast majority towards the
EU. Although the positive aspect was noted immediately — namely, the
opening of a market of over 200 million people for Western companies,
a great danger was also identified, as an effect of the major differences
in living standards between the two parts of the continent, namely an
immigration uncontrolled and large proportions of the inhabitants from
the recently liberated part of the continent to the richer west.

The only solution in this situation was the development of programs
for the economic uplift of the centre and east of the continent, which had
to be financed with large sums of money by the western countries. At
the same time, this money was taken from the budgets of the respective
nations, which will benefit from a continental brain-drain, which would
be beneficial for their economies. In the end, the whole continent had
to win, and the whole world along with it. However, this political-legal
and economic resizing has affected the competitiveness of European
companies, which in time will lose contact with the big US companies,
an aspect that has important effects in today’s competition for the
implementation of Artificial Intelligence.

6. The political-legal foundations of the European Union are
derived from a brutal history of the continent, because most of the
member states fought with each other during the last millennium. The
long memory of the nations is strengthened by the existence of the oldest
universities in the world, which also have the oldest libraries in the world,
which ascertain numerous facts from the past and educate leaders as
well as ordinary people in plurivalent directions, which never exclude
competition between countries.

Such an intellectual-political complex is found only in Europe, the
other continents not having a comparable history. However, it is known
that history is rich and full of victories — bearing in mind, for example,
that Europe will colonize all other continents, changing political, linguistic,
ethnic hierarchies, etc. — it also creates a unique ambition, as well as
a fierce defence of what is national. Coupled with the fact that far too
little time has passed since the two great world conflagrations — although
they were primarily European (Kissinger 2014) — the idea of defending
the national interest becomes fundamental and impossible to abandon.
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All this characterization of European states — and especially of
EU member states — is obvious and cannot be hidden or modified, and
the author does not formulate a criticism of this typology. Not criticizing
a political-legal reality, based on a real historical situation, does not
mean not noticing what advantages it has, as well as what problems
it complains about in practice. We say this all the more because the
European Union is not a construction that will fall apart, because it is
based on several principles different from those of other multi-national
states, the most important of which is that of limiting the negotiation of
entrusted competences by the national parliaments of Brussels.

So what do these characteristics mean? First of all, the establishment
in the European Union of the rule of unanimity for the any situation
voting — regulation, directive, political decision. Basically, the logic of
this type of vote is easy to understand, in relation to the differences in
economic power within the continent — in its absence, it could quickly
end up that the countries with substantial economic power completely
decide the future of the other EU member states. Let’s not forget that one
of the causes of the British vote to leave this political construction was
precisely the type of votes, because in certain moments it was difficult
to reach consensus, and in others the mechanisms were too slow to
effectively adopt a specific decision.

The rule of unanimity has its problems in the matter of Artificial
Intelligence, and this will be observed both at the level of the United
Nations Organization and at that of the European Union. Concretely,
when it is necessary to adopt quick measures — and for this we must
remember the recent coronavirus crisis — the legal (and political) will
must be manifested quickly. Each day of delay can mean deaths (due to
the virus, for example), or the loss of contracts and higher positions in
the global economic hierarchy.

However, Artificial Intelligence is undoubtedly a technology that
acts quickly and does not allow delays of even a day — its applications
being huge, and not only in the civil field, but also in the military. On
a planet with low-quality national leadership — on all continents — but
with a difficult demography and a difficult climate situation, tensions
are rising, and the use of Al begins to have a military purpose first, and
only then a useful one for society and peaceful life.

The slowness of the decision in the European Union therefore
offers other perspectives to the national states, which obviously have
a firmer and more quickly applicable will. However, here appears the
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second objective aspect that reveals that the entire European continent
will not be the one that will ever win the global competition in the
field of Artificial Intelligence — namely, the financial strength of each
individual state.

Unfortunately, here the situation is the most difficult possible,
because the most developed economy in Europe does not exceed 4.2
trillion dollars as GDP (Germany GDP 2023). Even if among the first 25
economies of the world 13 are from Europe (Silver 2023), between the
2nd and 3rd places (which do not belong to this continent) the difference
is over 10 trillion dollars! Thus, the USA and China have values of over
15 trillion dollars in nominal terms, while Germany will not reach the
threshold of 5 trillion in the coming years.

The consequence is summarized in two remarkable documents,
both of which appeared in mid-October 2023:

Annual Report to Congress: Military and Security Developments
Involving the People’s Republic of China — Office of the Secretary of
Defence, Washington, 10.19.2023, page 97 (OSD Annual Report 2023,
97): “Intelligentized Warfare. In recent years, the PLA has increasingly
emphasized intelligentization as a leading element of its modernization
plans. The PRC is in the middle of its 14th Five-Year Plan, covering
years 2021-2025, in which it outlined the development of intelligentized
weapons as important to keep pace with modern warfare. Beijing is
applying its research into Al technologies, such as machine learning and
human-machine teaming, to military processes, such as decision-making
to ultimately gain a cognitive advantage in future warfare”.

State of AI Report 2023 (Benaich and Air Street Capital 2023,
111, 132):

US Al companies absorb 70% of global private capital in 2023,
up from 55% in 2022 (page 111);

Funding for US defines start-ups hit $2.4B last year, more than
100x the European total...

Alongside the new €1B NATO Innovation Fund, the European
Investment Fund is thought to have allocated €200M to defence investment
(page 132).

7. Artificial Intelligence is a relatively new technology, which
has not yet reached its limits, still having many stages to go through to
reach a complete installation in our lives. However, this period of time is
spent in a different situation on the planet, faced with major political and
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environmental disturbances. The evolution of Al development will be
influenced by the goals of this political, but also natural, particularization,
knowing that the new technology is a big consumer of water, and some
of the countries that want to assert themselves in this field are not very
rich in hydrographic resources.

Europe is a continent that still has water, it has enough researchers
with a high intellectual level, but it also has many political leaders who are
not very competent for the complexity of the situations in which we live.
Also —and here is perhaps the biggest problem — it has a major financial
deficit, too many budgetary resources being allocated in directions that
do not bring enough profit, but only solve punctually different problems
in certain proportions.

In a competition with determined and rich opponents, the European
states taken individually have no chance; also, their union is impossible,
because a set of historical, demographic, linguistic, economic, etc.
conditions do not allow such agglutination. For this reason, our continent
will most likely be forced to follow the leaders and apply, depending on its
own financial capabilities, only those parts of the Artificial Intelligence
technology that will be available to it.

History has shown that Europe is the grand prize of geopolitics,
and in the event that Artificial Intelligence brings with it a generalized
conflict, then the entire continent will be affected, and the post-conflict
world may no longer need so much intelligence, either artificial or not.
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Mapujyc Bakapeny
Hayuonanna wixona 3a nonumuyke u aOMUHUCMPAmMugHe
cmyouje, bykypewm

EBPOIIA, IPYT'OPA3ZPE/IHA CUJIA Y CBETY
BEIITAYKE UHTEJIUT'EHIIUJE

Caxerak

VY 0BOj JeLIeHUjH CBEIOLN CMO, 1A YaK U aKTEPU YCIOCTaBJbarba
HOBE TEXHOJIOT'Hje, Koja mMa Moh Jla MpOMEHH MCUXOJIONIKE PEaTHOCTH,
aJy moceOHo y chepr NONUTHKE U EKOHOMH]E.

[NojaBa BemTayke MHTEIUTEHIMjE — TAYHUjE OTPOMaH CKOK KOjU
j€ OBa TEXHOJIOTHja HaIpaBHJa TOCIEABIX TOANHA — JIOHETA je HU3
pENeBaHTHUX MUTamba, KAKO ca CTPOTo HayyHe TauKe TICAHIITA, TAKO U
U3 IPaKTUYHE MEPCIIEKTUBE. 3a Pa3IUKy O MPETXOIHE JICeHH]je, Kaia
je MokJa ieo aebare u3riaeqao npeBullle HampeaaH, caja cMo y yHOj
KOHKYPEHTCKOj peanHocTH. He Tpeba 3a00paBuTH Aa cafallmboCT, aKo
je KOHKYpeHTHa, oMoryhasa JbyJCKOj HHTEITUTCHIUjH J1a ce adrpMUILIe
Ha KOoHpepeHlInjama, WiaHIuMa U ToMoBuMa. byayhu na Bemrauka
WHTEIUTEHIINja ca cOOOM HOCH TOJIMKO IMPOMEHA Yy TaKO KPaTKOM
MHTEpBaNy Uy (IPEe)MHOTHM 00JIACTUMA, JIOTHYHO je Aa 1 Opoj cTynuja
Ha TeMY HeHEe UMIUIEMEHTAIIM]je CTalTHO PacTe.

O cutyauuju y EBpornu y 0BoM orpoMHOM Ipolecy poMeHa Tpeda
pacnpaBibatu. CrienuUUHN yCIOBM KOHTHHEHTA MOKpehy HEKOIUKO
nuTama, a Meh)y ’uMa ce YMHU HajBaXHUJUM H-EroBa MO3WLIMja Ha
r1100aHoOj paHT JIMCTH UMILJIEMEHTAIIMje BEIITauKe WHTEIUTCHIIH]E.
VYpaBo Taj acleKT MOKyIIaBaM Ja HCIIUTaM y OBOM TEKCTY, Y3 UYBPCTO
obchame na hy u yOyayhe ucrpaxxuBaru mpoMeHe Koje ce 1MojaBJbyjy y
OBOj OTPOMHO]j TJII00aJTHOj KOHKYPEHIIH]H.

Ksbyune peun: EBpona, Bemtauka HHTEIUTCHIM]jA, XHAjepapxHuja,
KOHKYPEHIIH]ja, 3aKOHOJaBCTBO, PECYPCH
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PERSPECTIVES OF IMPLEMENTATION
OF ARTIFICIAL INTELLIGENCE TOOLS
IN RESEARCHING COUPS D’ETAT

Resume

The study of coups d’état emerged and reached its peak during the
second half of the 20" century, coinciding with the global Cold War and
centring around examination of coup activities occurring predominantly
in African, Asian, Middle Eastern and Latin American countries. This
interest was predominantly focused of description of the phenomenon,
as well as on the search for its root causes and results. As the Cold
War ended, so did the interest for coups started to diminish, and some
researchers even dared to pronounce this phenomenon a thing of the past,
due to global promotion of respect of national sovereignty and integrity
and implementation of democratic practices. However, this phenomenon
persisted and re-emerged in the beginning 21 century, especially on
the African continent, only to escalate with the time passing by, and
reach its Cold War tempo by the beginning of the second decade of the
century. Having the renewed interest for coup study in mind, the author
will present the current practices in the study of coups d’état, as well as
examine the possibilities of using artificial intelligence-assisted tools
in the service of operationalization and perfecting the study of political
violence, with the goal of introducing new methods of research into the
field. With the use of content analysis, as well as theoretical examination
of benefits offered by the omnipresent artificial intelligence-assisted tools,
the author will provide an answer to the following research question:

Contact: tanja.z.milosevic@gmail.com
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Which artificial intelligence-assisted tools can improve the study of
coups, and in what way?

Keywords: coup d’état, political violence, artificial intelligence, machine
learning, statistics, predictive analytics

INTRODUCTION

On March 04, 1861, in his inaugural speech, the 16" American
president Abraham Lincoln addressed the nation with the following
words: “This country, with its institutions, belongs to the people who
inhabit it. Whenever they shall grow weary of the existing government,
they can exercise their constitutional rights of amending it, or exercise
their revolutionary right to overthrow it”. A century later, in the sixties
of the 20™ century, on a different continent and in a different context,
the decolonization process in Africa was coming to an end, with only
a few countries still battling their colonizers and among themselves in
order to achieve independence. As the first independent nations emerged
on the Arican continent, so did the Nietzschean concept of the will fo
power, driving strong political figures of the national liberation struggles
to take strong hold on weak quasi democracies of the countries in the
making, thus inciting the local population to rebel, stage revolutions and
overthrow governments. And as the colonizers predominantly focused
on creation of army-like organizations in the country, thus enabling
schooling overseas for African officers and military men, it was more
than logical that the only force able to oppose the new leaders, much of
whom were not democratically elected, but appointed by the departing
colonizers, was only to be found among the military staff. Namely,
belonging to a structure such as the military, as well as the cult of the
warrior, were much known phenomena in African cultures, cherished
with almost mythical respect. Therefore, when African people grew
dissatisfied with the incumbent regimes in many countries throughout
the continent, they rightfully turned their eyes towards the army. Hence,
the instances of coups d’état became a commonality in African politics,
as well as the most utilized method for government overthrow, whether
it be justified or not.

Looking back from the current standpoint, we can draw the line
and count as many of 43 out of 54 countries in Africa which fell under the
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influence of unconstitutional overtake of power through staging a coup
d’état, thus proving the point that the cult of a strong military leader and
the trust of the nation in the military was indeed an African trend, not
restricted to single African countries. For the purpose of this research, let
us define coup d’état as a politically neutral, either violent or bloodless
unconstitutional seizure of power, conducted by the local armed forces
(Luttwak, 1969, 11-12). This action is usually conducted in five stages,
consisted of coup planning, coup organization, coup execution, coup
proclamation and legitimization of power. Albeit, not every coup-maker
makes it to the final stage, and thus, we might distinguish coups as being
successful, unsuccessful and foiled, with a quasi-coup category, depicted
in faux coups. Successful coups are characterized by the full completion
of the coup-making cycle, that is, the final stage of legitimization of
power is reached, usually through formation of Military Transitional
Councils, led by the military junta leader, and consequent organization
of democratic elections, usually at least two years into the rule of the
junta. In order for a coup activity to be deemed as unsuccessful, first
three stages of the coup must be present, albeit the third phase, revolving
around coup execution, must be interrupted. In this scenario, the final
goal of government overtake must thus be not completed, albeit some
action must be present in the streets. Because, without reaching the third
phase of coup-making, coup-makers remain entangled in a foiled coup,
which is most often described as a coup that never were, that is, a planned
activity that did not get realized. Such coups embody in two forms — as
true foiled coups, in which the intelligence community and other security
forces succeed in detecting the overt activity of the renegade group,
as opposed to a faux coup, which is usually a coup-proofing measure
introduced by the incumbent regime, and directed towards creating a
fertile ground for making arrests of the known opponents, and thus
nipping the idea of a possible rebellion in the bud.

As we have previously stressed, the study of coups was most
pronounced during the Cold War era, given the higher occurrence of
such attempts and successful overtaking of power, only to diminish with
introduction of the second independence of African states (Schraeder,
1995, 1160), depicted in the third wave of democratization of African
countries, in light of the dissolution of the USSR and sudden shrinkage
of foreign power interests in the region by the end of the 1980s. This
retreat of foreign powers from the continent, as well as the belief in
democracy, drove many researchers and political analysts towards
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pronouncing the era of coups d’¢état as a thing of the past, thus causing a
decrease of research of the topic. However, we should have in mind that
even the first years of the 1990s ended up being marked with many grim
forms of political violence, i.e., ethnic conflicts, civil wars, and coups
d’état as well, thus proving the initial idea of coups being a thing of the
past wrong. Namely, when speaking of coups d’etat, it should be noted
that only in the 1990s, the African continent suffered from a total of 20
successful coups', as well as four coup attempts®. The coup occurrence
persisted in the 2000s (seven successful and seven coup attempts)’, as
well as in the 2010s (nine successful coups and 16 coup attempts)*, while
since the beginning of the decade of 2020s, at the moment of writing
this research, a total of eight successful coups® and 10 coup attempts®
were recorded. Thus, since the declaration of death of the coup activity
in Africa, a total of 44 successful coups and 37 coup attempts were
recorded, thus negating the commonly present hypothesis that coups
in Africa are “a thing of the past” (Birikorang, 2013:1). Moreover, we
must stress that the decade of 2020s is currently only in its first years,
and thus, there is a chance that coup activity in this decade shall surpass
the other decades, thus confirming that coup execution has reached its

! The coups in question are the following: Lesotho and Chad (1990), Mali, Somalia and
Lesotho (1991), Sierra Leone and Algeria (1992), the Gambia (1994), Comoros and Sao
Tome and Principe (1995), Niger, Burundi and Sierra Leone (1996), DR Congo, Congo
and Sierra Leone (1997), and Niger, Cote d’Ivoire, Guinea Bissau and Comoros (1999).
2 The coup attempts in question are the following: Nigeria and Zambia (1990), CAR
(1996) and Zambia (1997).

3 The successful coups in question are the following: Burkina Faso, CAR and Guinea
Bissau (2003), Mauritania (2005), Guinea and Mauritania (2008) and Madagascar
(2009); coup attempts: CAR (2001), CAR (2002), Sao Tome and Principe (2003), Chad
and Ecuatorial Guinea (2004), Chad (2006) and Zimbabwe (2007).

4 The successful coups in question are the following: Niger (2010), Egypt (2011), Mali
and Guinea Bissau (2012), Egypt and CAR (2013), Burkina Faso (2014), Zimbabwe
(2017), Sudan (2019); the coup attempts in question are the following: twice in Libya,
once in Benin and Comoros (2013), twice in Libya, once in the Gambia and Lesotho
(2014), Burkina Faso, CAR and Burundi (2015), Burkina Faso and Chad (2016), Egypt
and Gabon (2019).

5 By October 2023, the following coups were recorded to have happened in the decade
of 2020s: Mali (2020), Sudan, Mali and Guinea (2021), two coups in Burkina Faso
(2022), Niger (2023) and Gabon (2023).

¢ By October 2023, the following coup attempts were recorded to have happened in the
decade of 2020s: Sudan, Niger and CAR (2021), Mali, Gambia, Guinea Bissau and Sao
Tome and Principe (2022) and Sudan, Sierra Leone and Burkina Faso (2023).
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previous glory and is once again becoming the most preferred method
for government overtake and change in power.

Given the current state in African politics, it is more than obvious
that researching coups d’état should once again step from the shadows
and take the fore, especially since there is much evidence that, in this
case, the phenomenon of violence overspill might play quite a significant
role on the continent, and thus enable and empower other nations and
other armies to take up similar activities, and depose the incumbent
leaders via coups. Hence, there is a growing need for examination of
the olden practices in coup research, as well as the current trends in the
research of familial political violence phenomena, with introduction of
new methods of conducting research, having in mind the pronounced
use of artificial intelligence-assisted tools not only in conduct of political
violence, but within its research as well.

RESEARCH OF COUPS D’ETAT: THE PAST AND
PRESENT OF THE SCIENTIFIC APPROACH

Even though the study of coups d’état has reached its peak in the
Cold War era, this is by no means a phenomenon emerging in the 20
century, given that the term coup d’état itself was coined in the 17
century by the French, representing, at the given time, “any sudden,
decisive political act, especially an important and unexpected change in
the form and methods of a government” (Online Etymology Dictionary,
n.d.). By the next century, with several government overthrow activities,
such as the Napoleon I’s overthrow of the Directory in 1977 and Napoleon
Bonaparte’s dissolution of the assembly in 1851 (Britannica, January 05,
2023), the term took a slight shift towards referring solely to the change
in power. These instances of unconstitutional overtake of power were
examined in great detail by several researchers, among whom Curzio
Malaparte stands out, publishing a book entitled Technique du coup d’état
in Italy in 1931, in which he presented his own observations of several
coup-like activities in Russia, Poland, Germany, France, and Ttaly’. At
this point, such works were scarce, and thus ground-breaking, albeit
consisting solely of description of the phenomenon, without provision
of any classification of coups or attempts to provide a definition for such
a complex action.

" See more in: Malaparte, Curzio. (1932). The Technique of Revolution. Morris Productions,
Aurora, I1.
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Omitting the definition of the term, as well as its classification,
coincided with the term being restricted to depicting solely the overtake of
power over the government by the part of the armed forces, predominantly
military elements or the police, by the mid-20" century, that is, with the
emergence of the fight over global dominance, depicted in the Cold War.
Let us remind ourselves that the Cold War era, when speaking of Africa,
was characterized by the rise of national liberation fronts, determined to
fight for independence, which later, upon becoming independent, took
up deposing governments, in accordance with the will of the people,
given that these first governments were predominantly constructed by
the departing colonizers. Such actions were not restricted to Africa, but
emerged in the Middle East, Asia, and especially Latin America, thus
drawing attention of researchers of political violence world-wide, in
search of a definition for this activity. In this second phase of research
of coups d’état, the authors predominantly focused on the causality of
coups and coup definition, not restricting themselves to mere defining
the phenomenon, but contributed to the science by providing detailed
examinations of phases of a coup, as well as drafting first typologies of
coups. One of the first political scientists to address the issue of increased
participation of army officers in government overthrow was Samuel E.
Finer, who took time in 1962 to research, examine and present not only
the machinery behind conducting the coup, but also the perspectives of
the future military interventions, with regards to the motives, the mood, as
well as the opportunity given to the armed forces to intervene in politics
(Finer, 1962). After Finer, several have attempted to do the same, whilst
certain political scientists, such as Huntington and Luttwak, provided
us with such contributions to the field, which even nowadays cannot be
omitted from research. Namely, Samuel P. Huntington addressed the issue
of the rise of incidence of coups d’états in 1968, by publishing the book
entitled “Political Order in Changing Societies”, in which Huntington
raised the issue of Praetorianism, that is, the excessive and/or abusive
political influence of the armed forces in a country, describing three
different scenarios in which such behaviour occurs: reformist coups,
veto coups and institution-building coups (Huntington, 1968, 192-219).
The same year, Edward Luttwak published his ground-breaking work,
entitled Coup d’état: A Practical Handbook, in which he presented
a comprehensive examination of conditions, strategy, planning, and
execution of coups d’état (Luttwak, 1969). This book was not only ground-
breaking, but controversial as well, given that many have noted that it
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has indeed served many army men as a true handbook for planning and
execution of their coup-making activities, and the book was later found
on site in many cases of coup attempts and successful coups. However,
the author stressed that his intention was far from providing the future
coup-makers with a manual, but was rooted in his interest in the topic
and the wish to provide the world with the explanation of this quite
frequent phenomenon of the time.

This is why, in the 2016 revised edition of Luttwak’s book, the
author himself confirmed that the 21* century represents a new phase of
research of coup d’état, given that, this time around, many researchers,
but also political analysts and especially decision-makers, have more-or-
less abandoned the theoretical study of coups, moving on to the research
of mechanisms for prevention of coups, commonly referred to as coup-
proofing mechanisms. Namely, Luttwak himself admits that the biggest
change in both conduct and research of coups d’état in the 21* century
is rooted in the widespread implementation of specific precautionary
measures against coups (Luttwak, 2016, 11), which is especially true
when speaking of African countries, given the widespread presence of
autocracies, military regimes and despotic behaviour of African leaders,
who wish nothing more than to remain in power indefinitely, regardless
the common democratic practice of holding elections and the common
two-term limit on presidencies, and are thus constantly living in fear
from being ousted (Frantz & Kendall-Taylor, 2014, 332).

From this short presentation of development of the study of coups
d’état, we can clearly distinguish three phases of research in this sub-
field of political violence, defining them as follows: the descriptive phase,
the definition phase, as well as the preventive phase. Moreover, we must
state that the phenomenon itself has not that significantly changed, but
the change refers only to the approach taken by the researchers, taking
the natural path from observation and thus description, to constructing
definition and thus, typologies of the phenomenon observed, in order to
reach the final stage of research — provision of preventive measures, given
that the phenomenon examined is deemed as negative, since it falls to
the spectre of political violence. The phenomenon itself did not change
significantly — it is still planned and conducted by a rogue group from
the national armed forces; coup is still being proclaimed in the media
(though nowadays, the spread of the news that a coup has taken place is
faster, given the omnipresence of the Internet, online media publishers
and social networks); the coup-makers still need to legitimize their stay
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in power, which is still conducted in the same manner: through formation
of a Transitional Military Council, withdrawal of the coup leader from
the army, his participation and winning the election, or, which is a rare
occasion, organization of free democratic elections and abandoning the
civil-military rule through enabling the nation to choose the president
from the civilian ranks. However, the entire coup-making cycle has been
influenced by the rise of globalization, perceived as a game-changing
process, ensuring “global electronic interconnectivity that allowed
individuals to communicate as never before” (Thomas, 2005), thus
introducing several perks of the New Era — such as the Internet, the use
of social media, but the use of artificial intelligence (Al) as well.

Artificial intelligence (Al) indeed impacted both execution of
coups d’¢tat and research of this phenomenon, albeit, in this research,
our main focus will be set on examining the current practices in terms
of the use of Al in other segments of research of political violence, with
the main goal of singling out the fields of Al as well as specific artificial
intelligence-assisted tools that might contribute to the future research into
this phenomenon. Namely, due to increasing digitalization and robotization
of the society, the use of artificial intelligence in the security context is
already on the rise (bopuh & Munomesuh, 2021, 201), thus demanding
for the research in such phenomena to follow this trend as well. In this
regard, in the next chapter, the author will examine the past, present
and future perspectives of the use of artificial intelligence-assisted tools
in the research of coups d’état. This examination and presentation will
be conducted in five segments, given the current typology of artificial
intelligence consists of five categories: 1) interactive artificial intelligence,
2) functional artificial intelligence, 3) analytical artificial intelligence,
4) textual artificial intelligence, and 5) visual artificial intelligence
(‘bopuh & Munomesuh, 2021, 207). However, before we commence our
examination of possibilities artificial intelligence-assisted tools have to
offer in terms of research of coups d’état, we should define several aspects
of the study of coups to be built into this interdisciplinary research®, given
that certain aspects of the study of coups can be improved with the use
of such research methods, whilst others might provide us with the same
of even poorer results, due to the lack of human touch.

8 Regarding the significance of cyberspace as a domain of conflict, see more in: Vuletic,
D. V., Milenkovi¢, M. R. & Duki¢, A. (2021). Cyberspace as a domain of conflict: the
case of the United States — Iran and North Korea. Vojno delo, 1/2021.
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Having all the previously said in mind, we argue that three sub-
fields of the study of coups can be improved with the use of artificial
intelligence-assisted tools — coup risk examination, coup triggers, as well
as coup-proofing. Before we dabble into examination of possibilities of
using Al-assisted tools for researching coups d’état, it is necessary to
define them, in order to avoid any confusion and misconception of the
given terms. For the purpose of this research, let us define coup risk
as a set of “structural, background causes” (Belkin & Schofer, 2003,
598) that depict a state of a country as being unstable, thus pointing to
a high possibility that a coup might be used as a method for deposing
the incumbent president. Coup risk should be, therefore, referred to as
a long-term variable, or a set of variables, unchangeable and fixed, that
continuously build up and lead a country towards a coup. However,
these long-term variables need a trigger to set the notion of a coup d’état
in motion, and thus, we speak of a coup-trigger, a short-term variable,
usually represented in a crisis or a sudden change of the situation in a
country. In this case, we are speaking of a factor that “might determine
the exact timing of a coup in regimes that suffer from high coup risk”
(Belkin & Schofer, 2003, 598). And finally, when researching coups in
the present times, we ought to pay special attention to coup proofing
methods, given that they represent a true variable in its essence, when
speaking of their temporal emergence — in some cases, these mechanisms
appear prior to a coup being executed, as a sign of fear of the incumbent
and his wish to remain in power; in other cases, they are introduced in
the aftermath of a failed, foiled or a faux coup, as a counter-measure and
a desperate attempt of the leader to remain in power. For the purpose of
this research, let us define coup proofing as “a set of actions a regime
takes to prevent a military coup” (Quinlivan, 1999, 133), or even “a set of
strategies that are associated with reducing the militaries’ coup-making
capabilities” (Sudduth, 2016, in: Reiter, 2020, 314).

In the next segment, we will examine in which way the study of
these three segments of coup research, namely coup risk, coup trigger,
and coup proofing, can best be improved with the use of all five categories
of artificial intelligence-assisted tools: interactive artificial intelligence,
functional artificial intelligence, analytical artificial intelligence, textual
artificial intelligence, and visual artificial intelligence.
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ARTIFICIAL INTELLIGENCE IN THE
SERVICE OF POLITICAL SCIENCE:
PERSPECTIVES OF IMPLEMENTATION
OF AI TOOLS IN COUP RESEARCH

Artificial intelligence is nowadays a term quite present not only in
the academic circles, but among the general population as well, especially
given the rise and persistent use of several artificial intelligence-assisted
tools, such as, for example, ChatGPT. Namely, in just a week after this
tool was launched online in December 2022, millions of users subscribed,
thus allowing us to state that artificial intelligence has, more than ever,
stepped into the ordinary lives of many people. Given that the use of Al
has nowadays become a trend, it is only normal that academicians and
political analysts attempt to implement similar tools into their research
as well.

When we speak of artificial intelligence, we ought to say that we
are referring to machine intelligence, that is, intelligence demonstrated by
machines, taught to do a wide variety of task as humans do, from speech
recognition, to learning, planning and problem solving. This branch of
computer science involves “developing computer programs to complete
tasks which would otherwise require human intelligence” (Mohammed,
2018, 1). Artificial intelligence has been researched and developed since
the fifties of the previous century, only to become quite visible and even
omnipresent since the beginning of the 21 century. Political science did
not evade such fate as well, and nowadays, we have many examples of
interdisciplinary research, involving artificial intelligence-assisted tools.

The biggest breakthrough of implementation of artificial intelligence-
assisted tools in research, as well as in policy making, has been made in
the field of counterterrorism studies and practice, whilst in this sub-field
of research of political violence, the use of Al centres on prediction of
timing and location of terrorist attacks, identification of vulnerability
to radicalization, as well as identification of terrorists (McKendrick,
2019), which is most commonly conducted through implementation of
data mining, machine learning, and predictive analytics. The biggest
contribution of the political science and computer science alliance, in the
context of prevention of violent extremism and terrorism, was definitely
provided with the use of machine learning tools, predominantly in
the field of detection of radicalization and violent extremism-related

126



Tanja (Milosevic) Kazi¢ Perspectives of Implementation of Artificial Intelligence. ..

behaviour’. Regarding radicalization, it must be noted that machine
learning approach has been especially used in the analysis of personal
profiles of individuals deemed as radicalized, with a special emphasis
on monitoring and examination of their online presence (Ivaskevics &
Haller, 2022). Similar attempts have been made in the field of researching
behaviour of armed forces and groups in the context of conflict monitoring,
in which data collection and machine learning-based tool were used
for operationalization and optimization of the research (Terry & Dany,
2023). During our examination of present practices and interdisciplinary
research in this field, we have also found several initiatives promoting
the idea of using machine learning to identify political violence and
anticipate conflict, initiated by the EU, and conducted by the Uppsala
University in Sweden and the European Research Council, through a
project called ViEWS'" (European Research Council, 2022). Machine
learning processes were implemented in the research of political science
beyond the study of political violence as well, to which testifies the fact
that several authors, such as Duffy and Tucker (Duffy & Tucker, 1995,
1), have dabbled into researching political decision making and conflict
simulation through implementation of Al-assisted tools. Unfortunately,
besides the steps made by the EU regarding monitoring and analysis
of behaviour of armed forces and groups with the help of artificial
intelligence, the author did not come across any study researching the
possibilities of the use of artificial intelligence for researching coups
d’état. Having that in mind, in the following segments, we have examined
benefits and possibilities offered by the use of various Al tools in every
category of artificial intelligence, in order to present the most prominent
perspectives regarding implementation of such tools within the research
of this phenomenon.

Interactive artificial intelligence refers to all tools and algorithms
based on machine learning processes, albeit with an interactive feature
incorporated in them. This means that the tools and algorithms in
question predominantly rely on their own databases, but build up on
communication with users, thus perfecting themselves as the time passes
by and completely adjusting the responses and products offered to each

? See more in: Pori¢, M. (2020). Prirucnik za prepoznavanje, prevenciju i suzbijanje
radikalizacije i nasilnog ekstremizma kod ucenika. Biro za operativnu koordinaciju,
Podgorica, 2020, as well as in: Krsti¢, M. (2019). Internet kao platforma za radikalizaciju.
Vojno delo, 4/2019.

1" Violence & Impacts Early-Warning System
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user. Such algorithms can be found in personal assistants such as Siri,
Cortana and Alexa, to name just a few, but also in ChatGPT, which
represents a mixture of interactive, textual and analytical artificial
intelligence. Namely, in terms of fextual artificial intelligence, we
ought to say that these tools have been present in the shadows of many
research conducted by political scientists in the recent past, given that it
uses machine learning algorithms for recognizing and correcting textual
excerpts, thus enabling our Microsoft Word software, for example, to
correct our spelling and grammar mistakes; it has also impacted our
Google searches by predicting our needs through completion of our search
queries, as well as listing the adequate content through implementation
of search and recommendation algorithms, also predominantly based of
machine learning. On the other hand, analytical artificial intelligence
relies predominantly on big data collection and data mining, which is
later processed with the use of machine learning tools, thus providing
us with the most suitable answer to our question. The best examples of
application of such practices can be found in chatbots, that is, computer
programs designed to simulate human-like communication with the
user, thus building up from the previously mentioned virtual personal
assistants (Cortana, Aalexa, Siri) to life-like companions such as Meena,
Kuki Al, Xiaoice, Replica, to name just a few. To this category falls the
previously mentioned ChatGPT as well, as the most famous of them all.
Apart from the three previously mentioned and quite interlinked types
of artificial intelligence, the most celebrated embodiment of functional
artificial intelligence is depicted in the emergence and wide use of drones,
that is, flying robots (Grossman 2018). However, this type of artificial
intelligence has been more present in the conduct of political violence,
and less in the research of it; therefore, further examinations of possible
implementation of this type of artificial intelligence in researching
coups d’etat will not be examined in detail, given that drones, as such,
cannot be implemented in such research at this point'. Finally, the last
type of artificial intelligence refers to visual artificial intelligence, most
commonly used in the field of simulation, that is, in provision of virtual

''In terms of the use of drones by terrorist and extremist groups, see more in: Bopuh, M.
& Munonresuh, T. (2021). 3n0ynoTpeda BemTayke HHTSIUTCHIIN]E Y eKCTPEMHUCTHIKE
U TepopucTHuke cBpxe. Cpncka noaumuuxa mucao, 6poj 1/2021, rox. 28, vol. 71, cTp.
201-221, as well as in: Dori¢, M. & Milosevi¢, T. (2020). Uticaj Saudijske koalicije na
nacionalnu bezbednost Jemena. Politika naconalne bezbednosti, Vol. 2/2020. DOI:
https://doi.org/10.22182/pnb.1922020.7
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training opportunities due to the lack of real-life opportunities, or them
being potentially harmful and/or deadly.

What can be deduced from this short examination of the examples
of the use of different types of artificial intelligence in everyday life
is the fact that interactive, textual and analytical artificial intelligence
indeed have the biggest potential for contributing to the future research
of political violence, and especially the study of coups d’état. Moreover,
we have determined that such contribution can best be given through
application of data mining, machine learning and statistics, which all
fall to the spectre of artificial intelligence-assisted tools implemented
in the process of predictive analytics.

As we have previously stated, predictive analytics is an advanced
analytical tool, created on the foundation of application of several different
techniques rooted in the use of artificial intelligence-assisted tools, such
as statistics, data mining, machine learning, etc. It predominantly refers
to the use of advanced analytics in predicting future events on the basis
of current and historical data, with a consequent creation of predictive
scenarios and possible outcomes (Elkan, 2013). Given that we are speaking
of quite an advance tool, the process of its application is quite complex
as well, and is usually consisted of the following six phases: requirement
collection, data collection, data analysis and massaging, statistics and
machine learning, predictive modeling, and predictions and monitoring
(McKendrick, 2019). Most phases are self-explanatory, and are indeed
present in any common research in political science, whilst requirement
collection can be translated into construction of a hypothesis or a research
question; data collection equates to gathering a corpus of previously
conducted research on the topic or conducting in-depth interviews; data
analysis can be equalled to common examination and analysis of the
acquired corpus. However, statistics and machine learning, that is, the
fourth phase of this advanced analytical cycle, can be conducted only
half-heartedly if conducted in the old-fashioned way — by hand, given
that a human researcher, unfortunately, cannot replace the machine.
The final two stages of the cycle — predictive modeling and predictions
and monitoring, both refer to creation of predictive models, as well as
consequent scenario building and monitoring the development of the
situation in the field. These two can indeed be conducted by a political
violence researcher alone, without the help of a machine. Albeit, the
results might be short-sighted and scanty, due to the fact that exploiting
knowledge possessed by a machine connected to several databases or even
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the entire Internet, stripped of fatigue, stress, prejudice and subjectiveness,
can provide us with more objective and unbiased scenarios that have a
greater chance of being realized in real time.

Until nowadays, the majority of research combining political science
analysis and predictive analytics revolved around the study of political
violence, thus giving this advanced analytical tool major perspective when
speaking of it being applied in the study of coups. Albeit, until nowadays,
it has most commonly been applied in counterterrorism studies, though
such practice raised some issues among the human rights activists due
to its “deleterious effect on human rights, generating spectres of ‘pre-
crime’ punishment and surveillance states’ (McKendrick, 2019). Thus,
let us ask ourselves: how can we implement predictive analytics, that is,
machine learning, in the research of coups d’état?

As we have previously concluded, predictive analytics is a process
predominantly built on statistical tools, as well as machine learning
processes, that, when combined, enable the researcher to conduct the
research and find the needed answers in a more timely and comprehensive
fashion. Moreover, machine learning processes use statistical methods in
order to find logical patterns in great amounts of seemingly illogical data,
thus providing us with conclusions that might be invisible to the humble
human eye. Therefore, we cannot examine the benefits of predictive
analytics without examining the possibilities that machine learning
and statistics bring to the table. Given that the use of statistical tools in
political violence research has been widely researched and examined,
and is thus quite present in the study of coups d’état, we will limit our
further research solely to researching the possibilities offered by machine
learning, and thus, predictive analytics.

As we have already stated, machine learning processes build on
using statistical methods and big data collections in order to find logical
patterns in a vast amount of seemingly illogical data. Therefore, they
offer different possibilities for researching various segments of the study
of coups, especially in terms of research directed towards examining
and discovering coup risk, coup triggers and coup-proofing mechanisms.
What we can see when we group these three terms together is the fact
that they all rely on existence of certain historical prerequisites — for
example, many researchers base their initial research of coup risk
on the result of the Hebditch and Connor ten-point putsch prognosis
questionnaire (Hebditch & Connor, 2005:195), consisting of the widest
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range of historically present variables'? that can be collected through
machine learning the fastest; coup triggers can be discovered through
examination of up-to-date news, depicting the current political, economic
and security situation in the country, but also the sentiment of the army
and the locals regarding the incumbent'; coup-proofing mechanisms can
best be discovered through examination of not only the current news,
given that such mechanisms are usually publicly announced (i.e., shuffling
of the high-ranking officers, creation of paramilitary forces, creating
the persona of a leader, etc.), but also through /inguistic examination of
statements of the incumbent.

Having all the previously said in mind, we must agree that several
artificial intelligence-assisted tools, nowadays rooted in machine learning
processes, are up for the job, albeit three of them possess widest applicative
value in terms of researching coups d’état. However, one should have in
mind that human factor that is, vigilance of the author of the research,
always needed, given that the machine cannot make the same decisions
and conclusions as a skilled and well-educated researcher can.

For example, when speaking of providing answers to the questions
consisting the previously mentioned putsch prognosis questionnaire, one
possibility of taking a shortcut with the use of machine learning-assisted
tools might be application of chatbots, such as ChatGPT. Albeit, one
should still be careful and have in mind that such tools can only provide
assistance, and not be the author, especially having in mind the fact that
the data available to such tools might be restricted and most commonly
outdated™, and can thus limit and even harm our research. Moreover,

12 The questionnaire consists of ten questions referring to the historical and current
political and economic organization of the country (history of colonization, unity of
the state, economic state of the country, corruption and status of the leader, previous
coup history), geographical features of the country (geographical positioning, presence
of energy and mining resources), and the history and organization of the army (state
of the army, overseas and/or foreign training, strength of the army).

13 Let us remember that in 2019, the broad discontent of the people with the Sudanese
president of the time, Omar al-Bashir, created a fertile ground for the paramilitary
Rapid Support Forces — once created as means of coup proofing — to overthrow of the
then-incumbent, causing a shift in loyalty of this paramilitary force. Hence, sentiments
of the people, especially if expressed publicly, can be treated as a strong coup trigger,
thus worthy of examination.

14 For example, when the ChatGPT chatbot was asked the following question: What
countries in Africa are deemed as Russian allies? — the machine learning mechanism
provided us with the answer starting with the following syntagm: “As of my last
knowledge update in September 2021...”. Therefore, upon first examination of the
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the results and answers acquired through this method can also be quite
limited, general and thus without any scientific value, thus making this
tool useful only when researching general information about a country
or an event".

On the other hand, when speaking of coup risks, two specific tools
brought by machine learning can be implemented in the research in this
field: news and opinion analysis and social media monitoring’®. These
two tools and quite similar and interlinked, and represent distinctive
features of sentiment analysis, that is, a broader machine learning tool
that analyses texts for polarity, whilst the machine, in this case, is trained
to recognize emotions presented in a text, defining it as positive, negative
or neutral. Based on the acquired data, the machine is later able to make
a decision whether the media discourse is, for example, predominantly in
favour or against the incumbent, the army, or a certain opposition leader,
to name just a few examples. Moreover, these tools also builds up on
Natural Language Processing (NLP), a tool extracted from linguistics, that
can be used for, when speaking of news and opinion analysis, analysing
a large corpus of news stories with the goal of identifying articles that
cover the same story and evaluating the uniformity or balance of the
media coverage, thus discovering the polarity and sentiments in the media
(Baker, 2019). On the other hand, application of social media monitoring
tools in political science research has already been present in the field
of political violence, notably in counterterrorism studies, as we have

possibilities of machine learning tools of this sort, the chatbot in question failed to
provide us with a valuable and up-to-date answer.

15 For example, when asked the question — Are there any paramilitary forces in Sudan?
— ChatGPT provided us with a positive answer, additionally providing us with general
information about the Rapid Support Forces. Once again, the chatbot informed us that
the knowledge presented relies on examination of data last updated in September 2021.
However, giving that the existence of such armed group is historically known (the rapid
Support Forces were introduced in 2013, after a series of failed coups against the then
incumbent Omar al-Bashir), such answer would in fact aid our research in the topic, if
our goal was to implement the coup prognosis questionnaire on a specific case.

16 Regarding the significance of monitoring social media in cases of a coup d’état, see
more in: Milosevi¢, T. & Milosevi¢, N. (2022). The Role of Social Media in Coups
d’Etat. In: Stankovié¢, M. & Nikolié, V. (eds.). (2022). Proceedings of the 4th Virtual
International Conference: Pagth to a Knowledge Society — Managing Risks and
Innovation. Complex System Research Center, Ni$, Serbia; Mathematical Institute of
the Serbian Academy of Sciences and Arts, Belgrade, Serbia, as well as: Mitrovi¢, M.
(2020). The media as an instrument of strategic communication in armed conflicts —
the CNN effect. Vojno delo, 3/2020.
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previously mentioned, and thus, its significance is evident. Such tools
can be useful for monitoring and examining propaganda material as well,
given that, in certain cases, coup-making and coup-proofing processes
are announced by powerful propaganda matrix as well'.

Finally, the study of coup proofing mechanisms could benefit
from all the previously mentioned machine learning tools. However,
this phenomenon could also be examined through implementation of
the search of hidden political ideologies, given that coup proofing is
directly linked with the personality, attitudes and behaviour of the
incumbent president, whether it be a democratically-elected civilian, or
a military junta leader. Such examination and the acquired data would
have enabled us with enough information to construct certain conclusions,
and even create possible scenarios regarding the situation developing in
the field, especially in terms of implementation of certain coup proofing
mechanisms, as well as their success-rate.

CONCLUSION

Many have believed that the lessons learned in the 20" century and
the atrocities of the World War I and World War II would have restrained
the humanity from starting new conflicts in the 21 century, especially
given the fact that the world has stepped into this new century still
struggling from numerous forms of political violence, from terrorism,
to civil wars and coups d’état. Unfortunately, the world at peace was
only wishful thinking, and not the reality we are currently facing. As the
centuries changed, we have witnessed not only an increase of violent
incidents throughout the globe, but also the impact of technological
improvements on these incidents, ranging from the wide use of drones
in modern warfare — whether among the national armed forces, local
armed groups, or terrorist cells — to wide application of hacking tools
and machine learning processes directed towards the enemy, whether
it be the state or the individual. Having all this in mind, it is obvious
that political science, and thus, political scientists, ought to follow these
trends, and attempt to fight fire with fire, that is, employ the possibilities

17 See more in: Jevtovi¢, Z. & Aracki, Z. M. (2019). Propagandna matrica globalnih
medija u hibridnim ratovima. Politika nacionalne bezbednosti, Vol. 1/2019. DOLI: https://
doi.org/10.22182/pnb.1612019.8.
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offered by artificial intelligence in the research of the contemporary
manifestations of political violence.

The study of coups d’¢tat has developed during the last two
centuries, going through three distinct phases — the descriptive phase,
the definition phase, and the preventive phase — finally reaching the
point of being ready to be interlinked with other scientific branches —
computer science, with a little bit of /inguistics on the side. Namely, as
was the case with the research of other phenomena from the spectre of
political violence, the study of coups has stepped from the books and
the terrain to the cyberspace, thus demanding from coup researchers
to do the same. Namely, the use of the media, as well as the increasing
presence of social media platforms even in the most oppressed African
countries, led by life-long despotic leaders of military juntas, has elevated
the need for accessing and analysing media coverage, public speeches
and the sentiments of the local people, but also the members of the army,
especially when speaking of the research of coup risks, coup triggers, and
coup proofing mechanisms. Therefore, researchers should be encouraged
to dabble into simple computer science research, but also forge alliances
with computer science professionals, especially the ones professionally
involved in the development of artificial intelligence-assisted tools, with
the sole goal of providing the academic community with fresh and open-
minded new perspectives of the o/d phenomena, such as coups d’état.
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Tawa (Munomeuh) Kazuh
Daxynmem norumuuKkux Hayka, Ynusepsumem y beoepaoy

IHEPCIIEKTHUBE IPUMEHE AJIATA
BEIITAYKE UHTEJUT'EHIIUJE
ITPUJINKOM UCTPA’KUBAIbA ITYYEBA

Caxerak

[IpoyyaBame my4eBa je Kao JUCIUILTIHA JJOKUBEJIO BPXYHAI] TOKOM
npyre nonoBuHe 20. Beka, KOMHIUAUPajyhu ca rmodamaum XiaoHum
pamom, pokycupajyhu ce Ha H3ydaBame MyYUCTHIKUX AKTHBHOCTH KOje
Cy Ce MPETEeXHO OfBUjaJie y aQppUIKUM, a3UjCKUM, OJIMCKOUCTOYHUM
W JJAaTHHOAMEPHUUKUM Ap>kaBama. OBO HHTEPECOBAE CE MPETEKHO
(doKycHpao Ha OMUCHBAKE OBOT (PeHOMEHA, Kao M Ha IOTpary 3a
Y3pOUHUIIMMA U Pe3yJITaTHMa TaKBOT MOJIMTHYKOT MOHamama. Kako je
Xnaonom pamy Nnomao Kpaj, Tako je ¥ HHTEPECOBAbE 3a Iy UYeBe MMOYEIIO0
JIa jeraBa, IPU YeMy Cy Ce M0jeIMHH UCTPAKMBAYH YaK YCYIUIIH 1A OBaj
(eHOMEH mporiace 3a0CTaBIITHHOM IPOIIIOCTH, Y3€BIIH Ja je Y TOM
MOMEHTY Ha CBETCKY NMOJIUTHYKY CLIEHY HACTYITHIA I700aTHa IpOMOILja
HOIITOBaka U yBa)KaBarba HAI[HOHAJHOT HHTETPUTETA U CYBEpPEHUTETA,
Kao W MPUMEHE JIEMOKPATCKUX Mpakcu. MeljyTum, oBaj ¢eHOMEH je
OIICTA0 M TMOHOBO CTYIHO Ha MOJUTUYKY IMO30PHHUILY ITOYETKOM 21.
BeKa, moceOHo y Adpuiu, 1a OM 3aTUM €CKaIupao M JOCTHTa0 TEMIIO
u3 BpeMeHa Xzaonoe pama 10 TOYETKA JpyTe JCLEHUje OBOT BEKa.
Wmajyhu y Buay NOHOBHO HHTEPECOBAE 33 H3y4aBarbe ITy4eBa, ayTop
he mpe3eHTOBaTH aKTyeJHE MpaKce y n3ydaBamy IydeBa, a Takohe he
NPOYyYHTH MOr'YhHOCTH yrnoTpeOe anara BelTayke HHTEIUTSHIIE PaIn
onepanroHaIN3aIMje ¥ ycaBplIaBama OBE 00IaCTH, Ca INIaBHUM IIHJbEM
yBolema HOBUX METO/Ia UCTpakUBama. Y3 MOMON METo/e aHaIu3e
cazpikaja, Kao U Kpo3 TEOPHjCKO MPOMUTHBAE MOTOTHOCTH KOje Hy e
CBENPUCYTHH aJaTH BEIITAaYKe WHTEIHUTEHIUje, ayTop he mpyxutn
oaroBop Ha cieaehe ucTpaxxuBauko nurame: Koju amatu Bemrauke
MHTEITUTeHIM]e MOTY YHATIPEIUTH H3yYaBame Iy4eBa, 1 Ha KOju HaunH?

KibyuHe peun: myd, TOTUTHYIKO HACHIBE, BEIITAaUKa WHTEIUTEHIH]a,
MAIITIHCKO y4ehe, CTATUCTHKA, TPEANKTHBHA aHATUTHKA
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This paper will provide an overview and critically examine the
underlying political, cultural and philosophical dimensions of artificial
intelligence through the analysis of current theoretical variants of the
idea of humanism: from posthumanism and transhumanism, through
antihumanism to digital humanism. At the same time, the concept of
digital humanism is favored, which is affirmative of both the achievements
of modern technologies and the spirit/reason of humanity.
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INTRODUCTION

When we look back at the history of mankind, we can register
several disruptive technological innovations, or revolutions, which led
to radical changes in social structures, as well as economic and cultural
systems. The first radical transformation, the agrarian revolution, that
took place some 10,000 years ago, marks the Neolithic transition from
the culture of hunters-gatherers to the sedentary agricultural one, marked

Contact: djordje.stojanovic@ips.ac.rs.
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by farming and cattle breeding. This ultimately led to urbanization and
the rise of cities. It was followed by a series of industrial revolutions.

The first industrial revolution lasted from 1760 to mid-19'" century.
Triggered by the construction of railways and the invention of the steam
engine, it introduced mechanical production as a standard. The second
industrial revolution, spurred by the emergence of electrical power, fossil
fuels and conveyor belt, made mass production possible. Cumulatively,
by producing an enormous amount of energy that was readily available,
they led to the “first machine age of mankind”, to what we can refer to
as the modern way of life (Brynjolfsson and McAfee 2014). For the first
time, our progress was driven primarily by technological innovation.

The third industrial revolution — the Digital or Computer revolution,
started in the 1960’s. It was marked and accelerated by the development
of semiconductors, extremely fast and personal computers and the
Internet. Today, we are on the brink of the Fourth Industrial Revolution.
It began at the outset of the third millennium and is characterized by
the ever- growing presence and mobility of the Internet, cheaper and
more powerful sensors an artificial intelligence and robotic machine
learning. By enabling “smart factories”, it creates the world in which
virtual and physical production systems collaborate globally in an
extremely flexible way.

At the same time, discoveries are made in areas ranging from
genetic sequencing to nanotechnology, from renewable energy sources
to quantum computing. The combination of these technologies and
their interplay in the physical, digital and biological domains make the
Fourth Industrial Revolution fundamentally different from previous ones
(Despotovi¢ & Glisin 2021; Despotovi¢ & Glisin 2023).

Thus, to recapitulate, it is marked by three distinctive characteristics
(Schwab 2016): (1) speed — unlike the previous industrial revolutions,
Industry 4.0 is developing at an exponential, rather than linear, pace;
(2) breadth and depth — building on the digital revolution, it combines
multiple technologies leading to unprecedented paradigmatic changes
in the economy and society; it not only changes the “what” and “how”
we produce things, but also “who we are”; and (3) impact — includes the
transformation of entire production systems of companies, industries
and society as a whole.

Through the use of computers, artificial intelligence (henceforth:
Al an acronym of the English phrase Artificial Intelligence with the
same meaning) is the modern manifestation of the inherent human
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desire to create artefacts that behave intelligently (Zarkadakis 2020).
Thus, the aim of artificial intelligence is to engage computers in problem-
solving, something that we generally associate with human cognition
and perception. Depending on how the acquisition of knowledge about
the world through the brain is understood, we can distinguish between
two approaches to computer imitation of human intelligence

According to the “symbolic” school of artificial intelligence,
knowledge is the result of logic and therefore, something that arises
from combining descriptions of the world or declarative knowledge,
and the description of how we make inferences about the world, or
prescriptive knowledge. “The non-symbolic or connectionist approach
follows a biological understanding of knowledge and tries to emulate
the way in which the human brain functions at the neural level. This
approach assumes that knowledge is something that must be acquired
by the machine itself, rather than being coded by a human programmer.
Intelligent machines should learn by imitating the functioning of the
human brain.

In light of this, this paper will provide an overview and critical
examination of the underlying political, cultural and philosophical
dimensions of artificial intelligence through the analysis of the current
theoretical variations of the idea of humanism: from posthumanism and
transhumanism, through anti-humanism, to digital humanism. In so
doing, the concept of digital humanism, which is affirmative of both the
achievements of modern technologies and the spirit of humanity, will be
favoured. It holds faith in human reason, while respecting the systemic
limits of digital technologies.

FROM POSTHUMANISM TO NEW MATERIALISMS
— BASIC CONCEPTUAL CHARACTERISTICS

Posthuman is a category originating from cybernetics and
information technologies which have been driving the quest for
reproduction and reconstruction of the human being. In the light of
such developments, questions arise about the definition of man. Whereas
previously, as implicitly suggested above, man in the context of biology
was viewed exclusively as a product of carbon-based processes, it is
now suggested that silicone-based processes, as well as bionics, must
be seen as part of the meaning of human. This also implies the impact
of electronic technologies, such as the Internet, on the change in the
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nature of human relationships, partly because they operate at speeds
close to the speed of light.

Although the term “humanism® can apply to a complex set
of assumptions and disciplinary agendas that have developed over
the centuries (from the early Renaissance to the late 20" century),
posthumanist scholars focus on several key features. First of all, on
the idea that the object of the proper study of man is the man himself.
By definition, humanism was anthropocentric, while posthumanism is
postanthropocentric. As a historical phenomenon, it has relied on the
renewed and reinterpreted appreciation of the rhetoric and civilization
of Greece and Rome, placing man (rather than God) at the centre of its
research project.

A minimal definition of humanism as a philosophy includes the
following dimensions (Fuchs 2022, 19): (1) humanistic epistemology
— people have the ability to use reason in order to produce knowledge
about how the world looks, including the use and development of science;
humanists critically examine the world’s status and critical thinking
is part of the humanist approach; (2) humanistic ontology — human
behaviour and society are not naturally determined by God, religion,
ideology or other authorities; by their activities, social relations and social
connections, people constitute society and its various forms, practices
and systems; and (3) humanistic axiology — people have the ability and
moral responsibility to create a good, humane society; humanists are
convinced that it is possible for people to act in order to improve society
and mankind’s living conditions.

The modern, Renaissance science, strives to achieve an
understanding of the natural world, depending on the human reason
and powers of perception, towards discovering universal rules and laws.
As a subject of Cartesian thought, man could examine the world and
explain its functioning with a scientific distance. This perception of man
as an autonomous agent, separate from nature, though still included in
nature, culminated in the Enlightenment. Posthumanist scholars consider
the Darwinist biology, Marxist economists and Freudian psychology as
preliminary indications of the disintegration of a unified enlightened
subject. Yet, although separation and elevation of man from and above
the natural world were challenged by the 19" century development
of biology, psychology and economy, positivist science has sought to
maintain the subject-object dichotomy even in the 20™ century.
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For Donna Haraway (Donna Haraway; 2004), the existing political,
social, economic and cultural systems do not support the essential truths
discovered by science, but narratives told or constructed by science
for itself and the world, as well as narratives within a certain political
order, which often serve to maintain inequalities in the system. For her,
the term “cyborg” comes from science fiction, and not from science as
such, even though science later registered similar entities. Cyborg is a
paradigmatic case of confusing boundaries, and thus also constructed
boundaries, characteristic of all attempts to keep opposed fields separate.
Namely, people are inevitably cyborgs, both machines and organisms.
The cyborg is our ontology that also gives us our politics. In sum, she
argues that a cyborg society leads to the abolition of patriarchate, racism
and capitalism.

For Haraway, the cyborg is a cybernetic organism, a hybrid/
mutant of the machine and organism, a social reality being, as well
as a fictional being. Henri Lefebvre’s cyberanthrope (Henri Lefebvre;
2016) is not the same as a cyborg. While a cyborg is a hybrid/mutant
creature, more machine that man, a cyberanthrope denotes an ideology
of technocracy, of ideologists and their followers who are referred to
and associated with the existence of cyborgs, computers and robots in
society. The cyberanthrope is an anti-humanist incarnation, a disgraced
man-machine, an official obsessed with information systems, scientific
rationality, classification and control. He believes in the perfection of Al
and computers and that they must bring an unquestionable prosperity to
society. He creates a superspectacle, a metaspectacle that makes spectacles
of itself and sells spectacles. While the cyborg is a rather neutral category
that describes hybrids/mutations of the man and machine and can be
used in the forms of domination and emancipation, the cyberanthrope
has a totally ideological character. A cyborg is a posthumanist, while a
cyberanthrope is an anti-humanist.

Others try to put the changes into perspective without using
the cyborg image. David Channell (David Channell; 1991) views our
contemporary culture as an intellectual fusion of long-standing Western
ideals of organic order and mechanistic rationality. He argues that today,
these two trends are coming together in the idea of a vital machine.
Bruce Mazlish (Bruce Mazlish; 1993), on the other hand, talks about the
human aspiration to gradually overcome its own illusions. It all started
with the rejection of the idea that we are at the centre of the universe
(overthrown by the Copernican revolution/turn), followed by an illusion
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that we are fundamentally different from animals (overthrown by the
evolution theory), and our realization that we are not even fully rational
(overthrown thanks to Freud’s conceptualization of the unconscious).
And finally, the fourth discontinuity disappears: an artificial division
between organic and mechanical, life and machines.

By contrast, the ,,Bioluddite* opposition to genetic engineering,
nanotechnology and artificial intelligence, gradually built and networked
since the 1960’s, picked up where the Luddites, anti-industrialisation
fighters, left off in the 19" century. While the Luddites believed that
protecting the rights of workers requires aa ban on the automation of work,
the Bioluddites believe that genetic engineering and human “enhancing/
improving” technologies are not safe for use and must be banned.

Posthumanism can be treated as part of the first wave of
postmodernism (Stojanovi¢ 2013, 2016). In order to better understand
the conceptualization of posthumanism, we will first outline the difference
between transhumanism, posthumanism, antihumanism, meta-humanism
and new materialism. Contemporary transhumanists argue that human
nature is an essential process with unsatisfactory orientations that should
be modified by technological innovation/means where instrumental
benefits for individuals outweigh technological risks. This ethics of
optimization/improvement is based on astonishing developments in
four areas: nanotechnology, biotechnology, information technology and
cognitive science.

Within transhumanism, there are distinctive factions, such as:
libertarian transhumanism, democratic transhumanism and extropianism
(or extropism, the opposite of entropy). Its persistence in recognizing
science and technology as the main advantages in the reformulation of
man exposes it to the danger of techno-reductionism. Transhumanism
accepts and emphasizes its continuity with the Enlightenment, democracy
and humanism.

When we talk about posthumanism, we should point to interrelated
but differentiated concepts (Gladden 2018; Herbrechter 2013). The prefix

“post” can have different meanings and allows for numerous discursive
and argumentative strategies. Thus, posthumanization processes are
those dynamics by which society includes members who are not “natural”
biological human beings who, in one way or another, contribute to the
structures, activities or meaning of society. Society thus includes a diverse
range of intelligent human, non-human and parahuman social actors
who seek to perceive, interpret and influence the shared environment
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and who create knowledge and meaning through their networks and
interactions. Currently, posthumanization often occurs as a result of the
technologization of human beings, fuelled by the phenomena such as our
increasing physical integration with electronic systems, our increasing
interaction and dependence on robots and Al, our increasing immersion
in virtual worlds and the use of genetic engineering for designing human
beings as if they were consumer products.

Posthumanity refers to a set of intelligent beings, human, synthetic
or hybrid, which have been created or affected by the posthumanization
process, or wider socio-technological reality within which such beings
exist. Posthumanism is a coherent conceptual framework which takes
the phenomenon of posthumanization or posthumanity as its object.
Posthuman can refer to any of the following: a process (posthumanization),
a set of entities (posthumanity) or a body of thought (posthumanism).

We can distinguish five types of posthumanism: analytical, synthetic,
theoretical, practical and hybrid (Gladden 2018, 40-43). Analytical
posthumanism defines “posthumanity” as a kind of socio-technological
reality that already exists in the modern world and requires to be better
understood. It is mainly focused on the past and present. Synthetic
posthumanism defines “posthumanity” as a set of hypothetical future
entities whose capacities exceed those of natural human beings and
whose creation can either be deliberately realized or blocked, depending
on decisions to develop and apply certain transformative technologies
(genetic engineering, neuroprosthetics, artificial intelligence or virtual
reality).

Theoretical posthumanism seeks to advance our understanding
of issues and expand the knowledge of mankind in order to gain a
deeper, broader, more accurate and more sophisticated understanding of
human beings and the world in which we exist. Practical posthumanism
is primarily interested in producing some specific political, economic,
cultural, social or technological change.

Philosophically, new materialisms, as specific theoretical scenario of
posthumanism, emerged as a reaction to representativist and constructivist
radicalizations of late postmodernism, which lost the idea/notion of the
material sphere of life (Coole and Frost 2010). This deficiency presumed
internal dualism between what was perceived as manipulated by the act
of observation and description, on the one hand, and external reality on
the other, which thus became unfathomable. New materialisms do not
distinguish between language and matter, so that biology is culturally
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mediated as much as culture is materialistically constructed. Matter is
in no way treated as something static, fixed or passive, as waiting to
be shaped by some external force; but is addressed as the “process of
materialization”. Such a process, which is dynamic, variable, inherently
intricate, diffractive and performative, has no primacy over materialization,
nor can materialization be reduced to its process qualities.

We can distinguish four types and stages in the development of
antihumanism (Zizek 2016, 22): (1) theocentric antihumanism — religious
fundamentalisms that oppose secularism; (2) theoretical antihumanism

— French structuralism and poststructuralism; (3) deep environmental

antihumanism — environmental movements that reduce humans to
just an animal species and blame mankind as such for upsetting the
balance of life of Earth; and (4) posthumanism and transhumanism —
posthumanists are cultural theorists who argue that the current social
and technological progress is increasingly undermining our human
exclusivity; for posthumanists, humans are a strange species of animal
cyborgs, transhumanist, for their part, refer to new scientific and
technological innovations (Al, digitalization) that point to the emergence
of singularity, a new type of collective intelligence.

The deconstruction of the concept of man is the central topic of
Foucault’s/ poststructuralist antihumanism. There are three possible based
that define it (Fraser 1994): (1) conceptual or philosophical (humanism
immersed in Western metaphysics focused on the subject); (2) strategic
(call for humanistic values as concealment of the strategies of domination);
and (3) normative (humanism as fundamentally undesirable, on the
basis that being a subject is in itself a form of subjection). By contrast,
posthumanism does not rely on any symbolic death: such an assumption
would be based on the dead/alive dualism, while any strict form of
dualism is already challenged by posthumanism in its postdualistic
process-ontological perspective.

According to Jaime del Val (Jaime del Val; 2022), there is, on the
one hand, the humanist and trans-/hyper-humanist idea of the world-
body as intrinsically quantitative, calculable, manipulative, controlled,
appropriating, based on the old humanist fears and dreams of domination
and on deep cosmological ignorance. It is the idea of the world where
we are at the centre, ours to oversee and with infinite resources. It is a
tradition of dualism and colonialism, guided by a teleology rooted in a
transcendent future, a metaphysics of being, form and identity where
evolution is conceived as the separation of species for the purpose of
domination.
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On the other hand, there is an event older, but presently minoritized,
tradition of metahumanistic discourses. According to it, the body is
defined as an irreducible field of forces whose undefinable dynamism
is the very creative force of life that mobilizes evolution in the cosmos.
This is not a quantifiable world of the body, but a world in its qualitative
variation. It’s a tradition, not of being, form and identity, but of formless
flow and plasticity, indeterminism and pluralism, evolution as a symbiosis
and endless mutation: one’s own death, rather than systematic killing
done for the sake of longevity. The main problem for this tradition is
overcoming the delusions of the disembodied mind which seeks to
dominate the body by depleting it. Metahumanism emphasizes the body
as a place for amorphous re-significations, extended by kinetic relations
as a body-network.

DIGITAL HUMANISM - BASIC
CONCEPTUAL CHARACTERISTICS

Artificial intelligence systems are technologies that imitate human
intelligence, including learning, perception or problem solving. Artificial
intelligence systems are machines that behave as if they are intelligent.
Al seeks to make computers do things that human minds do. Not all
robots are Al systems and not all Al systems are robots. But the two
technologies intersect. Al robots are mechanical creatures that can function
autonomously. Intelligent robots don not do things repetitively. They are
the opposite of factory automation. Autonomy means self-sufficiency
under all reasonable conditions without the need for a human operator.
Autonomy means that a robot can adapt to changes in its environment
or itself and continue to achieve its goals.

The question is whether people, as natural objects, are subject to
the causality principle, whether they are autonomous or heteronomous.
There are three answers to this question in philosophy: incompatibilism,
compatibilism and semi-compatibilism. (Nida-Riimelin and Weidenfeld
2022, 21-24). Incompatibilists believe that in the world of natural sciences
there cannot be freedom and responsibility because determinism and
freedom are incompatible. Incompatibilists are actually “naturalists”.
They believe that scientific laws govern everything that is going on and
that consequently, there is no room for the freedom of will. Freedom
of will is just a useful illusion. However, the threat of sanctions will
influence and determine human action. Naturalism, as an ideology, is
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highly present in neuroscience. Invoking the determinism of the brain
system, controlled by genetic, epigenetic, as well as sensory stimuli, it
denies human freedom and responsibility.

In today’s philosophy, the so-called “compatibilism* dominates
the discussion. According to this theory, total determinism is compatible
with the human freedom of will and action. Even though the majority of
these compatibilists are of naturalistic provenance and stick to the idea that
everything is ultimately determined by physical processes, they believe
that it is nevertheless possible to view people as free and responsible
agents. They believe that it suffices for people to fulfil their desires in
order to be called free, regardless of whether they are free to choose those
wishes or not. This is what enables freedom in a deterministic world.
Freedom of action is defined as freedom to do what I want, regardless
of how these desires arose. Semi-compatibilism combines agnosticism
of free will compatibility and determinism with compatibilism of moral
responsibility: determinism is not a threat to moral responsibility, whether
it threatens the free will or not.

The Vienna Manifesto on Digital Humanism, published in May
2019, is based on the following principles (Werthner, Prem, Lee and
Ghezzi 2022, XII-XIII): (1) digital technologies should be designed to
promote democracy and inclusion; (2) privacy and freedom of speech are
essential democratic values and should be at the centre of our activities;
(3) effective regulations, rules and laws, based on a broad public discourse,
must be established; (4) regulators need to intervene with tech monopolies;
(5) decisions with potential to affect individual or collective human
rights must continue to be made by humans; (6) scientific approaches
bringing together different disciplines are a prerequisite for tackling the
challenges ahead; (7) universities are the place where new knowledge is
produced and critical thought is cultivated; (8) academic and industrial
researchers must openly engage with the wider society and critically
reflect upon their approaches; (9) practitioners should acknowledge their
shared responsibility for the impact of information technologies; (10) a
vision is needed for new educational curricula, combining knowledge
from the humanities, social and engineering studies; and (11) education
on computer science or informatics and its societal impact must start
as early as possible.

A minimal definition of digital humanism as a philosophy includes
the following dimensions (Fuchs 2022, 50-51): (1) the epistemology of
digital humanism — computer technologies and machines generally
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differ from people; they lack reason, consciousness, morality and critical
thinking; artificial intelligence, robots, big data, computer and digital
methods can but must not replace the importance of a human being in
society; unlike people, they are unable to critically examine the status
of the world; (2) the ontology of digital humanism — technologies in
general and computers in particular are not human, social and societal
beings; human beings and their activities, social relations and connections
make up society; in modern societies, digital technologies shape and
are shaped by people and their social relations, but such technologies
are not autonomous actors and are different from people, which is why
digital machines should not be analysed as if they were people and
people should not be analysed as if they were machines; in techno-social
systems, humans and machines communicate based on human practices
that create this system, and (3) since digital machines are not humans
and humans are not machines, it is a moral imperative that machines
should not be treated as humans and that humans should not be treated as
machines, digital machines are not the cause and the solution to society’s
problems; society and digital society should be organized in ways that
enable the establishment of a good, humane society; digital technologies
should be shaped and used in ways that do not harm society and people,
but support the establishment of a good, humane society.

Radical digital humanism is a materialist approach to the study,
contemplation and development of digital technologies and digital society
that is oriented at people’s need to free themselves from the digital class
society, digital exploitation, digital domination and digital ideology and
that is focused on the realization of a good digital society. In the digital
age, there are dialectics of subjects and objects, individuals and society,
practices and structures, society and technology that are digitally mediated.

Some poststructuralists may argue that digital humanism is yet
another of the many meta-narrative claims to truth and thus a form of
totalitarianism. The pretentious assumption that there is no truth and
universality contributes to the creation of the digital culture of post-truth,

“fake news”, relativism, fragmentation and polarization of digital society.
However, for digital humanism, it is important to stick to and renew the
ideas of truth, our common ground, the human being, democracy and
universal rights in the digital age (Fuchs 2022, 56).

For posthumanism, digital humanism overestimates the positive
capacities of the human being, underestimates non-human action and
emancipatory potential of cyborgs and ignores the destructive potentials of
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humans. Still, people are not machines, a dialectic of people and machines
exists in society. Equating people and machines promotes instrumental
reason and instrumental reason has fascist tendencies. People as such
as not destructive, but in alienated societies they become subversive,
meaning that we do not need to abolish people, but alienation.

For postcolonial thought, humanism prompted racism, white
supremacy, Eurocentrism and Westcentrism, so digital humanism runs
the risk of being racist, supremacist, Eurocentric and Westcentric project.
Yet, particularisms that limit the rights and universality to certain groups
are not humanisms at all. Digital humanism emphasizes the common
aspects and rights of all people in a good digital society. Historically,
humanism has existed in many different versions, so digital humanism
should be approached in a transcultural and transdisciplinary way.

CONCLUSION

In sum, we can agree with the argument that posthumanism and
transhumanism turn the emancipation of mankind into emancipation from
mankind (Zizek 2016, 29). There is a danger that in future, some will
still enjoy freedom, while others will be totally controlled and regulated
by the digital machinery. Some will become new digital superhumans,
those who wield power, while others will form a lower caste of unfree
people. Posthumanist development undermines the very core of what it
means to be human.

Digital humanism rejects the idea of replacing or transforming
humans into digital machines. Instead, it sees digital machines as a
possibility which, as part of a struggle for a better society, can extend
the benefit of all, help to realize and more fully develop the capacities
of people and society.

At the same time, the notion of cyberanthrope is a more critical
approach to the interaction of people and cybernetics than the concepts
of cyborg and cyberpunk. Cyberanthropes and representatives of aa
technocratic ideology that considers computer technologies (robots
and Al) as superior to humans and as necessities that must lead to a
better society. They criticize the ideologists and ideologies framed by
instrumental reason, technological rationality, reified consciousness,
digital positivism and technological fetishism.
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Bophe Cmojanosuh
Hucmumym 3a nonumuuke cmyouje, bBeoepao

O KUBOPTA 1O KUBEPHAHTPOIIA:
OCHOBHE HOJIMTUYKE, KVJITYPAJIHE U
OUJITO30PCKE JMMEH3UJE KOHIIEITATA

Caxerak

Ogaj pax he gaTu mperyien U KPUTHUKH IPONUTATH Hocehe
MOJIUTHUYKE, KyJITypaiHe u (puiio3odcke AUMEH3HUje BEIITAYKe
WHTEJIUTCHIINje MTPEKO aHaIN3e aKTyeIHUX TEOPETCKUX BapUjaHTH
uJieje XyMaHu3Ma: ol MOCTXyMaHu3Ma U TPaHCXyMaHU3Ma, MPEeKo
aHTHXyMaHH3Ma JI0 AUTHUTAIHOT XyMaHu3ma. [Iputom, gaBopusyje
ce KOHIENT AUTUTAITHOT XyMaHH3Ma KOju je ahupMaThBaH U IpeMa
JNOCTHTHYyhMMa MOJEPHHUX TEXHOJOTHja M MpeMa ayXxy/pasymy
YOBEUAHCTBA.

KibyuHe peum: mocrxyMaHHW3aM, TpaHCXyMaHHU3aM, BelITayKa
WHTEJNHUTEHIIN]ja, KHOOPT, KHOEPHAHTPOII.
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Resume

Adequate analysis of the struggle of intelligence services against
terrorist organizations requires an approach based on the methods and
means of action of intelligence institutions. Terrorism is among the most
represented security threats in the media and in public discourse. The
increasing brutality of terrorist groups and organizations, the frequent
mention in the public and the virality of terrorist acts on social networks
have led to the creation of a specific fear of terrorism, which is why early
detection and stopping of terrorist activities is extremely important. In
the field of preventive action against terrorism, intelligence institutions
play the most important role. Intelligence institutions primarily use
specific methods and techniques for collecting data on terrorist threats,
which enables their detection and interception. In addition, intelligence
institutions also use non-intelligence methods of combat that require
special analysis. On the other hand, terrorist organizations, in addition
to carrying out terrorist acts, also carry out activities aimed at disrupting
and disavowing intelligence institutions, which further complicates the
fight against terrorism.
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INTRODUCTION

The existence of security-threatening phenomena, including
terrorism, requires a systemic and institutional response from the state in
terms of the formation of organizations or organizational units or groups
within the institution whose mission is to fight against them. Taking into
account that all security-threatening phenomena are multidimensional,
and that the state opposes them on several levels, it is necessary to apply
the principle of division of labour in the creation of institutions that
oppose threats in different phases and in different forms. According
to the division of activities in the fight against threatening phenomena,
the role of intelligence agencies is realized most often on a preventive
level, while the repressive engagements of intelligence institutions are
restrictive. In terms of preventive action, we can say that the effectiveness
of intelligence agencies is particularly important in the fight against
terrorism, both because of the harmful consequences of this threatening
phenomenon, and because of the effect of panic and fear that they produce.
The importance of preventive action is also reflected in the fact that
terrorist activities are directed most often against the state government,
which is categorized as the greatest threat to the achievement of the goals
and intentions of terrorist organizations.

The primary role of intelligence agencies as bearers of intelligence
power is the collection of intelligence data on terrorist activities.
Intelligence data can be collected from different sources and by means
of different methods and techniques. However, sometimes the collection
of data is not enough to neutralize terrorist organizations and groups,
and intelligence agencies also resort to various non-intelligence methods.
The decision on which method to use is made by the heads of intelligence
institutions, and in certain situations where the degree of danger is
increased and where urgent engagements are required, the decision can
also be made by the holders of executive power. The decision mostly
depends on the current circumstances and factors, as well as on which
method can be used most effectively to prevent the actions of terrorist
groups. The fight against terrorism in the action of intelligence agencies
and other elements of the national security system requires compliance
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with all positive legal regulations and political-declarative acts, which
prevents the abuse of the coercive apparatus.

THE CONCEPT OF TERRORISM

The etymological angle of observation leads us to look for the
root of the word terrorism in the term terror, which originates from the
Indo-European word ter ortre, which in translation means great fear,
horror, etc. (Simeunovi¢ 2009, 86). Although of Latin origin, the word
“terror” entered the political and scientific vocabulary through the French
language, where it was used for the first time to denote the extraordinary
measures introduced and applied by the Jacobins for the defence of the
revolution. According to this explanation, “if the stronghold of the people’s
government in peace is virtue, the stronghold of the people’s government
in the revolution is both virtue and terror” (Dimitrijevi¢ 2002, 16).

Just because the root of the word terrorism has been determined,
it does not mean that there is a general consensus about its origin. The
forerunner of modern terrorism is linked to the second half of the 19th
century and to the anarchist movement “People’s Will” which was founded
on the territory of Imperial Russia. This antimonastic organization had
all the key elements of contemporary terrorist groups, and the main
(historical) goal was the overthrow of the then government. Although
they did not find support among the people, they carried out numerous
terrorist acts, including the assassination of Emperor Alexander II in
May 1881 (Mileti¢ 2019, 5).

Each terrorist organization and each terrorist action, especially
in terms of different historical circumstances and eras, has its own
specificities, but there are also characteristics of terrorism that are
universal and valid in all historical and social contexts and in the case of
any terrorist activism, namely: use of force or violence; political character;
causing fear or terror; threat; psychological effect and reaction; different
victims and wider targets of attacks; targeted, planned and organized
action; existence of methods, strategies and tactics of fighting; extreme
violation of accepted rules; absence of humanitarian segments; blackmail,
coercion and inducing obedience; desire for publicity; arbitrariness,
impersonality, randomness and lack of discrimination; intimidation;
emphasis on the impotence of the state; the perpetrator is an individual,
group, movement or organization; symbolic nature, showing others;
the unpredictability and unexpectedness of the appearance of violence;
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secrecy, concealment; repetition of a series or campaign of violence;
criminal, criminal character; claims against third parties (Weinberg,
Pedahzur, and Hirsch-Hoefler 2004, 781).

As for the definition of terrorism, it must include all the most
important elements, and not only those that seem the most attractive
in the populist sense. According to the above, as a multidimensional
political phenomenon, modern terrorism can theoretically be defined
in the most general terms as: a complex form of organized group,
and less often individual and institutional political violence, marked
not only by terrifying brachial physical and psychological, but also
by sophisticated-technological methods of political struggle that are
usually used in times of political and economic crises, and rarely in
conditions of achieved economic and political stability of a societies,
systematically try to achieve great goals in a morbidly spectacular way,
and inappropriately given the conditions, above all the social situation
and historical possibilities of those who exercise it as a political strategy.
The socially threatening opus of terrorism includes the threat of force as
part of intense psychological-propaganda activity, misuse of the Internet
for terrorist purposes, kidnappings, blackmail, psychological abuse,
assassinations, sabotage, diversions, suicide attacks, individual and mass
political murders, and the intention of manifesting less often than actual
and potential political opponents, and more often on representatives of
the system and innocent victims. As a form of individual, illegitimate,
illegal and non-institutional violence, terrorism is always directed
against certain institutions of a society, that is, against a government
(Simeunovi¢ 2009, 80).

Therefore, terrorism has exclusively political interests and is aimed
exclusively at the authorities, and in the event that the goals of terrorist
activity lose their political dimension, it would cease to exist as a form
of threat to national security. Regardless of what form and type it is,
terrorism always propagates certain value categories and necessarily
contains an extreme ideological-political dimension, which has exclusive
views on certain ideas, processes and phenomena, which it seeks to
oppose. An important feature of terrorism is the selection of the most
effective method, which can achieve the greatest possible effects with
the investment of minimal funds (Gac¢inovic¢ 2016, 49-50).

Terrorism can be scientifically defined in different ways. Viewed
from the perspective of security sciences, terrorism is a non-military
and unconventional form of endangering national security. From the
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point of view of political science, terrorism represents a complex form
of political violence directed against the government, while from the
point of view of legal science, terrorism is defined as a criminal offense.'
As a complex political and (anti)social phenomenon, terrorism is
classified according to different criteria. All classifications of terrorism
have a primarily theoretical and methodological character and are not
mutually exclusive. According to the role of the state, terrorism can be
divided into: international (groups and individuals that are under the
control of a sovereign state), transnational (groups and individuals that
are not under the control of sovereign states — although they may have
some support from states that approve their goals), domestic (includes
only citizens of a certain country and autonomous non-state subjects) and
state terrorism (its bearer is the state within its borders) (Zivaljevié¢ and
Jugovi¢ 2014, 8). According to the target-program orientation, terrorism
can be divided into: 1. Ideologically motivated terrorism (leftist and
rightist), 2. Ethno-separatist terrorism, 3. Religiously based terrorism
(terrorism of sects and terrorism based on the interpretation of major
religions). According to the means used by terrorists, terrorism can be
divided into: 1. Classical (conventional) terrorism, 2 Biochemical terrorism,
3. Nuclear terrorism. Then, according to the methods of action, terrorism
can be divided into: 1. Classic (conventional) terrorism, 2. Suicide
terrorism, 3. Cyber-terrorism, 4. Narco-terrorism. The classification of
terrorists according to the type of actor, shows us that the perpetrators
of a terrorist act can be: 1. individuals — individual terrorism, 2. groups
and organizations — terrorism by organizations and illegal groups, 3.
states and national institutions — institutional terrorism (Simeunovic¢
2009, 83- 85).
The most prevalent type of terrorism is Islamist terrorism, as
a subtype of religious-based terrorism, while eco-terrorism, right-wing
terrorism (in terms of ideology) and individual terrorism (in terms of the
carrier) are on the rise. Islamist terrorism is the most dynamic subtype
of terrorism. Extreme Islamism has given birth to a threat in the form
of “lone wolves”, that is, radical Islamists born or permanently settled
in mostly non-Muslim countries, who, in the desire to contribute to the
struggle for the embodiment of the idea of a global Caliphate, undertake
individual actions, without including any other actor, thus plans for remain

!'In the Criminal Code of the Republic of Serbia, terrorism and acts related to terrorism
belong to the group of crimes against humanity and goods protected by international
law. (Criminal Code of the Republic of Serbia 2017, Article 391)
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uncompromised by future activities, and the chances of committing a
terrorist act are greater. The recruitment of lone wolves is part of global
Islamic recruitment internationalism, which, in addition to bringing
fighters from all over the world to the war zone, invites all Islamist
radicals to contribute to the achievement of a concrete historical goal
in their countries. Also, Islamist terrorism managed to manifest itself
in the form of a “quasi-state” (Islamic State of Iraq and Syria), where
the terrorist organization had control over a certain territory and where
it had its own military and intelligence-security forces.

The structure of terrorist organizations consists of management
bodies (higher and lower) and branches or units (basic, most numerous
units). It is chained with clearly defined relationships between higher
and lower parts of the organization. In the highest management body
of the terrorist organization, there is also a person who coordinates the

“intelligence and security work™ of the members of the organization. He

is usually some kind of advisor to the leader of a terrorist organization.
He is often assigned a team or group of “pseudo-analysts” who process
the collected information, plan and program the execution of terrorist
actions. The structure and extent of development of intelligence and
security components depend on the type and structure of terrorist groups:
in the case of terrorist organizations with a military structure, the military
intelligence (headquarters) organization is more pronounced; in the case
of traditional (smaller) terrorist groups, the model of classic intelligence
organization (so-called department, bureau, etc.) is more common; for
groups with ambitions to apply the so-called cyber-terrorism or terrorism
with the use of weapons of mass destruction, the features of the scientific
and technological intelligence service, etc., are noticeable. In smaller
groups, almost all members (in some way) perform an intelligence-
security function; “specialization” for these activities is noticeable in
larger groups and organizations (Mijalkovi¢ 2010, 103-105).

CONCEPT OF INTELLIGENCE SERVICE

The intelligence service is a specialized organization of the state
apparatus that uses specific methods and means to carry out intelligence-
informative, security and subversive activities, with the aim of protecting
national security and realizing national strategic goals, as well as protecting
its own interests. Therefore, in addition to intelligence activities (gathering
intelligence data on the secrets of the adversary with the aim of realizing
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vital national interests), security activities (counterintelligence activities
to protect the secret data of one’s own country, protect vital state bodies
and institutions and prevent the actions of the adversary’s intelligence
services on the domestic territory; protection of the constitutional order;
security of certain persons and facilities and counter-terrorist operations),
intelligence services also apply the so-called subversive actions that are
often connected to the use of force in international relations (Mijalkovi¢
2015, 206). The primary task of intelligence institutions is intelligence
activity, which represents “the overall planned and controlled action
of state authorities on the collection, processing and distribution of
information about the power and plans of foreign states, organizations
and persons, which may threaten the security of subjects and the values
they protect” (Ronin 2009, 13). Intelligence activity is carried out for the
purpose of collecting intelligence information that ensures the creation of
internal and international policy, as well as for the purpose of collecting
information that ensures the implementation of defined political guidelines.
More specifically, intelligence information can help political decision
makers to: 1. define national interests, 2. develop a coherent national
security policy and military strategies, 3. define doctrines and strategies
of the armed forces and other security institutions, 4. prepare for national
crises and adequately respond to them, 5. prepare in a timely manner
responses to all threats to the state and its population (Geneva Centre
for the Democratic Control of Armed Forces [DCAF] 2017, 2). As for
the security role of the intelligence services, it includes the protection
of its own capacities abroad, located in residencies. Capacities are first
of all: professional members who manage and implement intelligence
activity, agency network through which information is obtained, means of
communication, technique and conspiratorial facilities used in operational
work, etc.

Intelligence services are institutions of the state institution, and in
order to make their operation as efficient and effective as possible, given
the specific nature of the tasks they deal with, it is necessary to have a
greater part of functional independence compared to other state bodies.
This degree of independence depends on whether the specific agency is
defined as central (autonomous — directly subordinated to the executive
power) or departmental, civil or military, offensive or defensive, national
or specialized (financial-economic, energy, technical-technological,
political, military- security).

163



THE POLICY OF NATIONAL SECURITY pp. 157-181

The previously mentioned variety of intelligence services results
in frequent mixing of intelligence and security institutions, where the
sign of equality is not infrequently put in between, and where again there
are clear convergences and divergences. Both intelligence and security
institutions have tasks to collect information and to fight against certain
forms of threats, usually on a preventive basis. What, among other things,
makes the difference between these institutions are: the scope of work,
the rules by which they act, the area of action and the specificity of the
methods of action. In most cases, intelligence services are offensive
institutions that collect classified information and conduct subversive
activities in a conspiratorial manner abroad. In contrast, security services
as a broader term inclusively include counterintelligence services, which
oppose such activities.

The intelligence service is defined as a specialized, relatively
independent institution of the state apparatus, authorized to, by legal
public and secret means and methods, collect important intelligence data
and information about other countries or its institutions and possible
internal opponents of one’s own country, necessary for conducting the
country’s policy and undertaking other procedures in peace and war,
to implement part of the state and political goals of the country with its
own activity, independently or in cooperation with other state bodies
(Staji¢ 2021, 231). Although it is relatively independent in its work, it is
necessary for the intelligence service to cooperate with other intelligence-
security and similar institutions, which is why it is part of the security-
intelligence system, which has clearly defined control and coordination
elements. Precisely the control and coordination elements, in addition
to the technical-technological, personnel, operational and material
financial capacities of the intelligence service, play a very important
role in achieving results. However, without previously clear and precise
strategic and tactical orientations of the services, which are defined by
the highest state authorities, an irrational use of the aforementioned
resources would occur.

METHODS OF OPERATION OF
INTELLIGENCE SERVICES

The intelligence service, regardless of its place and role in the
intelligence-security system of the country, performs complex and specific
jobs and tasks. That is why a different approach to classifying its forms
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of action is visible in the professional literature. Some authors believe
that there are three forms of action: intelligence, counterintelligence and
subversive. Unlike them, others claim that intelligence services have a
specific methodology that includes two groups of activities: intelligence
and subversive (Trbojevi¢ 2017, 321). Therefore, intelligence services have
two types of activities: intelligence-informative and non-intelligence,
1.e. subversive.

The first type implies the collection of precise, timely, verified and
complete intelligence information about political and security situations,
their bearers, relevant for the protection of vital values and the realization
of the national interests of the home state, and informing political decision
makers, and the second, the implementation of non-intelligence activities
(psychological- propaganda, secretly helping political subjects in another
country, organizing and carrying out individual acts of violence, etc.)
with the same goal.

Intelligence data can be collected in different ways and using
different methods, among which the most effective are:

1. Data collection using human sources (HumanlIntelligence - HUMINT);

2. Technical methods (Technical Intelligence — TECHINT);
a) SIGINT (Signals Intelligence)
b) MASINT (Measurements and Signature Intelligence)
¢) IMINT (Imagery Intelligence)
g) GEOINT (Geospatial Intelligence)
d) ITINT (Information Technology Intelligence).

3. Collection of intelligence data from open/public sources (Open Sources
Intelligence — OSINT);

4. The investigative method;
5. Method of secret monitoring and observation;
6. Method of international cooperation.

When choosing a method of action, services are guided to the
greatest extent by the principles of the most useful, safest and most
economical method. The choice of methods in a specific case also depends
on technical-technological, financial-material and personnel possibilities.
All these methods cannot exist independently of each other, nor does
the intelligence service rely exclusively on one method, which is why it
is necessary to combine and complement each other.

1. HUMINT is the oldest method of intelligence gathering and
essentially refers to the type of intelligence that is obtained from human
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resources. The HUMINT method has a subjective character because
through direct contact between people, in addition to data collection,
the source can be directed, studied and motivated (Nomi 2021). The use
of other methods often depends on human sources, while on the other
hand, this method requires a lot more time than others, and there is also
the possibility of disavowing the source as well as its compromise and
recruitment from opposing intelligence services.

2. TECHINT is a technical method that includes the collection of
intelligence data with electromagnetic, electromechanical, electro-optical,
or bio-electronic sensors, from the earth, sea and atmosphere (Bajagic¢
2015, 176). This method consists of several collection disciplines, the
most important of which are:

a) SIGINT is a method of gathering information obtained by
analysing signals and communications between targets of an intelligence
attack. SIGINT has two main fields: COMINT — collection of information
through interception of communications between individuals or groups
and ELINT — collection of information through access to electronic signals.
The main difference between COMINT and ELINT is that COMINT
signals contain speech or text (telephone or email communication), while
this is not the case with ELINT (JEMEnginering 2021).

b) MASINT is a method of performing quantitative and qualitative
analysis of data on an object or phenomenon, obtained from various
technical and technological sources and their emission, which include:
radar sources, audio sources, nuclear sources, radio-frequency sources,
electromagnetic sources, laser sources, radiation sources, chemical
and biological sources, infrared sources (FAS: Intelligence Resource
Program 2000). This method enables the detection of the presence, and
the identification and determination of the characteristics of the object
(Defence Intelligence Agency [DIA] 2022), and the best known among
the examples of the MASINT method are the acoustic data or signatures
of military vessels and the weapons they carry, which can be detected
underwater using sonar (Encyclopedia of Espionage 2023).

v) IMINT is a method based on image collection through satellite
imagery, aerial photography, infrared, lasers, multispectral sensors and
radar. Images from the mentioned sources are usually subsequently
submitted to the competent authorities, who then analyse them, while
some image collection systems can directly transfer images to the
operation centre, which allows the images to be used in real time, that
is, as soon as possible (GlobasSecurity 2023).
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g) GEOINT is a method of producing information from the
analysis of images and data, which are related to a specific geographic
location, with the aim of examining and evaluating human activity
and other natural or social processes anywhere on Earth. Images, data
derived from images and geospatial information is now considered an
element of GEOINT (Murrett 2006, 10). GEOINT is a broad field that
encompasses the intersection of geospatial data with social, political,
environmental and numerous other factors. The intelligence community
defines GEOINT as the use and analysis of geospatial information to
assess geographically relevant activities on Earth (USC Dornsife 2006).

d) ITINT, i.e. the collection of intelligence data using modern
information technology, is considered the latest discipline of the technical
method, which implies the application of the most modern technological
achievements in the field of informatics in order to collect important
intelligence knowledge. This discipline has two basic aspects. The
first type involves the collection of data from publicly available (Net-
Based — social networks, websites, etc.) information systems (Net Open
Sources Intelligence — NOSINT) and secret unauthorized intrusions into
protected information systems/computer networks (Hackers Intelligence
— HACKING) (Bajagi¢ 2015, 234).

3. OSINT is a method of collecting data from open, that is, publicly
available sources. This is about data that is available to the public directly
or on the basis of a person’s request, where a complex and detailed
classification of essential from non-essential data is necessary, followed
by their processing, analysis and evaluation. The most famous OSINT
sources are: legal acts and strategic documents; books and publications;
newspapers, magazines and publications; data of competent state bodies
for statistics; telephone directories, etc. The advantage of this method
of intelligence action is significant intelligence potential, while one of
the problems of this method of intelligence action is a large amount of
unnecessary data, which, despite the application of various technological
tools, still makes it difficult to focus and reach relevant facts.

4. The investigative method is taken as a subtype of the HUMINT
method. This method can be used to collect information from persons
of intelligence interest such as: defectors, foreign agents, emigrants,
travellers and prisoners of war. Information is collected according
to strictly established principles by means of various and complex
interrogation techniques, that is, through the statements of respondents
or through verbal communication with the subject, where the primary

167



THE POLICY OF NATIONAL SECURITY pp. 157-181

task is to determine the “sincerity” of the person to cooperate, in order to
avoid possible disavowals and misinformation. The process of obtaining
information in the investigative method does not only mean examining
the person, but also requires a combination with other methods such as
a survey, interview, document content analysis, polygraph, etc. (Bajagic¢
2015, 289-293).

5. The monitoring and observation method consists in observing
a stationary object or in monitoring individuals. Observation of a
stationary object (room, building and open area) is applied in order
to: 1. spot visitors, 2. catch the wanted person 3. Process the object for
concrete action (Ronin 2009, 48). Special emphasis should be placed on
the inspection and observation of the interior of the facility, which is very
important for providing the necessary evidence of threatening activity for
the purpose of timely preventive or repressive action. On the other hand,
the monitoring of the object is carried out for the purpose of: 1. Detailed
familiarization with the object for the purpose of possible recruitment,
capture, blackmail, discrediting or liquidation, 2. Reaching a wanted
person who probably contacts or can contact the object, 3. Discovering
the place of gathering groups, 4. Discovering like-minded objects (Ronin
2009, 49). The monitoring of persons is also carried out for the purpose of
detection of conspiratorial places where the facility and associates hold
meetings or instant meetings, as well as for the purpose of discovering
the facility’s movement routes during the execution of specific actions.

6. International cooperation between intelligence and security
institutions has a very large intelligence potential, and the data obtained
through this method often made it possible to stop or intercept certain
forms of threats to national security in specific situations. The disadvantage
of this method is that the services cannot know what information foreign
services kept for themselves during the exchange.

The role of the intelligence services is not limited only to
the collection of information, preservation of national security and
constitutional order, but often by means of the services, as a very powerful
state apparatus, non-intelligence operations are carried out in order to
realize the most important political, security, economic and energy
interests. Bearing in mind that non-intelligence operations represent
the process of realization of decisions based on intelligence product-
information, the methodology of carrying out the non-intelligence
cycle can be presented in six phases: 1) political-mandatory phase; 2)
expert-mandatory phase; 3) planning phase; 4) organizational phase; 5)
executive phase; and 6) analytical-report phase (Mijalkovski 2009, 130).
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One of the forms of non-intelligence activity is the subversive
activity of the intelligence services, which is defined as a systematic,
planned, secret and organized activity aimed at changing the situation in
other countries in order to strengthen one’s own position, which is done
in two ways: 1. by providing diverse support to threatened regimes whose
policy suits them or 2. by secretly organizing a coup in order to bring
like-minded people to power (Staji¢ 2021, 239). As mentioned, in order
to achieve their political and economic interests and intentions, states
use intelligence services to implement political coups in other countries.
Revolutionary activity requires a previously studied political-security
situation, in order to comprehend in which directions revolutionary
activities should be directed, and which are the key political, economic
and military-security entities that can prevent or hinder their realization.
In the actual implementation of the coup, foreign services rely on agency
networks in the target state. Also, the key directions of action are the
financing and regulation of the policy of the so-called independent media,
through which disinformation, propaganda materials and psychological-
indoctrination activities are planned.

As part of subversive activities, foreign services form, train and
finance paramilitary groups, subversion-terrorist groups, and often plan,
organize, assist or personally carry out assassinations of important state
officials, who have the authority to make strategic decisions.

In the context of the above, we assess that non-intelligence
operations can generally be divided into four groups: a) information-
propaganda operations; b) political operations; c) economic operations
and g) paramilitary operations. Each of these operations can be performed
autonomously or as part of a wider strategy (Trbojevi¢ 2017, 327).

Intelligence methods in the fight against terrorism

Terrorist organizations usually plan their activities in headquarters,
which in most cases are outside the borders of the country to which
the intelligence service belongs. That is why it is considered that the
intelligence services are often on the “first line of defence”, while the
intelligence methods, which are applied at that moment, are of a preventive
nature. Intelligence methods collect all data on: 1. historical, strategic
and tactical goals of terrorist organizations, 2. intentions and plans, 3.
organizational structure (horizontal and vertical), 4. Management and
chain of command, 5. Personnel capacities and level of training, 6. Training
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camps and persons trained in them, 7. Funding sources and financial
potential, 8. Countries, organizations or groups that help or encourage
the activities of a terrorist organization, 9. Logistics and associates of a
terrorist organization, 10. Channels of money, information, people and
goods used by terrorist organizations, 11. Technical and technological
equipment, 12. Armed potential of terrorist organizations, 13. Criminal
involvement of members of terrorist organizations.

Intelligence data collected by intelligence methods can be a
good starting point in case of criminal prosecution of the perpetrators
of the crime. The intelligence service can, on the basis of the collected
intelligence information in a specific case, in accordance with the
orders of political decision-makers, carry out certain non-intelligence
operations against terrorist groups or send intelligence data about persons
or activities to partner services, which further undertake certain (most
often repressive) activities.

HUMINT is one of the key methods in the fight against terrorism.
Intelligence institutions plan, systematically and conspiratorially create
agency positions both among members of the terrorist organization itself,
and among persons closely related to its members. Intelligence services
recruit those members or collaborators of a terrorist organization with
information capabilities, that is, those who can access confidential data
or those who can perform certain activities depending on the needs of
the service (indicating, recruiting, installing listening devices, etc.). The
higher the hierarchical level of a member of a terrorist organization, the
intelligence service has a potentially greater chance of success, and if
the recruited person is one of the management personnel, the service
has the possibility to influence the functioning of the organization
itself. The grounds for recruitment can be different, namely: 1. creating
friendly relations, 2. compromise, blackmail or intimidation, 3. fraud
or misleading, 4. providing financial compensation for activities, etc. A
complicating factor in the application of this method is the closedness
of terrorist organizations, a high degree of indoctrination and a low
degree of interaction with other members of the community. Therefore,
the recruitment process itself, as well as the process of reflecting the
collaborative relationship itself, must be thoroughly organized and
maximally conspiratorial, especially if one takes into account the weight
of the potential consequences of deconspiracy. Particularly aggravating
circumstances exist in the case of the creation of collaborative relationships
in terrorist cells, due to their closedness and isolation, and the finding
and recruitment of so-called “lone wolves”.
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The HUMINT method is supported by the investigative method,
whose potential in the fight against terrorism is enormous, where different
methods of investigation are applied, and violence towards the source
is often included in the process of obtaining information. Members of
terrorist organizations often, as defectors, initiate cooperation with
members of the intelligence structures, when by offering the knowledge
and information they possess, they usually seek safety and refuge for
themselves and their families. Also, members of a terrorist group can,
as emigrants or as tourists, attract the attention of intelligence structures,
which will use investigative techniques to try to get information that
intelligence-interested persons have.

GEOINT and IMINT are methods with great intelligence potential
in the fight against terrorism. In order to implement these methods, a
significant technical and technological potential of the services and the
use of various high-tech devices, drones, airplanes, access to satellite
images, etc. is required. Intelligence data obtained by GEOINT and
IMINT methods can reveal the location of terrorist bases, training
camps or facilities where members of terrorist organizations gather. The
independent application of these methods cannot be sufficient for the
fight against terrorism, however, the spatial and other data obtained from
their application in combination with other indicators for the result can
provide the detection of terrorist activity in the early stages (see Brent
L. Smith, Jackson Cothren, Paxton Roberts and, Kelly R. Damphousse
2008). In a study published by DNI — OpenSourceCenter, it is stated
that by monitoring parameters such as location, timing or frequency of
some behaviour, it is possible to predict or observe potential patterns of
terrorist activity through the analysis of geospatial intelligence information
(Aftergood 2009). Also, the mentioned intelligence data can have an
important, and sometimes a key, role in the execution of anti-terrorist
military or non-intelligence operations.

The advantages of applying the MASINT method in the fight
against terrorism are that qualitative and quantitative results are obtained
through physical or chemical analyses of data that can hardly be changed
or dissimulated. Thus, for example, by applying this method, in the
case of spectroscopic measurement of a leaked chemical bioagent at a
specific location, evidence of a potential warehouse of weapons of mass
destruction could be collected (The Directorate for Mathematical and
Physical Sciences [NSF], and The Intelligence Community 2002, 14)
which is a very important field of activity of the intelligence services.
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Using radar systems, sonar or radio-frequency systems can determine
the identification or presence of terrorist objects at a specific location.

OSINT, as a method related to open sources, can make a huge
contribution to identifying terrorist networks and understanding how
terrorists use their capacities. Today, there are numerous intelligence
tools that enable the rapid identification and flagging of any content
deemed to be related to terrorism, allowing for faster analysis and removal
from the Internet (Policy Centre for the New South 2022). Also, when a
faster analysis of printed texts is enabled, with the analysis of it, it can
be quickly determined whether they are propaganda or indoctrination
materials, which enables a faster response. The increase in the number
of publicly available resources created the basis for the creation of better
quality analyses of terrorist organizations and their activities. Collection,
classification, processing, analysis and evaluation of newspaper articles,
press, books, publications, statistics, available police reports, websites,
as well as other national and international public sources can provide
information about potential terrorist operations, command structure,
propaganda materials, channels of communication and indoctrination,
techniques and methodology of action, etc. (U.S. Department of Justice
1999). Publicly available sources often contain a lot of information about
charismatic leaders of terrorist organizations, on the basis of which
further intelligence or non-intelligence activities can be planned and
organized. Through OSINT, information can potentially be obtained
about groups, organizations or countries whose support the terrorist
organization and its leader enjoy.

SIGINT is one of the most important methods if it is taken
into account that more and more communication and correspondence
between members of terrorist organizations takes place through modern
information technologies. Information that can be disclosed in this way
are potentially related to: identity of participants in the conversation,
locations from which the conversation takes place, intentions and future
plans, potential targets of attacks, financial flows, criminal involvement
of terrorists, identification of the target, detection of collaborators or
facilitators. Although this is considered to be the second most useful
intelligence method (right behind HUMINT), there are two limitations
to it: 1. a situation in which terrorists expect that their communication
will be intercepted, where in such circumstances those who are trained
in intelligence and security will try to disavow the service, 2. the second
situation refers to the moment when members of a terrorist organization
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are prohibited from communicating with each other they use electronic
connections (Intelligence functions: Signals Intelligence (SIGINT)) where
the intelligence potential, except for some mistakes made by terrorists,
is almost non-existent. If communication between members of terrorist
groups takes place via electronic communication systems, there are
almost always greater or lesser suspicions that they are the target of
eavesdropping or interception of communications, which is why they use
slang. Continuous eavesdropping and interception of communications
and analysis of their content makes it possible to break through slang,
after which the language of terrorists becomes clear to the intelligence
service. The content that is intercepted by the SIGINT method is often
encrypted, which is why intelligence analysis in order to obtain the
final intelligence must include various decryption techniques. Important
information is also collected through audio and video-audio surveillance
devices that are secretly placed inside facilities where terrorists reside,
plan or carry out terrorist and non-terrorist activities. These devices are
installed by an intelligence or recruited member of a terrorist organization
or a person close to its members.

Cyber experts within the intelligence services access the content
of communication and the content of computer and mobile devices or
other devices used by terrorists in a conspiratorial way, through the
HAKING method. The nature of that content may refer to future plans or
activities, propaganda material, methods and techniques of action, sources
of funding or committed crimes (see the case of Ahmiri Ahmed Azizi
and Mohamed Asini: Counter Terrorism Policing 2022). The HACKING
method has its application both in the fight against conventional and in the
fight against cyber terrorism. One of the most famous hacking software
used by intelligence services in the fight against terrorism is the Israeli

“Pegasus” (Bergman, Ronen, and Mark Mazzetti 2022).

The method of monitoring and observation is a necessary method
in the fight against terrorism. By monitoring a member of a terrorist
organization or a person associated with it, information can be obtained
about: the terrorist’s route, the location of the collection of courier and
other packages, places used to conceal persons or weapons, other members
of the terrorist group, potential financiers or helpers, targets and the
place of execution of the terrorist attacks. In the event of an intention
to commit a terrorist act that the service did not expect and it was not
detected by applying some other method, this activity can be observed
by the monitoring method, and thus the attack can be thwarted.
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International cooperation has always been an important segment
of the intelligence component of the terrorist campaign, which was
particularly intensified after September 11, 2001, and most of the successful
operations against al-Qaeda even before this event were the result of joint
initiatives and activities. The then director of the CIA told congressional
investigators in 2002 that the agency cooperated with numerous European
governments, such as Italian, German, French, and British, in order to
thwart and destroy terrorist groups (Krsti¢ 2016, 106). Cooperation most
often takes place between the intelligence services of friendly countries,
however, there are also known examples in which the detection and
processing of a terrorist attack occurred solely thanks to data obtained
from enemy intelligence and security agencies.?

Non-intelligence methods in the fight against terrorism

Based on the previous analysis of non-intelligence methods, it
can be concluded that they are implemented in the largest number of
cases against other countries and their institutions. However, in order to
prevent a terrorist act, intelligence methods are often not enough, which
is why it is necessary to eliminate the terrorist threat by applying non-
intelligence methods. These methods against terrorism are implemented
by the intelligence services through their own intelligence staff, or
members of the intelligence network, where sometimes members of
terrorist groups themselves are found.

In order to prevent terrorist activity, intelligence services also
carry out revolutionary actions in those countries whose regimes support
terrorist activity. The very success in these revolutionary activities and
regime change would mean the loss of perhaps the most important support
for a specific terrorist organization, which would then become an easier
target for the intelligence services (Afghanistan). Likewise, intelligence
services can carry out special operations against terrorist organizations
in those countries whose regimes they seek to protect from the terrorist
threat (Syria).

One of the forms of non-intelligence activity of the intelligence
services was especially applied in the war against terrorism, which was
conducted by the USA in Afghanistan after September 11, 2001. It is

2 At the end of 2019, the Federal Security Service (FSB) of the Russian Federation
detained two persons suspected of preparing a terrorist attack in Saint Petersburg. The
FSB previously stated that the arrest was carried out based on information obtained
from US authorities.
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about the method of targeted killing, which is limited to the specific
selection of an individual or individuals, who are wanted for the purpose
of liquidation for participating in a terrorist action or belonging to a
terrorist group. Before that, the most famous case of targeted liquidation
was the pursuit of Black September terrorists by Israeli intelligence after
the Olympic Games in Munich in 1972, which took place throughout
Europe and the Middle East. The fact is that there is enough evidence that
in some of these cases states have decided to act repressively in order to
eliminate the perceived terrorist threat. Also, targeted elimination becomes
exponentially more important when assessing whether a particular terrorist
or terrorist group, at any level, is seeking weapons of mass destruction
for execution of a terrorist attack. Individuals likely to rise to the top of
the list of candidates for targeted liquidation in this regard include: 1.
scientists who provide technical expertise to terrorists in the production
or construction of weapons of mass destruction; 2. terrorists known to
be actively seeking weapons of mass destruction; 3. terrorists who are
known to possess weapons of mass destruction; 4. groups or individuals
responsible for the procurement of weapons of mass destruction (Byron
Hunter 2009, 15-25). Targeted targets of elimination in the operation of
intelligence services can also be objects, that is, movable and immovable
things that are extremely important for the operation of terrorist groups,
which is why they are attacked using diversionary or related methods. The
successful and timely targeted elimination of facilities where weapons
of mass destruction are located, i.e. where such weapons are produced
or stored, is particularly important.

Non-intelligence action in the form of abduction of persons
responsible for a terrorist act is also in the field of action of intelligence
institutions, in those situations where deportation or extradition is not
possible and when quick action of intelligence authorities is necessary.
The kidnapping of members of terrorist groups requires a wide intelligence
network and strong logistics because in most cases it is necessary
to transfer the abducted person to the territory of another country.
Circumstances become even more difficult in the event that the country on
whose territory such activity is carried out is positively inclined towards
the terrorist group. Kidnappings of members of a terrorist group are
carried out in order to hand over the person to the state for questioning,
to obtain evidence or to be tried for committed criminal acts.’?

3 There are numerous cases of kidnappings by intelligence services, one of the most
famous cases being the kidnapping of Abu Omar in Italy (see: Nino 2007).
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The subversive action of the intelligence services towards the
terrorist organization is carried out in order to eliminate it, weaken it,
establish mistrust among its members, achieve paranoia and a sense of
insecurity (Despotovi¢ i Glisin 2021). The goal of subversive action against
a terrorist group is to create and maintain an environment of general
insecurity and the disintegration of its most important organizational units.
The techniques used by the intelligence service in this case are aimed
at members of a terrorist organization, which include: dissemination of
compromising material about members of terrorist groups; spreading
disinformation about the cooperation of individual members of the
terrorist group with intelligence and security institutions; creating an
impression among the members of the terrorist group that the person is
acting against its interests; dissemination of disinformation about the
obstruction of terrorist actions and goals; the use of public information
for the distribution of pejorative and compromising content about terrorist
leaders. Subversive processes necessarily contain the intention and
permanent effort to weaken the terrorist organization more and more,
which is achieved, among other things, by intercepting financial supply
chains, preventing the supply of necessary equipment and weapons,
disabling information channels, etc.

Cyberattack on information and telecommunication systems are
one of the effective forms of non-intelligence combat, especially if we
take into account the increasing application of information technology
in the operation and maintenance of the basic functions of terrorist
groups (recruitment, dissemination of propaganda material, sharing of
goals and targets, Internet intimidation). By blocking and disrupting
communication channels, timely information between members of a
terrorist group is prevented or made impossible for a certain period of
time, thereby significantly hindering or interrupting terrorist actions
(Jevtovi¢ 2016). Today’s terrorists have realized that the security of the
state, as well as the security of the global community, largely depends on
computers and information technologies, and that a strategic attack on
these systems would have devastating consequences for every country
and its economy. Therefore, cyber protection is one of the most important
fields of work of the intelligence services, where specific tasks are for
the intelligence service to detect and stop the cyber threat in a timely
manner (Diaz, Gustavo, and Alfonso Merlos 2008).
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CONCLUSION

It is a fact that the absence of a universal concept of terrorism
makes the fight on the global level much more difficult, but also opens
up space for certain abuses in connection with terrorism and with regard
to the specific political and security interests of states. Regardless, states
independently or in cooperation with partner countries, define real or
potential forms and bearers of threats according to which they direct
the action of intelligence institutions. Intelligence institutions in such an
environment have no room for a dilemma, because an unequivocal order
from the political decision maker clearly defines which organizations or
groups have the character of a terrorist threat to the state. The effectiveness
of the intelligence services’ fight against terrorism depends on: 1. material
and financial resources, 2. personnel resources, 3. technical-technological
capacities, 4. management staff within the service, 5. control and
coordination bodies within the national security system, 6. laws and
strategic-doctrinal documents, 7. strategic and tactical orientations, 8.
political and security situation in the country, 9. political will of the
holder of state power, 10. Methodological concept of struggle.

The methodology of the intelligence agencies’ fight against terrorism
is an extremely dynamic category, as is the threatening phenomenon
itself that needs to be neutralized. The intelligence services have specific
organizational units in their composition that deal with the study of both
professional practice and scientific theoretical concepts of terrorist activity,
in order to constantly improve the methods of combating terrorism. Also,
training and specialization of personnel whose task is to oppose terrorism
is necessary. The application of one of the defined methods in the fight
against terrorism cannot meet the needs of protecting national security,
which is why it is necessary to combine and apply several methods in a
given situation, in order to produce the best possible results in fighting
against terrorism. Also, the intelligence services cannot independently
oppose terrorism, but for that, cooperation with other security-intelligence
or related institutions is necessary, in accordance with the principle of
division of competences between institutions defined by the government.
Therefore, it is extremely important to exchange information with partner
services and through international cooperation, because so far in several
cases it has been shown that it is impossible to oppose terrorism at the
national level.
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METOJIE OBABEHITAJHUX CJIY/XKBU Y
BOPBU ITPOTUB TEPOPU3MA

Caxkerak

ApexBaTHa aHaiin3a 6opbe o0aBemTajHUX CIYKOU MPOTHUB
TEPOPUCTHYKHUX OpraHHU3aIHfja 3aXTeBa MPUCTYM KOJH C€ TeMeJbU
Ha METoJlaMa M CPEJICTBUMA JIeJIOBamka 00aBeIITajHUX HHCTUTYIIH]A.
Tepopusam je mehy Haj3acTynJbeHUjUM 0€30CTHOCHUM IpeTHaAMa Yy
MeIUjuMa 1 y jaBHOM aAyckypcy. CBe Beha OpyTaimHOCT TEpOPUCTHUKHX
rpyna ¥ opraHu3anuja, 4eCToO MOMHUIbAkE Y JABHOCTH U BUPAIHOCT
TEPOPUCTUYKHUX aKaTa Ha APYIITBEHUM MpeKama JIOBEIH Cy JI0 TOra Jia Ce
CTBOPH criellU(IyYaH cTpax mpemMa TepopH3MYy, 300T Uera je paHo OTKPHUBAE
W 3ayCTaBJbarbe TEPOPUCTUUKOT JIeTIOBakba O/l H3y3eTHE BaskHOCTH. Ha
N0JbY IPEBEHTHUBHOT JICJI0BaMba MPOTUB TEPOPU3MA HAjBAKHH]Y YIIOTY
nMajy obaBemTajHe HHCTUTYUHje. ObaBemTajHe HHCTUTYLIHjE TIPe
cBera KopucTe crieliuu4He METO/IC U TEXHHUKE MPUKYIIJbatha MoJaTaKa
0 TEPOPUCTHYKHUM IpPEeTHaMa YuMe ce oMoryhaBa lMXOBO OTKPHBAHE
u npecpetame. [lopen Tora, obaBemTajHe HHCTUTYIH]E C€ KOPUCTE U
HeoOaBeIlITajHUM MeTojaMa 0opOe Koje 3aXTeBajy oceOHy aHaJIH3Yy.
Ca npyre cTpaHe, TEpOPUCTHUYKE OpraHH3aluje, mopea n3Bohema
TEPOPUCTUUKHUX aKaTa CIIPOBOJIE U ICTaTHOCTH YCMEPEHE Ha OMETarhe
U JIe3aByucame 00aBeIITajHUX HHCTUTYIIH]ja, ITO JOAATHO OTEXaBa
00pOy MPOTHB TEPOPU3MA.

Kibyune peum: obOaBemTajHa areHIuja, oOaBelITajHE METOE,
HeoOaBeITajHe METO/Ie, TePOpU3aM, TEPOPHCTHUIKE
OpraHu3alnuja, TEPOPUCTUYKH AKT.
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The aim of the paper is to present the effectiveness of the
mechanisms used so far to prevent violence and unsuitable behaviour
at sports events, contained in the international legal framework and
national legislation, and which arose from the practice of opposing this
form of violence in certain countries of Western Europe. International
cooperation in the field of criminal-legal protection against violence at
sports events developed after a series of tragic events in the second half of
the 20th century, with the intention of establishing a system of preventive
action through the power of laws and international conventions in order
to eliminate unpleasant scenes from the content of sports activities. As
certain societies, especially those in the process of transition, ignore the
importance of the health and recreational function of sports, at the same
time they do not do enough in terms of this prevention and change of
those social relations that are at the foundation of the deviant behaviour
of sports actors, primarily fans. Based on the qualitative analysis of
the literature, as a basic methodological approach and the analysis of
the legal and institutional framework in this area, it is declared that
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many useful and effective steps have been taken in this field in the last
few decades. However, as violence at sports events still exists as an
unavoidable feature of almost every activity of this kind, on the fields
and in the halls throughout Europe, we could note that there is some
room for further progress in terms of the defined goal. Using cheering
as a defense mechanism of identification, where the very competitive
relationship within the game creates rivalry, these members of mostly
marginalized social groups in this way articulate their dissatisfaction
in a socially unacceptable way.

Keywords: sport, fans, law, hooligans, sports violence, international
legal framework, extremism.

INTRODUCTION

Surveyed throughout history, violence at sporting events (better
known mainly as hooliganism), in the second half of the 20th century and
the beginning of the 20th century became an authentic characteristic of
almost every sporting event. Often, forms of violent and inappropriate
behaviour had the power to culminate in mass-scale conflicts, which
in a certain number of cases ended with several hundred victims. Such
development of the situation clearly indicated that there were certain
failures both in the organizational sense of the events themselves, and
in the sense of the lack of an adequate normative framework that would
contribute to the suppression of this type of violence, both at the national
and international level.

Europe, bearing in mind the complexity of this phenomenon on
its soil, was the first and most determined to oppose extreme fan groups
and the forms of threat to vital values that they produced. The reason for
this is certainly that social threats of this type affect the national security
of states. The popularization of this phenomenon and the interest of
both the professional and the lay public is evidenced by a large number
of studies published in leading scientific journals, which focus on the
victimological and phenomenological aspects of this issue (Tsoukala,
Pearson, Coenen 2016; Gumusgul & Acet 2016; Nielsen 2013). The
aforementioned, as well as other research on this topic, point to the basic
shortcomings in terms of prevention and suppression of these patterns
of behaviour, which, for the most part, come down to an inadequate
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normative framework, at the national and international level, that is,
organizational and other failures, the causes of which we will see in to
the second part of the text. However, with this statement about the interest
in researching the impact of extreme types of behavior at sports events
on all forms of security (Boskovi¢, Misev 2022; Arsi¢, Kovac 2022), we
encounter the first dilemma. This dilemma is reflected in a rhetorical
question —how is it possible that even after so many practical examples
of opposing this type of violence, there are still countries in Europe and
the rest of the world that are unable to face this problem. The answer is,
seemingly, simple, given that the work will provide us with an insight
into how the politicization of extreme fan groups brings stability to the
ruling political structures, but, at the same time, it is also unacceptable,
especially if we have in mind certain modalities applied in an effort to
suppress, or at least limit, criminal forms of behaviour at sports events.
Here, above all, we mean the so-called the “English model* which,
without any doubt, gave effective results, but also served as an inspiration
for the establishment of numerous regulations that would regulate this
area. Taking all that into account, this paper is dedicated to observing
the correlation between the codified regulations on the suppression of
violent and inappropriate behaviour at sports events and the contribution
that the adopted international legal and national mechanisms have to the
overall social response to extreme patterns of behaviour of members of
fan groups during sports events.

VIOLENCE AT SPORTS EVENTS
AND THE INTERNATIONAL LEGAL
FRAMEWORK FOR ITS PREVENTION

Perceiving the fundamental and unequivocal health and recreational
functions of sport, such as the contribution to preserving and improving
the health of the population, primarily the cardiovascular and cerebral
vascular systems, it is clear that it is an unsurpassed need of every
community. However, in addition to such an obvious function, sport
unfortunately manifests the other side, which is, to the greatest extent, a
product of political or some other manipulation. Therefore, it is not a rare
occurrence that a certain sports event turns into proving the so-called
banal nationalism, using an enormous amount of violence, on which the
identity of most fan groups as indispensable actors of these events is mainly
built. In order to understand the aforementioned issue, “an analysis of
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the causes and conditions that favour the emergence and survival of fan
group violence, its forms, spatial and temporal representation, as well as
the consequences caused by it, is necessary* (Otasevi¢ 2014, 5). At the
same time, it is important to note that the violent forms of behaviour that
are noticeable today at almost every event of this type are not a striking
characteristic of the modern era, nor is proving national affiliation the
only reason for such behaviour, although there is no doubt that it is the
most pronounced in modern conditions. In fact, sports competitions
were organized in almost all stages of human history, while various
forms of violent behaviour were present throughout the entire period of
the development of sports. Hence, it is not surprising that violence at
sports events could be observed as early as the time of ancient Greece
and the Roman Empire, when fan clashes were an inevitable factor in
every event (Joseph 2016).!

Nevertheless, although incidents in stands and playgrounds have
accompanied sporting events since their beginning, violence at events
of this nature, in the form in which we know it today, developed during
the 20th century. In this sense, the first recorded incident of this kind
dates back to 1916, when, in the Argentine city of Buenos Aires, during
a football match between Argentina and Uruguay, fans and the police
clashed (Otasevi¢ 2014, 18). From that event, in fact, the expansion
of the destructive behaviour of intermediate actors of sports events
begins, which is maintained throughout the 20th century, and reaches
its culmination in 1985 at the Heyse!/ stadium in Brussels. At the football
match between Liverpool and Juventus, the fans of the English team
moved to the stand of the opposing supporters and pressed them against
the wall, which fell under the load and dragged 39 fans of the Italian club
to their deaths, while more than six hundred people was injured (Steen
2015, 261-262). The tragedy at the Heysel stadium, an unimaginable
phenomenon in sports Europe until then, quite expectedly, given the
unacceptable consequences of a sporting event, represented a turning
point both in the approach to the problem of extreme fan groups and
their behaviour, as well as in the adoption of a number of internationally
valid regulations which aimed to prevent such situations in the future.

To acknowledge such forms of behaviour, however, a more specific
analysis of the causes that lead to it is needed. In this sense, in the literature
that deals with this issue, there is a consensus of authors that the sporting

! The most massive such incident occurred in the year 512 in ancient Rome, when over 30
thousand people died in a mass brawl of fans who followed horse races (Joseph 2016, 3).
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event itself is the primary factor that determines the behaviour of the
audience at the matches, while the role of the secondary cause mostly
appears to be the social climate, which may or may not be connected to
the sporting event itself (Spaaij 2005, 2). And while there is agreement
regarding the causes of deviant behaviour primarily at the venues of sports
events, the situation with the classification of such forms of behaviour
is completely opposite. It is not simple, some authors claim, to offer a
generally accepted classification of the behaviour of extreme fans, and
the already complex situation is further complicated by the fact that
progress in all spheres of society enables them to constantly manifest
new and more destructive forms of action (Yuldashevna & Gulpta, 2022).
Consequently, various typologies are possible in this sense, of course,
depending on the very criteria that are at its base. Thus, according to the
criterion of the way deviant behaviour is manifested, it can be classified
into: verbal, which is reduced to insulting rival groups or individuals,
and which aims at provocation, which is why in most cases it is only an
introduction to more extreme activities; physical, which represents the
most destructive action of organized fan groups, and the consequences
are serious physical injuries or even murders (OtaSevi¢ 2014, 64-65).
Misi¢, on the other hand, cites the number of participants as the basic
criterion of division and distinguishes group and individual violence
according to it (Misi¢ 2010, 118). The same author also emphasizes that
according to the criterion of the time of manifestation, violence at sports
events can be classified as that which is manifested before, during, or
after a game (Misi¢ 2010, 119). According to Marija Djoric, conflict
between athletes, aggression against officials, hostility between football
coaches and players, and hooliganism by spectators can all occur during
sporting events (Djoric 2012, 40-41). The author describes hooliganism
as a “violent behaviour by which a part of the audience at sports events
builds their personal identity trough belonging of a fan group, which
expresses frustration aggression by destroying material things or injuring
opponents” (Djoric 2010, 385) No less important is the typology of violence
at sports events, which takes as a criterion the degree of organization of
violence, according to which spontaneous, organized and planned riots
are distinguished (Savkovi¢, Pordevi¢ 2010, 15). However, regardless
of which of these forms of violence is involved, the common element
for all these well-organized and hierarchically structured groups is the
indispensable connection with the political structures of states (Kuhn,
2019). This, to the great regret of the sport itself, but also of society as a
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whole, is evidenced by numerous examples in which some form of violent
behaviour took place and where the perpetrators were not prosecuted.
Also, the brutality that these groups manifest in certain actions, as well
as the organization in carrying out certain activities, indicate the support
they have in the most important state bodies, including public order and
peace authorities. On the other hand, as a completely legitimate question,
the one related to the attempt to understand the interest of the holders
of political power to have such groups under their control and on their
side stands out. The answer, at least based on current practice, is both
simple and unacceptable, because fan groups themselves are often the
subject of political manipulation, so it is therefore not a surprise when
some of them send sublimated messages from the government to the
electorate. If we take into account the fact that they are composed of
members who, as a rule, have charges for several different criminal acts,
it is clear that this is a very effective means of political manipulation
through these groups.

Nevertheless, violence at sport events is an immensely complex
phenomenon and as such requires a multidisciplinary scientific approach
in its study. This, in fact, implies that it is necessary to observe it from
the point of view of several different sciences, inevitably including legal
sciences, especially if we take into account the ubiquitous demand that this
phenomenon be regulated within the framework of both international and
national legislation. Consequently, in the theory of law, there is a consensus
around the position that there are two reasons for the establishment of
criminal legal protection of sports: the first reason indicates the need
to protect in this way all those values that sport can have, which, in the
first place, are reflected in the benefits that such activities bring to the
individual and the social community; the second reason is reflected in
the fact that various socially dangerous behaviours are an integral part
of sports events and thus threaten the values mentioned here (Otasevic
2014, 142). For these reasons, and not long after the tragedy at the Heysel
Stadium, the Council of Europe took the first step towards the normative
shaping of this area by adopting the European Convention on Violence
and Misbehaviour of Spectators at Sports Events in 1985, and in particular
at Football Matches (European Convention on Spectator Violence and
Misbehaviour at Sports Events and in particular at Football Matches)*
(hereinafter: Convention I). This intention reflects the basic goal of this

2 European Convention on Spectator Violence and Misbehavior at Sports Events and
in particular at Football Matches, adopted on August 19, 1985 in Strasbourg, entered
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Convention, which is embodied in the effort that all member states of the
Council of Europe, including other signatory states, take all necessary
measures to successfully implement these provisions in their legislation.
Since Convention I obliges the signatory states to pass appropriate laws
that would define criminal acts and misdemeanours that can be committed
by undertaking any of the acts of violence and misconduct at sports
events, this is the main reason why the same Convention represents an
international source of criminal law in the area of sport. Convention I,
in its introductory part, emphasizes the need to suppress fan violence,
primarily due to the fear that further escalation could threaten the basic
principle of sport contained in the understanding that sports activities
should be brought as close as possible to the largest percentage of the
population, among other things that sport is viewed as a universal
medium for establishing good international and inter-national relations
(Golijan 2021, 174).

By analysing the content of the first Convention of the Council of
Europe, three main areas that are regulated can be unequivocally observed:
prevention, cooperation and judicial measures. In the part of the text of
the Convention that talks about preventive measures, it is actually about
measures that should be taken in order to establish standards for the
construction and design of sports facilities (infrastructure standards).
These are standards whose application should prevent a whole series of
possible consequences, and which include measures related to ensuring
a sufficient number of entrances/exits, including explicit marking of
them in case of danger, an installed and applicable technical protection
system (video surveillance), as well as suggestions regarding the use
of appropriate building materials. Another area that the Convention
refers to is cooperation and it includes a set of measures that establish
standards of international communication. Here, in fact, we are talking
about established standards, the application of which should enable the
necessary contacts between the security structures responsible for the
organization of a certain sports event, in order to predict potential dangers,
and therefore reduce the possibility of certain risks manifesting. The
third, and also the last main area to which prevention refers, involves
the application of judicial measures that establish standards of judicial
cooperation. This group of measures, formulated within this standard,

into force on 1 November 1985 (ETS No. 120). The Republic of Serbia is a member of
this convention (“Official Gazette of SFRY — International Agreements”, No. 9/90).
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refers to the coordination of the activities of judicial authorities, such as
inspection of court records of persons prosecuted for violence.

The contribution of the Convention in reducing tensions and
preventing inappropriate behaviour at sports events is also reflected in
the part of the text where it is emphasized that the relationships that are
established are also responsible for the current state of sports, because,
as Giulianotti notes, sport as a game, in this way, gives primacy to the
competition, so the emerging rivalry is inevitably transferred to the
fans (Pulijanoti 2008, 213). Anastassia Tsoukala joined the few papers
that analyse the importance of the first European Convention in order to
prevent: however, they cannot be identified as the main and only cause.
To these shortcomings of the Convention, which the mentioned authors
identified and explained, we would add a few more that we observed
during this analysis. Namely, the very name of this document implies
that the establishment of international standards and the development of
effective mechanisms for preventing the manifestation of illegal forms
of behaviour primarily refer to football matches, not to all sporting
events. However, looking at the Convention, one gets a different, but
incomplete impression, that the provisions presented and analysed here
mostly refer to sports events of all kinds, although the main focus is
on football matches. Bearing in mind the popularity and mass of this
sport, then such a solution does not represent a big deviation, although
the specifics of other sports and the areas where they are held cannot be
ignored either. This, for example, is probably best reflected in that part
of the Convention from which the analysis of the provisions can be used
to single out infrastructure standards. Football stadiums, in accordance
with their specific architecture, are very different from the infrastructural
solutions used in the construction of sports halls, halls or swimming
pools intended for water sports. Certain differences, in this sense, also
exist in the approaches to such facilities, the places intended for the
entrance/exit of the audience, and especially in the very concept of the
stands, because, unlike football stadiums, in most cases it is about prefab
stands that include different organizational requirements and security
protocols. On the other hand, since it is a matter of the Convention
which, as we have already stated, was adopted under the influence of the
tragedy at the football stadium, then such determinations contained in
it are somewhat understandable. Furthermore, a big problem when we
talk about this topic, and which the Convention does not deal with, is the
kind of violence and inappropriate behaviour of certain actors of sports
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events that take place immediately before or after the end of the event
itself, in the near or far vicinity of a sports facility. In fact, if we assume
that the first Convention in this area is guided by the opinion that deviant
behaviour in the further vicinity of the stadium is the responsibility of
public order authorities, regardless of the indisputable connection with
the sporting event itself, then it cannot be accepted in those places in
the vicinity which represent an integral part of the sports facility itself.
Therefore, the Convention itself does not explicitly indicate where the
spatial limit of the responsibility of the organizer of the sports event is,
although from the given provisions it can be concluded that it refers only
to the sports facility understood in a narrower sense (the field intended
for the game and the stands intended for the presence of the audience).
Therefore, while respecting all the contribution that this document
made in order to establish international standards for the prevention of
violence at sporting events, it is also noticeable that the Convention also
contains certain shortcomings, which is primarily a consequence of the
accelerated effort to immediately after the “Heysel tragedy” this kind
of document sends a message to the hooligans that the same or similar
behaviour will not be possible, that is, a message to the general public
that there are mechanisms for effective prevention in order to prevent
such outcomes.

In the years that followed, there was no reduction in the amount
and intensity of violence at sports events, which is to some extent a
consequence of the development of methods and means of sophisticated
hooligan activity, so as a response of the Council of Europe to such a
challenge, the adoption of numerous recommendations followed. A certain
problem with these recommendations is their legal obligation, however,
as Suput explains, it “stems from the authority of the body that adopts
them and is the result of the agreement of the political representatives
of the member states of the Council of Europe® (2011, 89). Among these
recommendations, the following stand out:

— Council Recommendation of 30 November 1993 concerning the
responsibility of organizers of sporting events® — contains guidelines
that indicate the need to determine who is the organizer of the match
and what is their responsibility, i.e. if the responsibility is divided
between two or more bodies to determine who will be responsible

3 Council Recommendation of 30 November 1993 concerning the responsibility of
organizers of sporting events, adopted on 30 November 1993 (OJ C 444/1). It is not
subject to ratification because it is not an international treaty.
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and for which function.

— Council Recommendation of 1 December 1994 concerning exchange
of information on the occasion of major events and meetings
(network of contact persons)* — suggests the national institutions and
bodies of the Council of Europe to establish a network of contacts
so that the flow of information important for the organization of the
event itself is more expeditious.

— Council Recommendation of 22 April 1996 on guidelines for
preventing and restraining disorder connected with football
matches, with an annexed standard format for the exchange of
police intelligence on football hooligans® — suggests that signatory
states should use an integrated database of police reports on persons
who have committed offenses or who are reasonably suspected of
causing riots.

— Recommendation Rec (2001) 6 of the Committee of Ministers to
member states on the prevention of racism, xenophobia and racial
intolerance in sport® — calls on national governments to take the
necessary measures to prevent racist and xenophobic messages in
football stadiums and sports halls.

— Recommendation 2003/1 of the Standing Committee on the role
of social and educational measures in the prevention of violence
in sport (Recommendation Rec (2001) 6 of the Committee of
Ministers to member states on the prevention of racism, xenophobia
and racial intolerance in sport)’ — indicates the need establishment

4 Council Recommendation of 1 December 1994 concerning exchange of information
on the occasion of major events and meetings (network of contact persons) adopted
on December 1, 1994 (OJ C 444/1). It is not subject to ratification because it is not an
international treaty.

5 Council Recommendation of 22 April 1996 on guidelines for preventing and restraining
disorder connected with football matches, with an annexed standard format for the
exchange of police intelligence on football hooligans, adopted on April 22, 1996 (OJ
C 131). It is not subject to ratification because it is not an international treaty.

¢ Recommendation Rec (2001) 6 of the Committee of Ministers to member states on
the prevention of racism, xenophobia and racial intolerance in sport, adopted in June
2006, entered into force in 2002 (OJ C 444/1). It is not subject to ratification because
it is not an international treaty.

" Recommendation Rec (2001) 6 of the Committee of Ministers to member states on
the prevention of racism, xenophobia and racial intolerance in sport), adopted in 2001
, entered into force in 2002 (OJ C 444/1. It is not subject to ratification because it is not
an international treaty.
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of a broader approach to the prevention of this problem, through the
development of certain educational projects.

The most significant contribution made by the aforementioned
recommendations and other accompanying documents adopted in the
period after the first Convention of the Council of Europe is reflected
precisely in the establishment and further development of the standards
that we previously identified from the analysis of the provisions of the
Convention themselves — the standards of mutual communication. In this
regard, many efforts have been made to establish effective mechanisms for
the application of these standards, not leaving out the institutionalization
of such communication, so today’s cooperation between the organizers
of sports events and their immediate actors is incomparably easier and
more efficient. To this, as an additional contribution to the ultimate
goal — prevention of inappropriate and violent behaviour at sports
events, we should add the obligation of the signatory states, which arises
from these accompanying documents, to establish a National Football
Information Point (hereinafter: NFIP), as the central body through which
all communication related to the organization of international matches
will be carried out. The NFIP is, in fact, conceived as the bearer of
almost all the activities we mentioned above, which derive from the
recommendations of the Council of Europe, including the indispensable
communication between security structures as well as the exchange
of police and intelligence data. However, regardless of the noticeable
progress that has been made towards the set goal, it is noticeable, almost
equally, that the aforementioned recommendations focus on football as
the most mass sport (cf. aut. NFIP), almost always respecting the specifics
of events of this type only. To be fair, other sports, including the venues
in which they can be played, are not completely neglected, but they are
not nearly as represented as football matches.

Seeking to compensate for the shortcomings contained in the
previous Convention I, under the influence of a new wave of expansion
of violence and misconduct by fans in stadiums across the continent, in
2016 the Council of Europe adopted a new document called the Council of
Europe Convention on an integrated safety, security and service approach
at football matches and other sports events® (hereinafter: Convention

8 Council of Europe Convention on an integrated safety, security and service approach
at football matches and other sports events), adopted on July 3, 2016 in Strasbourg,
entered into force on November 1, 2017 (OJEU L 115/9). The Republic of Serbia signed
this convention on May 17, 2021, but did not ratify it.
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II). In the explanation of the proposal of the Convention (Explanatory
Report)’, it is stated that in the period of almost three decades after the
adoption of the first Convention of the Council of Europe (in 1985), new
circumstances arose which are reflected in the significant influence of
various social factors (economic, political, technological, migration) to
sports events and the development of new forms of hooligan behaviour.
Accordingly, the proposal of the Convention in its introductory part
particularly emphasizes the importance of establishing a dialogue
with key actors, such as local communities, fan associations and the
like. Therefore, from the very introductory provisions we can notice
certain changes in the approach to the issue itself, i.e. it can be seen
that Convention II will have an integrative approach that does not only
mean communication between the security structures responsible for
the organization of an international sports event (a legacy of the first
CE Convention), but also interaction with a wider circle of indirect
and direct actors of sports events. Convention I, just like the one that
preceded it, foresees a whole series of measures to prevent and punish
violence and misconduct. Among others, there are those that emphasize
that the signatory states are obliged to improve the licensing system of
those persons who are in charge of implementing security protocols
at the venues of sports events; it is necessary to improve the sanitary
conditions in these places, that is, to develop more effective protocols for
unhindered access to special categories (women, children, the elderly and
people with disabilities); the organizers of the sports events themselves
have the possibility of being sanctioned, due to inadequate actions, if
certain incidents occur. At the very beginning of Convention II, we can
see a repetition of the flaws of previous similar or the same documents,
which are reflected in the overemphasis of the validity of provisions for
football matches. Although its text states that most of these provisions
refer to football due to its global distribution, it is evident that the changed
social circumstances that were noted at the beginning, among other
things, influenced the development of deviant forms of behaviour at other
types of sporting events (cf. aut. basketball games in Serbia). However,
in addition to this tendency, which builds on the previous document,
Convention I, unlike all previous solutions, also provides institutional
support for the implementation and realization of the foreseen measures.

° Explanatory Report to the Council of Europe Convention on an Integrated Safety,
Security and Service Approach at Football Matches and Other Sports Events, adopted
in 2016 in St. Denis (CETS 218).
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For this purpose, the Committee on Safety and Security at Sports Events
was established, which is responsible for monitoring the implementation
of the provisions of Convention II and providing technical and advisory
assistance to the signatory states.

Further analysis of the provisions contained in Convention 11
indicates that the basis of this document is the position that misconduct
at sports events is not the result of innate or created rivalry, nor the
consequence of the consumption of illegal psychoactive substances, but
rather the synchronized action of the most diverse risk factors. In this sense,
the integrative approach that the Council of Europe tried to implement
in the fight against illegal behaviour at sports events implies that the
most important standards that can be extracted from these provisions
are safety, security and services, which are also three pillars of the same
goal. Safety standards, as the thematic concept of Convention I, include
a set of measures related to the protection of life and health of all actors
of an event (stadium infrastructure, stadium certification, rules for the
consumption of alcoholic beverages, plans for emergency situations,
etc.). Security standards, as the next thematic concept, include those
measures that are specially designed to suppress all forms of violence
both in the stadium and outside it (cooperation between police services
and other security structures in the organization of a sporting event of an
international character, risk assessment, sanctions for individuals). From
the mentioned group of measures, we can see one of the objections of the
CE Convention from 1985, which refers to the defining of responsibility
for the type of violence directly related to the football match. It is not
manifested in the stadium itself, but in its environment. Although it
is emphasized again that such violence, first of all, must be correlated
with a football match (the possibility is left that it can apply to other
sports as well), the value of this group of measures lies precisely in the
fact that it defines the spatial competence of the organizers, which no
longer includes the deviant behaviours displayed within the confines of
the stadium. Service standards represent the last thematic concept that
is equally important for achieving the very goal of Convention II and
refers to a set of measures that should make the stay at sports events
pleasant (availability of food and drinks, appropriate sanitary facilities,
safety protocols).

On the other hand, in addition to all the aforementioned provisions
and established standards aimed at suppressing violent and inappropriate
behaviour at sports events, the conclusion is that Convention II does not
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contain revolutionary solutions, that is, that on the way to that goal, it
will not lead to radical changes. Although it is not in dispute that it has
the provisions and established standards that we mentioned above, which
can partially contribute to that goal, we are witnessing the expansion
of hooliganism in stadiums and in halls throughout Europe, which also
shows that certain solutions contained in Convention II are superficial
and practical unattainable. Also, part of the responsibility for this problem
must be borne by the Security and Protection Committee itself, because
as an institutional support, practice has shown, it does not have effective
mechanisms for implementing these ideas. Although the very idea of
establishing a body of this nature, with clearly presented powers, was
welcomed by the largest number of states and unequivocally accepted,
however, there were no concrete results. Noting the existence of difficulties
in the practical implementation of these provisions, we come to the part
in which Convention II showed its greatest shortcomings. Namely, the
set of provisions related to the change of the stadium infrastructure, in
the first place, does not indicate the correlation between the non-adapted
stadium infrastructure and violence in it, so the entities responsible for
the implementation of these provisions on the basis of the given text
cannot see the danger that may arise if they turn a deaf ear o requests
of this kind. In practice, on the other hand, it turned out to be an open
possibility that, in the name of that absence, those same subjects make
different compromises when it comes to the construction of the stadium
infrastructure. For example, football stadiums in Serbia use this gap,
and therefore do not have adequate control systems at the entrances, but
have prefabricated technical systems whose goal is to select spectators
depending on the price they paid for the ticket, and not to contribute to
their safety. However, as it is clear that one document, regardless of its
legal force, cannot systematically eradicate the occurrence of violence at
sports events, it should be noted that Convention II contains provisions
that should represent guidelines for future development with the aim
of preventing the occurrence and criminalization of such patterns of
behaviour.
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CRIMINAL-LEGAL PROTECTION AGAINST
VIOLENCE AT SPORTS EVENTS IN EUROPEAN
COUNTRIES — THE EXAMPLE OF ENGLAND

As we could see in the previous chapter, various forms of
inappropriate, illegal and consequently harmful behaviour of actors
of sports events were the main motive for the adoption of international
standards aimed at regulating this issue. The specificity of the adopted
documents is that they mostly acted retroactively, that is, they were
ratified immediately after certain events that caused consequences of
an enormous scale, as well as enormous public pressure. We are also
witnesses, as the above-mentioned examples confirm, that football team
matches are particularly inspiring for extreme groups or individuals, so,
regardless of the fact that various forms of inappropriate behaviour appear
at matches of other sports, in modern conditions there is an impression
that such behaviour most pronounced precisely in this sport. Such a
generalization, somewhat reasonable, is nevertheless not justified, i.e. in
order to reduce the problem of improper behaviour at sports events to a
socially acceptable level, it is necessary that the approach to the problem
includes all aspects of this behaviour, including the possible place and
time of their manifestation. This further implies that the complexity
of this issue also lies in the fact that there are no clear preconditions
that can be said to favour the emergence of this phenomenon, i.e. that
unacceptable outbursts of violence occurred equally in developed and
underdeveloped countries, smaller and larger continents, more precisely
independent of the determinants of this type. However, there are several
countries that are leading in this regard, that is, that can be singled out
as an example of good practice. The first among them is England, a
country that, in order to prevent illegal forms of behaviour in stadiums,
adopted the standards identified above and brought their functioning to
near perfection in practice. Just looking at the sports events that take
place in this country indicates that, for example, infrastructure standards
have been applied in such a way that this country is rightly used today
as an illustration of the topic that this paper deals with.

Until the mid-1980s, hooliganism, claims Robert Carroll, was
an integral part of the sports (football) scene in England, i.e. a striking
feature of sporting events (1980, 77). According to Hall (Stuart Hall),
this problem begins to be solved from the moment when violence of
this type is identified as a social phenomenon and as such becomes a
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political matter (a question of law and social control) (1978, 42). Although
hooliganism in England manifested itself in the years before World
War 11, the first significant steps towards the normative formulation of
this problem were made only in 1984, when the Police and Criminal
Evidence Act 1984 was adopted, which gave the police the authority
to supervise football hooligans. Already in the following year, the now
famous tragedy at the Heysel stadium had a decisive influence on the
change in the approach of the UK authorities towards the problem of
this type of violence. The then Prime Minister of the United Kingdom
Margaret Thatcher, realizing that tragedies of this nature irreversibly
damage the reputation of this country in international relations and reflect
the impression that extreme fans are stronger than the law (Veutney and
Freeburn 2015, 209), began an unconditional, long-term and decisive
confrontation with hooligans. Among the series of measures that were
introduced at that time and the laws that were adopted, the following
provisions stand out: prison sentences of 3-5 years were introduced,
stadiums had no standing room, the serving of alcohol was prohibited,
cameras were installed in stadiums and in the streets at the approaches
to the stadium, complete numbering of seats was introduced and the
sale of subscription tickets with an identification document... (Otasevi¢
2014, 164). Emphasizing the position that football hooliganism was the
“worst disease of the nation”, Thatcher at the same time used the great
public pressure that took place through the media in order to introduce
stricter measures against deviant youth, the stronghold of the working
class, and the game of football in general (Piskurek 2018, 96). In this
sense, the adoption of a series of laws that further contributed to this
struggle continued, among which the following stand out: the Sporting
Events [Control of Alcohol] Act of 1985, the Public Order Act from 1986,
Football Spectators Act from 1989, Football Offenses and Disorder Act
from 1999 and Football Disorder Act from 2000.

The aforementioned normative solutions led to numerous changes,
of course, and to the integration of the standards recommended by the
Council of Europe Convention, but also to their further development.
Namely, as we said, probably the most visible such example is represented
by infrastructure standards, which began to be applied at the end of the
20th century and continue to develop to the extent that many of today’s
stadiums on the soil of this country are masterpieces of architecture.
England was, therefore, the first to recognize the correlation between
stadium infrastructure and the safety of direct and indirect actors of a
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sporting event, adopted a normative framework for the application of
these standards and thereby significantly reduced the risk of various
forms of misconduct (Pori¢ 2017, 39-55). Accordingly, all stadiums
in England today have chairs for sitting, the number of which must
correspond to the estimated capacity of the stadium, and visitors are
obliged to adhere to the numbering of the seats and to sit in their seats
during the game. Also, in this wave of changes, significant steps have
been taken to improve service standards, so every stadium has toilets
that are clearly marked, and access to them is enabled for every visitor
(including special categories, such as people with disabilities).
Although almost all the provisions contained in the laws mentioned
here have their role in preventing and suppressing inappropriate behaviour
patterns, first of all on football and then on all other fields, most theorists
agree that the Football Spectators Act'® from1989 is the one that to
the greatest extent enabled noticeable results in practice, especially in
terms of establishing standards of judicial cooperation and standards of
police behaviour. The most important provision of this Act is contained
in Chapter 15, which states that the UK courts can impose a measure
of prohibition (so-called “restriction order”) from attending sporting
events, both at home and abroad, to those persons who have previously
been registered and convicted of misdemeanours at football matches
(Stott & Pearson 2006, 242). It should be noted that this law is a kind of
upgrade of previous laws that tried to combat the ever-growing problem
of hooliganism, and in the Western literature one can clearly see opinions
that, in fact, say that based on the experience of previous laws, a whole
series of shortcomings have been corrected by the new act, which, again,
according to their opinion, is also its main value (Williams 2013, 2).
However, the prohibition measure introduced by this Law also contains
certain shortcomings that are primarily reflected in the imperfect solution
that this measure can be imposed on all those persons who have records
of violence in connection with football matches. However, underlines
Williams (Adam Williams), the problem arises at the moment when such
an act is not directly related to a football match, but without a doubt
represents an act carried out by hooligans, insisting on the example
when a group of extreme fans attacked an elderly woman in the wider
centre of London, on a day when no games were played (2013, 2-3). In the
given circumstances of the specific example, the court did not consider

19 Football Spectators Act 1989. UK Public General Acts1989 p. 37. Retrieved April 15,
2022, from https:/www.legislation.gov.uk/ukpga/1989/37/contents/enacted
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that the legal requirement was met, stating that the assumption that it is
about fans is not sufficient, that is, it is necessary that there is fulfilment
of the main condition — that such an act is related to a football match.
Several similar examples like the one mentioned here influenced the
legislator to reconsider the solutions contained in the previously analysed
law, and finally, after the new riots that marked the European football
championship held in Belgium in 2000, to make additional efforts to
eliminate these shortcomings. Accordingly, in the same year 2000, the
Football Disorder Act' was adopted, which stipulates that the measure of
banning attendance at sports events (“restriction order”) can be imposed
even in those situations where the manifestation of violent behaviour is
not direct in connection with a football match. A significant contribution
of this Law, as stated by Pearson (Geoff Pearson), is also in the provision
that allows this measure to be imposed on those persons who have not
been registered and convicted for committing offenses at football matches,
if it is about persons who have been flagged by the police as entities that
can incite riots and violence at matches (2006, 2). With this solution,
the police received much greater and more effective powers in the fight
against hooliganism at sports events, and the data (3,286 bans based on
police recommendations) also show that the Ministry of Internal Affairs
in the years after the adoption of the Law became the pivot of this type
of struggle (Pearson 2006, 2). From the aforementioned analysis of the
criminal-legal reaction to the violence of extreme fans in England, it is
clear to note that many years of continuous work on this problem has
yielded results, in the sense that violence at football and all other matches
is an unimaginable phenomenon in this country. However, when looking
at the wider picture of this problem, although the general impression
of the public is that the then British Prime Minister Margaret Thatcher,
with her decisive and uncompromising approach, solved the problem
of hooliganism on the sports scene, the reality points to different facts.
It is true, therefore, that violence in the stands in England is a thing of
the past, especially after the tragedy at the Heysel stadium in which 39
English fans lost their lives, but it has not ceased to exist as such, that
is, it has been partially moved from the stadium to the streets of British
cities, but also to the stadiums and streets of those European cities where
English clubs are visiting, and which do not have effective mechanisms
to oppose this phenomenon.

' Football (Disorder) Act 2000. UK Public General Acts2000 p. 25. Retrieved April
15, 2022, from https://www.legislation.gov.uk/ukpga/2000/25/contents
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CONCLUSION

The generally accepted point of view that socio-political processes
throughout the 20th century, primarily globalization, transformed the
basic role of sport, which today is reflected in its commercial effect, still
did not erase the centuries-old testimony that it also has a noticeable
ideological role. The effort to adapt sport to a broad concept of mass
culture, with the additional aim of representing a counterweight to the
boring and increasingly less acceptable everyday life, at the same time
exposing the fact that it has become a tool of powerful industries less
and less available to the common man, marks the first and crucial step
towards its hypostasis. The new paradigm of sports, to be honest, is not
only a consequence of the processes observed here, but the responsibility
for the state of affairs in this area lies with the very relationships that are
established, on the basis of which the competition gains primacy over
the game, and the emerging rivalry is inevitably transferred to the fans
as well. An indispensable element of this new paradigm, therefore, is
inappropriate and improper behaviour, not only by the audience but also
by other actors of sports events, and a whole series of social, economic
and political factors that act synchronously ultimately make such patterns
of behaviour grow into hard-to-understand extremism.

The history of the fight against violence at sports events, as we
have seen in the paper, can be divided into two stages: the first, covers
the time period from the end of World War I to the tragedy at the Heysel
Stadium in 1985, which is characterized by a noticeably flexible and
somewhat weak approach to this issue; the second, covers the time period
immediately after the aforementioned tragedy and lasts until today, i.e.
the period in which certain countries (cf. aut. England) have shown that
it is possible to develop effective normative and social mechanisms to
oppose the expansion of violent behaviour of this kind. A whole series
of primarily international and then national documents and laws that
were ratified and adopted in this period undoubtedly contributed to the
improvement of international legal standards of criminal-legal protection
against violence at sports events, however, the fact that most of them
were adopted retroactively presents a certain problem, i.e. only after the
manifestation of certain behaviours that had catastrophic consequences.
The example of the mentioned country, which served as an example
of the topic that is dealt with in the paper, shows that it is possible
with legal provisions to reduce inappropriate behaviour of fans to a
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socially acceptable level and that it is possible to establish successful
international cooperation with the same goal. However, when we talk
about the international cooperation of countries on this front, it should
be noted that there is a sufficiently large space for further progress,
especially between what was proclaimed and what was done. The daily
witness to situations where fans from various countries, following their
teams on away trips, continue with the practice of extreme activities
(use of pyrotechnics, rioting, drugging and drinking...), quite decisively
confirms this claim.

The existence of sport, bearing in mind all of the above, is quite
endangered, and in order to avoid the most unfavourable scenario in this
regard, it is necessary to provide sport with a position in society that will
enable it to actively participate in the social and economic system of the
country. Therefore, in order for such a status to be possible to be achieved
from sport, all those elements that threaten it, which are embodied in
the connection between sport-politics-crime, must be eliminated and an
effective control function must be established that would reduce socially
unacceptable behaviours to a minimum.
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Hemama CreBanoBuh
Daxkynineili 3a guiliomatiujy u 6e3begrocii

Ayman Paxyaosuh

Daxynitieiti 3a guiunomamiujy u 6e36egHocii

MEBYHAPOJAHO ITPABHU CTAHIAPAN
KA3BHEHO-ITPABHE 3AIITUTE O/l HACUJ/bA
HA CIIOPTCKHMM IIPUPEJIBAMA

Caxerak

Luse pana jecte npukas epUKaCHOCTH 10 cana MPUMEHHX
MEXaHu3aMa 3a CIpeyaBambe HaCUJba M HEJOJUYHOI MOHAIIAHa
Ha CHOPTCKHUM Ipupeadama, caapkaHu y MelyHapoIHO paBHOM
OKBHUPY M HaIllMOHAJIHOM 3aKOHOJIAaBCTBY, a KOjU Cy HAaCTaJIH U3 IpaKce
CyIPOTCTaBJbakba OBOM OOJIMKY HAacHJba y MOjEAMHUM JprKaBama
3ananne EBpone. Mehynaponna capaama Ha 10Jby Ka3HEHO-IIPABHE
3aIITHTE OJ HACHUJba Ha CHOPTCKUM Ipupendama pa3Buiia ce€ HAKOH
HU3a TparuyHux gorahaja y npyroj nojgoBuHu XX Beka, ¢ HAMEPOM
Jla ce CHAaroM 3aKoHa U MehyHapoIHUX KOHBEHIMja yCIOCTaBH CUCTEM
MPEBEHTUBHOT JIeJI0Babha Kako OU ce HEMHJIE CLCHE SIMMHHHCATIC U3
cajpkaja CIOPTCKUX aKTUBHOCTH. Kako mojeauna 1pymrsa, HOroTOBY
OHa y Mpolecy TPaH3HIIKje, 3aHeMapyjy 3Hauaj 31paBCTBEHO-PEKpEaTUBHE
(yHKIMje ciopTa, HCTOBPEMEHO HE YMHE JIOBOJHHO HA IJIAaHY OBE
NPEBEHLIMjE€ U TPOMECHH OHUX APYLITBEHHUX peJiallija Koje ce Hajxas3e
y OCHOBH JICBHjaHTHOI' TIOHAIIAka CIIOPTCKUX aKTepa, y IPBOM pery
HaBHjaya. Ha OCHOBY KBanMTaTHBHE aHAJIM3E JTUTEPATYPE, KA0 OCHOBHOT
METOJIOJIOMIKOT IPUCTYIIA U aHAJIN3€ TPABHOT U MHCTUTYIIHOHATHOT
OKBHpa y 0BOj 00J1aCTH, KOHCTATYje CE 1a je Ha OBOM I0JbY Y HOCIEIHUX
HEKOJIMKO JICLICHHja yYME-EHO MHOTO KOPUCHUX U e(hprKacHuX Kopaka. Kako
HACHJbE Ha CHOPTCKUM AoraljajiumMa joil yBEK er3sucTupa Kao Hen30CTaBHO
o0ernesje roToBO CBaKe aKTUBHOCTH OBE BPCTE, HA TEPEHUMA U Y XaJlamMa
mpom EBporne, 1a ce NpUMETHUTH J1a MOCTOjU U3BECTaH MPOCTOP 3a
JaJbyl Hapeaak y noryieny nedunucator nuusba. Kopucrehu naBujame
Kao og0pamMOeHN MeXaHU3aM UJIeHTU(DUKAIIH]e, TIe CaM TAKMHUYapCKU
OZIHOC YHYTap Ur'pe CTBapa pUBAJIUTET, OBH IPUIIAJHULHU YTIaBHOM Ma
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MapruHaJIn30BaHUX APYIITBEHUX T'PyNa HAa OBAj HAUYWH apTHKYJIULIY
CBOj€ HE3aJ0BOJHCTBO Ha APYIITBEHO HEMPUXBAT/HUB HAUMH.

Kibyune peun: criopT, HaBHja4H, 3aKOH, XyJIUTaHU, CTIOPTCKO HACUJBE,
MelyyHapoIHO MpaBHU OKBUP, EKCTPEMH3aM.
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HacTaja je Kao pe3yJiTaT Iyro-
rogukCr U3ydyaBamba CUCTEMA
HaluoHaHe 0€30eTHOCTH U ITPEe/I-
CTaBJba HAyUHY CTYIIH]Yy KOja ce
0aBU HajOCCT/LUBH]UM JICIIOM JIP-
JKABHOT YITPaBHOT arapara, 4uju
j€ Tocao Be3aH 3a pajl y TajHOCTH.

Ananmzupajyhn nocrojehe
paBHE MPOITKCE, aJTU 1 PAKCY Koja
CE OJIHOCH Ha paJ| ciyx0u 0e30e-
HOCTH, MOHOTpadHja 1aje OAroBope
Ha aKTyellHa MHUTamba, Ha METOJIO-
JIOIIKHM KOPEKTAH U CTPYKTYPUPaH
Ha4YHuH.

KonTpona ciyx6u 6e36en-
HOCTH jeJiHa je O]l HajUHTPUTAHT-
HI/IjI/IX TEMa y NOJIUTHYKOM KHBOTY,
MPaBy U MOJUTUKOJIOTHjU U 3aXTe-
Ba paspaljeHe mpaBHE U UHCTHUTY-
[IMOHAJTHE MEXaHU3ME KOjU CIIpe-
4yaBajy z1a ce 6e30€IHOCHH CEKTOP
MPETBOPH Y PE3EPBHUCAHU TOMCH
pa3IUYUTHX IIeHTapa MOhH.

[Nonaszehu ox ynmenunne na
je 6e30eHOCT TMHAMUYHA KaTero-
pHja, 1a ce 3aKOHCKa peryJsaruBa
KOja ce OJTHOCH Ha paj ciyxou Oe-
30€THOCTH OJ1 TIOCIICIIET N3/ambha
OBC€ KIbUTC 3Ha‘IajHO U3MCHHIIA N
Jia cy HOBe 0e30e/IHOCHE MPEeTHE
yTHIIaJe Ha TO J1a CHCTEM HAIlHO-
HaTHe 0e30€HOCTH Ha IPyTradrju
HauyuH OyJie TIOCTaBJbEH, jABHIIA CE
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oIpaBiaHa noTpeda 3a U3MEHOM U
JONyHOM KiHre (cTp. 12).

JenukaTHOCT MOCa KOjUM
ce ciryx0e 6e30eqHocTH Oase, ja-
CHO HaJIayke J]a OHE MOpPajy OMTH
npeaMeT ofarosapajyhe nemMokpar-
CKE ¥ LIMBHJIHE KOHTpoOse. MHOTH
Hay4HUIY U UCTPAKUBAYU U3 OBE
00J1acTH Cllaxy ce y ToMe Ja He
MOCTOjH JeIUHCTBEH HUTH OIIIITE-
npuxBaheH 1 TpUMEHJBUB MOJEI
3a BUXOBY KOHTPOIY U Aa y Behu-
HU 3eMaJjba KOHTPOJY aKTHBHOCTH
C1y)0u 6e30eIHOCTH CIIPOBOIE
3aKOHOJABHE, U3BPIIHE U CYJCKE
BJIACTH Ka0 W LIMBHJIHO APYIITBO
(cTp. 15).

Y monorpaduju, CTpyKTYy-
pHCaHOj y ICBET LIeIMHA, HA CAMOM
MOYETKY, TOpe]l CBEOOyXBaTHOT
nepuHUCama MOjMOBAa OMTHHUX
3a pazyMeBame TeMaTUKe, ayTop
M3PUYUTO yKa3yje U Ha MoTpedy
pa3IuKOBama OHUX IMOjMOBA, 10
YHjer Melllamka YecTo A0Ja3H, yciIen
HEJOBOJHHOT TI03HaBamba OBe 001a-
cTH. AyTOp aHajau3upa U apyra
NUTaba, OMYT OHUX Koja ce THIY
MehyHaponHONpaBHUX JOKyMe-
HaTa a 3aTUM Ce JOTHUYE Hayena
0J1 KOjHX Y BEJIMKO] MEPH 3aBHUCH
(YyHKLIHOHHMCAKE IEMOKPATCKE U
LIMBHJIHE KOHTPOJIE Haj CiIy>k0a-
Ma 6e30eIHOCTH.

Beh y Hapennom normnasJsy,
CTaBJba CE aKIeHAT Ha Pa3BOjHU
nyT ciry>x0u 0e3dennoctu y Cp-
6uju, ox IlpBor cprickor ycranka
no 2007. roguHe, ca MOCEOHUM
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OCBpTOM Ha BpuOHCKM TIeHYM,
KJbY4HH Jorahaj y peopmu obaBe-
mTajHo-0e30€THOCHE IETaTHOCTH,
HAKOH Kora je Hekajamma Y/ IBA
Tpanchopmucana y Ciryx0y np-
*KaBHE 0€30€THOCTH. AyTOp MOTOM
naxmy nocsehyje CaBe3HOM caBeTy
3a 3alITUTY YCTaBHOT MOPETKa Kao
¥ BpcTaMa 1 00JIMIMa KOHTPOJIE
ciyx0u 60e30eqHOoCTH Y OUBIIIO]
CoPJ.

¥V Penyb6nunu Cpouju no-
CTOje TpH ciyxk0e 6e30emHoCTH,
jemHa UBUITHA U ABE BOjHE. To
cy: be3bennocHo-uadpopmaTuBHa
arenuuja (B A), koja mpencrasiba
noceOHy areHuujy Brnane Pemy-
omuke Cpouje, Bojrobe30eqHOCHA
arennuja (BBA) u BojuoobOage-
mrajHa arennuja (BOA), koje cy
OpraHu yrmpase y cactaBy MuHu-
crapctBa onopane (ctp. 47).

N3yuaBajyhu oOase-
mITajHO-0e30€JHOCHH CHCTEM
Peny6nuke Cpbuje, ayTop MoMu-
BE HA/JISKHOCTH, OBlalrhema u
obaBe3e, a 3aTUM M OpraHU3aluoHe
CTPYKType 0€30eTHOCHHX CITykO0H,
C HAPOYMTHM OCBPTOM Ha IoceOHe
MOCTYIKE ¥ MEpe KOje IPUTIaTHHIH
cIy>k0u 06e30e1HOCTH IPHUMERY]Y Y
pany. [loroMm, y HapeaHHUM mOTJa-
BJbMIMA, J1aje OATOBOP Ha MO3HATO
[InaToHOBO MHTame U3 BpeMeHa
rpuke kiacuune ¢unozoduje: Ko
qyBa uyyBape?

KonTtpoy u Hagzop ciry:xou
0e30e1HOCTH CIPOBOJIE TApJIaAMEH-
TapHa, W3BPIIHA U CYACKa BJIACT,



Jenena boorcunosa

lpuxaz

aJIM ¥ HE3aBHCHHU JIPYKaBHU OpPraHu
(BawrtuTHUK rpahana, [ToBepeHuk
3a nHpOpMAIH]je O] jaBHOT 3Havaja
Y 3aIUTUTY MMOJAaTaKa O JUYHOCTH,
HprkaBHa peBH30pCKa HHCTUTYLIH]A,
reHepaJiHi HMHCIEKTOpaTH, Oy1ieT-
CKe HHCTeKnuje u apyru). [loceOne
BHUJIOBE KOHTPOJIE OCTBapyjy UH-
CcTUTyuHje rpahaHcKor npymrsa
(excriepTcKe TpyIie, HeBJIAIHHE Op-
raHuzanuje, yapyxema rpahana
UT/.) U jaBHOCT.

Kao najBuie npencraBHuY-
KO TeJIO ¥ HOCHJIAall yCTaBOTBOPHE U
3akoHozaBHe Bnactu y Cpouju, Ha-
POIHA CKYIILITHHA Y OKBUPY CBOJUX
HaJIS)KHOCTH UMa U Haa30p Hal
pazom ciryx6u 6e30eqHoCTH (CTP.
119), xojy ocTBapyje Hemocpen-
HO U mpeko HajiexHor Ondopa
3a KOHTPOJY CIyK0u 0e30e1HO-
cTH, panuje Onbopa 3a onOpany u
0e306eqHOCT.

Kako 6u ycnieo na oarosopu
3aXTeBHUMa KOHTPOJIE, NapIaMeHT
Mopa UMatu nodap ¢opmalHu
OKBHD 1 oBjamhema 3a pa, Kao u
U3paKeHy MONTUTHYKY BOJbY Jla KOH-
Tpony 3aucta u Bpiuu. [lotpedHo je
JIa HOCJIaHMIK CXBATe /1 je KOHTPO-
na cexTopa 0e30eHOCTH HHX0Ba
obaBe3a npema rpahanuma u geMo-
KpaTHjH, 2 HE 0/Ipa3 MOBEPeHa HITH
HEIOBEPEHa Y PyKOBOJICTBO (MHHU-
CTpE HITH TUPEKTOPE CITY>KOM) HITH
3aIl0CJIeHe Y OBUM HHCTHUTYIIHjaMa.
3a KBaIMUTETHY KOHTPOITY CITy>KOH
0e30eqHOCTH MOTpeOHA Cy HeE ca-
MO CHa)kKHa KOHTPOJHa oBJamhema

KOja ce MPHUMEmY]jy, HETO H BUCOK
cterneH Mel)ycoOHOT oImToBamka U
yBakaBama u3Mely KOHTposopa u
KOHTpOJIHCAaHUX. YecTo je mpucyT-
Ha TIpaKca Jia ciryxoe 0e30eHoCcTH
He Bepyjy MapiIaMeHTy U IUIalle ce
na he unmaHOBM HAJ30pHUX 0100pa
00€JIONaHUTH BUXOBE MOBEPJHH-
Be nH(popmanuje. Umajyhu to y
BH]Y, YCIIOCTaBJbajy CE€ CIIOKEHE
npoueaype U MeEXaHU3MU 3a 3a-
IITUTY y KopHIINery THX MOfaTaKa.
Taj mpoGiieM je y HeKHM 3eMJbama
pewten onpenbama 3akona (CA/L,
Hopgemka, Cp6uja). ¥ Hekum ciry-
YajeBUMa, TO 3aBUCH U O]l YIaHOBA
TeJia KOje BPILIY HaJ30p, Tj. O caBe-
CHOCTH y pajly ca TajHUM HoJaluMa
(cTp. 107).

Kapa je y nutamy KOHTpO-
J1a KOjy CIIPOBOAM 3aKOHOJABHA
BJIACT, ayTOp UCTHYE Ja HOPME
3akoHa 0 ocHOBaMa ypehema ciy-
x&O0u 0e30€HOCTH MPEACTaBIbA]Y
BEJIMKO yHampeheme y OAHOCY Ha
onrosapajyhe oxpende 3akoHa o
be36ennocHO-MHPOPMATHBHO]
areHIyjy, KOju napjlaMeHTapHy
KOHTPOJY ¥ KOHTPOJTY YOIILITE Tpe-
THpa Ha HAjONIITHjH HAYHH.

Jom jenHa mHTEpecaHTHa
YUH-CHUIIA je J1a o ofpendama
paHHjer mocjJoBHUKA HUje OHIIO
OorpaHHYEHa Ha CeAHUIaMa Of-
Oopa, MmoImTo Cy OUile OTBOPEHE
3a jaBHOCT, 11a je BHMa Morao na
MPUCYCTBY]je OMIIO KOjU OCIaHUK.
VYmpaBo u3 Tor pasiora, AeaBano
ce J1a Cy MaTepHjajy 3a CEIHULE TOT

213



THE POLICY OF NATIONAL SECURITY

pp. 211-215

TUNa OMJIM JOCTYITHH CBUM HOCIIa-
HHLMMA, LITO je, U3 aCleKTa 3Hauaja
0e30eTHOCHUX ToJlaTaKa Koje Cy
TAaKBM MaTEpHjau CaapKaliu, He-
nonyctuso (ctp. 130).

OCHOBHO TIHTamkE KOje ce
cajia IoCTaBJba je Kako o0e30e-
JIUTH JICJIOTBOPHY KOHTPOIY HaJ
cinyx0bama Oe30emHOCTH, a J1a ce
U TOME HE TOBPEIH ,,[IPUHIIHII
TajaocT’?

YoueHo je na ce Hajehu He-
JOCTalH, IPUIMKOM CIPOBOhema
HaJ30pa, KpUjy Y OHOME LITO 3aKOH
He iomumse. [la Ou Ouite ehukacHe,
CHOJBAIIEE KOHTPOJIE U HAJ30p,
NMOCeOHO y OpraHu3aiyjama 3a-
TBOPEHOT THIIA, KAKBE Cy CIyK0e
0e30eqHOCTH, MOPajy e OCIamkaTh
Ha MEXaHHU3Me U HHCTPYMEHTE YHY-
TpalIkbe KOHTPOJIE, T/Ie Ce TIPe CBEra
MHCITY Ha TeHEPaTHOT HHCTIEKTOPA.

Jlasbe, y KibH3H, ayTOp U3HO-
CH YMHHCHUIIC BE3aHE 32 KOHTPOITY
ciryx0u 6e30€THOCTH KOjy CITPOBO-
Jie OpraHy U3BPIIIHE BIACTH, a IIpe
cBera ykasyje Ha Moryhe 31oyro-
Tpebe. Y KOHKpPETHOM MpUMEpY,
Brana ce, mpema no6ujeHuM noma-
IIIMa O jABHHX CITYKOCHUKA MOXKE
OJIHOCUTH Kao MpeMa CBOM BIIACHH-
IITBY, IO/l MAaCKOM ,,HaITMOHAJTHE
0e30emHOCTH”, JaKJIe OHA MOXKE
NOKYLIATH J]a TPpUKpHje HHPopMa-
IIHje KOje Ce TUIY OJTOBOPHOCTH
0e30eTHOCHUX CITYXOH, a Koje on
npeMa 3aKOHY Mopasie OUTH Mpe-
MET jaBHE pacrpase. Y Ipyrom
ciy4ajy, Bnama Moxke KOpHCTUTH
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0e30enHOCHE areHiuje, OOHOCHO
BHUX0BEe MoryhHocTH, pagu npuba-
BJbama MHpOpMaIH]ja 3a moTpede
napTHjcKe MOJIUTHKE, HA IPUMED,
3a CaKyIlJbame MOojJaTaka o JoMa-
h¥M NOMUTHYKUM TPOTHBHULIUMA,
LITO je HEAOIIYCTHUBO.

[Nonazehu ox ynmenuue na
o CaBeTy 3a HalMOHAIHY 0e30¢-
HOCT HeMa JIOBOJBHO MaTepujaja, na
j€ aKTHUBHOCT, 110 TIPUPOIH TTOCTIa
KOjuM ce 0aBw, JIeJIOM TajHOBUTA,
Kao ¥ JIa je CTpy4Ha JUuTeparypa
TI0 TOM [TUTaky NPHIMYHO OCKY/IHA,
ayTOp M3HOCH KOHCTATAIUje U TIpe-
MOpYKe Koje Ou Tpedaio carienaru
panu TeMeJbHHjET U CBeOOyXBaT-
HUJjer peryjaucama KOHTPOITHUX
MeXaHH3aMa y HaIlHOHATHOM 3a-
KOHOJIAaBCTBY B€3aHO 3a paJl OBOT
tena (ctp. 159). Haswe, ayTop ce
ocBphie u Ha paj bupoa 3a koopau-
HaIH]y pajzia CIyk0m 6e30eTHOCTH
n Kannenapuje CaBera 3a Hanu-
OHaJiHy 0e30€eIHOCT U 3aIUTUTY
TajHUX MOJATAKA.

Cyncka KoHTpoJia, Takohe
je BayKHa KOMIIOHEHTa, KaJia je ped
0 JEMOKPATCKOj U IIMBUIHOj KOH-
TPOJU CIIyKOu 0e30eTHOCTH U Y
Hajsehem Opojy ciydajeBa 3acHU-
Ba C€ Ha KOHTPOJIM 3aKOHUTOCTHU
npeny3uMama NOCEOHNX JOKa3HUX
paamu. Cinyx0e 0e30eaHOCTH 3a
3aKOHCKY IPUMEHY HEKHX 1oce0-
HUX MOCTYyIaKa U Mepa, MOIyT
TajHOT HaA30pa KOMYHHKaIHja,
MOpajy AOOHTH MUCMEHY CYICKY
CarylacHOCT, Kako Ou ce M30erio



Jenena boorcunosa

lpuxaz

HET03BOJHEHO HapyllaBame Jby/I-
CKHUX IIpaBa u cio0ofa.
Kontpony npumene mepa
oIl CTpaHe cirykOu 6e30emHoCTH
OCTBapyjy ¥ HE3aBHCHE Ip>KaBHE
uHctuTyuuje. Mmajyhu to y Buny,
ayTop Y 3aBpILIHOM JIeIy MOHOTpa-
¢uje HaBOOH YIIOTY U HaJJISKHOCTH
3amtutHUKA rpahana, [loBepennka
3a nHpOpMAIH]je O[] jaBHOT 3Havaja
M 3aIUTUTY NoJaraka O JIMYHO-
CTH, Kao u JpxaBHEe PeBHU30pCKE
WHCTUTYIUje. 3aKIbydyje aa je mo-
pen oBux cy0jekara, 3a aJleKBaTHY
KOHTPOJTY CI1y»k0u 6e30e1HOCTH He-
OXOJIHA U capajiiba ca HeBJIAANHUM

opraHuzanyjama, MEIHjuMa ajiid U
ca jaBHouthy (cTp. 243).

Harnamagsajyhu BasxkHOCT
YHyTpallkbe KOHTPOJE U IH-
CLUUNJIHNHCKE OATOBOPHOCTH Y
cnyxxOama 0e30eqHOCTH, ayTOp
3a0KpyXKyje HaAy4HY CTYAH]Y, KO-
ja he mo MuLIIBEWY CTPY4HOT
PEUEH3eHTCKOT TUMa, Ipod. Ip
Amnnpeje Casuha, npod. np Mua-
Ha Ulkynuha, u npod. ap Munana
JoBanoBuha, OuTH He3ao0MIa3HA
JUTEpaTypa 3a CBE KOjU XKelle 1a
Mpoy4daBajy U UCTPaxyjy OBaj
(heHomeH.
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AUTHOR GUIDELINES

Academic journal Politika nacionalne bezbednosti publishes articles that are the result of the
latest theoretical and empirical research in the field of political science. Authors should refer
mainly the results of scientific research published in academic journals, primarily in political
science journals.

The papers are published in Serbian, English, French, or Russian.

The journal is published two times a year. The deadlines for submitting the manuscripts are:
April 15t and October 15t

Two consecutive issues cannot contain articles written by the same author, whether single-
authored or co-authored.

Manuscripts should be sent to the following e-mail address: pnb@ips.ac.rs.

Research article can have up to 40,000 characters with spaces, including footnotes. When
counting the characters leave out the reference list.

Review can have up to 15,000 characters with spaces.
Book review can have up to 10,000 characters with spaces.

When counting the characters, use the option Review/Word Count/Character (with spaces)
and check the box Include textboxes, footnotes and endnotes.

CITING AND REFERENCING

Academic journal Politika nacionalne bezbednosti adopts a modified version of Chicago
citation style (17" edition of the Chicago Manual of Style), the author-date system of in-text
parenthetical citation, with the list of references with full bibliographic information being
placed at the end of the paper.

The bibliographic data in both the parenthetical citation and reference list should be cited in
the original language of the source. The English translation of the reference title should be
enclosed in square brackets after the original title. The references originally written in Cyrillic
script should be transliterated into Latin script.

Below are the rules and examples of citing the bibliographic information in the reference list
and in the text. For each type of source, a citation rule is given first, followed by an example
of citation in the reference list and bibliographic parenthesis.

The bibliographic parenthesis, as a rule, is set off at the end of the sentence, before the
punctuation mark. It contains the author’s surname, the year of publication and page numbers
pointing to a specifically contextual page or range of pages, as in the following example:
(Mearsheimer 2001, 15-17).
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Books
Books with one author
Surname, Name. Year of publication. Title. Place of publication: Publisher.

Mearsheimer, John J. 2001. The Tragedy of Great Power Politics. New York: W. W. Norton & Company.
(Mearsheimer 2001)

Books with two or three authors

Surname, Name, and Name Surname. Year of publication. Title. Place of publication:
Publisher.

Brady, Henry E., and David Collier. 2010. Rethinking Social Inquiry: Diverse Tools, Shared Standards.
Lanham: Rowman & Littlefield Publishers.

(Brady and Collier 2010)

Pollitt, Christopher, Johnston Birchall, and Keith Putman. 1998. Decentralising Public Service
Management. London: Macmillan Press.

(Pollitt, Birchal and Putman 1998)
Books with four or more authors

Surname, Name, Name and Surname, Name and Surname, and Name and Surname. Year of
publication. Title. Place of publication: Publisher.

Pollitt, Christopher, Colin Talbot, Janice Caulfield, and Amanda Smullen. 2005. Agencies: How
Governments do Things Through Semi-Autonomous Organizations. New York: Palgrave Macmillan.

(Pollitt et al. 2005)
Editor(s) or translator(s) in place of the author(s)

Surname, Name, Name and Surname, ed. Year of publication. Title. Place of publication:
Publisher.

Kaltwasser, Cristobal Rovira, Paul Taggart, Paulina Ochoa Espejo, and Pierre Ostigoy, eds. 2017. The
Oxford Handbook of Populism. New York: Oxford University Press.

(Kaltwasser et al. 2017)
Chapter in an edited book

Surname, Name. Year of publication. “Title of the chapter.” In Title, ed. Name Surname,
pages range. Place of publication: Publisher.

LoSonc, Alpar. 2019. “Discursive dependence of politics with the confrontation between republicanism
and neoliberalism.” In Discourse and Politics, eds. Dejana M. Vukasovi¢ and Petar Mati¢, 23—46.
Belgrade: Institute for Political Studies.

(Losonc 2019)
Journal Articles
Regular issue

Surname, Name. Year of publication. “Title of the article.” Journal Volume, if available
(issue): page range. DOI.

Ellwood, David W. 2018. “Will Brexit Make or Break Great Britain?” Serbian Political Thought 18 (2):
5-14. doi: 10.22182/spt.18212018.1.

(Ellwood 2018)
Special issue

Surname, Name. Year of publication. “Title of the article.” In “Title of the special issue”, ed.
Name Surname, Special issue, Journal: page range. DOL.
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Chin, Warren. 2019. “Technology, war and the state: past, present and future.” In “Re-visioning war and
the state in the twenty-first century.” Special issue, International Affairs 95 (4): 765-783. doi:
10.1093/ia/iiz106.

(Chin 2019)
Encyclopedias and dictionaries
When the author/editor is known

Surname, Name, Name Surname, ed. Year of publication. Title. Vol. Place of publication:
Publisher.

Badie, Bertrand, Dirk Berg-Schlosser, and Leonardo Morlino, eds. 2011. International Encyclopedia of
Political Science. Vol. 1. Los Angeles: Sage Publications.

(Badie, Berg-Schlosser and Morlino 2011)
When the author/editor is unknown
Title. Year of publication. Place of publication: Publisher.

Webster’s Dictionary of English Usage. 1989. Springfield, Massachusetts: Merriam-Webster Inc.
(Webster’s Dictionary of English Usage 1989)

PhD dissertation
Surname, Name. Year of publication. “Title of the dissertation.” PhD diss. University.

Munger, Frank J. 1955. “Two-Party Politics in the State of Indiana.” PhD diss. Harvard University.
(Munger 1955, 17-19)

Newspapers and magazines
Signed articles

Surname, Name. Year of publication. “Title of the article.” Newspaper/Magazine Date: page
range.

Clark, Phil. 2018. “Rwanda’s Recovery: When Remembrance is Official Policy.” Foreign Affairs,
January/February 2018: 35-41.

(Clark 2018)
Unsigned articles
Title of the newspaper/magazine. Y ear of publication. “Title of the article.” Date: page range.

New York Times. 2002. “In Texas, Ad Heats Up Race for Governor.” July 30, 2002.
(New York Times 2002)

Corporate author

Name of the corporate author [acronym if needed]. Year of publication. Title of the
publication. Place of publication: Publisher.

International Organization for Standardization [ISO]. 2019. Moving from ISO 9001:2008 to ISO
9001:2015. Geneva: International Organization for Standardization.

(International Organization for Standardization [ISO] 2019) — The first in-text citation
(ISO 2019) — Second and all subsequent citations

Special cases of referencing
Citing edition other than the first

Surname, Name. Year of publication. 7itle, edition number. Place of publication: Publisher.

Bull, Hedley. 2012. The Anarchical Society: A Study of Order in World Politics, 4" edition. New York:
Columbia University Press.
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(Bull 2012)
Multiple sources of the same author

1) Multiple sources by the same author should be arranged chronologically by year of
publication in ascending order.

Mearsheimer, John J. 2001. The Tragedy of Great Power Politics. New York: W. W. Norton & Company.

Mearsheimer, John J. 2010. “The Gathering Storm: China’s Challenge to US Power in Asia.” The
Chinese Journal of International Politics 3 (4): 381-396. doi: 10.1093/cjip/poq016.

2) Multiple sources by the same author from the same year should be alphabetized by title,
with lowercase letters attached to the year. Those letters should be used in parenthetical
citation as well.

Walt, Stephen M. 2018a. The Hell of Good Intentions: America’s Foreign Policy Elite and the Decline of

U.S. Primacy. New York: Farrar, Straus and Giroux.

(Walt 2018a)

Walt, Stephen M. 2018b. “Rising Powers and the Risk of War: A Realist View of Sino-American

Relations.” In Will China’s Rise be Peaceful: Security, Stability and Legitimacy, ed. Asle Toje. 13-32.
New York: Oxford University Press.

(Walt 2018b)

3) Single-authored sources precede multiauthored sources beginning with the same surname
or written by the same person.
Pollitt, Christopher. 2001. “Clarifying convergence. Striking similarities and durable differences in public
management reform.” Public Management Review 3 (4): 471-492. doi: 10.1080/14616670110071847.
Pollit Christopher, Johnston Birchall, and Keith Putman. 1998. Decentralising Public Service
Management. London: Macmillan Press.
4) Multiauthored sources with the same name and surname of the first author should continue
to be alphabetized by the second author’s surname.
Pollitt Christopher, Johnston Birchall, and Keith Putman. 1998. Decentralising Public Service
Management. London: Macmillan Press.
Pollitt Christopher, Colin Talbot, Janice Caulfield, and Amanda Smullen. 2005. Agencies: How
Governments do Things Through Semi-Autonomous Organizations. New York: Palgrave Macmillan.
Special cases of parenthetical citation
Exceptions to the rule of placing the parenthetical citation at the end of a sentence

1) If the author is mentioned in the text, even if used in a possessive form, the year must
follow in parenthesis, and page numbers should be put in the brackets at the end of the
sentence.

For the assessment, see Kaltwasser et al. (2017) ... (112).

According to Ellwood (2018) ... (7).
2) When quoting directly, if the name of the author precedes the quotation, the year and page
numbers must follow in parenthesis.

Mearsheimer (2001, 28) claims that: “...”
3) When using the same source multiple times in one paragraph, the parenthetical citation
should be placed either after the last reference (or at the end of the paragraph, preceding the
final period) if the same page (or page range) is cited more than once, or at the first reference,
while the subsequent citations should only include page numbers.

Do not use ibid or op. cit. with repeated citations.
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Using brief phrases such as “see”, “compare” etc.

Those phrases should be enclosed within the parenthesis.
(see Ellwood 2018)
Using secondary source

When using a secondary source, the original source should be cited in parenthesis, followed
by “quoted in” and the secondary source. The reference list should only include the secondary
source.

“Its authority was greatly expanded by the constitutional revision of 1988, and the Court of
Arbitration can now be regarded as a ‘genuine constitutional court’™ (De Winter and Dumont 2009,
109 cited in: Lijphart 2012, 39-40).

Lijphart, Arend. 2012. Patterns of Democracy: Government Forms and Performance in Thirty-Six
Countries, 2" edition. New Haven & London: Yale University Press.

Multiple sources within the same parentheses
1) When multiple sources are cited, they should be separated by semicolons.
(Mearsheimer 2001, 34; Ellwood 2018, 7)
2) When multiple sources by the same author, but published in different years are cited, the

name of the author is cited only the first time. The different years are separated by commas or
by semicolon where page numbers are cited.

(Mearsheimer 2001, 2010) or (Mearsheimer 2001, 15-17; 2010, 390)

3) When different authors share the same surname, include the first initial in the parenthesis.
(M. Chiti 2004, 40), (E. Chiti 2004, 223)
Chiti, Edoardo. 2004. “Administrative Proceedings Involving European Agencies.” Law and
Contemporary Problems 68 (1): 219-236.
Chiti, Mario. 2004. “Forms of European Administrative Action.” Law and Contemporary Problems 68
(1): 37-57.

Legal and Public Documents

Sections, articles or paragraphs can be cited in the parentheses. They should be appropriately
abbreviated.

Constitutions and laws

The title of the legislative act [acronym if needed], “Official Gazette of the state” and the
number of the official gazette, or the webpage and the date of last access.
The Constitution of the Republic of Serbia, “Official Gazette of the Republic of Serbia”, No. 98/06.
(The Constitution of the Republic of Serbia, Art. 33)
The Law on Foreign Affairs [LFA], “Official Gazette of the Republic of Serbia”, No. 116/2007,
126/2007, and 41/2009.
(LFA 2009, Art. 17)
Succession Act [SA], “Official Gazette of the Republic of Croatia”, No. 48/03, 163/03, 35/05, 127/13,
and 33/15 and 14/19.
(SA 2019, Art. 3)
An Act to make provision for and in connection with offences relating to offensive weapons [Offensive

Weapons Act], 16th May 2019, www.legislation.gov.uk/ukpga/2019/17/pdfs/ukpga_20190017_en.pdf,
last accessed 20 December 2019.

(Offensive Weapons Act 2019)
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Government decisions and decisions of the institutions

The name of the government body or institution [acronym or abbreviation], the title and
number of the decision, date of the decision passing, or the webpage and the date of the last
access.

Protector of Citizens of the Republic of Serbia [Protector of Citizens], Opinion No. 19-3635/11, 11

January 2012, https://www.ombudsman.org.rs/attachments/064_2104_Opinion%20HJC.pdf, last accessed
20 December 2019.

(Protector of Citizens, 19-3635/11)
U.S. Department of the Treasury [USDT], Treasury Directive No. 13-02, July 20, 1988,

https://www.treasury.gov/about/role-of-treasury/orders-directives/Pages/td13-02.aspx, last assessed 20
December 2019.

(USDT, 13-02)
Legislative acts of the European Union

The title of the legislative act, the number of the official gazette, the publication date and the
number of the page in the same format as on the EUR-lex website: https://eur-
lex.europa.eu/homepage.html.

Regulation (EU) No 182/2011 of the European Parliament and of the Council of 16 February 2011 laying

down the rules and general principles concerning mechanisms for control by Member States of the
Commission’s exercise of implementing powers, OJ L 55, 28.2.2011, p. 13-18.

(Regulation 182/2011, Art. 3)
Treaties
European Union founding treaties

Title of the treaty or title of the consolidated version of the treaty [acronym], information on
the treaty retrieved from the official gazette in the same format as on the EUR-lex website:
https://eur-lex.europa.eu/homepage.html.

Treaty on European Union [TEU], OJ C 191, 29.7.1992, p. 1-112.

(TEU 1992, Art. J.1)

Consolidated version of the Treaty on European Union [TEU], OJ C 115, 9.5.2008, p. 13-45.
(TEU 2008, Art. 11)

Consolidated version of the Treaty on the Functioning of the European Union [TFEU], OJ C 202,
7.6.2016, p. 1-388.

(TFEU 2016, Art. 144)
Other treaties
Title of the treaty [acronym or abbreviation], date of conclusion, UNTS volume number and
registration number on the United Nations Treaty Collection website: https://treaties.un.org.

Marrakesh Agreement Establishing the World Trade Organization [Marrakesh Agreement], 15 April
1994, UNTS 1867, 1-31874.

(Marrakesh Agreement 1994)

International Covenant on Civil and Political Rights [ICCPR], 16 December 1966, UNTS 999, I-14668.
(ICCPR 1966)

Treaty of Peace between the State of Israel and the Hashemite Kingdom of Jordan [Israel Jordan Peace
Treaty], 26 October 1994, UNTS 2042, 1-35325.

(Israel Jordan Peace Treaty 1994)
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Decisions of international organizations

The name of the international organization and its body [acronym], the decision number, the
title of the decision, the date of the decision passing.
United Nations Security Council [UNSC], S/RES/1244 (1999), Resolution 1244 (1999) Adopted by the
Security Council at its 4011th meeting, on 10 June 1999.
(UNSC, S/RES/1244)
Parliamentary Assembly of the Council of Europe [PACE], Doc. 14326, Observation of the presidential
election in Serbia (2 April 2017), 29 May 2017.
(PACE, Doc. 14326, para. 12)

Case law
Case law of the courts in the Republic of Serbia

The type of the act and the name of the court [acronym of the court], the case number with the
date of the decision passing, the name and number of the official gazette where the decision is
published — if available.

Decision of the Constitutional Court of the Republic of Serbia [CCRS], TUa-2/2009 of 13 June 2012,
“Official gazette of the Republic of Serbia”, No. 68/2012.

(Decision of CCRS, 1Ua-2/2009)

Decision of the Appellate Court in Novi Sad [ACNS], Rzr-1/16 of 27 April 2016.
(Decision of ACNS, Rzr-1/16)

Case law of the International Court of Justice

The name of the court [acronym], the case title, type of the decision with the date of the
decision passing, the name and number of I.C.J. Reports issue where the decision is
published, page number.
International Court of Justice [ICJ], Application of the Interim Accord of 13 September 1995 (the Former
Yugoslav Republic of Macedonia v. Greece), Judgment of 5 December 2011, I.C.J. Reports 2011, p. 644.
(ICJ Judgment 2011)
International Court of Justice [ICJ], Accordance with the International Law of the Unilateral Declaration
of Independence in Respect of Kosovo, Advisory Opinion of 22 July 2010, 1.C.J. Reports, p. 403.
(ICJ Advisory Opinion 2010)

Case law of the Court of Justice of the European Union
The case title, the case number, type of the case with the date of the decision passing, ECLI.

United Kingdom of Great Britain and Northern Ireland v. European Parliament and Council of the
European Union, Case C-270/12, Judgment of the Court (Grand Chamber) of 22 January 2014,
ECLL:EU:C:2014:18.

(United Kingdom of Great Britain and Northern Ireland v. European Parliament and Council of the
European Union, C-270/12) or

(CIJEU, C-270/12)

United Kingdom of Great Britain and Northern Ireland v. European Parliament and Council of the
European Union, Case C-270/12, Opinion of Advocate General Jadskinen delivered on 12 September
2013, ECLI:EU:C:2013:562.

(Opinion of AG Jaiskinen, C-270/12)
Case law of the European Court of Human Rights

The case title, number of the application, type of the case with the date of the judgment
passing, ECLI.
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Pronina v. Ukraine, No. 63566/00, Judgment of the Court (Second Section) on Merits and Just
Satisfaction of 18 July 2006, ECLI:CE:ECHR:2006:0718JUD006356600.

(Pronina v. Ukraine 63566/00, par. 20) or
(ECHR, 63566/00, par. 20)

Case law of other international courts and tribunals

The name of the court [acronym], the case number, the case title, type of the decision with the
date passing.

International Tribunal for the Prosecution of Persons Responsible for Serious Violations of International
Humanitarian Law Committed in the Territory of the Former Yugoslavia since 1991 [ICTY], Case No.
IT-94-1-A-AR77, Prosecutor v. Dusko Tadic. Appeal Judgement on Allegations of Contempt Against
Prior Counsel, Milan Vujin. Judgment of 27 February 2001.

(Prosecutor v. Dusko Tadic, 1T-94-1-A-AR77) or

(ICTY, IT-94-1-A-AR77)

Archive sources

Name of the repository [acronym], title or number of the fond [acronym], box number, folder
number — if available, reference code, “title of the document” — or, if it is not available,
provide a short description by answering the questions who? whom? what?, place and date —
or n.d. if no date is provided.

Arhiv Srbije [AS], MID, K-T, f. 2, 193/1894, “Izve$taj Ministarstva inostranih dela o postavljanju
konzula”, Beograd, 19. april 1888.

(AS, MID, K-T, f. 2)

(AS, MID, f. 2) — When the folder number is known only

Dalhousie University Archives [DUA], Philip Girard fonds [PG], B-11, f. 3, MS-2-757.2006-024, “List of
written judgements by Laskin,” n.d.

(DUA, PG, B-11, f. 3)

‘Web sources

Surname, Name or name of the corporate author [acronym]. Year of publication or n.d. — if
the year of publication cannot be determined. “The name of the web page.” The name of the
web site. Date of creation, modification or the last access to the web page, if the date cannot
be determined from the source. URL.

Bilefsky, Dan, and Ian Austen. 2019. “Trudeau Re-election Reveals Intensified Divisions in Canada.” The
New York Times. https://www.nytimes.com/2019/10/22/world/canada/trudeau-re-elected.html.

(Bilefsky and Austen 2019)
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TEXT FORMATTING

General guidelines in writing the manuscript

The manuscript should be written in Word, in the following manner:
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Paper size: A4;



- Margins: Normal 2.54 cm;

- Use roman font (plain letters) to write the text, unless specified otherwise;

- Line spacing: 1.5;

- Footnote line spacing: 1;

- Title font size: 14 pt;

- Subtitles font size: 12 pt;

- Text font size: 12 pt;

- Footnote font size: 10 pt;

- Tables, charts and figures font size: 10 pt;

- Use Paragraph/Special/First line at 1.27 cm;

- Text alignment: Justify;

- Font color: Automatic;

- Page numbering: Arabian numerals in lower right corner;

- Do not break the words manually by inserting hyphens to continue the word in the
next line;

- Save the manuscript in the .doc format.

Research article manuscript preparation

The manuscript should be prepared in the following manner:

Name and surname of the first author”
" In the footnote: E-mail address: The institutional e-mail address is strongly recommended.
Affiliation
Name and surname of the second author
Affiliation
TITLE OF THE PAPER"™

" In the footnote: Optionally, include one of the following (or similar) information: 1) name and number
of the project on which the paper was written: 2) the previous presentation of the paper on a scientific
conference as an oral presentation under the same or similar name; or 3) the research presented in the
paper was conducted while writing the PhD dissertation of the author.

Abstract

Abstract, within 100-250 words range, contains the subject, aim, theoretical and
methodological approach, results and conclusions of the paper.

Keywords: Below the abstract, five to ten key words should be written. Key words should be
written in roman font and separated by commas.

The paper can have maximum of three levels of subtitles. Subtitles should not be numbered.
They should be used in the following manner:

FIRST LEVEL SUBTITLE
Second level subtitle
Third level subtitle
Tables, charts and figures should be inserted in the following manner:

- Above the table/chart/figure, center the name of Table, Chart or Figure, an Arabic
numeral, and the title in roman font;

- Below the table/chart/figure, the source should be cited in the following manner: 1) if
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the table/chart/figure is taken from another source, write down Source: and include the
parenthetical citation information of the source; or 2) if the table/chart/figure is not
taken from another source, write down Source: Processed by the author.

Use in-text references according to Citing and referencing.
Use the footnotes solely to provide remarks or broader explanations.
REFERENCES

References should be listed after the text of the paper, prior to the Resume in the following
manner:

- the first line of each reference should be left intended, and the remaining lines should

be placed as hanging by 1.27 cm using the option Paragraph/Special/Hanging;

- all the references should be listed together, without separating legal acts of archives;

- the references should not be numbered,;

- list only the references used in the text.
After the reference list, write the name and surname of the author, the tile of the paper and
resume in Serbian in the following manner:

Hme u npe3ume npBor ayropa”
* Oycnora: Mmejn-anpeca ayropa: [Ipenopydyje ce HaBoerbe HHCTUTYLHMOHAIHE HME]I-aJpece ayTopa.
Hme u npe3sume apyror ayropa
HACJIOB
Pe3nme

Resume (Pe3nme) up to 1/10 length of the paper contains the results and conclusions of the
paper which are presented in greater scope than in the abstract.

Keywords (Kibyune peun): Key words should be written in roman font and separated by
commas.

Review preparation

A review should be prepared in the same manner as the research article, but leaving out
abstract, keywords and resume.

Book review preparation

Book review should be prepared in the following manner:

Split the text into two columns.

Name and surname of the author” Below the image of the front cover list the
book details according to the following rule:

*

In the footnote: E-mail address: The
institutional  e-mail address is strongly Name and surname of the author. Year of
recommended. publication. Title of the book. Place of
Affiliation publication: Publisher, total number of

TITLE OF THE BOOK REVIEW PAges.
The text of the book review should be

Below the title place the image of the front prepared following the guidelines of the
cover; research article preparation.
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YIOYTCTBO 3A AYTOPE

VY uacomnucy [lonumuka nayuonaine 6e36eonocmu 00jaBibyjy ce pamoBH KOjH NPEJICTaBIbajy
pe3yiTaT HajHOBHjUX TEOPUJCKHX U CMIIUPHjCKUX HAayYHHX HCTPaKMBama y 00JIacTH
MONMTHYKKX Hayka. AyTOpdM OW TPIINKOM MHCama pagoBa TpeOamo Ta ce MO3MBajy
MIPETEIKHO Ha pe3yJiTaTe HayYHUX HCTPAKUBAA KOJU Cy 00jaBJbeHH Y HAyYHUM 4acONUCHUMa,
MPBEHCTBEHO Y YACOMKCHMA TIOJUTHKOJIONIKE TEMATHKE.

PanoBu ce 00jaBibyjy Ha CPICKOM je3UKy U NMPUIMYKOM IHCMY MIIM E€HIVIECKOM, PYCKOM U
(bpaHiycKOM je3uKy.

Yacomue ce objaBsbyje 1Ba myTta roauiiie. PokoBu 3a crname pamoBa cy: 1. ampur u 1.
oKTO0ap.

HUctu ayrop He Moxe qa o0jaBu pan y [Ba y3acTomHa Opoja dacormica, 6e3 003upa 1a i je
ped 0 CaMOCTAIHOM WIIH KOAyTOPCKOM pafy.

PayoBe ciatu Ha uMmeji-aapecy: pnb@ips.ac.rs.

Hayynu unanak moxe mmaru Hajuine 40.000 kapakrepa ca pasmaiuMa, ykibydyjyhu
¢dycuore. Ilpwimkom 6pojarba KapakTepa H30CTaBUTH crucak pedeperim. H3yseTHo,
MoHorpadcka cryauja moxe Outu Beher obuma y ckiamy ca oxapenbama [lIpasuninuxa o
NOCMYNKY, HAYUHY 6PEOHO8ARbA U KEAHMUMAMUSHOM UCKA3UBATLY HAYYHOUCTPANCUBAUKUX
Pe3yamama ucmpaxcusarsa.

OcepTt Moxe nmatu Hajumre 15.000 kapakTepa ca pa3marima.
Mpuxka3 xkmwure moxe nmatu Hajsume 10.000 kapakrepa ca pazmanuma.

Ipunukom mpoBepe Opoja kapakrepa KopucTtutH onuujy Review/Word Count/Character
(with spaces) y3 aktuBupany onuujy Include textboxes, footnotes and endnotes.

HAYMH HUTUPAIBA

Yaconuc [Horumuka nayuonanne 6e36e0Hocnu KOPUCTH ACTAMAYHO MOqubuKoBaHH UnKaro
crun uurtupama (17. uzname npupyunuka Chicago Manual of Style), mro mnoapasymena
HaBoheme Oubnmorpadcke mapeHrese (3arpajie) Mo CHCTEMY ayTOp—IaTyM Y TEKCTY, Kao H
cnmcak pedepeHiy ca myHuM 61OInorpad)cKuM mojaMa HakOH TEKCTa paja.

Ionarke y 6ubarorpadckoj mapeHTe3n U CIUCKY pedepeHI HABeCTH Ha je3UKY U MHCMY Ha
KoMe je pedepeHLa 00jaBbeHa.

V HacTaBKy ce Hajase IpaBuiIa U MPUMEpH HaBolhewa 6uOInorpad)ckux nogaTaka y CIHHCKY
pebepeHnu U y TekcTy. 3a CBaky BpCTy pedepeHiie IpBo je 1aTo MpaBHiIo HaBohemwa, a 3aTHM
puMep HaBoljera y crucky pedepeHiu u 6udbarorpadckoj napeHTe3u.

bubnumorpadcka TmapeHTe3a Cce MO TMPaBWIy HABOAM HA Kpajy pPEYCHHIE, Mpe
HWHTEPIYHKIM]CKOT 3HaKa, ¥ CaJp)KH Mpe3rMe ayTopa, roAnHy o0jaBbuBama U OAroBapajyhu
6poj crpana, npema cieaehem npumepy: (Cyboruh 2010, 15-17).
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Mownorpaduja
Jeoan aymop
IIpe3ume, ume. ['onuna nznama. Hacnos. Mecto n3nama: u3aaBad.

Cy6oruh, Momumiio. 2010. [Horumuuka mucao cpbucmuke. beorpan: UHCTUTYT 32 HOIUTUYKE CTYIH]E.
(Cy6otuh 2010)
Mearsheimer, John J. 2001. The Tragedy of Great Power Politics. New York: W. W. Norton &
Company.
(Mearsheimer 2001)

/lea unu mpu aymopa

IIpe3nume, nme, n ume npesume. ['onuna uznama. Hacrnog. Mecto nznama: u3gaBad.
Crojanosuh, Bophe, u Kusojun Bypuh. 2012. Anamomuja caspemene opacase. beorpan: MHcTHTYT 32
MOJIMTHYKE CTY/IH]e.
(Crojanosuh n HBypuh 2012)
Pollitt Christopher, Johnston Birchall, and Keith Putman. 1998. Decentralising Public Service
Management. London: Macmillan Press.
(Pollitt, Birchall, and Putman 1998)

Yemupu u guuie aymopa

IIpe3nme, ume, uMe U Mpe3uMe, UMe U Tpe3ume, U uMe npesume. ['ognHa m3nama. Hacnos.
Mecro u3ama: u3aBay.
MrunucasibeBuh, bojan, Cama Bapunan, Anexcanzapa Jlutpuuns, Anapujana Joanosuh, n Bpanumup

Bbraarojesuh. 2017. Komenmap 3axona o jaeno-npusamuom napmuepcmsy u KOHyecujama: npema cmarsy
3axonodasecmea 00 7. janyapa 2017. 200une. beorpan: Cinyx6enu rnacuuk; [IpaBuu dakynrer.

(Munucassseuh u ap. 2017)
Ypeonux/npupelusau/npesoounay ymecmo aymopa

HaxoH HaBolhema nMeHa, CTaBUTH 3ape3, I1a HAKOH Tora oAroBapajyhy ckpaheHuiy Ha je3uky
u nucmy pedepenue, HIp. ,,yp.”, ,,npes.” ,.prir.”, ,.ed.”, ,.eds.”
Kaltwasser, Cristobal Rovira, Paul Taggart, Paulina Ochoa Espejo, and Pierre Ostigoy, eds. 2017. The
Oxford Handbook of Populism. New York: Oxford University Press.
(Kaltwasser et al. 2017)

IMoraaBsbe y 300pHUKY

IIpesume, nme. ['omuua u3nama. ,,HacmoB normasma.” Y Hacnos, yp. ume mpe3ume, 6poj
CTpaHa Ha KOjUMa Ce HaJla3u IoryaBibe. MecTo u3ama: u3aasad.

Crennh, Munomup. 2015. ,ITosunuja Cpbuje mpen noderak Bemmkor para ca cranosumra IIpBor n
Jlpyror 3akona reomomutuke.” Y Cpouja u eeonorumuuke npunuxe y Eeponu 1914. eooune, yp.
Munomup Crennh u JbyGonpar I1. Puctuh, 55-78. JlajkoBaw: I'pajcka 6ubnnoreka; beorpan: MucTuryT
3a MOJIUTHYKE CTY/IH]e.

(Crenuh 2015)

Losonc, Alpar. 2019. “Discursive dependence of politics with the confrontation between republicanism
and neoliberalism.” In Discourse and Politics, eds. Dejana M. Vukasovi¢ and Petar Mati¢, 23—46.
Belgrade: Institute for Political Studies.

(Losonc 2019)

228



Ynanak y HAy4YHOM 4acOMUCY

Ynanaxk y pedognom opojy
Ipesume, ume. ['oguHa usnama. ,,Hacnos unanka.” Hacnos uaconuca Bonymet (6poj): 6poj
CTpaHa Ha KojuMa ce Hanas3u wianak. DOI 6poj.

‘Bypuh, XKusojun, n Muma Crojagunosuh. 2018. , JIpxxaBa u HeomuOepalHH MOJEIH ypyLIaBamba
HAL[MOHANHUX TOJUTHYKUX uHCTUTYUWja.” Cpncka noaumuuka mucao 62 (4): 41-57. doi:
10.22182/spm.6242018.2.

(Bypuh u Crojagunosuh 2018, 46-48)

Ellwood, David W. 2018. “Will Brexit Make or Break Great Britain?” Serbian Political Thought 18 (2):
5-14. doi: 10.22182/spt.18212018.1.

(Ellwood 2018, 11)
Ynanak y nocedbnom opojy

IIpesume, ume. I'omuna u3pama. ,,Hacnos wianka.” ¥V ,HacmoB mocebHOr Opoja”, yp. ume
npe3uMe ypeIHrnKa, HarmoMeHa O MoceOHOM wu3lamy, Hacnoe uaconuca: Opoj crpaHa Ha
KojuMa ce Hanasu wianak. DOI 6poj.

Crojanosuh, Bophe. 2016. ,IloctmMoiepHH3aM y APYIITBEHHM Haykama: crame mnapamurme.” Y
~IlocTMOIepHHM3aIMja CPIICKE HayKe: IOJMTHKA MOCTMOJEPHE / TOIUTHKA MOCiE IOCTMOAEpPHE”, yp.
Bophe Crojanosuh u Mumxko IllyBakosuh, mocebHo m3name, Cpncka nomumuuka mucao: 5-35. doi:
10.22182/spm.specijal2016.1.

(Crojaunosuh 2016, 27)
EHuukiionenmje u peYHuu
Hageoen je aymop/ypeonux
IIpesume, nme, uMe U npesumMe, yp. I'onuna nznama. Hacnos. ToM. MecTo u3nama: u3aBad.

Jerkov, Aleksandar, ur. 2010. Velika opsta ilustrovana enciklopedija Larrouse: dopunjeno srpsko
izdanje. Tom V (S-Z). Beograd: Mono i Manjana.

(Jerkov 2010)
Huje nageoen aymop/ypeonux
Hacnos. T'ogquna m3nama. MecTo nznama: uzgaBad.
Webster’s Dictionary of English Usage. 1989. Springfield, Massachusetts: Merriam-Webster Inc.
(Webster’s Dictionary of English Usage 1989)
JlokTopcka qucepramuja
IIpesume, wume. loamna wu3gama. ,HaciaoB pokropcke naucepraunumje.”  JlokTopcka
nucepranuja. Hasus yHuBepsurera: Ha3uB dakynTeTa.

Bypcah, [ejan. 2019. ,,YTuuaj uaeosnoruje MOJIUTHYKAX [ApPTHja HA jaBHY HOTPOUIY y OHBIIMM
COLMjaIUCTUYKUM  ApxkaBama.” JIokropcka jucepraumja. YHuBepsuteT y beorpamy: ®akynrer
TIOJIUTHYKHUX HayKa.

(Bypcah 2019, 145-147)
Wallace, Desmond D. 2019. “The diffusion of representation.” PhD diss. University of lowa.
(Wallace 2019, 27, 81-83)

Ynanak Y IHEBHUM HOBHHaAMa WJIH NEPHOJIUYHUM Yaconmucuma

Haeeoen je aymop

Ipesume, ume. 'onuna uznama. ,,Hacno unanka.” Haszue Hosune uiu yaconuca TOAUIITE:
Opoj cTpaHe Ha KOjOj ce HaJla3y 4YilaHakK.
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International Tribunal for the Prosecution of Persons Responsible for Serious Violations of International
Humanitarian Law Committed in the Territory of the Former Yugoslavia since 1991 [ICTY], Prosecutor
v. Dusko Tadic, Case No. 1T-94-1-A-AR77, Appeal Judgement on Allegations of Contempt Against Prior
Counsel, Milan Vujin, Judgment of 27 February 2001.
(Prosecutor v. Dusko Tadic, IT-94-1-A-AR77) unn
(ICTY, IT-94-1-A-AR77)

ApPXHMBCKH U3BOPH

Ha3uB ycraHoBe [akpoHUM wiM ckpalieHn HasuB], Ha3uB WM Opoj (OHIA [aKPOHMM HIIU
ckpahienu HasuB], KyTHja, (acumkia (YKOJIHMKO MOCTOjH), CHTHATYypa, ,,Ha3uB mokymeHra”
(axo HeMa Ha3WBa, IAaTH KpaTak ONUC OJrOBApamkEM HA MUTama: Ko? koMe? mTa?), MECTO H
JIaTyM JOKYMEHTA WIIH H.J. aKO HUje HaBeJCH JaTyM.

ApxuB Cpbuje [AC], MU, K-T, ¢. 2, r93/1894, ,M3Bemraj MunucrapctBa MHOCTPAHHX Aeda O
rnocTaBsbamy KoH3yna”, beorpan, 19. anpun 1888.

(AC, MU, K-T, ¢. 2)
(AC, MU, . 2) — axo je nosnama camo ghacyuxna, a ve u Kymuja
Dalhousie University Archives [DUA], Philip Girard fonds [PG], B-11, f. 3, MS-2-757.2006-024, “List
of written judgements by Laskin,” n.d.
(DUA, PG, B-11, f. 3)
H3BopH ca uHTEpHETA

[pe3ume, MMe WK Ha3UB KOPIIOPATUBHOT ayTopa [akponum]. ['ognHa 00jaBibiBama win H.1.
— aKo He MOXe Jla ce YTBpAM rojuHa o0jaBibuBama. ,,Hacnos cexuuje win crpaHe yHyTap
cajra.” Hasus cajma. JlaTym Kpeupama, MOAU(PHKOBama WIM IIOCIECOHEr IPHUCTYIA
CTPaHMIIM, aKO HE MOXKE J]a C€ YTBPAM Ha OCHOBY u3Bopa. MHTepHeT anpeca.
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(Bilefsky and Austen 2019)

Wucturyt 3a nonmutnuke cryauje [WUIIC]. w.a. ,JlpenaBame np ®puiapuxa Pomwura.” Hucmumym 3a
noaumuuke cmyouje. Tlociaenmwu npuctyn 10. okrobap 2018. http://www.ips.ac.rs/rs/news/predavanje-dr-
fridriha-romiga/.

(Muctuty 3a nomutnuke cryauje [UTIC], H.1.) — npso nasoherve

(UIIC, n.1.) — ceako cnedehe nasoherve

Tanjye. 2019. ,EBporncka cBemupcka areHumuja mosehaBa ¢onmose.” 28. HoBemOGap 2019.
http://www.tanjug.rs/full-view l.aspx?izb=522182.

(Tanjyr 2019)
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