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ITPABO HA ITPUBATHOCT U 3AIITUTA
JIMYHUX ITOJATAKA Y 1OBA
ITAHJEMUWJE COVID-19

Caxetak: Tokom nmangemuje pupyca COVID-19 nojeuHIu 1 SpyIITBO y Lie/TMHN
HPMMApPHO Cy Ce CYOUM/IN Ca M3a30BMMa y 00/1acTi O4yBamba 3[paB/ba, PM3UUKOT I MEeH-
TAJIHOT, a/IM ¥ Ca HU30M APYIMX NPpo6IeMa KOji Cy IPOYy3pOKOBaHIM BUPYCOM ¥ Pa3/in-
YUTUM MepaMa Koje Cy ce, IIpe CBera, OJHOCUIe Ha OrpaHNYerbe c1obofie KpeTamba I
okymbama. OCuM 3IpaBCTBEHUX aclleKara I7100a/He MaH/ieMuje M BbeHOT yTHUIlaja Ha
CBETCKY IIPMBPENY ¥ €eKOHOMM]Y, M3y3eTHO CY 3Ha4ajHM COLIMOJIONIKY U IIPABHM acIle-
KT, T0Ce6HO Y 00/1acT IOLITOBaba U 3aLITUTE 3ajeMYeHNUX JbYACKUX IIPaBa Kao jef-
HOT Off OCHOBHMX IIOCTY/IaTa CaBpeMeHOT JeMOKpaTcKor gpyursa. Kaga u y kom o6umy
je BUX0BO OrpaHIYere OIIPAaBIAHO M CBPCHUCXOIHO I Ifle Ce Hajlade IPaHMIie Je/IoBarba
Ip>KaBHE BIIACTY M IeHMX IPECTaBHIKA Y CUTyallMjaMa Kajja ce Ipel JX CTaB/ba 00a-
Besa 3allTuTe oIiuTe 6e30eIHOCTU 1 jaBHOT 3[paB/ba CTAHOBHMINTBA, IIUTamba Cy Koja
Cy OflyBeK M3a3uBaza 6pojHe MoNeMuKe 1 OIpevHa MUIUberba. [laHac ojefuHLY, pa-
37IM4NTe HeBJIaflMHe, pEIMOHaIHe ¥ CBETCKe OpraHu3alije MOKyILIaBajy fia OAroBope
Ha IUTalbe J1a JIM je TOKOM IIepyofa 3a HaMa Y0BeK Kao LeHTPaHM Cy0jeKT paBHe
3aurtute 610 BubeH ourMa momTOBama, caocehama 1 /by6aBy OHMX KOjIIMA je IIOBEPHO
Jia y BeT0BO JIMe JOHOCE OfTyKe UM je JbY/ICKO OCTOjaHCTBO CIOOO/IHOT YOBeKa XXPTBO-
BaHO 3apajj MOMUTUYKUX U PUHAHCUjCKMX MHTepeca IojeiuHala u ogpehenux nxre-
pecHux rpyna. JKuBOT y AUrUTaNIHOj epu 1 yOP3aH!U Pa3BOj AUTUTATHUX TEXHOIOTH]ja
aKTyelIM30Bay Cy MTakbe 3alITUTE IPUBATHOCTU ¥ INYHUX IIOfaTaKa, HAPOUUTO Y
HepUOJy MOoCIeAbe I700aNHe IaHAeMuje 1 MojaBe MOOMIHMX allIMKalja 3a npaheme
KOHTaKara obomenux. OBO je IOCTaBIM/IO INTAlbe yCAITIAIEHOCTH BUX0Be yroTpebe ca
IpaBHOM peryIaTiBoM Ha MehyHapoJHOM M HallMOHATHOM IUIAHY y 00/IacTH 3alITHTe
JbYICKMX IIPaBa.

Kmyune peun: COVID-19, /byzcka mpaBa, IpaBo Ha MPUBATHOCT, 3aMITUTA INIHUX
HofiaTaka, MaHjeMuja, BAHPEHO CTabe
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YBop,

[no6anna nanpemnja Bupyca COVID-19 jennHCTBeHa je y [OCAfALIBH0j UCTOPUjH, ¥
Horyeny o61Ma, OTHOCHO 6poja Ap>kaBa Koje Cy oM Ouie oroheHe y MCTOM BpeMeHCKOM
HePUOJY, Kao U Y TIOI/Iefly BeHOT yTHIaja Ha pas/IMINTe CeTMEHTe 1 00/IaCTH [PYIITBEHOT
XKMBOTA OJf KOjUX Cy HeKe: YTULIAj Ha MOPOIUYHO OKpY>Kemwe 1 offHoce Meby uraHoBuMa
3ajefHMYKOT ToMahIMHCTBa; TIPOMEHe Y TOC/I0Balby MPUBPEIHNUX CyOjeKarta 1 3ar0CTIeHNX
y B1IMa; YBoDeme 06pasoBarba fielie IIyTeM MHTEPHET U TeTIeBU3MjCKUX TIaTHOPMU; YTH-
1aj Ha Kperpame Mef1jcKe MONMNTHKE Y3 IpeIarame eHsypucama ofgpeheHux nurep-
HeT Cajip>kKaja; OrpaHuuerbe 1 3abpaHa [PyIITBEHNX KOHTaKaTa yBohemeM nsonanuje u
caMomsoanuje 360r yera je mopactao 6poj /byu ca CUMIITOMMMA JielIpecHje, u3a3BaHe
ocehajem 6ecrromohHoCTH, TOCE6HO Meby cTapujoM momymaujoM; 13a30Bu Y GYKIMOHN-
Camy 3[paBCTBEHOT U (hapMalleyTCKOT CEKTOPA.

BumesekosHe 60pbe, peBonyluje, paTOBM 1 XXUBOTK MojefinHala mocseheHnx
UfejaMa O YOBEKY KOjy CBOjUM poberbeM 3aciysKyje fa ce pasBuja U XUBY Kao cmobopan
rpabanuH u cnobonHo KyxoBHO 6uhe, mpeTxX0oANIN CY M3BOjeBaHMM NObefaMa Ha OBy
IpU3Hama I 3alITHUTe JbYCKNUX IIpaBa off CTpaHe ApaBa 1 MehyHapogHux opranusa-
uuja. Jbyzcka npaBa MpefcTaB/bajy HEM30CTaBaH eIeMEHT CaBpPeMeHMX ycTaBa 1 6poj-
HMX 3aKOHQ, Kao I ITpefiMeT Be/IMKOr 6poja paruduKkoBaHux MehyHapogHIX KOHBEHIIMja.
b1X0BOM CyICKOM 3alITHTOM IIpe] HAIMOHATHUM CY/[OBUMA He UCIPIIbYjY ce Cpef-
cTBa yTBphuBama eBeHTyasIHe OBPeJie, jep HAKOH peanusaliuje CBUX IPABHIX JIEKOBA Y
YHyTpalllibeM IpaBy noctoju moryhuoct o6pahama EBporckom cyny 3a ibyicka mpasa y
Crpas6ypy. bpoj mpencraBkn ynyhen Esponckom cyay motsphyije, ¢ jenHe ctpane, mpe-
[I03HaBame 3Havaja 3allTHUTe 3ajeMUeHNUX MIPaBa Off CTPaHe MOJHOCUOLIA IIPeACTaBKY U
BJXOBY CBECT O TIOCTOjalby U CAIp>KMHU IpaBa Koja MM IMpPUIAJajy, a C Apyre CTpaHe
yKasyje Ha OpojHe IIPOIIyCTe Y YHY TPAIIHBUM HPaBHUM CUCTEMMMA [p>KaBa MOTIVCHUIIA
EBporicke koHBeHIMje 0 /byAcKuM npaBuma. OBaj Apyry IMoKaszaTesb IPeCTaB/ba Pasior
3a 3a0pUHYTOCT, jep MOTBPhyje fa ce 3ajeMueHe mpaBa 1 c1o6Ofie YeCTO He MOMITY]Y, Kao
U Ia CY[0BM HUCY YBEK JOPAC/IM yI03) KOja MM IIpeMa CJIOBY YCTaBa U 3aKOHA IPUIaJa.
Tako ce fielaBa fja 3aKOHM OCTajy TeK IIpasHa ped Ha MAIMPY — IPaBHU OCHOB 3a BHIIe-
TOMIIEbE TPaXKerbe MpaB/e M CKYIIe MOCTYIIKe KOjiMa Ce M3/IaXKy OHM HajyIOPHIjU KOju
UIIaK OJyTyde f1a MMYHY catucakinjy y BULY Ipecy/e M HaKHaje IPy3pOKOBaHe IITeTe
nponal)y pey; cycKOM MHCTAHIIOM BaH TPaHMIIA CBOje 3eMsbe. Y [ip)KaBaMa Koje HeMajy
[IOTIIYHO TOBepeme rpahaHa, jep Hucy edukacHe u ycrenrte y 06e36ehnuBarmy 1 samtutu
JbYICKMX IpaBa y MUPHOMIONICKMM yCTIOBYMA U OHJA Kajja He IIOCTOjY OIIIITA OMAaCHOCT
VUM CUTYaIlMja Koja 3aXTeBa IPOLieHy HoTpebe 1 06MMa HbIXOBOT OTPaHIYEHa, 32 BpeMe
BaHpeIHNX forabaja 11 OKOTHOCTI HellOBepee JbYAM 3Ha4ajHO pacTe. Tazia ce emaBa fa
OflTyKe Ap>KaBHUX OPTraHa, M OHJIA KaJia Cy IIOTIYHO ONpaBJjaHe 1 Cpa3MepHe, YeCTO Hau-
7ase Ha OCY/Y, IPOIiehUBalbe, IPEUCIUTIBAbE, 2 OTBAPA Ce U IIMPOK MPOCTOP 3a U3HO-
IHIewme PasINIUTIX TeOpHja 3aBepe Koje /byANMa, yClel CYMibe Y MICKPEHOCT U HaMepe
JIOHOCHOLIA OITTYKa, IOYNIbY Jia fienyjy peanHo u Moryhe. Tako je y mpuBaTHUM pasroBo-
pUMa, a1 'y MeAuj1Ma, TpaHuiia n3Mebhy onpaBgaHux Mepa, Koje ce IIpefysuMajy 13 Haj-
Ry6/be 6pure mpema YoBeKy Kao MOjeiNHILY ¥ [PYIITBY Y LieMHN, U COLMjaTHOT eKCIIe-
pMMeHTa y KOMe CMO y3enu yuenrhe MIMO CBOje BOjbe, IIOCTajIa BPJIO TaAHKA, CKOPO I1a
HEIPMMETHa, Kao /ja 3pHO CYMIbe HIKOT He 3a00M/Ias.
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He Tpe6a 3a6opaBuTy fia ce, Mako /byACKa IpaBa IPoM3uIas3e U3 IPUpPOIHOL IIpaBa,
00VM JXOBe 3aIUTHTE Mebao TOKOM uctopuje. CTora, HUBO 3ajeMyYeHNX JbY/ICKVX IIpaBa I
c1060f5a Hulje HEllITO HeIIPOMEH/BMBO 1 T IPOMEHa y IIPAKCH MOXKe fja Ce OfiBMja y iBa Ipa-
Blla — Y IPaBLy BJX0BOT YHanpehera, a/im 1 y IpaBIly YKI/Iatha MU CMalblBatba ofpehe-
HOT JJOCTUTHYTOT HUBOA IIPaBa, YIPKOC HEABOCMICIIEHOj 3aKOHCKO]j 3a0paHy Jia ce TO YMHI.
[TpaBo Ha IPUBATHOCT ¥ 3ALUTUTY IMYHIX IOJATAKA ITOCIEAbIX TONMHA je ITPEIIO3HATO Kao
IPaBo Koje 3axTeBa yHanpeherme MexaHM3aMa 3allTUTe yciie yOp3aHoT pa3Boja JUInTal-
HIX TeXHOJIOTH]a, 1IITO Ce OI7Iefia y YCBajarby OpOjHUX ITPABHIX JOKYMEHATa Y 0BOj 06/1acTH,
Ha Mel)yHapOgHOM 11 HALMOHATHOM HIBOY ApyKaBa. BaykHO je younTu Koju ¢y 6mmi n3a3oBu
y 00/IacTy 3alITHTe OBUX ITPaBa TOKOM IaHIEMIje 1 yKa3aTy Ha IbIUX 300r HeKux Oynyhux,
CNIMYHUX WIN CIOYKEHUJUX CUTYallMja, KOje Ce TPEHYTHO He MOTY IIPeIBIUIETIL.

EBPOHCKI/I ITpaBHM OKBUD 3a 3alITUTY JINIHUX ITOAaTaKa
M IIpaBa Ha IpMBAaTHOCT

Y umaHy 5. EBporicke KOHBeHIMje O JbyCKUM IIPaBMUMa jeM4M ce IPaBo Ha cnobony
Y CUTYPHOCT. Y cTaBy 1 ce HaBOAM fIa CBAKO MMa ITPABO Ha CITOOOJY U CUTYPHOCT JINMYHO-
CTH, Te la HUKO He MO>Ke OMTM JIVIIeH cTI060fe 0CuM Y caydajeBuMa mpensubennm Kon-
BEHIIMjOM ¥ Y CKJIa[ly ca 3aKOHOM OfpeheHMM mocTynkom. 3aKOHUTO JMIIee C1obofe
paju cIipedaBama IIMpera 3apasHuX 60IeCTH jefiaH je off crydajeBa y Kojuma Konsen-
1uja mpepBuba ofcTyIame o IpaBa 13 WwiaHa 5.2

Yran 8. mpomucyje IpaBO CBAKOT Ha IOLITOBAaIbE CBOT IIPUBATHOT ¥ IIOPOJMYHOT
JKMBOTA, CBOT JJOMa U IIPeINCKe, Kao 11 00aBe3y jaBHIX B/IACT [ja Ce He MeIajy Y OCTBa-
puBambe OBOT IIPaBa, OCUM aKO je TO y CK/IaJy ca 3aKOHOM I HEOIIXOJHO Y IeMOKPAaTCKOM
[PYLITBY Y MHTEPECY HALMOHATHE CUTYPHOCTH, jaBHE CUTYPHOCTH MU €KOHOMCKE JO6po-
6uTH 3eM/be, pafy CIpedaBarma Hepefa MM KPUMIHAJIA, 3a1UTHUTe 3[paB/ba UIN MOPAIa,
npasa 1 cnobofie Ipyrux.

Y gnany 15. ce npenmsupa fa y BpeMe parta WK IpyTe BaHpeJHe CUTYyalyje Koja IpeTn
JKMBOTY Hallije, CBaKa BICOKA YTOBOPHA CTpaHa MOXKe IIPERy3eTy Mepe OfICTYIIarba Off CBOJIX
obaBesa 13 ope KoHBeHIIMje Y Mepy KOjy CTPOTO 3aXTeBajy HoTpebe cuTyanuje, mof, ycmo-
BOM Jla TAKBe Mepe HICY Y CYIIPOTHOCTH Ca BbeHUM JpyruM obaBe3ama 1o MehyHapopHOM
npasy. Huje 1o3BojbeHO oficTymname off wiaHa 2. (IIpaBo Ha XMBOT), OCUM Y C/Iy4ajy CMPTH
KOja je moc/IeuIia 3aKOHNTUX PaTHUX Jie/la MM Y/IaHa 3. (3abpana My4ema), YIaHa 4. CTaB
1. (3abpaHa porcTBa U IPMHYAHOT paja) U WiaHa 7. (KaKmaBarme CaMo Ha OCHOBY 3aKOHA).
CBaka BICOKA yTOBOPHA CTpaHa Koja ce KOPUCTY OBYM IpaBoM 1n3y3eha obaBelnTaBa rete-
panHor cekperapa CaseTa EBporie y moTIryHOCT) 0 CBMM MepaMa Koje je IIpefiysena 1 pa-
371031Ma 3a TO, a Takobe je y o6aBe3u fja obaBecty reHepanHor cekperapa Casera EBpore
KaJia TaKBe Mepe IIPecTaHy fa femyjy u ofpende KoHBeHIje HOYHY IIOHOBO fia e CIIPOBOfie
y notmyHoctn. Ynas 15. je cnmuan wiany 4. Mehynapopsor nakra o rpabanckum u momm-
TUYKUM IIpaBMMa ¥ 4IaHy 27. AMepyiyKe KOHBEHIIMje O JbYACKUM IpaBuMa. MHOIM ycTaBu
Takobe cagpyxe cnmyHe offpende 3a IpoITallapakbe BaHpeqHe cuTyaryje. YraH 15. Tako oMo-
ryhasa apyxaBaMa fia Ipely3yMajy Mepe Koje He 611 61Te 103BO/beHe Y CKITay ca yoOudajeHm

2 3akoH 0 parudukaiuju EBporicke KOHBeHIMje 3a 3alITUTY JbYICKUX [IPaBa U OCHOBHUX CIO60J2,
Sluzbeni list Srbije i Crne Gore — medunarodni ugovori, br. 9/2003, 5/2005 i 7/2005 - kor. i Sluzbeni
glasnik RS - Medunarodni ugovori, br. 12/2010 i 10/2015.
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KpuTepujymMuma KonBeH1uje 1 y TOM IOIJIEly Cy OITACHOCTH KOj€ BaHPe/IHA CTak-a ITPefCTa-
BJbajy 3a JbY/ICKa ITpaBa O4uIIefHe. 300r Tora ce wiaHoM 17. mpomucyje 3abpaHa 31oymorpebe
IIpaBa, Te Cé HABOJM fla ce HuIITa y KoHBeHIIMju He MOyKe TyMa4lTH TaKo Jla OfipasyMeBa
IIpaBo OMJIO Koje ApyKaBe, IpyIe WK 0cobe fa ce 6aBy 6110 KOjOM aKTMBHOIINY MIIV U3BP-
1IaBa 6110 Koje JieIo Koje MMa 3a Lii/b IOHUIITE e HEKOT Off HaBelleH)X IIpaBa 1 cr1obozia
VIV BUIXOBO OrpaHuderse y Behoj Mepu off oHora 11rto je npensubeno KonseHuujom. Y wiany
18. ce HaBOAIY Jla Cce OTpaHNYeHha HaBeeHX IIpaBa I ooy, 1o3Bo/beHa KoHBeHIMjoM, He
IIpUMeEIbYjy Y IpyTe CBpXe OCUM OHNX 32 KOje Cy IPOINCaHa.

Ynan 17. Mehynaponsor makTa o rpabaHCKUM 1 IOMUTUYIKMM IIPABUMA, KOjI IIPO-
M3UIasM U3 YnaHa 12. YHuBepsaaHe JeKaapanyje o JbyACKUM IIpaBUMa, YCIOCTaB/ba
3aIITUTY Off ,,IIPOV3BOBHOT VIM He3aKOHUTOT YIUINTamwa’ Y ,IPUBATHOCT, TOPOAUILY,
JOM VIV TIPENUCKY IIOjefyHIa.”

Y 0Boj obmacTy je 3HayajHa M KoHBeHIMja O 3aIITUTH JIMLA Y OFHOCY Ha ay TOMAaTCKY
06pajly TMYHUX [OflaTaKa’, Koja y WwiaHy 6. yTBphyje ia ce IMYHY MOFAIM Y Be3U ca PaCHUM
HOPEKJIOM, HOUTUYKVM OIIpefie/berbeM, BePCKUM ybehemeM U HeKoM APYTroM BPCTOM
y6ebherma, Kao 11 IMIHY TIOfAIIN Y Be3M Ca 3APABCTBEHNM CTAFbeM VTN CEKCYaTHVM KMBOTOM
MOTY ayTOMAaTCKy obpabusaTu camo y ciry4ajy ia fomahe 3aKoHOmaBCTBO ImpenBuba ofrosa-
pajyhe rapannuje 3a To. Victo Baxknt 1 3a mndHe IOfaTKe U3 Ka3HeHe eBueHIje. CBUx 47
3ema/ba CaBera EBporne cy ctpane y oBoj Konsenuuju (Kousennuja 108), koja je oTBopeHa
U 3a Ip>kaBe Koje Hucy wianuie Caseta EBporme. OHa je axxypupana 2018. rogyHe (manac
je mosHara kKao 108+) u my cy nmotmucane cse fipxase Caseta Eporme. Hamna gp>xasa je
26. maja 2020. roguae parudukosana IIporokon Casera EBpore ox 18. maja 2018. ropuHe,
KojuM ce npenMetHa KoHnBeHIuja ynanpelyje y nmorneny Hadena mponopLuoHaTHOCTH,
3aKOHUTOCTY 1 TpaHcmapeHTHOCTH (Protocol amending the Convention for the Protection
of Individuals with regard to Automatic Processing of Personal Data, CETS No.223).

EBporicka yH#ja je aKypupaa 3aKOHOLABCTBO O 3alUTUTY IofiaTaka 2016. rofuHe JoHO-
mereM Ominte ypenbe o 3amTuTy mofataka o muaHocty (Ypeno6a (EY) 2016/679 TIIIP) n
JlvpexTuBe 0 3amITUTV PUIMYKIX TUIIA Y Be3U ca 06pajioM MofaTaka o TMIHOCTH, Koja Cy
IIOBe3aHa ca KPMBIYHMM JIeIVIMa VI M3BpIIeeM KpuBuaHuX caHknuja (EY) 2016/680.*
Ypen6a (EY) 2016/679 y wiany 9. mpomnmncyje fa MOfALM O 34PABCTBEHOM CTaby IPeCTa-
B/bajy MOCEOHY KaTeropjy mofaTaka o IMYHOCTY, Yija obpasia Hifje JOIYIITeHa, OCUM Y
Ta4HO ofpehernM cryuajeBumMa Meby Kojuma je v jaBHU MHTepec Y 00/1aCTy jaBHOT 3/IpaB/ba,
Kao IITO je 3aIUTUTA Of 030M/BHIX ITPeKOrPaHNYHIX IIPETHH 3a 3hpaB/be W 0be3dehn-
Bambe BUCOKNX CTaH/[apfia KBamTeTa 1 6e36eIHOCTY 3[jpaBCTBEHe 3aILITHUTE, TeKOBa U MeJi-
IVHCKUX cpefictaBa.’ [TomTyjyhy npuHImn sakoHnTOCTH, 06pajia MIMYHNUX ITOfjaTaka MOpa

3 Sluzbeni glasnik RS - Medunarodni ugovori, br. 1/92, Sluzbeni list SCG - Medunarodni ugovori, br.
11/2005 - dr. zakon u Sluzbeni glasnik RS - Medunarodni ugovori, br. 98/2008 - dr. zakon i 12/2010).

4 Directive EU 2016/680 of the European Parliament and of the Council of 27 April 2016 on the pro-
tection of natural persons with regard to the processing of personal data by competent authorities
for the purposes of the prevention, investigation, detection or prosecution of criminal offences or
the execution of criminal penalties, and on the free movement of such data, and repealing Council
Framework Decision 2008/977/JHA.

5> Regulation EU 2016/679 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC — General Data Protection Regulation.
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Jla Ce 3aCHUBA HA CAITIACHOCTH CyDjeKTa IofiaTaka Wi Ha IPYrUM 3aKOHCKMM OCHOBaMa
Koje cy yrBpbeHe y Ypen6u (41aH 6.), To y BpeMe IaHAeMIje 1 Kpenparba al/IMKaLja 3a
npaherbe KOHTaKaTa 3aCHOBAHNX Ha O/MIM3VHY JOBOAM [0 INTaba 1A JIU Ce TAKBe aIlINKa-
I1je U BUXOBO Kopuliheme MOy OC/Iamary Ha IPUCTAaHAK. buBiia pagHa rpyma usHena
je cTaB Ja ,aKO Ce CaITaCHOCT CacTaBy Kao fleo ofipefiaba 1 yC/I0Ba KOju ce He IIPEeroBapajy,
IpeTIOCTaBba ce ia Hucy coboxguo gartn” (Ynan 29, CmepHuLe 3a carnacHocT, 2018), mro
3Haul [Ia ce JOOPOBO/BHO yuelhe y ammMKaIjamMa 3a Tpakerbe KOHTaKaTa He MOpa HY)KHO
OC/IamaTH Ha IPUCTAHAK KAO IIPaBHIM OCHOB 3a 06pazty mogaraka (Guild, Mendos Kuskonmaz,
2020). Onurra ypen6a o 3amTuTy nogartaka o mmanocty (EY) 2016/679 Hema MexaHu3Me 3a
e(I)I/IKaCHy 3aIITUTY Of KOPI/IHIheH)a AHOHMMHIUX IT0JaTaKa 3a IIPEAVIKTMBHO a/ITOPUTAMCKO
OIUTyuMBalbe, OLCHMBAE PU3MKA U K/IACU(UKALNjy 3aCHOBAHY Ha IIOHALIAKY, KOje Ce MOTY
KOPUCTUTY 3a HejeJHAKO TpeTupame mojeayHara i rpyma (Mithlhoff, 2020).

EBpormckn ogbop 3a 3amITUTY HOfATaKa M34a0 je YIYTCTBO 0 06pajy MofaTaka o
7maHOCTH Y KOHTeKCTy Bupyca COVID-19 (Statement on the processing of personal data
in the context of the COVID-19 outbreak)®, y kome ce jacHO ykasyje Ha 3Ha4aj 3aLITUTE
HOfjaTaKa O IMIHOCTI VI TOKOM BaHPEJHOT CTamba.

HaLU/IOHaJIHI/I IIpaBHM OKBUD 3a 3alUTUTY JINYHUX ITOAaTaKa
M IIpaBa Ha IpMBAaTHOCT

Harmma npusatHOCT 06yXBaTa IofIaTKe KOji Ce OfHOCE Ha Hallle 6pavyHO CTambe, Bep-
CKa 1 monuTu4Ka ybehemwa, HoOBYaHe TpaHCaKIUje, ETHUYKO MMOPEKTIO, 3PaBCTBEHO
CTame, KPUMMHAJTHN I0CHje, TeHeTCKM MaTtepujail. JlaHac Kafia >KUBUMO y 100y yop3aHoTr
HaIlpeTKa U Pa3Boja AUIUTATHUX TEXHOIOTMja KOje IPOXKMMAjy CBaKM aCIIEKT HallleT T0pPo-
IVYHOT, TOCIOBHOT 1 IPYIITBEHOT KMBOTA, 3aIITHTA IPMBATHNUX MTOJATaKa Of jABHOCTH
M KOHTPOJIICabe HhIXOBUX TOKOBA H001jajy jenHy HOBY AuMeH3wujy. To 3HauM fa je HeoI-
XOJIHO JIa 3HaMO He CaMo ca KMM MM JIe/IVIMO Hallle TIoflaTKe, Hero 1 Ko je onainheH fa nx
IPUKYIba U Y KOje CBpXe. 3aKOHOJABAI] je IIPeII03Ha0 OBY 06/1aCT Kao jeffHy Off CyIITH-
CKOT 3Hauaja y MOC/IeAk0j felleHNj, IITO je 3a IOC/IeIIlY MAo yCBajame M0CeOHNX
3aKOHa KOjMMa Ce pery/uile 3allTUTa ¥ OCTBapuBam-e OBOT IIpaBa. bpojHe apymTeene
Mpesxe, PUHAHCUjCKe TpaHCaKIyje U IIahamwba IMyTeM MHTepHETa, 11 Pyre aKTUBHOCTH
KOjuMa IPUCTYNaMO Yy BUPTYETHOM CBETY, YYMHU/IN CY Ja TOjejMHAL] U Hheropa Mpu-
BAaTHOCT y caj6ep IPOCTOPY JIAKO MOTY OUTH YIPOXKEHM Ha Pas3NdnuTe Ha4MHe — Off IIPU-
CITYIIKMBalba, MIMperba BUPYCa, U3T0KEHOCTU BepbaTHOM Hacuiby, 1o Kpabe ugeHTuTeTA.

Cae ofpefbe 0 JbyACKUM M MAaBUHCKMM IIPaBUMa TyMade ce Y KOpUCT yHanpebemwa
BPEIHOCTH JIeMOKPATCKOT APYIITBA U y CKIaAy ca Baxkehnm mehyHapogHuM cranmap-
IMMa ¥ mpakcoM MehyHapogHMX MHCTUTYLMja Y 0BOj obmactu. Unan 18. YcraBa Pemy-
6mxe Cpb6uje (,Cn. rmacank PC”, 6p. 98/2006) mpomucyje Aa ce /byACKa U MabIHCKa
IpaBa 3ajeMYeHa YCTaBOM IIPUMERYjy HEIIOCPENHO, JOK C€ 3aKOHOM MOYKe IIPOIN-
CaTy caMO HaYVH BHUXOBOT OCTBapema Kajia je To YcTaBoM M3pUINTO ImpefiBubeHo mmm
KaJla je HeOIXOIHO 360T P pOfe TI0jeJUHOT TIpaBa, Kajla ce HU y KOM CIIy4ajy He cMe

¢ Statement on the processing of personal data in the context of the COVID-19 outbreak https://
edpb.europa.eu/our-work-tools/our-documents/other/statement-processing-personal-data-context-
covid-19-outbreak_en, 29.05.2020.
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YTULIATU HA IETOBY cafip>KuHy. OrpaHuyemna OBUX I1paBa Cy IONYLITEHA 3aKOHOM, Y CITy-
JajeBUMa U 'y 06MMYy Koju To Ycras npensuba, 6e3 safyupama y BUXOBY CYIITHHY, a JO-
CTUTHYTM HMBO JbYJICKMX ¥ MABMHCKUX ITpaBa ce He MoXe cMamyBaty (4. 20. YcTaBa
PC). Y ncroM uiaHy ce HABOZM Ja Cy CBY AP>KaBHY OPraHIi, a I0CEOHO CYHTOBY, JY>KHM Ia
y OBUM CUTYaIl¥jaMa BOJie pauyHa Jia 1M IIOCTOju cpasMepa n3Mely orpanmyema nmpasa u
CBpXe€, OIHOCHO JIa JIU Ce CBpXa MOI/Ia OCTBAPUTH U MatkuM orpanuyemeM. [Ipaso je cBa-
Kor rpabaHuHa [ja 3aXTeBa CyACKY 3alUTHUTY 1 YK/Iambakbe OCTeANIIa KOje Cy TOM IIPUIN-
KOM HacTasle, yKOJIMKO cMaTpa ia My je mospeheno um yckpaheno npaso 3ajemueHo Ycra-
BOM, a Ha pacIoiaramwy My cToju 1 MoryhHoct o6pahamwa MehyHaponHuM MHCTUTYIIMjaMa.

HenospenuBocT TajHe MucaMa U IPYIMX CpefcTaBa KOMyHUIapabha je HeloBPenyBa
u 3amrrhena wiaHoM 41, a 3alITHTa IOfjATaKa O IMYHOCTH Ce jeMur wiaHoM 42. [Tpomu-
cyje ce fia je 3abparbeHa 1M Ka>KibiBa YIIOTpeba ofaTaka O TMYHOCTY M3BaH CBPXe 3a KOjy
Cy IIPUKYIUbEHN, Y CK/IaJy Ca 3aKOHOM, OCUM 3a IoTpebe Bohera KPMBUYHOT IIOCTYIIKA
vy 3auTuTe 6e30efHOCT ApKaBe, Ha HaunH npegsuben sakonom. Takobe, yrBphyje ce
IIpaBo CBake 0cobe fja 6yze ob6aBeITeHa O IPUKYI/bEHUM MIOALIMA O CBOjOj TUIHOCTH,
Kao ¥ IIPaBO Ha CYACKY 3alITUTY Y CIY4ajy BIXOBe 370ynoTpede.

OpcTynama off 3ajeMueHNX IpaBa Cy /J03BO/beHA 3a BpeMe BaHPEHOT CTaka UK
PaTHOT CTama y 00MMY Y KOjeM je TO HeOIIXOJHO, a IIPecTajy IpecTaHKOM BaHPeJHOT Y/IN
parHor cTama (uras 202. Ycrasa PC). Ynan 200. YcTaBa mpomucyje ycmose U HOCTYTIaK
3a IIpoI/Iallielbe VI IPecTaHaK BaHpeJHOT cTama.’ [lana 15. mapra 2020. roguHe Ha Tepu-
topuju Perry6nuke Cp6uje npencenunk Penybnuxe, npencennnk Hapopse ckymniutnHe u
npencenHuK Brage fonenu cy OAIyKy o IpOITallenhy BAaHPEFHOT CTama,’ Koje je Ha CHasu
6uo mo 6. maja 2020. ropuHe Kaga je Ognykom Hapopue ckynintune ykunyto.” Ynan
53. 3aKOHa O 3aIUTUTV CTAHOBHMIITBA OFf 3apasuux 6omectu (,,Cr. rmacHuk 15/2016. n
68/2020), mpexBuba fa MUHMCTAp 3ApaB/ba MOXe, Ha MIPEMIIOT Komucuje u mHCTUTYTA,
HAJIOKUTHU 3abpaHy WM OrpaHnYerhbe KpeTarma CTAHOBHUIITBA Ha OAPYY)Y Koje je 3ax-

7 BaHpesHO cTame npornauasa HapoxHa cKyNITiHa y CUTyaluji Kajia jaBHa OTIACHOCT YTPOYKaBa
OIICTaHaK Ap>KaBe W/ rpahaHa, a ofryKa o mwerosom yBohemwy Baxky Hajgyxe 90 aHa, HAKOH
Jera ce MOXKe IPOAYXUTH 3a joir 90 gaHa opnykoM sBehune o ykymHor 6poja mocnaHmka.
Tom npunukom HapopHa cKynmTiHa Mo>Ke IIpONMcaT Mepe KOjuMa ce OfICTyIa off YCTaBOM
3ajeMUYeHNX bYACKUX U MABMHCKMX IpaBa. Ako HapogHa ckymnurtuHa Huje y MoryhHocTi fia
ce cacTaHe, O[UIYKY O IIPOITIAlllelhy BaHPEIHOT CTamba JOHOCE 3ajeNHO IpefceaHukK Pemy6buke,
npefcenHuk Hapoghe ckymurune u npencegHuk Biage, mom uctum ycnosuma, a Mepe Kojuma
ce OACTYIA Off /BYACKMX 1 MaFbMHCKUX IIpaBa MOXKe IIponucaTu Braga, ypendom, y3 cymormuc
npepcenHnka Perry6muxe. Y ToM cirydajy, oamyKy 0 BaHpeHOM CTamby Tpeba fa motspayu Hapopna
CKYILITHHA y POKY Of 48 caTyl Off HbeHOr [JOHOIIeha, ONHOCHO YnuM Oyze y MoryhHocTH fa ce
cactane. Axo HapopiHa CKynIITiHa He IOTBPAY OJ/IYKY, OHA IIpecTaje fia BaKM 3aBPIIETKOM
npse ceffHuIle HaposiHe cKynmTuHe ofipykKaHe 110 NMPOITIalllelhy BAaHPETHOT cTama. VIcTo Baxkn
u 3a ypenby Biazie 0o Mepama OfCTyIama off /bYACKUX U MambUHCKNX IIpaBa. Braga je gy>xHa
A je mogHece Ha MOTBpAY HapomHoj ckymutunm y poky oj 48 caTul Off JOHOILEba, OGHOCHO
unm HapopHa ckymutrHa 6yme y MoryhHOCTI fa ce cacTaHe, a y CYIIPOTHOM, Mepe OfCTyIama
IpecTajy ga Baxke 24 cara off mo4eTKa IpBe cefiHuue Hapogne ckyniurunae ofp)KaHe HaKOH
TIpoI/Iallierha BAHPEIHOT CTamba.

8 Sluzbeni glasnik RS, br. 29/2020.

9 Sluzbeni glasnik RS, br 65/2020.
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Baheno onpeheHom 3apasnom 6omemhy. Ha ocHoBy Tora je 10. mapTa 2020. rosuse Braga
PC nouerna omryky kojoM je COVID-19 mpornauien 3apasHom 6oserhy. '

Y 3akoHy o samTuTy nogaraka o mmaHocru (,Cryx6ern rmacauk PC”, 6p. 87/2018),
HOJALIY O 3[[PAaBCTBEHOM CTamby Ce Ae(pUHMIIY K0 OCeOHY OfALY O IMIHOCTIL U BbIXOBa
obpaja je perymicana WwiaHoM 17. y KoMe ce TAaKCaTMBHO HaBOJe CUTYaLMje ¥ KOjuMa je
obpaja 0BMX IIOffaTaKa AOMYIITeHA. Tako ce y cTaBy 1. HABOAM /1A je HEOIIXONAH U3PUINT
IPUCTAHAK JIMIIA Ha KOje e MO OffHOCE, OCKM aKO je 3aKOHOM IIPOIMCAHO Aa ce obpana
He BpIIN Ha OCHOBY IIPUCTAHKa, a y CTaBy 9. ce yIBphyje gomyurrenoct obpaje kaga je
HEOIIXOJJHA Y LIW/bY OCTBapyBakba jaBHOT MHTepeca y 06/1acTH jaBHOT 37IpaBjba, Kao IITO je
3aIITHUTA Off 0301/bHIIX IIPEKOTPAHITHIX [IPETY 3[[PaB/by CTAHOBHUIITBA W 06e30ebn-
Bambe BIUCOKIX CTAH/IApfia KBAIUTETA ¥ CUTYPHOCTM 3[[PAaBCTBEHE 3ALITHTE, IEKOBA MIIN
MEIVIIMHCKMX cpeficTaBa. Yan 18. npenusupa fia je obpaza KOjy Bpllle HaJlJIEKHY OPraHu
y oce6He CBpXe, KOjOM Ce OTKPMBA PACHO VMU €THITIKO IOPEKIIO, ITOTUTUIKO MUAIUBEIHE,
BepcKo W Gprmo30CKO yBepere WIN WIAHCTBO Y CUHAUKATY, Kao 11 00pajia TeHeTCKIX
[ofjaTaKa, 6MOMeTPUjCKIX TIOfATAKA Y L{M/bY jeANHCTBeHe NAeHTuUKaLMje PU3IIKOT
JINII, TIOfIaTaKa O 3[[PaBCTBEHOM CTAkby IJIN II0JATAKA O CEKCYaTHOM SKUBOTY WM CEKCY-
aJIHOj opujeHTanuju (pU3NYKOT /LA, FOITYIITeHa CAaMO aKO je TO HEOIIXO/IHO, Y3 IPUMEeHY
oxrosapajyhnx mepa 3alTnre mpasa IMIa Ha Koje ce IOJALY OffHOCE.

JopaTHe cMepHIILIe 3a TOCTyIamkbe y fo6a mangemuje COVID-19 Hanase ce u y 3ajef-
HIYKOM CaommTemny npencenasajyhe Kommrera Konsenmuje 108 n Komecapa sa samtuty
nogaraka Caseta EBpore op 30. mapTa 2020. rouHe, Yy KOMe Ce CTIYE A Ap>KaBe TOKOM
na"gemuje Tpeba ma o6paTe MaXKBY Aa 1M U y KOM 00UMY IIpefy3eTe Mepe yTU4y Ha
IleMOKpaTHjy, BIafaBUHY IIpaBa 1 HOLITOBake /bY/CKA [IPaBa, yK/bydyjyhu u mpasa Ha
IPMBATHOCT U 3aIUTUTY Hofaraka o muaHocTu.!! Harmamasa ce f1a je, y HOBOHACTA/INM
OKOJIHOCTHMA, IOTPeOHO Moce6HO 00paTuTy MaXKkhy Ha 06pajy mogaraka y Besu ca
3OpaB/beM cTaHOBHUIITBA U fa [Ipenopyxa CM/Rec(2019)2 o 3gpaBcTBeHNM IOfaLMa
(Recommendation CM/Rec(2019)2 of the Committee of Ministers to member States on
the protection of health-related data) cagp>xu cMepHuIe 0 OCTBapUBatby IpaBa Ha MIpHU-
BaTHOCT U 3aIITUTY IIOATaKa O IMIHOCTIL, M3MeDy caMux 31paBCTBEHNX PAIHIKA, A/l U
usmeby sgpaBcTBeHOr 1 Ipyrux cexropa. C TUM y Besn, He Tpeba 06jaB/bUBATI OCET/bIBE
HofaTaKe O IMYHOCTH (HIIP. 34paBCTBEHE MOAATaKe), a pajibe Koje ce Ty obpazie Tpeda
BPLINTH CaMoO aKo Cy obe3bebhene mocebHe, fogaTHe TEXHUUKE U OPraHM3ALNOHE MePe

10 Ypen6om o Mepama y BaupensoM cramy (Sluzbeni glasnik RS, br. 31/2020-3 op 16. mapta 2020)
OTpaHNYEHO je I CIIPedeHO KpeTarbe /bY/AJ Ca OBUM BIPYCOM, Kao 1 0c00a 3a Koje IIOCTOj! CyMiba
Iia Cy 3apakeHe; 3a0parbeHo je Ofjp>KaBarbe CKYIIOBa Ha OTBOPEHOM ¥ OTPaHIYEHO je ¥ 3aTBOPEHOM
IpocTopy; MUHNCTapCTBY YHY TPAIUbIX IIOCTIOBa OMOTIyheHo je fa M3BpLIY Hapenoy 3a 3aTBaparbe
CBUX IIpuIasa ofpeheHoM 06jeKTy 1y IPOCTOpy 1 OHeMoryhaBare HamyTama ucTux. Hapen6om
0 OrpaHMuerY 1 3a0paHy KpeTarba /iiia Ha Teputopuju Penry6mike Cp6uje (Sluzbeni glansik RS,
br. 34/2020, 39/2020, 40/2020, 46/2020 1 50/2020) yBezieHa je 3a6paHa KpeTamba y HEPUOTY Fy>KeM
off 24 caTa 3a CBa JIMI[A HA TePUTOPHjI APIKaBe, LIITO je IOCTABIIIO UTabe OIPABLAHOCTIL Mepe
KOja HIfje IpefiCTaB/ba/la OrpaHMyebe IpaBa KpeTata, Bel 1eroBo IMOTIYHO yKUAambe.

Joint Statement on the right to data protection in the context of the COVID-19 pandemic by
Alessandra Pierucci, Chair of the Committee of Convention 108 and Jean-Philippe Walter, Data
Protection Commissioner of the Council of Europe, Strasbourg, 30 March 2020, https://rm.coe.
int/covid19-joint-statement/16809e09f4
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samrryre. Kao HajBaXKHMjH 132308 Y MACOBHOj 0Opa/iM IofaTaKa O TMYHOCTH, PAfiyi CIIpe-
JaBama MIMpeba TaHeMIje, IPENo3Hajy ce crnegehy pusmmu:

- moryhHOCT MOHOBHE MeHTU(UKALje ITUIIA HA OCHOBY IPETXOZHO AaHOHMMHIX
ofaTaKa;

- moryhHocT 06pajie mogaTaka of CTpaHe IOCIOfABALIA TOKOM Tpajamba MaHgeMuje,
360r vera mocnogasiy Tpeda fa 06pabyjy camo oHe IIogaTKe O TMYHOCTHU KOJI Cy
HEOIIXO[HM 33 MAeHTU(UKALY]Y IOTEHIVIjaTHO 060Ienux, Y3 IIyHO IOIITOBAbE
IIpMHONIIA HY>KHOCTY, IIPOIIOPHVOHA/THOCTY 1 OATOBOPHOCTM. ,up)KaBHI/IM opra-
HUMa 61 MOIJIN JIa OTKPUjy HeKe MOfjaTKe O 3APaBCTBEHOM CTaby 3aMO0CIEHNX,
CaMo YKOJIMKO 32 TO IIOCTOj¥ OfroBapajyhu mpaBHM OCHOB;

- TeJIeKOMYHUKAIVIOHEe KOMIIAHUje, MHTepPHeT I1aT(hopMe 1 MHTEPHET IPOBajiepu
HOCTajy yK/bydeHu y 60p6y mporus muperma COVID-19, mTo 3a mocnefuiyy nMa
fia Ce Off BUX CBe delrhe TPaXu ZOCTaB/barbe MOfaTaKa CBOjIX KOPUCHNUKA, KAKO
61 ce yTBpAWIA BIXOBA TeoloKanyja. 3ak/pydyje ce fa o6paja OBMUX IOfjaTaKa 3a
Behn 6poj /muia MoXKe fja ce BPIIY CaMO aKO 611, Ha OCHOBY B/IMIHIX [JOKa3a, MOI/IA
fia JOIIpYHeCe IPEeCTAHKY LIMperha MaHAeMuje, y3 CIIpevdaBabe U MIHIMUSIPAhe
pM3MKa OCTBAapUBamba IIpaBa Ha IPUBATHOCT, OTHOCHO BpLIEHeM OHE pajjbe U3
IIoMeHa obpajie Koja je HajMarbe arpeciBHa [10 OCTBAPUBaIbe IIPaBa Ha IPUBATHOCT;

- IpUINKoM o6pajie mofaTaka y 00pa3soBHIM CUCTEMIMA HEOIIXOHO je [ja HOCTOjI
ozrosapajyhu mpaBHYM OCHOB 1 CaIJIACHOCT POAUTE/bA MIU 3aKOHCKOT CTapaTesba
MaJIOJIETHUX JINIA, Kao U MOryhHOCT fa poanTebu nMajy yBug y obpany moga-
TaKa CBOje flele.

JaBHO 06jaB/BMBabE TMYHMX IIOJATAKA O 3APABCTBEHOM CTakY, 6e3 IIPUCTaHKa 0coba
4Uji1 CY IIOALN, IPEACTaB/ba KPUBUYHO fieno, 6ynyhn na 3akoH o mpaBuMa manujeHara'?,
3aKOH 0 3paBCTBEHO]j 3alITUTN'® 1 3aKOH O 3[PaBCTBEHO] JOKYMEHTALVI 1 eBU/EH-
IujamMa y o6actu 3gpaBcTBalt u3puunTO 3a6pamyjy TakBy 06pagy IMYHUX TOJATAKA,
OCHM Y3 CaIJIacCHOCT 0cobe 0 K0joj je peu. Iloper Te carmacHOCTH, BPYTY Ba/baHU OCHOB
MorIa 61 6MTH CyfICKa OJITyKa, a CBE IPYrO MOXKe IIPefCTAaB/baTy ¥ KPUBIIHO [eII0.

Youenu n3asosu TokoM naugemuje COVID-19 : mobunae
aIMKanuje 3a npaheme 3apakeHux

Moske ce pehn ma je manpgemnja nsaspana Bupycom COVID-19 6una n3HeHazaH,
HEHajaB/beH U CJIOXKEH TeCT NMIPOBepe 3Hama 1 CIIOCOOHOCTH TpeCcTaBHMKA JPXKAaBHUX
BJIaCTH, a y VICTO BpeMe U TeCT IoBepema Koje (He) yxuBajy Mehy cBojum rpahannma.
Y 6op6u mpoTUB MaH/eMuje Ha BelMKa BpaTa Cce yBOJe MOOMIHE alIMKalUje 4ija je
IeTTOTBOPHOCT IIOf, 3HAKOM IIUTAaMba, @ KOje MOTY IOBECTH /IO KpIlerba /bYACKMUX IIpaBa aKo
HeMajy eMKacHe 3alITUTHE Mepe 3a 3alITUTY IPUBATHOCTU. MoOWIHe arInKaiyje dnja
6u cBpxa O6uIa obaBelITaBambe KOPUCHUKA O IJIXOBUM KOHTAKTMMa Ca HOjeIHIIVIMA TT03M-
tyBHNUM Ha COVID-19 (1 y cutyanuju kaa ocobe HIUCY 3HasIe [ja CY MOTEHIMjaTHO 3apa-
KeHe) Beh cy MMIUIeMeHTHpaHe Y HeKMM asujckuM 3embama (Cunranyp, Kuna, Tajpan u

12 Sluzbeni glasnik RS, br. 45/2013, 25/2019.
13 Sluzbeni glasnik RS, br. 25/2019.
14 Sluzbeni glasm'k RS, br. 123/2014, 106/2015, 105/2017, 25/2019.
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JyxHa Kopeja), a oko 14 gp>xaBa wranuna EY yHunmparo je nim pasmMarpa BIX0B Pa3Boj
(Lazarevi¢, Baji¢, 2020). Tpe6a umatn y Bumy fa oko 60% moryarnuje Tpeba fa mHCTAINpa
AIUIMKALjy KaKo 61 OHa MMaJIa XKe/beHe pe3y/ITare, Kao 1 [a je COLujanHo (He)[IoBeperbe ¥
Ip>KaBHe MHCTUTYLIMje y JUPEKTHO] BE3U Ca MICXOZIOM, OHOCHO YCIIEXOM OBaKBMX MOOMI-
Hux amkanuja (Lazarevi¢, Baji¢, 2020). BBC je 2017. rogyuHe IOKpeHyo aIUIMKALUjy TIOK
HasuBoM ‘BBC Pandemic’ y okBupy HaumoHamIHoOr excrepuMenTa y Bemnkoj Bpuraunjun
KOjU je IIPUKYI/bAO MOfaTKe JOOPOBO/bALIA KOjU CY AIUIMKALIjY KOPUCTIIIN 3a IIPOLIEHY
KaKo he ce 3apasHa 6071eCT TIOMYT IpuIIa IPOIIMPHUTH U YTULIATY Ha Jbyfe y Bennkoj bpura-
Hujit. Ha 0CHOBY pUKyIUbeHNMX IOffaTaKa usrpabeH je MaTeMaTIIKI MOJIE KOji Ce OFHOCH
Ha IIMTakba Kao IIITO je CTOIIa CMPTHOCTH, a JOKyMEHTapH! (GU/IM O eKCIIePUMEHTY je eMu-
toBaH 2018. roguHe. OBaj eKCllepMMEeHT U C/IMYHe HajaBe BE/IMKOT BUPYCa Y HEITOCPEIHOj
nporuutocty, nosehasajy 6poj pasnmanTux Teopuja 3aBepe 1 6poj BUXOBUX MPUCTATINLIA.

EBporncku mapmaMeHT je 17. anpuia ycBOjuo pe3onyLujy, 3axTeBajyhu mornyHy
TPAaHCIIAPEHTHOCT KaKO OM JbY[U MOIJIM IPOBEPUTH OCHOBHY IIPOTOKOJ 33 CUTYP-
HOCT 11 IPUBATHOCT 0BUX amnukanuja (European Parliament resolution of 17 April 2020
on EU coordinated action to combat the COVID-19 pandemic and its consequences
(2020/2616(RSP)).

Kapa ce roBopu o yBohemy XUTHMX Mepa, Kao IITO Cy Mepe Hafi3opa Koje Cy yBefleHe
y L/by Cy30Mjamba TepopusMa, CBEJOLM CMO Jia ,OHe YeCTO MY IIPefia/ieKo, He IOCTIDKY
xKerbeH! edpeKaT 1 Kajja 6yy ofo6peHe, 4ecTo Ha/iMalllyjy CBOje OlpaBlame’, 3aK/bydyjy
y opranusanja Xjyman pajrc Bou (Human Rights Watch, 2020). us ymnorpe6e oBux
MOOM/THMX aIlIMKalyja je npaheme KpeTama 3apakeHUX 0coba, naeHTndmKanmja ocoda
ca KOjuMa Cy CTyIIaaM y KOHTAaKT y TIepHofy ¥ KojeM Cy 3apakeHM, Ipaherme MoIToBama
Mepa KapaHTVHa VI COLIVja/IHOT AVCTaHIMpatba, a 3aXBabyjyhu 3061 pHMM IIOfaLMMa O TOKa-
uuju yTBphyjy ce akTyenHa skapuinTa Bupyca. Ha Taj HaumH ce MOXKe IIPeIBUAETI BerOBO
Jla/be MIUPEH-e U YTBPUTYU KaKaB je pe3y/ITaT JOTalallllbIX IPely3eTUX Mepa 3/[PaBCTBEHE
samrrure. GPS mobuHor Tenedona My omoryhasa fa mpatu CBojy JIOKaLujy Ha yAa/beHOCTH
Off MeTap U II0 JI0 TPU MeTpa, a MHOTe aIlIMKalije 3a TaMeTHe TeredoHe Oerexce mopaTke
0 JIOKALIMj1 Koje 3aTVM MOTY Jia oO1jy Bafie 1 mocpefHuIm nogaraka. C gpyre cTpase,
OIyTyT ce KOPMCTH 3a IUPEKTHO IoBe3NBatbe ypebaja y HemocpenHoj 6/mM3uuN paju npe-
HoOca Iojjaraka (Ha yia/beHOCTH J10 OKO JieceT MeTapa), Ila ce cMaTpa 00/bJIM pelliereM, jep
yMecTo ToKalyje IpaT JYPeKTHe MHTepaKIMje ca BUCOKMM ITPOIIeHTOM TaqHoCTH. Takobe,
HOZJALM MOTY Jia Ce 4yBajy JIOKaIHO Ha ypeDajy, a He Ha LieHTpa/IM30BaHoj a3y mogaTaxa,
IITO TIpeficTaB/ba 60/bY OMINjy Ca ACIeKTa 3aIITHTe IIpaBa Ha MPMBATHOCT.

Y nmepuopy off HEKONIMKO Mecely, OpraHM3anyje 3a 3alITUTY /byICKMX IIpaBa y BUIIE
IpXaBa Cy 3abenexxuse clydajeBe Kpliera [IpaBa Ha IPMBATHOCT M 3aIITUTY TMIHUX
HoJaTaKa, y Be3u ca ynorpe6oM MoO6MnHMX TenedoHa M MOOMIHIMX almKaiyja.'” Vspa-

15V Uspaeny je ypen6a 0 BaHpeAHUM CUTyalMjama, Kojy je Baja opobpuia 17. MapTa, oBracTuia
Shin Bet, n3paeincky cnyx6y 3a yHyTpalimhy 6e36eqHOCT, 1a 6e3 MpucTaHKa KOPUCHMKA [IPUMA,
IPUKYIUBa U 06pabyje ,,TeXHOMOIIKe OfaTKe”, YK/bYuyjyhnu ImofaTke 0 MOKaLuju, O KOMIIaHHUje
Telcos, kako 611 ce IPOLIEHUIO KOjJt Cy TpahaHu 611V U3TI0XKeH! BUPYCY. MUHUCTapCTBO 31paB/ba
IIajbe yIo30peba Ha TelledoHe JbYAU 1 Hapehyje 1M Aa ce cTaBe y KapaHTHH. Briazia je sao6umnra
IIaplaMeHT y ofo0paBamy ypenbe o BaHpeHIUM CUTYaljaMa. BpxoBau cyn Vspaena je kacHuje
IpecyAuo fa Blaja Tpeba a JoHece 3aKOH KOjUM Ce ayTopusyje Aa ,JCIybaBa MPYUHIIIIe
3aIlITHTE IPUBATHOCTH .
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JKaBa ce 3a6pMHYTOCT Aa mporpamu 3a npaheme MoOmmIHNX Tenedona omoryhasajy Bia-
faMa fia, ycrIesl HefloCTaTKa TPAHCIAPEHTHOCTH, IPUKYII/bajy, KOPMUCTE U UyBajy MOfaTKe
M3BaH OHOTA LITO je HeOIIXOAHO 3a 3aKOHITE U L{J/baHe Mepe Ha30pa 60/IecT, LITo je
moce6HO 3abpumaBajyhe y sem/bama Koje 1Majy eBUIEHIIN]Y O CBeOOYXBAaTHOM HAI30DY,
nonyTt Kune, Etnonuje u Pycnje (y xojoj mocroju KoMbmHaluja moyjaraka o MOOUIHOj
JIOKALIMjJ Ca IPYTUM BpCTaMa MOJaTaKa, Kao LITO je mpernosHaBame muia) (Human Rights
Watch, 2020).

Ynorpeba MobWIHMX aIMKanyja 3a npaheme y ycIoBuMa maHgeMije, OCUM IIpaBa
Ha NPMBATHOCT 1 3alUTUTY IMYHUX IIOJAaTaKa, y ,EU/IpeKTHOj je BE€3M 1 Ca IIpaBOM Ha
crnobony u 6esbennoct. Yrnan 5. EBpomcke KOHBEHIIMje O JbYACKUM IIPaBUMa LIITUTU
IpaBo Ha cmobony u 6e36exHOCT 0cobe, aj ce 03BO/bABA 3AKOHNUTO 3aTBapame 0coba
paju ciipedaBama mpena sapasuux 6omecru. Coronavirus Act 2020 y Benukoj Bpura-
HIj1 oMoryhno je monuuajiyMa 1 MMUTPALMIOHNM CTy>KOeHUIIMMA Jia IIPUTBOPe 0Co0y
y OpaHMYEeHOM IIEPUO/Y YKOJINKO je 3apakeHa WIIN Jia je OfBefy Ha ofroBapajyhe mecto
3a CKpMHUHT 1 1 poueHy. Benmnka bpuranuja je yBena mepe saTBaparma yIJlaBHOM KpoO3
Opnespak 45P 3akoHa 0 jaBHOM 37paBCTBY (KOHTposa 6omectu) u3 1984. rogute, a mpo-
ey npepBubajy KpUBMYHO f1e/I0 3a HAITYIITabe CBOjUX JOMOBA ,,0€3 OIpaBiaHor pa-
snora” (Greene, 2020).1¢

Y KuHu je yBefieH HOBM CHCTeM IOf Ha3MBOM ,,3xpaBctBenn kop” (Health Code)
KOj¥ KOPUCTY Be/IMKM OPOj MOOVTHYX MOfjaTaKa U TadyaKa reojIoKaluje, Koje IPUKYIUbajy
KIMHeCKe TeXHOJIOIIKe KOMITaHMje KaKo 01 ce ofpeayia )kapuiuTa. AIUIMKalyuja cpa-
KOM 0ff CBOjuX 0ko 700 MM/InoHa KOPUCHMKA JOfe/byje jefHy off Tpu 6oje: 3eeHa oMo-
ryhaBa HeorpaHM4YeHO KpeTambe, XYTOj je IOTPeOHO 7 laHa KapaHTIHA, a IipBeHOj 14
faHa KapaHTUHA. [la 61 yuumn y srpaje, OTUIIIN O CyIlepMapKeTa, KOPUCTUIN jaBHU
IIPeBO3 ¥ KpeTasIu ce II0 CBOM KBapTYy, /byIM MOpajy ckeHupatu QR kopi Ha KOHTpO/ITHOM

[TapnamenTt y Jepmenuju je 31. mapTa yCBOjuO aMaHMaHe KOjMMa Ce BIACTUMa /1ajy IMpPOKa
opnainhema 3a Haf30p, Koje 3axTeBajy of KoMmmanuje Telcos fa mpena TenedoHcke samce cBUM
CBOjMM KyILMMa, YK/by4dyjyhu Tenedomcke 6pojese 11 ToKaLujy, BpeMe U JaTyM BIXOBIX II03MBa
u CMC nopyka. Bractit Mory fa KopucTe Te IOfjaTKe 3a UAeHTUDNUKOBAbe II0jefIHALIA KOjI
Cy 3apakeHN U Tpeba fa 6yny M30/I0BaHNU MU KOju 6u Tpebao fa OyAy y KapaHTUHY, WK 34
HaJT/Ielabe MojefiMHallA Y M30/IalVji UIM KapaHTUHY.
Y Pycuju je npemujep 20. MapTa Ha/l0KMO MUHUCTAPCTBY KOMYHUKAI[Mja /la JU3ajHUPA
HAIIMOHAJIHI CUCTeM 3a Ipaherse /by KOji Cy 61N Y KOHTAKTY Ca IalMjeHTIMa IO3UTUBHIM Ha
KOPOHABUPYC, KoprcTehn mofaTke o JIOKALMjuU Koje IPYrKajy MOOWIHY TeneoHI. MUHICTapCTBO
KOMYHUKaIMja je 1. anpuia HOTBPAMIIO Jia je AM3ajHUPano CUCTEM, a O PEeTMOHATHUX BIaCTH Ce
3aXTeBaJIO fla JOCTaBe CIIICKOBe OpojeBa MOOWIHNX TeleOHa 0c00a 3apaXKeHIX KOPOHABUPYCOM,
Kao 1 TenedoHcke 6pojeBe rpahaHa Koju ¢y y KapaHTUHY KOZ Kyhe 3aTo IITO Cy myToBanu y
MHOCTPAHCTBO WM Cy MMa/M KOHTAKT Ca 3apaKeHVM JbyMMa.
Y ExBafiopy je 16. MapTa IpeficefHIK U3[a0 Yperby KOjoM je OBIACTUO BIaAy fja KOPMUCTIL OJaTKe
ca caTeNMUTCKUX 1 MOOMIHUX TemedoHCKuX mnatdopmu 3a mpahemwe bYAn Koju €y TeCTUPaHK
HOSUTMBHO Ha BYUPYC, OHMX KOjI Cy 611N Y O/IMCKOM KOHTAKTY Ca HEeKUM KO je 6110 MO3UTUBAH,
Kao 11 OHMX KOjI VIMajy CHMIITOME ¥ OHVX KOjJ1 Cy IOABPIHYTU 06aBe3HOj M30/IaLuju 360T yIacka
y 3eM/by 13 nHocTpancTBa (Human Rights Watch, 2020).

16 EBpoICcKM CYA 3a JbyficKa TIpaBa je 3aK/by41o Aa WIaH 5. caMo IITUTY CTOGORY Y KIaCUIHOM
cMmucry Gusmdke cobofe, anu He faje IpaBo 0CobML a paiy OHO IITO SKeMU WM Jifie TaMO T
sxenu (P v Cheshire West & Chester Council; P & Q v Surrey County Council [2014] UKSC19).
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nyuekty (Human Rights Watch, 2020). Cucrem omoryhasa koprcHuIMa fa npujase Hesa-
KOHITe ¥ HeoBtanrheHe aKTUBHOCTH, Ko IITO Cy Be/IMKA jaBHa OKyIbamka. OBa amm-
KaIyja He CJIy)KV caMo Ja 611 ce MMao YBUT Y 3APaBCTBEHO CTambe KOPUCHVIKA, HA OCHOBY
Jera ce IPOLEYje [a 1N ce OHU MOTy CI0OOHO KpeTary uin He, Beh je mweHa yiora u
y pasMennu nHpopmanmja ¢ MOIULNjOM, YMMe Ce ,II0CTaB/ba 00pasal] 3a HOBe 00/IMKe
ayTOMaTM30BaHMX COIMjalTHIX KOHTPO/A Koje 61 MOT/Ie /ia Tpajy Ayro HaKOH IITO enu-
nemuja Hecrane” (Sander, 2020, str. 2). Y ucto BpeMe, 0TBapa ce IPOCTOP 3a AUCKPU-
MMHanujy ofpehennx rpyma, kao Ha mpumep crapujux rpabana xoju HuCy BUIHU PYKO-
Bamby [TAMETHMM TeleOHMMA 1 HeMajy HeOoIIXO[Ha 3Hama, Te 300r Henocegosama QR
Kofa Mory 6utu yckpaheHu 3a IpucTym jaBHOM IIpeBO3Y, IPOAABHULIAMA, 3[IPABCTBE-
HUM yYCTaHOBaMa.

Y JyxHoj Kopeju npencTaBHMIIM BIACTU YVHE JOCTYIHVM jaBHOCTH ,, TEKCTOBE 3a
6e36emHOCHe cMepHILIE” Y KOj/IMa Ce OIICYjy KpeTamba /byAu KOjiMa je HelaBHO [YjarHo-
CTUKOBAH BUPYC, 6e3 HaBoDhewa HUXOBOT UMEHa, a/lu y3 IMYHE IOAaTKe Kao IITO CY MO/
U CTapOCT, KOjI ca IOfalliMa O JIOKALlMji MOTY YYMHNUTH JOCTYIIHUM HeKe JieTajbe KOju
ce TUYY HBJXOBOT IPYBATHOT U IIOPOAMYHOT XVBOTA, LIITO Y/MHY ONIpaBAaHuUM ofpeheHe
60jasHiu 0 Ipenasy ca G¥OMEeTPUjCKOT Hafi30pa ,IIPEeKO Koxke” Ha HaJ30p ,UCIION Koxe”
(Sander, 2020). Taxo je moryhe samucnuty ga Heka O6ynyha mangemuja 6yze onpasaarbe 3a
HajIIeflalbe TeMIIepaType 1 KpBHOT puticka. Hanyonanna koMucuja 3a jbyfcka Ipasa
Jy>xae Kopeje kpuTnkoBaa je BIacTy 360r Ipy>Kamba BUIe MHPOpMAaIyja Hero LITo je
HEOIIXOJTHO 3a 3ayCTaB/bakbe MIMpera H0IeCTH, IIITO je HOBENO N0 KpIlea IIPUBATHOCTA U
JBYACKMX IpaBa 3apaxkeHe ocobe, YK/bydyjyhit ,,ceKyHIapHY LITETY, jep Mal[WjeHTH IIOCTajy
MeTa KPUTHUKe, PyTama I MpXKibe Ha MPEeXIT, Te je YMeCTO Ipy’Karba UCTOpHje IIyTOBamba
CBAKOT TOjelMHIA IIPETOPYYEHO CaMo fie/berbe TOKaIije 1 BpeMeHa Kajla Cy 3apaskeH!
pynu nocehusamu mecta (Human Rights Watch, 2020).

Y Hopsenikoj je Hanmonanuy MHCTUTYT 3a jaBHO 37paB/be 16. anipuia MOKPEHYO
I06POBOJBHY AIIMKALIV)Y 32 CAMOM3BEIITABAbE Y LII/bY HAAI/Ieakha KPeTarha KOPUCHIKA
U BVXOBOT yIIyhyBama y KapaHTUH YKOJIMKO Cy OM/IM U3/I0XKeH) HeKOMe KO je ITO3UTVBHO
TeCTMpaH Ha KopoHaBupyc. Kaga ce moTBpanm ja KOPMCHMUK MMa KOPOHABYPYC, allIMKaIMja
IpeysyMa MOJaTKe O CBOjOj IOKALUjH, IlIa/be TEeKCTYalTHy IOPYKY CBAKOM APYTOM KOPHU-
CHUKY KOjU Ce Hajlasy BulIIe o 15 MuHyTa off Te ocobe u yryhyje ux ga npeby y xapan-
tiH (Human Rights Watch, 2020). JaBHuM 3[paBcTBeHUM areHuMjaMa je off Kpaja Maja
mocTymHa 3ajeqHnaka Apple - Google TexHomoruja 3a npaheme KoHTaKara, Kojy je IpBo
nmmiemenTupana [lIBajiapcka (ammmkaruja SwissCovid).

Jlok cBegounmo ybp3aHoM yBobhemy 1ojauaHor JUTUTATHOT HAI30Pa I CYy>KaBamby
IpoCTOpa IpaBa I c1o6071a 3a Koje CMO BepOBaIIN /ja HaM polhermeM IpHIIa/iajy, MOCTaB/ba
ce 1 UTame HAYYHMX JJ0Ka3a 0 eMKACHOCTY MOfjaTaKa 0 KOjUX ce I0/Ia3u IyTeM MOOII-
HIX aIlIMKalluja Koje ce MHCTAMNpajy, niu he ce MHCTaMMpaTy, y by KOHTPOJIE BUPYCa.
Ynorpeba TakBUX ITOfaTaKa MOXe OUTH ,,HeCpasMepHa MHBa3Mja Ha IpaBo Ha MHOp-
MmanmoHo camoogapeheme” (Mithlhoff, 2020). Taxobe, ako ce nporec 6p3ux MHOBaLUja U
U3MeHe 3aKOHOJIaBCTBA Y TOM IPaBIly HaCTaBe TPEHYTHMM TEMIIOM, Pe3yITaT 6u Morao
MMAaTH TyTOpOYHe TOC/IeNNIle, 300T MMperba aIfTOPUTMUYKIX IIOCTYIIAKa 32 YIPaB/babe
nomynanujoM. To 61 Morio goBectu o ynorpebe THX IOgAaTaKa IPUINKOM OfIyIU-
Bama Ko he MMaTy NpuCTyn MeAMLIMHCKUM YCIyraMa, IOCTI0BUMa, 00pa3oBamy, alu 1
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ro npexsubara Heunjer yomer 3Apas/ba — GU3NIKOTr U MEHTATHOT, VI HOTEHIjaTHe
ImpeTe o 6e30eHOCT, YnMe O ce APYIITBO HOJEINIO Ha HEBU/bUBE NPYLITBEHE
KjIace Koje Ou ce jpyradnje TpeTupae y moIeAy Ipuctyma MmoryhHocTMa, pecypcnma
n napopmanujama (Mithlhoff, 2020).

3aK/bydaK

Bnape He cMejy ma ce MelIajy y IpaBo Ha MPUBATHOCT, YKOMKO He MOTY Jla JOKaXY
7la je Memame npenBuheHo 3aKOHOM, TIPey3eTO pajiyl TeTUTYMHOT Iuba (Ha IpuMep,
3allITUTE jABHOT 3/[paB/ba) U Jia je HEOIIXOJHO V1 CPasMepHO MOCTMU3AY TOT Iusba. V3y-
3eTHO, CTPOXKa OTPaHMYEHha IIpaBa MOTY Ce U3BPLINTHU Jieporanujama (wian 4. Meby-
HAapOJHOT MaKTa o rpahaHcKuM U MOMUTUYKNM IpaBuMa 1 WwiaH 15. EBponcke KoH-
BEHIIVje O JbY/ICKMM TIpaBMMa), a fp>KaBe MOTY OACTYIIMTH Off IpaBa Ha NPUBATHOCT
u cnobofy M3paxkaBamwa y BpeMe BaHpe[jHe CUTyallyje Koja yrpoXKasa XUBOT Haluje.
MebyTum, ofcTynama cy 03BO/beHa CaMO Y MePH y K0jOj Cy OBe Mepe HeOlIXOfiHe, KO-
JINKO HUCY y CYNMIPOTHOCTH ca ApyruM obaBesama MehyHaponHOr IpaBa U He YK/bY4Yjy
IVCKPUMUHALM]Y.

He mory ce npuxBaTuTy apryMeHTH Jja je Cafjalllibyl PEXXUM IIPaBHE 3alITHTE MOfa-
TaKa HeaJileKBaTaH 3a TPEHYTHE U3a30Be, HUTY Ce CMe NOIyCTUTH Jja ITOC/IeNLa ITaHleMuje
Oyme mpuxBaTame HIDKMX CTAHAap/a 3allTUTe MofjaTaka 1 Mamwe npusaTHocty (Guild,
Mendos Kuskonmaz, 2020). OBo moce6HO ako MMaMoO y BUAY [a ce BeIUKY Opoj mopa-
TaKa Hajla3y y PyKaMa B/aJia Off KOjuX MHOTE MMajy MCTOPU)jy Penpecje ¥ TUCKPUMIHA-
yje mpemMa Beh MapriHanM30BaHNM 3ajefHNUIIAMA, YK/bY4dyjyhu Bepcke sajefjHuIIE 1 ITOIHN-
tinuke pucuperte (Human Rights Watch, 2020). Ocum oBrx, mocToje 1 Apyra muTarma Koja
3aXTeBajy OfroBope y 1To KpaheM poky, mpe Heke 6ynyhe mangemuje mm HeKOr HOBOT
»Tajaca” koju ce Beh HajaBibyje:

— TIOIITO Ce TAYHOCT MH(pOpMaIyja FoOOUjeHNX MyTeM OTyTYT OBe3UBaba MOXe
CMaBUTHU Y IPUCYCTBY Apyrux ypebaja sa mpeHoc curnaa, kao 1 y srpajama
Be/IMKe TYCTUHE HaCe/beHOCTHU MM Y MMaPKOBUMA, IUTAbE je KOMUKO Cy TaKBI
HOJIAIY TIOY3/JaHY, HAPOUNUTO y 60pOM TPOTUB BUPYCa, aKO Ce He MOXKe Ca CUTYP-
Hourhy 3HaTH #a u ¢y /byAu 61IM y 3aTBOPEHOM IPOCTOPY MIM Ha OTBOPEHOM,
jecy nmu HOCUIY MacKe UK He, UTH;

- IpeMa nofjanyuMma opranusanyje XjymMaH pajTc BoY, )KeHe UMajy oKo 31% Mamy
MOTYRHOCT TIpHCTyIIa MHTEPHETY Off MyIIKapalia y HeKMM 3eM/baMa, a IV POM
CBeTa OKO 327 MM/INOHA Makbe XKeHa Off MyLIKapalla IMa TaMeTHH TefieoH, ycrer,
HIDKe MICMeHOCTH (Off 0Ko 781 MU/INMOHA JBYAM CTapyjuX OF 15 TofMHa KOju Cy
HeIJICMeHU, TOTOBO JiBe TpehHe cy >keHe U IeBOjKe). YKOIUKO aIlIMKaluje 3a
npaherme MocTaHy yC/IOB 3a y/1a3ak y jaBHe VI IIPMBaTHE MPOCTOPe, MapTMHATIN-
30BaHa IIOITy/Iallija Koja je Mame CIoCOOHa Jia Ipey3Me Te alIMKauuje cyounhe
ce ca AMCKpUMMHALMjoM, a Mehy miMa u crapuja momynanuja;

- pasnuke y ynotrpe6y MOOMIHMX TenedOHa, JUTMTANTHOj MICMEHOCTH U TeXHO-
JIONTKOM IIPUXBATy MOTY Takobhe MCK/bYUYUTH pambNBY MIVM MapTMHANTN30BaHY
IIOTY/TALIMjY U3 jaBHUX 3PaBCTBEHMX OfrOBOpa KOji Ce€ HEOIPABJAHO OC/Iambajy
Ha mpaheme nokanuje sa MobunHe ypebaje, Oynyhu ga ce mpouemyje gak fBe
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MuIMjappe KOpMCHIKa MoOMIHMX TenedoHa mocenyje ypehaje koju Hucy kondu-
TypMCaHM 3a HOAPLIKY OBOj TEXHOJIOTUjH, IITO je OKO YeTBPTUHA CBUX MOOMTHIUX
TenedoHa Koju ce fanac kopucte (Human Rights Watch, 2020).

[TomUIMjCcKY 9ac ¥ BAHPEIHO CTakbe Ce MOTY YKMHYTH, ajli He Vi HOCIIEMIIE KOje MOTY
HacTaTy yciey, yOp3aHNX M He[lOBO/bHO IPOMMIIUbEHNX AUTMTaTHIX HOBMHA. 300r Tora
je oBOM IIpo6/IeMy HeOIIXOAHO IPUCTYIIUTH Y3 IIPeAy3uMatbe HeOIXOFHIX Mepa 3allTUTe
3ajeMUYeHMX /bYACKIX IIpaBa 11 yK/by4MBarbe CBIX PelleBaHTHUX Cybjekara, CTpydmaKa 13
obmactyu NHGOPMALMOHNX TEXHOIOTUja, /il ¥ IPAaBHMKA, COLIMOTIOTA I 3[;paBCTBEHUX
PpafiHMKa, KaKo 011 ce IIPOHAIIA0 IPMXBAT/BYB MOJIEN Y CIY>KOM 3allTHTe jaBHOT 3[jpaB/ba 1
HOje/IMHIIA, Y3 IOIITOBAbe JOCTUTHYTOT HIBOA /bYACKIX IIpaBa I c1060fa. Y CyIPOTHOM,
MOX/}a PU3MKYjeMo Aa y 6ynyhHOCTI MOCTaHeMO APYLITBO CaBPIIEHO 3ApaBUX poboBa
win poboTa, y KoMe murtame 3ameHe QR KofoBa 11 pasmnauTUX MOOVMIHYX allIMKaLja
MacCOBHMM YMIIOBabeM IIOCTaje BPJIO peasHa MOIyhHOCT.
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RIGHT TO PRIVACY AND PROTECTION OF PERSONAL DATA IN
THE AGE OF THE COVID-19 PANDEMIC

(Translation In Extenso)

Abstract: During the COVID-19 virus pandemic, individuals and society as a whole
faced primarily challenges in the field of health, physical and mental, but also a number
of other problems caused by the virus and various measures mainly related to restriction
of freedom of movement and freedom of assembly. Apart from the health aspects of the
global pandemic and its impact on the world economy, the sociological and legal aspects
are extremely important, especially in the field of respect and protection of guaranteed
human rights as one of the basic postulates of modern democratic society. When and
to what extent their restriction is justified and expedient, as well as the exact limits of
action of the state government and its representatives in situations when they are obliged
to protect the general safety and public health of the population, are issues that have always
caused numerous controversies and conflicting opinions. Today, individuals, various non-
governmental, regional and world organisations, are trying to answer the question whether
during the past period man as a central subject of legal protection was seen through the
eyes of respect, compassion and love of those whom he entrusted to make decisions on his
behalf or whether the human dignity or a free man was sacrificed for the sake of political
and financial interests of individuals and certain interest groups. Life in the digital era and
the accelerated development of digital technologies have made the issue of privacy and
personal data protection topical, especially in the period of the last global pandemic and the
appearance of mobile applications for monitoring the contacts of patients. This raised the
question of compliance of their use with legal regulations at the international and national
level in the field of human rights protection.

Keywords: COVID-19, human rights, right to privacy, personal data protection,
pandemic, state of emergency.

Introduction

The global COVID-19 pandemic is historically unprecedented in terms of scope and
the number of countries simultaneously affected by it, as well as in terms of its impact on
various segments and areas of social life, some of which are: impact on family environment

! tankosicana@yahoo.com
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and interpersonal relations between members of the same households; changes in the
operation of businesses and their employees; introduction of education via the internet
and TV platforms; impact on shaping media policies with proposed censorship of certain
internet content; restricted and prohibited social contacts by way of introducing isolation
and self-isolation, as a result of which there has been an increase in the number of persons
showing the symptoms of depression, caused by the feeling of helplessness, especially
among the elderly population; challenges in terms of proper functioning of healthcare
and pharmaceutical sectors.

Many centuries of struggle, revolutions, wars and the lives of individuals dedicated
to ideas about man, who by being born into this world deserves to grow up and live as
a free citizen and free spiritual being, preceded the accomplishment of victories in the
area of recognising and protecting human rights by states and international organisations.
Human rights represent an indispensable element of modern constitutions and numerous
laws and are also the subject of a large number of ratified international conventions. The
fact that human rights are protected before national courts does not exhaust the means for
identifying possible breaches of such rights. Once all legal remedies have been exhausted
locally, there is the possibility to refer particular cases to the European Court of Human
Rights in Strasbourg. On the one hand, the number of applications submitted to the
European Court confirms that the importance of protecting guaranteed human rights is
recognised by submitting parties and also their awareness of the existence and content of
the rights which belong to them. On the other hand, those applications indicate numerous
lapses in national legal systems of the signatory states of the European Convention
on Human Rights. The latter indicator is a cause for concern because it confirms that
guaranteed rights and freedoms are often not upheld and also that courts are often no match
for the role bestowed upon them according to the letter of law and constitution. Thus, it
happens that the laws remain merely a dead letter - legal grounds for many years of seeking
justice and expensive proceedings faced by the most persistent ones who nevertheless
decide to seek personal satisfaction in the form of judgement and indemnification for
incurred damage before the court outside their country. People’s distrust grows substantially
in countries which do not enjoy their citizens’ trust, due to such countries being inefficient
and unsuccessful in ensuring the protection of human rights in peacetime conditions and
in situations when there is no general danger or situations which require assessment of the
need for utilisation and scope of restrictions, when extraordinary events and circumstances
occur. Then decisions taken by state authorities, even when they are fully justified and
proportionate, are often subject to disapproval, assessment and questioning giving rise
to a broad expanse for presenting various conspiracy theories, which people eventually
find to be realistic and possible as a result of doubt in genuineness and intentions of
decision-makers. Accordingly, in private conversations, but in the media as well, the line
between justifiable measures taken as a consequence of the deepest concern for man as
an individual and society as a whole and the social experiment in which we involuntarily
participate, has become very thin, almost imperceptible, as if this shred of doubt has not left
any of us unscathed.

We should not forget that although human rights derive from natural rights, the scope
of the former has changed throughout history. Therefore, the level of guaranteed human
rights and freedoms is subject to change and this change may in practice take place in two
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different directions - the direction of human right enhancements but also in the direction
of abolishing and diminishing certain achieved levels of rights, despite this unequivocally
being prohibited by the law. In recent years the right to privacy and personal data protection
has been recognised as the right entailing the improvement of protection mechanisms as
a consequence of intensive development of digital technologies, which is reflected in the
adoption of a large number of international and country-level legal documents which
govern this area. It is important to note the challenges of personal data protection during
the pandemic and point them out for some future similar or even more complex situations
which at this point cannot be foreseen.

European legal framework for personal data protection
and the right to privacy

Article 5 of the European Convention on Human Rights guarantees the right to
liberty and security. Paragraph 1 thereof stipulates that everyone has the right to liberty
and security of person and that no one can be deprived of their liberty save in the cases
envisaged per the Convention and in accordance with a procedure prescribed by law. The
lawful detention of persons for the prevention of the spreading of infectious diseases is
one of situations in which the Convention envisages derogation from the rights set forth
in Article 5.

Article 8 stipulates that everyone has the right to respect for his private and family
life, his home and his correspondence, along with the obligation of a public authority
not to interfere with the exercise of this right except if such is in accordance with the
law and is necessary in a democratic society in the interests of national security, public
safety or the economic well-being of the country, for the prevention of disorder or
crime, for the protection of health or morals, or for the protection of the rights and free-
doms of other.

Article 15 specifies that in time of war or other public emergency threatening the
life of the nation any High Contracting Party may take measures derogating from its
obligations under this Convention to the extent strictly required by the exigencies of
the situation, provided that such measures are not inconsistent with its other obligations
under international law. It is not allowed to derogate from Article 2 (Right to life), except
in the event of demise which is a consequence of lawful wartime activities or Article 3
(Prohibition of torture), Article 4, Paragraph 1 (Prohibition of slavery and forced labour)
and Article 7 (No punishment without law). Any High Contracting Party availing itself
of this right of derogation will keep the Secretary General of the Council of Europe fully
informed of the measures which it has taken and the reasons therefor and it shall also to
inform the Secretary General of the Council of Europe when such measures have ceased to
operate and the provisions of the Convention are again being fully executed. Article 15 is
similar to Article 4 of the International Covenant on Civil and Political Rights and Article
27 of the American Convention on Human Rights. Also, many constitutions contain similar

2 Law on Ratification of the European Convention on the Protection of Human Rights and
Fundamental Freedoms, Sluzbeni list Srbije i Crne Gore — medunarodni ugovori, no. 9/2003, 5/2005
and 7/2005 - corr., and Sluzbeni glasnik RS - Medunarodni ugovori, no. 12/20102 and 10/2015.
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provisions regarding the declaration of the state of emergency. Article 15 thus allows states
to take measures which would otherwise not be permitted as per standard criteria of the
Convention, and in this respect, dangers posed by the states of emergency, in terms of
human rights, are apparent. Prohibition of abuse of rights is therefore prescribed in Article
17, which stipulates that nothing in the Convention may be interpreted as implying for any
state, group or person any right to engage in any activity or perform any act aimed at the
destruction of any of the rights and freedoms set forth or at their limitation to a greater
extent than is provided for in the Convention. Article 18 sets forth that the restrictions of
the said rights and freedoms permitted under the Convention are not to be applied for any
purpose other than those for which they have been prescribed.

Article 17 of the International Covenant on Civil and Political Rights, deriving from
Article 12 of the Universal Declaration of Human Rights, stipulates the protection against
‘arbitrary or unlawful interference’ with ‘his or her privacy, family, home or correspondence’

The Convention for the Protection of Individuals with regard to Automatic Processing
of Personal Data is significant in this area®. Article 6 of this Convention stipulates that
personal data revealing racial origin, political opinions or religious or other beliefs, as
well as personal data concerning health or sexual life, may not be processed automatically
unless domestic law provides appropriate safeguards. The same applies to personal data
relating to criminal convictions. All 47 Council of Europe member states are parties to
this Convention (Convention 108), which also welcomes Council of Europe non-member
states. The Convention was updated in 2018 (it is known as Convention 108+) and signed
by all Council of Europe member states. On 26™ May 2020, our country ratified the Council
of Europe Protocol dated 18" May 2020, per which the said Convention was improved in
terms of proportionality, lawfulness and transparency (Protocol amending the Convention
for the Protection of Individuals with regard to Automatic Processing of Personal Data,
CETS No.223).

The European Union updated its data protection regulations in 2016 by passing the
General Data Protection Regulation (Regulation (EU) 2016/67 GDPR) and Directive on the
protection of natural persons with regard to the processing of personal data by competent
authorities for the purposes of the prevention, investigation, detection or prosecution
of criminal offences or the execution of criminal penalties (EU) 2016/680.* Article 9 of
the Regulation (EU) 2016/67 stipulates that data regarding health constitute a special
category of personal data, the processing of which is not permitted, with the exception of
specifically defined cases which are in the area of public health, such as protecting against
serious cross-border threats to health or ensuring high standards of quality and safety of

3 Sluzbeni list Savezne Republike Jugoslavije — medunarodni ugovori, no. 1/92, Sluzbeni list SCG -
Medunarodni ugovori, no. 11/2005 — dr. zakon i Sluzbeni glasnik RS - Medunarodni ugovori, no.
98/2008 - dr. zakon i 12/2010).

* Directive EU 2016/680 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data by competent
authorities for the purposes of the prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, and on the free movement of such data, and
repealing Council Framework Decision 2008/977/JTHA.

686



Socioloski pregled / Sociological Review, vol. LIV (2020), no. 3, pp. 670-697

healthcare and of medicinal products or medical devices.” While observing the principle
of lawfulness, personal data processing must be based on the data subject’s consent to the
processing of his or her personal data based on other legal grounds, as duly stipulated per
the Regulation (Article 6), which in the time of pandemic when proximity applications for
tracking contacts are being created, raises the issue of whether such applications and their
utilisation may rely on consent. Former Data Protection Working Party expressed their
position that ‘if consent is bundled up as a non-negotiable part of terms and conditions it
is presumed not to have been freely given’ (Article 29, Guidelines on Consent, 2018), which
means that voluntary partaking in contact tracing applications does not necessarily have
to rely on consent as lawful grounds for processing (Guild, Mendos Kuskonmaz, 2020).
The General Data Protection Regulation (EU) 2016/679 does not contain mechanisms
for efficient safeguards against the use of anonymous data for the purpose of predictive
algorithmic decision-making, risk assessment and behaviour-based classification, which
may be used for undue discriminatory treatment or individuals or groups of individuals
(Miihlhoff, 2020).

The European Data Protection Board adopted a formal Statement on the processing
of personal data in the context of the COVID-19 outbreak®, which clearly emphasises the
significance of personal data protection during the state of emergency.

National legal framework for personal data protection
and the right to privacy

Our privacy includes data which refer to marital status, religious beliefs and
political opinions, financial transactions, ethnic origin, health, criminal offence data, and
genetic material. In today’s world of intensive advancement and development of digital
technologies, which underlie every aspect of our family, professional and social lives,
personal data protection against the public and controls of personal data flows take on an
entirely new dimension. This means that it is necessary to know not only who our personal
data are shared with but also who is authorised to collect them and for what purpose.
The legislator has recognised this field as an area of crucial importance in the last decade,
which resulted in the adoption of specific laws which govern the right to personal data
protection and the exercise of this right. Many social networks, financial transactions and
online payments and other activities which we access in a virtual environment have made
natural persons and their privacy in cyberspace vulnerable in many ways — surveillance,
virus spreading, exposure to verbal violence and ultimately identity theft.

All provisions with regard to human and national minority rights are construed
in favour of improving the values of democratic society and in line with prevailing
international standards and practices of relative institutions which deal with this matter.

5> Regulation EU 2016/679 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC - General Data Protection Regulation.

¢ Statement on the processing of personal data in the context of the COVID-19 outbreak https://
edpb.europa.eu/our-work-tools/our-documents/other/statement-processing-personal-data-context-
covid-19-outbreak_en, 29/05/2020
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Article 18 of the Constitution of the Republic of Serbia (Sluzbeni glasnik RS, no. 98/2006)
prescribes that guaranteed human and minority rights are implemented directly, whereas
the law may prescribe manner of exercising these rights only if explicitly stipulated in the
Constitution or necessary to exercise a specific right owing to its nature, whereby the law
may not under any circumstances influence the substance of the relevant guaranteed right.
Restrictions of these rights are lawfully permissible in cases and to the extent envisaged
by the Constitution, however without encroaching upon the substance of the relevant
guaranteed right (Article 20 of the Constitution of the Republic of Serbia). The same Article
notes that state bodies, particularly the courts, are in such situations obliged to consider
whether there is a proportion between restriction and purpose and possibility to achieve
the purpose of the restriction with less restrictive means. Everyone has the right to judicial
protection and they also have the right to elimination of consequences arising from the
violation if they believe that any of their human or minority rights guaranteed by the
Constitution have been violated or denied; they have the right to address international
institutions.

Confidentiality of letters and other means of communication is inviolable and
guaranteed as per Article 41, whereas protection of personal data is guaranteed pursuant
to Article 42. Use of personal data for any purpose other than the one they were collected
for is prohibited and punishable in accordance with the law, unless this is necessary to
conduct criminal proceedings or protect safety of the country, in a manner stipulated by the
law. In addition, it is stipulated that everyone has the right to be informed about personal
data collected about them and right to judicial protection in case of the abuse of such data.

Upon declaration of the state of emergency or war, derogations from guaranteed
human and minority rights are permitted only to the extent deemed necessary and
cease to be effective upon ending of the state of emergency or war (Article 202 of the
Constitution of the Republic of Serbia). Article 200 of the Constitution sets forth conditions
for declaring and ending the state of emergency.” On 15" March 2020, the President of

7 The state of emergency is declared by the National Assembly when the survival of the state or its
citizens is threatened by a public danger, whereby the decision on the state of emergency is effective
90 days at the most, following which the National Assembly may extend the state of emergency for
additional 90 days, by the majority vote of the total number of deputies. The National Assembly
may then prescribe measures which derogate from human and minority rights guaranteed by the
Constitution. If the National Assembly is not in a position to convene, the decision declaring the
state of emergency is adopted by the President of the Republic together with the Speaker of the
National Assembly and the Prime Minister, under the same terms, and measures which provide for
derogation from human and minority rights may be prescribed by the Government, in a decree,
with the President of the Republic as a cosignatory. In such situations, the National Assembly
verifies decision on the state of emergency within 48 hours from its passing, that is, as soon as
it is in a position to convene. If the National Assembly fails to verify this decision, it ceases to be
effective upon the end of the first session of the National Assembly held after the declaration of the
state of emergency. The same applies to Government decree on measures providing for derogation
from human and minority rights. The Government is obliged to submit the decree within 48
hours from its passing, that is, as soon as the National Assembly is in a position to convene. In
other respects, the measures providing for derogation cease to be effective 24 hours prior to the
beginning of the first session of the National Assembly held after the declaration of the state
of emergency.
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the Republic of Serbia, Speaker of the National Assembly and Prime Minister rendered
Decision on Declaring the State of Emergency?®, which was in effect until 6" May 2020,
when the state of emergency ended according to the Decision of the National Assembly.’
Article 53 of the Law on Protection of Population against Infectious Diseases (Sluzbeni
glasnik RS, no. 15/2016 and 68/2020) stipulates that the Minister of Health may, upon
suggestion of the Committee and Institute, instruct movement prohibition or restrictions
for population within an area affected by particular infectious disease. Based on this,
the Government of the Republic of Serbia rendered Decision per which COVID-19
was declared an infectious disease.*’

The Law on Personal Data Protection (Sluzbeni glansik RS, no. 87/2018), health-
-related data are defined as special personal data and the processing thereof is set forth
in Article 17, which specifically lists situations in which the processing of such data is
permitted. Accordingly, paragraph 1 indicates that explicit consent of the data subject is
required, unless the law stipulates that relative processing is not to be conducted based on
consent, while paragraph 9 defines when data processing is permitted for the purpose of
achieving public interests in the area of public health, such as protecting against serious
cross-border threats to health or ensuring high standards of quality and safety of health
care and of medicinal products or medical devices. Article 18 stipulates that data processing
conducted by competent authorities for specific purposes, such data disclosing racial or
ethnic origin, political opinions, religious or philosophical beliefs or membership in trade
unions, as well as the processing of genetic data, biometric data for the purpose of unique
identification of a natural person, data regarding health or sex life or sex orientation of
a natural person, is permitted only if such processing is necessary, whereby appropriate
protection of rights of the data subject must be ensured.

Additional guidelines for the manner in which to act during the COVID-19 pandemic
are contained in the Joint Statement issued by the Committee of Convention 108 and the
Council of Europe Data Protection Commissioner, dated 30" March, which emphasises that
during the pandemic, countries should take note of whether and to what extent undertaken
measures affect democracy, rule of law and exercise of human rights, including the right
to privacy and personal data protection.'" It especially emphasises that under the new

8 Sluzbeni glansik RS, no. 29/2020.

9 Sluzbeni glansik RS, no. 65/2020.

10 Per Decree on Measures during the State of Emergency (Sluzbeni glansik RS, no. 31/2020-3 dated
16" March 2020) restrictions were imposed in terms of the movement of persons infected with
the virus, as well as persons suspected to be infected; a ban on any outdoor events was introduced
as well as restrictions regarding indoor events; the Ministry of Interior was allowed to block any
access to particular facilities or premises and to prevent that such premises are exited. The Order
on the Restrictions and Prohibition of Movement for Persons in the Territory of the Republic of
Serbia (Sluzbeni glansik RS, no. 34/2020, 39/2020, 40/2020, 46/2020 and 50/2020) introduced the
prohibition of movement during periods exceeding 24 hours for all persons in the territory of the
country, which raised the issue of whether this measure is justified, it being not only a restriction
of movement but its full cancellation.

1 Joint Statement on the right to data protection in the context of the COVID-19 pandemic by
Alessandra Pierucci, Chair of the Committee of Convention 108 and Jean-Philippe Walter, Data
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circumstances it is of utmost importance to take note of data processing, such data referring
to health of the population and that Recommendation CM/Rec(2019)2, which deals with
health-related data (Recommendation CM/Rec(2019)2 of the Committee of Ministers to
member States on the protection of health-related data). It contains guidelines on how
to exercise the right to privacy and personal data protection rights, among healthcare
professionals themselves, but also between the health sector and other sectors. In this
regard, sensitive personal data are not to be disclosed (e.g. health-related data), and data
processing activities should be carried out only provided that special, additional technical
and organisational protection measures are in place. The following have been identified
as the most challenging issues in large-scale personal data processing, for pandemic-
prevention purposes:

— possible re-identification of persons based on previously anonymised data;

- possible data processing by employers during the pandemic, because of which
employers should process only such personal data which are necessary for the
purpose of identification of potentially exposed employees, with full respect of the
principle of necessity, proportionality and accountability. Health-related data about
employees may be disclosed to state authorities only in strict compliance with the
underlying legal basis;

- Telecommunications companies, online platforms and internet service providers
are also actively involved in the fight against the spread of COVID-19 and are
increasingly required to share subscriber data, in order to determine subscribers’
geolocation. It can therefore be concluded that the large-scale processing of such
data may be conducted only if based on valid proof that this could contribute to
ending pandemic spread, along with preventing and minimising the risks of failure
to exercise the right to privacy, i.e. by conducting such data processing activity
which is the least invasive in terms of exercising the right to privacy;

— When processing data in educational systems, it is of primary importance that
a proper legal basis is chosen and the approval by parents or legal guardian for
minors obtained. Also, parents must be allowed to gain insight into the processing
of their children’s data.

Public disclosure of health-related personal data, without the consent of data subjects,
constitutes criminal offence, given the fact that the Law on Patients” Rights'?, the Law
on Healthcare'® and the Law on Health-Related Documentation and Records'* explicitly
prohibit such processing of personal data, unless explicit consent of the data subject has
been obtained. In addition to this consent, other valid basis could be a court decision,
whereas everything else may constitute criminal offense.

Protection Commissioner of the Council of Europe, Strasbourg, 30" March 2020, https://rm.coe.
int/covid19-joint-statement/16809¢09f4

12 Sluzbeni glansik RS, no. 45/2013, 25/2019.

13 Sluzbeni glansik RS, no. 25/2019.

4 Sluzbeni glansik RS, no. 123/2014, 106/2015, 105/2017, 25/2019.
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Challenges identified during the COVID-19 pandemic: mobile tracking
applications for the monitoring of infected persons

We can safely say that the pandemic caused by the COVID-19 outbreak was a sudden,
unexpected and complex test of knowhow and ability of state authorities’ representatives
and at the same time also a test of trust they (do not) enjoy among the citizens. Mobile
tracking applications have had a high-profile introduction as a means for combating the
pandemic. The effectiveness of these applications is questionable, and if they do not contain
embedded and efficient privacy protection measures, they may lead to various violations of
human rights. Mobile applications whose purpose would be to alert users of their contacts
with COVID-19 positive persons (even in situations when those persons were unaware
of their potential infection), have already been implemented in certain Asian countries
(Singapore, China, Taiwan and South Korea), while approximately 14 EU member states
have launched them or are considering their development (Lazarevi¢, Baji¢, 2020). We
should keep in mind that approximately 60% of population need to install the application
in order for it to achieve desired results, and also that social (dis)trust in state institutions
is directly connected with the outcome, i.e. failure of such mobile applications to succeed
(Lazarevi¢, Baji¢, 2020). In 2017, BBC launched the BBC Pandemic application, as part of
a nation-wide experiment conducted in Great Britain. The aim of the experiment was to
collect data from volunteers who utilised the application for the purpose of assessing how
an infectious disease, such as flu, may spread and affect the people of Great Britain. Based
on collected data, a mathematical model was built, this model dealing with issues such as
mortality rates. A documentary filmed based on this experiment was broadcast in 2018.
This experiment and similar hints of a major outbreak in recent past resulted in higher
numbers of various conspiracy theories and their advocates.

On 17" April, the European Parliament adopted a resolution thereby demanding full
transparency so as for natural persons to be able to check the basic safety and privacy
protocols of these applications (European Parliament Resolution of 17 April 2020 on
EU coordinated action to combat the COVID-19 pandemic and its consequences
(2020/2616(RSP)).

When discussing the introduction of emergency measures, such as surveillance
measures originally introduced for terrorism-combating purposes, we have witnessed
that they ‘often go too far, fail to have their desired effect, and, once approved, often
outlast their justification, concludes the Human Rights Watch organisation (Human
Rights Watch, 2020). The aim of the use of these mobile applications is to track infected
persons’ movements, identify persons with whom they were in contact during the period
of their infection, monitor compliance with quarantine measures and social distancing
measures, and thanks to cumulative data on location, currently active virus hotspots are
determined. Future spread of the virus may be foreseen, and the results of healthcare
measures undertaken until any particular date can be established in this manner. Mobile
phones’ GPS allows the tracking of location within the perimeter of 1.5 to 3 metres while
many smartphone applications keep record of location data, which then can be obtained by
governments and data agents. On the other hand, Bluetooth is used to directly connect with
devices in immediate vicinity, for data transfer purposes (within the distance of approx.
10 metres), so it is considered a better solution because rather than tracking locations, it
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tracks direct interaction with a high percentage of accuracy. Furthermore, data may be
stored locally on the device itself instead of a centralised data base, which is a better option
in terms of protection of the right to privacy.

Over the period of several months, human rights protection organisations in a
number of states have identified cases of the violation of the right to privacy and personal
data protection, all this with regard to the use of mobile phones and mobile phone
applications.'” Concerns are being voiced whether mobile phone tracking software will
allow governments, as a result of the lack of transparency, to aggregate, utilise and store data
which are beyond the scope necessary for lawful and targeted disease monitoring purposes,
which is particularly worrying in countries which maintain records of extensive tracking,
such as China, Ethiopia and Russia (in which there is a combination of data about the
location with other types of data, such as facial recognition) (Human Rights Watch, 2020).

The use of mobile tracking applications in the circumstances of the pandemic, in
addition to the right to privacy and personal data protection, is directly associated with
the right to liberty and security. Article 5 of the European Convention on Human Rights
protects the right to liberty and security of person, but it allows for the lawful detention of
persons for the prevention of the spreading of infectious diseases. The British Coronavirus
Act 2020 allowed police officers and immigration officers to detain a person over a limited
period of time if such a person is infected, and duly take the person to appropriate screening
and evaluation facility. Great Britain introduced the lockdown measures primarily based on

15 The decree declaring the situation of emergency was approved by the Government of Israel on 17%
March. Per the Decree, Shin Bet, the Israel Security Agency, was permitted to receive, collect and
process ‘technological data’ without users’ consent. This included data about the location obtained
from the Telcos Company, so as to assess whether citizens were exposed to the virus. The Ministry
of Health sends to people alerts via the mobile phone and orders them to remain quarantined. The
Government sidestepped the Parliament when the decree on extraordinary situations was adopted.
The Supreme Court of Israel later ruled that the Government should pass a law per which they are
authorised to ‘respect the principles of privacy protection’

On 31 March, the Armenian Parliament adopted amendments per which authorities were given a
broad scope of authorisations, requiring the Telcos telecommunications company to present phone
records to all its users, including telephone numbers and location, time and date of phone calls
and text messages. Authorities may use these data for the purpose of identifying natural persons
who are infected and who should be isolated or quarantined, or for the monitoring of isolated or
quarantined natural persons.

On 20™ March, the Prime Minister of Russia ordered the Ministry of Communications to design
a national system for tracking people who have had contact with corona positive patients,
based on the use of location data available from mobile phones. On 1 April, the Ministry of
Communications confirmed that it had designed the system, while local authorities were required
to deliver the lists of mobile phone numbers for persons infected with the coronavirus, as well as
mobile phone numbers of persons quarantined in their homes because they had travelled abroad
or had had contact with infected persons.

On 16" March, the President of Ecuador issued a decree per which he authorised the Government
to utilise data generated from satellite and mobile phone platforms in order to track people who
tested positive for the virus, persons who were in direct contact with a person who tested positive,
persons who show symptoms as well as persons who had to undergo mandatory isolation due to
entering Ecuador from a foreign country. (Human Rights Watch, 2020).
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Section 45P of the Public Health Act (Control of Disease) of 1984, with relative regulation
envisaging criminal offence charges in the event of leaving his/her residence ‘without
justifiable reason’ (Greene, 2020).'°

A new system called the Health Code has been introduced in China. The system uses
a large quantity of mobile data and geolocations, which are collected by Chinese technology
companies for the purpose of pinpointing infection hotspots. The application offers one
of three colour codes to each of its 700 million users: green — which allows unrestricted
movement, yellow — which requires a seven-day quarantine, and red - which requires a
fourteen-day quarantine. Application users must scan QR codes at checkpoints if they
want to enter buildings, go to the supermarket, use public transportation or move around
their neighbourhoods (Human Rights Watch, 2020). The system allows users to report
illegal or unauthorised activity, such as large public gatherings. This application is used not
only to gain insight into the health of its users, on which basis assessments are made as to
whether they may or may not move freely, but its role is also to exchange information with
the police, ‘setting a template for new forms of automated social control that could persist
long after the epidemic subsides’ (Sander, 2020, p. 2). At the same time, room is being
made for the discrimination of certain groups, such as senior citizens who are not ‘tech-
savvy’ and do not have the necessary skills to be able to use smartphones. Consequently,
they will not have QR codes and thus may be denied access to public transportation, stores
and healthcare institutions.

Representatives of state authorities in South Korea are making available the so
called ‘texts for safety guidelines, which describe the movements of people with recently
diagnosed virus infection, without stating their names, however with noting personal data
such as gender and age, which along with data about location may make available some
details in terms of their private and family lives, which makes certain concerns regarding
a dramatic transition from biometric surveillance ‘over the skin’ to biometric surveillance
‘under the skin’ justifiable (Sander, 2020). Thus, it is possible to imagine that some future
pandemic will be an excuse for monitoring body temperature and blood pressure. The
National Human Rights Commission of Korea has criticised South Korean authorities
for providing more information than is necessary to stop the spread of disease, leading
to a violation of privacy and human rights of an infected person, including ‘secondary
damages as patients become the target of criticism, taunts and hatred online), so rather
than providing the travel history of each individual, the Commission has recommended
that only the time and names of locations visited by infected people should be published
(Human Rights Watch, 2020).

On 16™ April, the Norwegian Institute of Public Health launched a voluntary self-
reporting tracking application for the purpose of monitoring movements of application
users and them being instructed to quarantine, in the event that any of them were exposed
to a person who tested positive for the coronavirus. Once it is confirmed that an application
user is positive for virus, the application will collect data about the location and send a text

16 The European Court of Human Rights has concluded that Article 5 protects solely liberty in its
standard form of physical liberty, however without providing person the right to do what he/she
wants or go where he/she wants (P v Cheshire West & Chester Council; P & Q v Surrey County
Council [2014] UKSC19).
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message to all other user who are located within maximum 15 minutes from the infected
person and duly instructs them to quarantine (Human Rights Watch, 2020). Since the end
of May, public health agencies have at their disposal a joint Apple-Google contact tracking
technology, which was first implemented in Switzerland (the SwissCovid application).

And while we are witnessing intensive introduction of stronger digital surveillance
and shrinking room for rights and freedoms, which we thought were inherent when we
were born into this world, the question is now raised as to scientific evidence in terms of
the efficiency of data obtained via already (or still to be) installed mobile applications,
for virus containing purposes. The use of such data may be ‘a disproportionate invasion
of the right to informational self-determination’ (Miihlhoff, 2020).Furthermore, if the
process of intensive innovation and change of legislation in this segment continue at this
pace, the result could have long-term consequences due to the proliferation of algorithmic
procedures for population management. This could lead to the use of these data for
the purpose of deciding who will have access to medical services, jobs and educational
opportunities, but also make predictions about who is in poor health or mentally unstable,
who poses a potential security threat, thus dividing society into invisible social classes,
which would be treated differently in terms of access to opportunities, resources and
information (Miihlhoff, 2020).

Conclusion

Governments must not interfere with the right to privacy unless they can prove
that such lawful interference was conducted for the purpose of achieving a legitimate
objective (e.g. protection of public health) and that this interference is necessary and
proportionate with the achievement of relative objective. By way of exception, stricter
restrictions may be executed via derogations (Article 4 of the International Covenant on
Civil and Political Rights and Article 15 of the European Convention on Human Rights),
while states may derogate from the right to privacy and freedom of expression at the times
of an emergency situation which is threatening the life of the nation. Nevertheless, such
derogations are permitted only to the extent required by exigencies, provided that such
measures are not inconsistent with other obligations under international law and do not
include discrimination.

We must not accept claims that the current data protection regime is inadequate for
the current challenges nor must we allowed that the COVID-19 pandemic panic us into
accepting lower data protection standards and less privacy (Guild, Mendos Kuskonmaz,
2020). This is particularly relevant if we bear in mind that extensive data are in the hands
of governments of which many have the long history of repression and discrimination
of already marginalised groups, including religious communities and political dissidents
(Human Rights Watch, 2020). In addition to these, there are other issues calling for
prompt answers, before any future pandemic or some other new ‘wave’ that is already
being announced:

— Since the accuracy of information obtained via Bluetooth connection may diminish
in the presence of other signal-transmitting devices, as well as in thickly populated
apartment blocks or in parks, the real issue is how reliable such data are, especially

694



Socioloski pregled / Sociological Review, vol. LIV (2020), no. 3, pp. 670-697

in terms of combating the virus, if we cannot be certain whether people were
indoors or outdoors, whether they wore face masks or not, etc;

- According to the information provided by Human Rights Watch, women are in
some countries 31% less likely to have access to the internet than men, whereas
there are 327 million fewer women worldwide who own a smartphone, due to
lower literacy levels (out of approximately 781 million illiterate 15+ year old
persons, almost two thirds are women and girls). If tracking applications become
a prerequisite for accessing public of private spaces, the marginalised population,
who are less capable of downloading such applications, will be faced with
discrimination. The elderly are among this population;

- Different mobile phone use habits, digital literacy and technology acceptance
may also exclude vulnerable or marginalised populations from public healthcare
responses, which unjustifiably rely on mobile phone location tracking, since it
is estimated that as many as two billion mobile phone users own devices which
are not configured to support this technology. This represents approximately one
quarter of all mobile phones which are used today (Human Rights Watch, 2020).

Curfew and the state of emergency can be suspended, but not the consequences which
could arise from intensive technological advancements which have not been thoroughly
thought through. This is why the approach to dealing with this issue must involve appro-
priate measures, which are to ensure the protection of guaranteed human rights and inclu-
sion of all relevant stakeholders, such as I'T experts but also lawyers, sociologists and health
professionals, so as to come up with an acceptable model which would serve the purpose
of protecting public and individual health, and ensure that human rights and freedoms
are upheld at the achieved level. If we fail to do so, in the future we may run the risk of
becoming a society of perfectly healthy slaves or robots, in which the issue replacing QR
codes and various mobile applications with large-scale microchipping becomes a highly
likely possibility.
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