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PEHCOMBEP KAO ITPETIbA BE3BEJHOCTU
- IPYIITBEHU I KPUBUYHOIIPABHI ACITEKTU*

Caxerak: Pajj je nocBeheH aHa/mM3M IpyIITBEHNX U KPUBUYHOIIPABHIX aclieKaTa ge-
HOMeHa 3/10yTIoTpebe padyHapcKoT peHcoMBep (ransomware) manBepa. OCHOBHa XMIIOTe3a
ayTopa je ja HICY Pa3BMjeHN afleKBATHI MeXaHM3MU 0e30€efHOCHe ¥ KPYBUYIHOIPABHE
3alITUTE Off OBe crenudyUyHe TeXHIKe Hallajia Ha padyHapcKe CUCTeMe I IOfjaTKe KOju
Cy y BUMa Cafip>KaH.

[Tpernenom Hay4He ¥ CTPyYHe IUTepaType 1 Kopuinhemwe IPaBHO-LOIMATCKOT U
HOPMAaTVBHOT METO/Ia Ay TOPY Cy YCTAHOBIJIN Jja KPYMMHAINTET Be3aH 3a YIOTpeOy peH-
COMBep-MajiBepa ¥Ma IIOTeHIIMjasl ja 030M/bHO yrpO3J IOjeiHe CErMeHTe CaBPEeMEHOTr
IpYLITBa — IPYBPENY, OCET/bMBE INYHE IIOfaTKe, HALIMOHAIHY U HA/[HAIIMOHA/IHY KPUTUIHY
MHPPaCTPYKTYPY, @ yKa3a/In Cy 1 Ha HefloCTaTKe BakeNX 3aKOHCKUIX pellerba.

AyTOpu 3aK/byUyjy /ia je HEOITXOFHO CITpOBODeme IMbaHUX efyKaliija KOPUCHIKA
pavyHapCKUX CUCTeMa U IIpefysuMabe Mepa 3a yHanpebemwe 6e36enHOCHe KynType, 1
M3HOCe KOHKpPeTHe IIpejyIore 3a yHanpeheme KpMBIYHOIPaBHOT OKBMPA.

KipyuHe peun: peHcOMBep-ManBep, APYIITBEHN aCIeKTU 3/I0yIOTpebe peHCcoM-
Bep-MaJiBepa, KpMBIYHOIIPABHA 3aLITUTA Off BUCOKOTEXHOJIOMIKOT KPYMIHA/IA, KPUTIIHA

uHQpacTpyKTypa.

YBOJ

PencomBep (eHIN. ransomware) pefcTaB/ba BPCTYy MajBepa, U3 IIOTKAaTeropiuje
YLeBUBAIKOT MATUIO3HOT COPTBEPA, KOjI Ay TOPM3OBAHOM KOPUCHUKY OTpaHNYaBa
IPYUCTYII pa4yHaPCKOM CUCTEMY WIN Y FbeMy IOXparbeHNM IIOJAIMMa U TPaXKV OTKYITHUHY
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KaKo 611 KOPUCHMK [OBPATIO IPUCTYI CBOM cucTeMy vi/mmn nmoparuma (Fruhlinger, 2020).
OTKyIHMHA Ce TI0 ITPaBuTy TPaXXN 1 UcIvtahyje y kpunrosarytama, Hajuenthe y 6MTKOMHY.
TpaHcakiujaMa y KpUIITOBa/JyTaMa je TEeIIKO IPaTUTH TPar, Te je BIUX0BO Kopulhemwe y
(GYyHKIMjM OYyBarba aHOHVMHOCTY Hallafiava.

Hexke BpcTe peHcoMBepa Mory fja 6710Kupajy padyHap Ha HauMH Ja Ce Ha eKpaHy
TI0jaBH yIleWUBaYKa OPyKa KOjy KOPUCHVK He MOXKe Jja CK/IOHM 6e3 mrahamwa OTKyImHM-
He. JIpyre BpcTe OBOT MasiBepa MOTY fla KpUIITY]jy (mudpyjy) mojefuHadHe NI CUCTeMe
TaTOTeKa y padyHapy. AKO je pauyHap [IOBe3aH ca TJOKaTHOM MPEXOM, PEHCOMBED ce,
Takobhe, MOXKe IIPOIIMPUTH Ha APyTe padyHape WK ypehaje 3a ckIagnInTembe Ha MPeXn
VIV y MHTEPHET 0071aKy. Y TOM CITy4ajy ce off KOPUCHMKA UVjH je padyHap 3apaskeH TPaxkn
OTKYIIHIHA Y 3aMeHY 3a OTK/by4aBambe (feimdpoBarme) 3aK/byIaHNX [IOfjaTaKa.

Op 2016. rofyHe peHCOMBEp-HAIIa/IU 13a311Bajy BEMKY 3a0PUHYTOCT He CaMo KOp-
IIOpaTVBHOT MeHalIMeHTa Beh 1 BiIajia ApykaBa. Pasiior esxu y ToMe IITo OBY HaIafiu TIpo-
Y3POKYjy Benuke (pMHAHCH]CKe TYONUTKE ca jefHe CTPaHe 0K, Ca Apyre, MOTy OHeMoryhuru
(bYHKIMOHMCabe 3[IPAaBCTBEHUX YCTAHOBA U TUMe, TOCPEIHO, YCKpaTuTu MoryhHocT ne-
yema nanyjeHata. Op noderka nangeMuje supyca SARS-CoV-2, sppaBcTBeHe ycTaHOBE
nmpom Amepuke 1 EBporie cyodaBajy ce, mapasienHo, U ca MaHJeMIjOM PeHCOMBEp-HaIaja.

Hamapu oBor tuma, ykonuko 1ubajy Ha VIKT cucreme o moce6HOr 3Havaja, mpef-
CTaB/bajy 036M/baH 1132308 He CaMO 3a HAIlMOHATHO 3aKOHO/IaBCTBO Beh 1 3a JoHOCHOIe
MOMUTUYKNX OfITyKa ¥ KpeaTope HalMoHaTHuX 6e36emnocHnx nonutuka. VIKT cucre-
M Off TOCceGHOT 3HaYaja Cy CHCTEMM KOjI1 ce KOPUCTe y 00aB/bamy IMOCI0BA y OpraHnMa
jaBHe B/IacTH, 3a 00pajy MMoflaTaka O TMYHOCTU M Y 00aB/bakby [AENTaTHOCTY Off OMIITET
uHTepeca (¢lan 6, Zakon o informacionoj bezbednosti, ,,Sluzbeni glasnik RS 6/2016 i
94/2017). OBU cHCTeMIU Ce Y aHIJIOCAKCOHCKOM TOBOPHOM IOZIPYYjy yoOMdajeHO Ha3MBajy
KPUTUYHOM MH(OPMALNOHOM UHPPACTPYKTYPOM KOja IpefiCTaB/ba jefHY Off I0CeOHO
OCeT/BUBUX KPUTUYHMX MHPPACTPYKTypa Apxase. [lojam kpuTndHe MHPPaCTPyKType
ce MO)Ke OflpefiUTY Ha pa3/n4nTe HaunHe. Y1aH 4 ctaB 1 cprckor 3akoHa O KPUTIYHOj
undpacrpykrypu (Zakon o kriti¢noj infrastrukturi, ,,Sluzbeni glasnik RS broj 87/18)
racu: ,Kpuruana mHPpacTpyKTypa Cy crcTeMu, Mpexxe, 00jeKTI VI BUXOBMU JIeNOBH,
quju mpexuy GyHKIMOHMCaba VM IPeKns] CIIOpYKe poba OHOCHO YCITyTa MOYKe MIMaTH
0301/bHeE ITOCIIeNIIe HA HAlIMOHAIHY 6e306e[HOCT, 3ipaBjbe U KUBOTE JbY/M, UMOBIHY,
XUBOTHY CpefiuHy, 6e36emHoCT rpahaHa, eKOHOMCKY CTaGMITHOCT, OffHOCHO YTPO3UTH
dyskimonncame Perrybrmike Cpbuje”. [lake, Hal 3akoHOJaBall CMaTpa KPUTHIHIM OHe
»CUCTeMe, Mpexe, 00jeKTe WM BIUXOBe [jefoBe” dnje PYHKIUNMOHUCAbE Y OUTHO] Mepn
yTH4e Ha OCTBapUBabe BUTATHNUX AP>KaBHUX WM APYIITBEHNX I1/beBa 11 MHTepeca (Oe-
36€IHOCT, IpUBPEIa, XUBOT, 3[PaBJbe, KMBOTHA CPEJHA, IMOBUHA).

CaBpemeHo Teopujcko ofpeheme mojMa KpuTnaHe MHPPACTPYKTYpE OFHOCHK Ce Ha
MMOBMHY KOja YK/bydyje (pU3UUKe 1 pauyHapCKe CHCTeMe KOjU Cy Off eCeHI[MjaTHOT 3HavYaja
3a 00e36ehrBame eKoOHOMCKe ¥ onUTIIKe cTabyiHocTy 3embe (Radvanovsky & McDougall,
2010). Y cymTuHy, OHe IIpefCcTaB/bajy OKBUP Mehy3aBUCHIX MpeXka I cucTeMa Koju 00y-
xBarajy onpebene unpycTpuje, nucTUTyLMje (YK/BYdyjyhu /byae u mporenype) U KamnamureTe
3a TUCTPUOYIV)Y KOju IIPY>Kajy HOY3AaH IPOTOK IIPOM3BOJIA ¥ YCIYTa KOjI CY HEOIIXOIHM
3a of6paMbOeHy 1 eKOHOMCKY CUTYPHOCT 3eM/be, HeOMeTaHO QYHKI[MOHNUCAkbe BIACTU Ha
CBUIM HIBOMMA, Kao u ApymTsa y temmun (Rakié, 2015, str. 10). Kpntnane nudpactpykrype
o6yxBarajy 3[jpaBCTBEHe CHCTeMe, eHepTreTCKe CHICTeMe, TeleKOMyHIUKaluje, caobpahaj, Bopy,
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XpaHy, 6aHKapcKe crcteMe 1 (PMHAHCH]e, IUBWIHY aAMUHUCTPAL]Y, YK/bYdyjyhu 1 BrafguHm
TIPMBATHI CEKTOP, &M HUCY UCK/BYUNBO Ha BuX orpanmdere (Radvanovsky & McDougall,
2010). HujenHa nogena KpUTHYHUX MHQPACTPYKTYpa HYje allCOIyTHA U YITIABHOM je 3aCHO-
BaHa Ha MTPOL[eHaMa CTPY4baKa I/ JOHOCKOLA MO TUYKIUX OfTyKa ofpebeHe fpxase.

Hanac ce Behu 6poj MHPACTPYKTYPHUX CEeKTOpa ITOIIPUMa TPAHCHAL[IOHA/IHY Ka-
pakrep. CexTop MHPOPMAIMOHNX U KOMYHMKAIMOHMX TeXHOJIOTMja je OflaBHO IPeBasyIIIa0
HaIVIOHAJTHe TPaHM1ie IPXKaBa, a TAKBY Cy U ceKTopu caobpahaja (ZpymMcku, xenesHn4Ky,
Bas/YLIHY, BOJHM), XeMUjCKe, Kao 1 HyKeapHe nHAycTpuje (Rakié, 2015, str. 48). Cruano
je 1 ca GUHAHCUjCKIM CeKTOPOM, KOjM je Y BelMKOj Mepy TpaHCHanyoHam3oBaH (Global
Economic Crisis, 2013). nax, y ofHOCY Ha cBe KpUTHYHe MHGPACTPYKTYpe jefHe fpiKaBe,
MHPOPMAIMOHO-KOMYHMKAI[VIOHA U eIeKTPOEHePreTCcKa ce CMaTpajy MoceGHO 0CeT/bIBUM,
6ynyhn na mpoxxumajy cBe octase, Te MpeKUf ¥ BIXOBOM MCIIPABHOM (YHKI[MOHUCAY
IIPOM3BOAY Y AVMC(YHKIVOHATHOCT CBUX OcTanmux MHpactpykrypa (Putnik, 2009, str. 41).

Pacryha saBucHOCT crcTema koju omoryhasajy ocHOBHe ycmyre of MHGOpMAIo-
HO-KOMYHMKaIMOHe MHQPACTPYKTYpe IPefICTaB/ba eeMEeHT PHU3UKa, C 003MpOM Ha TO Ja
IpOXKMMa CBe ocTajie i HaMehe M COIICTBeHe PambNUBOCTH, He CaMO Ha HalyMoHanHOM Beh
U Ha PeTMOHAIHOM, I1a M IJIOOATHOM HUBOY.

PEHCOMBEP KAO ITPETIHA KOPIIOPATVIBHO)]
M HAIIMIOHAJIHOJ BE3BEJHOCTU

PencomBep-Hanaiu peficTaB/bajy BIJ, BUCOKOTEXHOTOUIKOT KpMMMHAIATETa KOjU
rofgyHaMa yHasaj Oeexxyt HajBUIIY CTOIy pacTa. IIpolemyje ce fa cBakux 11 cekyHpu
jefHO IIpaBHO JIMIle IOCTaHe KPTBa peHcoMBep-Hanaga (Morgan, 2019). llITeta ox oBe
BpcTe Hamapa je y 2015. rogyam u3HOCHIa 325 MIUINOHA Jlo/apa Ha T106aTHOM HUBOY,
a'y 2017. ropunn je ysehana yak 15 myTa n M3HOCWUIA je 5 Mumjapsu fonapa. ¥ 2018.
TO/IVHY OHa je IIOPAC/Ia Ha 8 MUIMjapau fonapa, a'y 2019. roguun Ha 11,5 munujapau go-
nmapa (Morgan, 2019). ¥ 2021. roguHM IITeTa OF OBe BPCTe Halajja IPOLeHheHa je Ha 9aK
20 munujapau fonapa (Acronis Cyberthreats Report, 2022).

IIpakTr4YHO fa HeMa Ap>KaBe KOja HUje OCeTu/Ia IoCIefule OBe BPCTe Hallaja.
Vupmuja je 6ua jenHa of Hajrexxe norohennx y 2017. roguuy, y3 Bermky Bpurannjy, Pycky
Depepanyjy, Cjenumene Amepuuxe Jpxase, HP Kuny n Kanagy (Mohurle & Patil, 2017).

Ha meTtn Hamayja 6m1a je HallMOHATHA KPUTUYHA MHPPACTPYKTYpa i U BeTIMKe
MY/ITHHAIMOHA/THe KoMITaHuje. [Tocnenuite Harmazia oceTnne ¢y koMmnanumje Oemexc (FedEx),
Hucan (Nissan), sxenesHnyuke koMmnanuje y Hemaukoj n Pycujum, TenekoMyHuKamoHna
xommnanuja Meradoprenedonnka (Megafortelefonica) y Illnanuju 1 MHOre ApyTe, anm u
aKafleMCKe YCTaHOBE, O YeMY CBeZloue IIPMjaB/beHN C/TydajeBy Halafla Ha KMHECKe KoJelle
u paugyHape crygeHara (Mohurle&Patil, 2017).

JIpymTBeHe nocneamiie Koje y3poKyje peHCOMBep-HaIajl Cy ITaK MHOTO 030M/bHMje
KaJla Cy Ha MeTH HaIla[a4a 3[[PaBCTBEHE YCTaHOBE.

VinyctparuBaH je nopaTax ga je y 2017. rogMHM OBOM BpCTOM Hamaja IoroheHo
yak 60 3[paBCTBeHMX yCTaHOBa y Benmkoj bpurannmju, a ga ce ManuunosHy Koji HAKOH
Tora npourpuo Ha Buite of 200.000 60THMYKIX padyHapCKux cucteMa y 150 3emamba
(Collier, 2017).
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Toxom 2020. rogune, y CAJ necnma cy ce 92 nojefuHavHa Hanajia paHCOMBEpP-BU-
PYCOM Ha 3/IpaBCTBEHE M MEAMIIMHCKE HayYHOMCTpa)kBayKe yCTaHOBe. Y HalajiiMa je
moroheno mpeko 600 kIMHMKA, OOTHNUIIA U YCTAHOBA U 3aK/bYYaHO BuIle Of 18 MuymoHa
MERMIMHCKUX focujea manujeHara (Davis, 2020).

Hamnapu cy 3a nocmenuily MManu He caMo (pMHAHCHjCKe TYOUTKe 30paBCTBEHMX yCTa-
HOBa U KOMIIPOMUTALIN}Y IMIHUX MTOfIaTaKa o manujeHtnMa seh cy onemoryhmmm npouec
Jleversa MallyjeHaTa /i ¥ HOPMaTHO (QyHKI[VIOHMCakbe YCTAaHOBA — OBE/M CY 10 3HaYajHIX
3acToja y pafy. 3acTojy Cy Bapupasy ofi MUHVMA/IHMIX, KOJ, CUCTeMa KOjJ1 Cy IPaBW/IN YecTe
pesepBHe Konyje JUTUTATHUX IIOJATaKa, B0 JYTOTPajHMX KOji Cy ce MepuIn Hefle/baMa,
I1a YaK ¥ MecCel[)IMa, Y CUCTeMIMa KOjy Cy pe3epBHe KOomuje JOKyMeHaTa MMl CaMo y
nanupHoj popmu (Bischoff, 2021).

Kao nocnennuia nagexiyje peHCOMBep-MaliBepoOM cepBepy MOry 6uTy BaH (pyHKIuje
caTyMa, Hefle/baMa, T1a YaK 1 MecellMa. Y HeKUM C/Ty4ajeBUMa ce ITOJALV ¥/ MU padyHapy
YOIIIITE He MOTy OOHOBUTH. 36MPHO I7IelaHO, IPOCEYHO BpeMe 3aCToja MSHOCUIIO je 15,
16, 19 mwm 21 man 32 Q1, Q2, Q3, ogHocHo Q4 2020. roguHe. To 3HaUM /1a ce Y YETBPTOM
KBapTay, y OFHOCY Ha IIPBY KBapTaJl, BpeMe 3aCToja y3pOKOBaHOT HamaauMa nosehano
3a CKOpO Hefie/by laHa. 30JpHa CTATUCTIKA TOBOPH [ je peHCOMBep IIPOy3poKoBao 1.669
maHa 3actoja y sppasctsy CAJl y 2020. roguam (Coveware, 2021).

Y 2020. ropunu je, Takobe, 6110 U3paxkeH pacTyhy TpeHy MOKyIIaja JBOCTPYKe 13-
HYyJe y K0joj HaIlafa4uM He 3aK/by4aBajy caMo padyHape y3 3aXTeB 3a OTKyIHUHY Beh n
KOHTAaKTHUPajy )KPTBe Ca JOKa3MMa O MPUKYIUbeHNUM Hofanuma. ObjaB/brBame yKpaieHNX
IofjaTaKa Ha jaBHVM CajToBVIMa roBehaBa IpuTHCaK Ha OpraHmsalje ia IjlaTe HaKHay 3a
OTKYII (Kao IpyMepu OBAKBIUX CIy4dajeBa HaBoie ce: Beacon Health Solutions, Wilmington
Surgical Associates n Riverside Community Care) (Bischoff, 2021).

N3paxeHo nosehame 6poja Harmaga y 2020. TOAMHN MOXKe Ce JOBECTH Y Be3y ca
nangemujom Brupyca SARS-CoV-2. Onrepeherse 3paBcTBEeHMX YCTAHOBA je Of TOYETKA
ma"gemuje 6110 Benuko. To UX je yIMHUIIO joun pamuBujuMa Ha cajbep-Hamage jep je
samruta 3gpasctBere VIKT unpacTpykrype 61 y ApyroM IiaHy y OfHOCY Ha noehan
00VIM II0CTIa y yenoByMa nangemuje. To je BepoBaTHO 1 JOZATHO MOTMBICAJIO HallaJadye
jep ¢y mperrnocras/banu fa 60IHNIIe, Y TUM OKOTTHOCTUMA, Hehe ce6u mpuyLITuTy 3acToj
VIKT cucrema Beh he, BepoBatuuje, npubehn nnahamy otkynumnHe.

Ha xpajy, Telmxko je cyMupaTy yKyIHy IITETY Off peHCOMBEP-HaIa/ja TOKOM ITaH/leMuje
SARS-CoV-2. Ilopen ¢prHaHCHjCKMX TPOIIKOBA IPOUCTEKIUX Off 3aCTOja Y Pafy 3hpaBCTBe-
HIIX YCTAQHOBA, TY je U IITeTa Koja ce OI/lefia y HapyLIeHOM 3[;paB/by I1a YaK U U3ryO/beHUM
XKMBOTMMa JbyAY, Oyayhu fa mpaBoBpeMeHO Jedere NannjeHaTa Huje 6uno moryhe. Mako
6u1 6110 TELIKO YTBPAUTH YKYIIAH YTHULIaj cajoep Hama/a Ha 3paB/be ¥ KMBOT TallljeHara,
jeHO MCTpaXMBambe Cyrepulie Aa je 6/10Kaja MeAMIIMHCKIUX JOCHjea aljijeHaTa TOKOM
HaHJeMuje oBehasa CTOIy CMPTHOCTM Off CpYaHMX yAapa Ha FONUIIbEM HIBOY - 36 CMPT-
HyX ricxopa Buie Ha 10.000 cpuannx yaapa cBake roguse (Bischoff, 2021). OBu Hamagu cy,
OCIM TOTa, JOBE/N U 0 yCIOopaBama UCTpaXkuBama caMor Bupyca SARS-CoV-2. Taxo je,
Ha IpuMep, jyHa 2020. rogune Kamudopuujcku yausepsuter y Can OpaHIVICKy I1aTHO
OTKYII y M3HOCY of 1,14 MumoHa fonapa Kako 611 IIOBpaTHo MPKCTYII CBOjUM HOfjalliMa
Koju ¢y 61 fieo ucTpaxkusama Bupyca SARS-CoV-2 (Bischoff, 2021).

ITa nnax, HajBeha mrera Huje oHa ¢puHAHCHUjcKa Beh OHa Koja ce ountyje y mo-
cremuIaMa cajbep-Hamaja Ha 3[jpaB/be U )KUBOT MalyjeHaTa. 360r Tora He usHeHabhyje
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MHMIjaTHBA JIeKapa, HayIHNUKa, eKCIepara 3a cajoep-6e36efHOCT 1 MOMUTUYKUX IIPef-
CTaBHMKa HEKOJIMKO JIp>KaBa Jla C€ PEHCOMBep-Hallay Ha 3[ipaBCTBEHE YCTAHOBE MHKPU-
MJHMIIY KaO YMH TePOPUCTUYKOT Hanaza (Bing, 2021).

PencoMBep-Hamaj saucTa MMa CIMYHOCTY Ca TPASULIMOHATHUM TEPOPUCTUYKUM
HaIlaJyMa jep L1/ba Ha UBIIHO CTAHOBHUILTBO U MOXKE IIPOY3POKOBATH HapyIlIaBaibe
3IpaBiba, I1a 9aK ¥ cMpT /byau. Takobe, myTeM n3asmuBama cTpaxa IpUMOpaBa XPTBY fa
MIOCTYIN IO 3aXTeBy Hamafiadya. Ho nmak, ocHoBHa MOTHUBal/ja Hallajia4da ce pasnmKyje.
JloK je Kpajmby LM/b TePOPUCTa UAEONOIIKE MM IOMUTIYKE IPUPOJE, b KOjU JKeTle [ja
ocTBape U3BPIINOLY PEHCOMBep-HaIlajia CBOAIU Ce Ha CTHIabe QMHAHCHU]CKe KOPUCTH,
Te je MpaB/betbe OBe BPCTe AHA/IOTHje TPEHYTHO MPUINYHO ,,HATeTHY T KOHCTPYKT. Ca
ipyre CTpaHe IIaK OBY MHILM]AaTUBY He 611 Tpebasio oako oxbanury 6ynyhu ga ce saxresn
M3BpILIMJIALIA, XUIIOTETUYKIM IVIefaHO, MOTY JIAKO IIpeOpujeHTICaT ca GUHAHCUjCKUX Ha
nonmuTryke. OcuM Tora, peHCOMBep-Haaiy MOTy IIpe/ICTaB/baTyi HA4MH 33 CaKyT/bakhe
HOBYAHMX CPeICTaBa y CBPXy (QDMHAHCUPaba TePOPUCTUUKIX OPTaHM3aIINja, ITO CBAKAKO
YCTIOXKEbaBa IIPO6/IEM 1 TPaXKI TPUIIPABHOCT HE CaMO IIPAKTUYapa Ha I0/by 6e36eHoCTH,
Beh 1 ycTpaxkiBada, Kao U JIOHOCYIIAlla OIUTUYKIX OTyKa.

W'y 6ynyhHOCTHU ce MOXKe O4eKMBaTI MCTH, aKo He ¥ Behu TpeHp Hamazia Ha 3[jpaB-
CTBeHe ycTaHoBe. bynyhn ma smoHaMepHM akTepy Ha 3[JpaBCTBEHe YCTAHOBE YeCTO ITIefajy
Kao Ha ,,JJAKYy MeTy", peHcoMBep he 1 fja/be IIpeACTaB/baTU ONMACHOCT KaKo 33 YCTAHOBE,
TaKo 1 3a nanujenre. Maxo je BehnHa peHcoMBep-Hamaja oo cajia [ybajla Ha Jocujee IIa-
IujeHaTa y OOTHNYKIM NHPOPMAIMIOHUM CUCTEMIMA, He MOTY Ce MICK/bYYUTY HJf MHOTO
ropu cLieHapyji. bes ocMuibaBama 1 MMIUIeMeHTallje HOBMX 0e30eJHOCHUX ajaTa, Mepa
U IPOLeflypa, 3[[paBCTBEHE YCTAHOBE OV e YCKOPO MOITIE CYOUNTH Ca peHCOMBep-Hama-
[MMa Ha MEGULIMHCKY OIlpeMy U ypebaje off Kojux AMpeKTHO 3aBuce )XIBOTH TallMjeHaTa.

Ha xpajy, BaskHO je nctahm fja mreTa Kojy n3asuBa peHCOMBeEp-HaIaj Hije orpa-
HJYeHa caMo Ha IleHy oTKyna. OHa o0yxBaTa I TPOLIKOBe KOjyI HacTajy ycien omTeherma
i Ty61TKa IofaTaKa, I'yOuTKa IIPOAYKTUBHOCTY, OIIOPaBKa CICTeMa HAKOH Hallaza,
(dbopeHsNUKe aHaMN3e, IOHOBHOT ,XOCTOBaMba " MOJaTaKa Kojy Cy OMIN yCKIafUIITeHN
y o6maKy, rybuTKa peryraije IpaBHOT JIMIA, Kao U I{i/baHe eAyKalije 3all0CIeHnX 1
BIXOBe 00yKe 32 pearoBame y CIydajy IIOHOB/EHOT HAIa/la.

[ToBehame 6e30eqHOCHE KYITYpe KOJ 3aIIOCTIeHMX M BIX0BA IIM/baHa efyKalyja 3a
Ipero3HaBame 6e36e[HOCHNX NIPeTHY U Of0paHy off cajdep-Hama/a IpeficTaB/ba HajBa-
JKHIjU KOpak y 60p6u mpotus pencomBep-Hamaza (Kovacevi¢, Putnik &Toskovi¢, 2020).
Bynyhn ma 91% cajbep Hamazga 3anounmbe mypemeM dumnHr (phishing) u-Mejnosa Koju
MMajy 3a Wb YHOLIEHe PEHCOMBEP-KO/Ja Y KOPIIOPAaTUBHY PauyHapCKM CUCTEM, eflyKa-
1uja 61 Tpebao ga Oyne ycMepeHa Ha IIpelio3HaBarbe TeXHUKe QUIMHTa Y afileKBaTHY U
IIpaBOBpeMeHy peakuujy sanocineHux (Morgan, 2019).

KPVMBMYHOITPABHU ACIIEKT

HaxkoHn nmpukasa ¢peHOMeHOIOTHje 3710yHoTpede peHcoMBep-Bupyca, Hamehe ce mu-
Tame BUX0BOT KPYBIYHOIIPABHOT TpeTMaHa y foMaheM 3akoHOAaBcTBY. [la /v je Hanyo-
Ha/THO KPMBUYHO IIPaBO y CBOjI/IM 0;1pe,[[6aMa IIpeaBIIEN0 Ka)KibaBatb€ OBUX, OUNTTIETHO
IPYIITBEHO ONIACHMX MOHAIIAba?
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KpI/IBI/I‘IHa Jena BUCOKOTCXHO/IOUIKOT
KpMIMHa/JIa — KpaTaK IpuKa3

PencoMBep-HaItaziy ce M3BOfe IIPeKO padyHapCKIX MPeXa 11 IbIXO0B 00jeKar cy pady-
HapCKY Toffany u mporpamu. CTora, aHanusy KpUBMYHOIIPABHOT TPETMaHa 3aII0YNEHEMO
ca IperyefioM MHKPUMMHAI[Yja BUCOKOTEXHOIONIKOT KpMMMHATIA.

Jlena BMCOKOTeXHOJIOIIKOT KpYMUHaIa 00yXBarTajy MHKpUMMHAIVje 13 I1aBe 27
KpuBnuHoOr 3aKoHMKa — KpUBUYHA Jiela IPOTUB 6e30€THOCTU payyHaPCKUX MOflaTaKa
(Krivi¢ni zakonik Republike Srbije, ,,SI. glasnik RS br. 85/05, 88/05, 107/05, 72/09, 111/09,
121/12, 104/13, 108/14, 94/16, 35/19; name: K3), anu u apyra, Hecneruduyita KpMBUIHA
Iena, Koja ce Takobe Mory usBecTtu y3 Kopuirheme BUCOKMX AUTUTATHUX TEXHOIOTHja
(Mwunomesnh, ITytHuk, 2019: 74). Omcer KPUMBUYHUX JIe/Ia BUCOKOTEXHOTOIIKOT KpUMI-
HaJla MOJKEMO JIa caryieflaMo KpO3 aHa/m3y Ofipeiou IToceGHOT 3aKOHa HaMeFeHOT YTBphHu-
Bakby OpraHM3alje 1 PacTofieNyl HaJIeKHOCTH M3Mel)y KOMITIeTeHTHUX Jp)KaBHIX OpraHa
(Zakon o organizaciji i nadleznosti drzavnih organa u borbi protiv visokotehnoloskog
kriminala, ,,S. glasnik RS, br. 61/05, 104/09.2009; y namem Tekcry: 3akoH o BTK).

3akoH 0 BTK je soHeT pajgu ucnymerma MehyHaponHOIpaBHUX 06aBesa pey3eTux
paruduxannjom KonseHuuje o BucokorexHonomkom KpuMnHany Casera EBpore us
2001. ropyHe U KOZaTHOT IPOTOKO/A Y3 1Y (Zakon o potvrdivanju Konvencije o visoko-
tehnoloskom kriminalu, 2009; y na/bem rexcry: Kousennuja BTK; Zakon o potvrdivanju
Dodatnog protokola uz Konvenciju o visokotehnoloskom kriminalu koji se odnosi na
inkriminaciju dela rasisticke i ksenofobi¢ne prirode izvrsenih preko ra¢unarskih sistema,
2009). 1 usmene n gornyse K3-a xojuM cy yBefeHa KpMBUYHA Jie/ia IPOTUB 6e30eHOCTI
padyHapCcKMX nofaTaka (rmaBa 27) JOHeTe Cy M3 MCTOT pasjiora — pajiy XapMOHM3alyje ca
KonBeHIIMjOM, MaKo Cy OHe YCBOjeHe IIpe Hero IITO je Hallla 3eM/ba paTu(IUKOBasa 0Baj
MmebyHaponHM yrosop.’ /3 HaBeileHOT pasiora, OIIITe KapaKTePUCTUKE OBUX KPYBUIHIX
mena Tpeba mocMarparu y cBeTny 1 Kontekcty Konseniuje o BTK u 3akona o BTK.

KouBeH1111ja geduunie Mepe Koje 611 HallMOHA/THA 3aKOHOABCTBA TpebasIo fa mpe-
Iy3My y 06/1acTyt KpYBUYHOT IIPaBa, IIpe CBera Kpo3 MHKPYMUHICAE Paibll HABEIEeHNX
y uraHoBuMa 2-10 (He3aKOHNT IIPUCTYI; He3aKOHUTO IpecpeTarmbe; OMeTambe MOfjaTaKa;
oMeTame CUCTeMa; 310ynoTpebda ypebaja; dancuduxoparme y Besy ca padyHapuMa; IpeBapa
y Besl ca payyHapuMa; flefia y Be3U ca [IedjoM MOPHOrpadujoM 1 fienia y Be3! ca KpIIemeM
ayTOPCKUX U cpopHux npasa) (Mandi¢, Putnik, MiloSevi¢, 2017, str. 310; Stojanovi¢ &
Deli¢, 2015; Stojanovié, 2012; Pordevi¢, 2014).

Ynan 13 KonBeHInje 3axTeBa Jja [p)KaBe Mpey3My 3aKOHOJaBHe U IpyTe IIpaBHe
Mepe KaKo 61 ce OCUTypaso ia HaBeleHa JPYILITBEHO ONacHa [MOHAIIAba TIOJIeXY fe-
JIOTBOPHMUM, IIpornoproHananm u onspahajyhum cankimjama. Inasa 27 K3-a y Hajsehoj
Mepu crepy penopyke Konsennuje.

3akoH o BTK yrnaBHOM pemaBa myuTama IPOLECHOT KapakTepa (HalIe>KHOCT,
opraHmsanuja uTH.). Vmak, oBaj mpomnyc cafipXu u ofpende off 3HaUaja 3a MaTepuja-
HO ITIPaBo, jep jenuHM y foMaheM 3aKOHOABCTBY CafipXKM TIOCPEAHY AeUHNIN]Y Mmojma

°  Vmak, 3aHMM/BMBO je [la pajiibe IIpecpeTama KOMyHMKaIje, Koje KonBeHImja cBpcTaBa y obmuke

Ka>KIbJBOT IIOHAIIAlba y cajoep-IpoCTOpY, HAIll 3aKOHOABAIL Hifje YBeo y 6uhe HujeHOT O
HOBOYBeJIeHIX KpuBU4IHMX Aena (Stojanovi¢ & Peri¢, 2011, str. 251).
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»BUCOKOTEXHOJIONIKY KPMMIHAIL, KPO3 Habpajarbe Kpyra KpUBUYHIX JIejIa M HOTPeOHMX
ycnoBa fia 6u ce ncta KBanuguKoBaaa Kao 0Ba BPCTa KPUMMHATHOT [€/I0Batba: ,,I0f] BU-
COKOTEeXHOJIOIIKMM KPMMMHAIOM IOfIpasyMeBa ce BplIemhe KPUBUYHUX Jiea KOJ| KOjUX
ce Kao objeKaT MM CPefiCTBO U3BPILekal...] jaB/bajy pauyHapy, padyHapCKU CUCTEMH,
padyHapcke Mpeke, padyHapCKy IIOJAL, Kao ¥ IbUXOBY IIPOV3BOMY Y MaTepyjaIHOM VTN
eIeKTpOHCKOM 06Ky (wiaH 2 ctaB 1 3akona o BTK). Ynan 3 3akona o BTK oppebyje na
HaJJIKHOCT 3a OTKPUBaIbe, FOberbe U Cyheme IpUIaiajy Cleljaai30BaHM Ofie/bebyIMa
HONIYje, TYXXIWIAIITBA U CYAA Y CIy4ajy crnegehux KpuBndHmx mena:
o IpoTHB 0e30eTHOCTM pauyHapCKuUX HogaTtaka (rmasa 27 K3-a) — mo mpasuiy, of-
HOCHO 63 JOlaTHUX YCIIOBa;
« IpOTMB c1060/1a 1 IpaBa YoBeKa 1 rpabaHuHa, monHe cmobone, jaBHOT pea U
Mipa 1 ycTaBHOT ypehema u 6esbegnoctn Perrybnuke Cpbuje — y3 TOgaTHU YCIOB:
Jla ce MOy CMaTpaTy BUCOKOTEXHOJIOIIKIM KPYMIHAIOM UMajyhy y BUfLy HauuH
u3BplIema 1 KopuirheHa cpeficTBa (cXogHo wiany 2 ctas 1 3akona o BTK);
« IIPOTYB MHTE/IEKTya/IHe CBOjUHE, MIMOBIHE, IPMBPefe 1 IpaBHOT caobpahaja — y3 mBa
ycnoBa: 1. fa 6poj mpumepaka ayTopckux fena npesasu 2.000 (0Baj yCIoB ce OGHOCK
Ha KPMBIYHA JIe/Ia IPOTHB MHTEJIeKTyaTHe CBOjIHE, TIOIYT IOBpefie IIPOHAA3auKOT
npasa 1y HeosanrheHor nckopuihaBama ay TOPCKOT fIena WM IpefiMeTa CPOTHOT
IIpaBa) MIN Jla HacTaJla MaTepyjajiHa ITeTa penasy usHoc of 1.000.000 gyHapa u
2. Ia ce MOTy CMaTpaTy BUCOKOTEXHOJIONIKIIM KPUMIHAIOM UMajyhu y Buy HauuH
u3BplIera ¥ KopuitheHa cpepcrsa (cXofHo wiaHy 2 cTaB 1 3axona o BTK).
KpusnuHa fiena Koja He HOTIIA/ajy IOJ IOCpeHe feduHnimje us Wi 2 1 3 3aKoHa
o BTK, He Mory ce cMaTpati BUCOKOTEXHOJIOLUIKNUM KpuMyHanoM y Perry6muun Cpouju.
3axoHoM o BTK ycraHOB/bEHO je onebere Builer jaBHor Ty>xmamrsa y beorpany,
HAJJIOKHO 3a YNTaBy Teputopujy Pemybmuke Cp6uje, Koje 3akoHOIaBaI] 03Ha4aBao Kao
{10ce6HO THYHUNAUIIE0; OfieTberbe 38 OOPOY IIPOTUB BUCOKOTEXHOJIOIKOT KPUMIHAIA Y
cxolry MuHNCTapCTBa yHY TPAIlbIX II0OC/IOBA — YIIpaBe KPYMIUHAIMCTIYKE ITOINIINje
(koje ce y oBoM 3akoHy Hasua: Cryx6a 3a 60p6y Upoiliue 6UCOKOTLEXHOTOUWKOT KpUMU-
Hana) u, y okBupy Buurer cyna y Beorpapy, Behe 3a 60p6y mpoTiB BICOKOTEXHOMOIIKOT
KpMMuHaa (3akoHo#aBal ra HasuBa Ogempetve), 3aly>KeHO 3a Teputopujy Permybnmke.
MunncTapcTBy Ipas/je je moBepeHo obesbehnBame ycosa 1 cpeficTaBa 3a peanusanujy
3ajlaTaKa U [0C/IOBa CIlelMjaIM30BaHMX CITY>KOM/Ofie/berba Y MOMULVI, TY>KWIAIITBY U
cyny (Milosevi¢ & Putnik, 2017).
Y rnaBy 27 KpuBuuHor 3akoHmka ce Hanase ciefiehe mukpummHanyje (wi. 298—-304a
K3): omrreheme pasynapckux mogaraka u mporpama (wian 298); pauyHapcka caboTaxa
(wraH 299); IpaB/belbe U YHOLIEHe padyHapcKix Bupyca (wiaH 300); padyHapcka IIpeBapa
(wran 301); HeoBmamhenn mpucTyn samTrheHOM padyHapy, pauyHapCKOj MPeXKI 11 elleK-
TPOHCKOj 06pany mmopataka (wian 302); crpedaBame U OrpaHMYaBambe IPUCTYIIA jJaBHO]
pauyHapckoj Mpexxu (wiaH 303); Heopamheno kopunrherme padyHapa Wy padyHapcke
Mpexe (wiaH 304); npasberbe, HabaB/pambe I JaBarbe JPYroM CpeficTaBa 3a U3BpIICHe
KPVBIYHIX Jlefia IPOTUB 6e30eMHOCTI padyHapCcKux mojaTaka (wian 304a). Ilocmenma
HaBeJeHa MHKPUMIHALMja [IpefCcTaB/ba BPCTY IPUIIPEMHe pajiibe Y3IUTHYTe Ha HIUBO
panibe u3BpLIeha. 3Hajyhy 3HaYaj mpeBeHLMje 1 CTelleH APYIITBEHe OMaCHOCTY BUCO-
KOTEXHOJIOIIOT KPYMIHAJIA, 3aKOHO/[aBall ce OIIY4MO 32 KPMBUYHOIIPABHY pelpecujy
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y paHoj ¢asu. TauHmje, 3aKOHOMABALl je MMIUIEMEeHTHPao npenopyke KonseHje, koja
eKCIVIMIMTHO 3aXTeBa KaKIbaBarbe OBMX IPUIIPEMHIUX PafIbI.

3aHMM/BMBO j€ Jja jé Halll 3aKOHOMaBal] IPOIYCTHO /la IPey3Me JIETUCTIaTYBHE Mepe
3a Ka)KibaBabe CaMo jeHOr 00/I1MKa APYIITBEHO OIIACHOT IOHAIllalba IIpeMa padyyHap-
CKVIM IofialjuMa. Ped je 0 He3aKOHUTOM IIpecpeTamy IIOfjaTaka, Koje Huje npenasuheHo
Kao 1moce6HO KpuBM4HO fieno. UYnan 3 KoHBeHIuje 3axTeBa Off CTpaHa MOTHMCHNIIA A3
KPMBUYHO CAaHKIVIOHUINY ,,JIPOTUBIIPABHO IIPECPeTambe IPEeHOCa PaYyHapCKIUX ITOfaTaKa
KOj! HIUCY jaBHE IIPUPOJE, Ka padyHaPCKOM CHCTEMY, Off IbeTa MM YHYTap CaMOT CHCTeMa,
yK/bY4yjyhu 1 eleKTpoMarHeTHa eMUTOBAbA U3 PAUuyHAPCKOT CHCTEMa KOjIM ce TIpeHoce
TaKBM MOfIALIN, KaJla je YIMIbeHO Ca HaMepoM 1 y3 moMoh TexHmukux ypehaja“

Vmajyhu y BUIy M3HeTV CyMapHM IIpMKa3 KpUBUYHOIIPaBHE peryaaTiBe BUCOKO-
TEeXHOJIOLIKOT KpMMIHAa/Ia, MITaMo ce Ja i nocrojehe MHKpuMMHaLuje 06yXBaTajy 3710-
ynoTpe0y peHCOMBep-MaBepa OFHOCHO MaMIMO3HMX KozioBa. Meby Habpojanum kpu-
BUYHUM Jie/IMa, OHO 13 wiaHa 300 ce 04MTO OZHOCH Ha yIOTpeOy padyHapCKUX BUpYCa,
ma hemo ce Ha wera u ¢pokycuparu. Hakon tora, pasmorpuhemo u apyre, Hecrienuduaxe
MHKpUMUHAL]je, KOje Ce MOTY MCIIO/BUTH Y pOPMU BICOKOTEXHOIOMIKOT KPYMIHATIA.

ITpaBmeme 1 yHOLIEH€ padyHAPCKUX BUPYCa
u ocTane Moryhe KpuBMYHONIpaBHe KBanupukanmje

[TpaB/berme pauyHapCKOr BUpPYCa Y3 HaMepy IberoBoT yHOIIewa y Tyh) pauyHap nmm
padyHapCKy MpeXy, MHKpUMUHMCAHO je wianoM 300 K3-a. 3ampehena je HoBuaHa ka3Ha
a/lITEepPHATMBHO Ca 3aTBOPOM O, IECT MeCeLM. YKOMMKO YUMHIIAL, YHeCe padyHapCKu
BUPYC U IIPOY3POKYje LITETY, OCTBapeH je KBanu(pUKOBaH! O0O/INK, IIPONICAH CTAaBOM 2
OBOT Y/IaHa, 32 KOjI je IPOMICaHa HOBYaHa KasHa MM 3aTBOD /IO ABe rofguHe. 3aKOHOM
je mpomcaHa o6aBesHa Mepa 6e3beHOCTH, KOjoM ce ofysuMajy ypebaju u cpencrsa Ha-
MeHeHM 33 M/IY HacTa/IN U3BpLIeheM KPUBUYIHOT Jera.

Yan 112 cras 20 K3 oppebyyje 3Hademe nojma pauyHapckor Bupyca, onucyjyhu ra
Kao BPCTY pauyyHapCKOT IIporpama (MM Apyror cKyIa HajJora, OGHOCHO Hapeno) Koju
OJIIMKYje TeHEHLIMja CAMOYMHOYKaBatba 1 [Ie/I0Bakba Ha pyre IporpamMe 1 noparke. Bupyc
Jenlyje Ha pyre padyHapcKe IporpaMe I MoJaTKe TaKo IITO MM Ce IPUO0faje ¥ Merba
HaulH Ha KOjyI OHM (PYHKIIVOHMWIILY.

OcHoBHM 06/IMK IIOKa3yje HaMepy 3aKOHOJaBlia Jia pearyje y paHoj ¢asu, jep je
IpaB/bere padyHaPCKOT BUPYCA Y3 IaTy HaMepy, 110 CBOjOj CYIITUHI, CAaMO IIPUIIPEMHA
pazma. C 0631poM Ha TO fia je IpUIIpeMarbe KPMBUYHOT Jie/la HauelHO HeKaXXIbIBO, 3aK0-
HOJaBall je IPOIICHBabeM OCHOBHOT 00/IMKa OMOryh1io IpymMeHy KpUBIYHUX CAaHKIIMja
U 3a IPUIIPEMHE pajibe, Koje Cy OBUM JJ0OuIIe KapaKTep pajibe KpUBIYHOT Jiera.

Texx1t 067K je, IO IPUPOAY CTBAPY, OCHOBHY OOJIMK, KOjI je 3aKOHO/IABAall ,,BEIITaY-
Ku'“ TpaHchOpMICcao y KBamuIKOBaHY, jep je IPUIPEMHY Pafiiby MPOIIACUO 32 OCHOBHI
06k piema. OBie ce OCHOBaHO MOJKe IIOCTABUTH ITUTakb€ ONIPABIAHOCTY IIOCTOjakba 0O/MIKa
u3 ctaBa 1, HakoH mTo je 3VI]I K3 13 2009. rognHe yBeo KpMBMYHO Aeno 13 unaHa 304a.
TuMm KpUBUYHUM [Ie/IOM, Y3 NIpeLu3upame U TOIyHe yunmbeHe noHomemeM 3V K3 n3
2016. ropyHe, MHKPUMMHUIIY Ce Pa3/IIiTe IPUIPEMHe pajiibe 3a M3BPIIeHhe KPYBIYHIX
Zena mpoTyB 6e30eTHOCTI pauyyHAPCKUX MOJIaTaKa. Y3 eBeHTYa/THO IOfIATHO Hpel3upambe
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onpen6u wiana 304a, motpeba 3a IIOCTOjarbeM OCHOBHOT OO/IMKA U3 Cafjaliber wiaHa 300 cTas
1 61 OTIIYHO HecTasIa, WITO OV 61710 ONPaBJAHO I Ca CTAHOBHIIITA 3aKOHOJaBHE TEXHIIKE.

Y Besyu capalme perynatuse, IOCTaB/ba Ce joll nuTama. HauMe, jacHo je fa ako
HEKO HaIpaBU payyHapCKM BUPYC @ 3aTUM I'a YHece Y TyD) pauyHap My Mpexy, YMHU CaMo
merno u3 craBa 2. Mehyrtuwm, geno 13 crasa 2 je OCIeANYHO, IITO 3HAYY I je CBPLIEHO
Kajia Hactymny mreta (Stojanovi¢ & Deli¢, 2020). Y cny4ajy fa je padyHapcKu BUPYC YHET
a IITeTa M30CTaNa, ped je O MOKYIIajy, KOj) je HeKaXKEbUB 110 ONIITUM ofpefbama.

Jlaksie, caMo IpaBjberbe paIyHAPCKOTr BIPyca y HaMepH CTaB/barba ¥ Tyh padyHap mmm
MPEeXY je KaKIbUBO, TOK OU yHOIIerme BUpyca 6e3 HaHOIIeHha 1ITeTa 611710 HEKKIBIBO.
OBo je ounrieHa HEIOTMYHOCT, KOja je MOCIeA1La YNbEeHNIE /1 je IPUIPeMHa pajiba
Ka)KIbJBa, a TTOKYIIaj ,TIPaBOT" JieNa HeKaxmuBs. [IpunpeMHe pajme 61 Tpebao fja ce
Ka)KIbaBajy Kajja ce IpUIIpeMa TeXKe KPUBIYHO JIeTI0, @ OBO JIe/IO je Y KaTerOpujy IaKIINX,
IITO ¥ JOBOAM [0 CIIOPHUX pellerba.

3aHMM/BUBO je /ja OBO KPUBUYHO [{e/I0 HeMa BUIle KBamn(pUKOBaHNX 00/IMKa.
Ykomnuko 61 ce de lege ferenda nmpuctynuno nusmenama ose rnase K3-a, Tpe6ano 6u pas-
MoTpuTu Oprcame yraHa 300 ctaBa 1 (y3 1eroBo jacHo ,npumajame” wiany 304a) u go-
IaBame TeXNX 00/MMKa, Koju 6 ce OJHOCKIN Ha M3BPIee Je/a U3 cafjallliber CTaBa 2
(xoju 61 moctao ctas 1) y3 oppehene kBanuduxaropue okonxoctu. Te okonHOCTN 61
Morvie ga OyAy: HaHOIIeHe MMOBMHCKE IITeTe ¥ ofgpeheHoM M3HOCY; IpUBpeMEeHN WIN
HOTIYHM 3acToj wiu nopeMehaju y pany (ako je macuBHU cy0jeKT opraH/opranusanyja).

ITpe masper pasmarpama de lege ferenda max moTpe6HO je OArOBOPUTH Ha IUTAME: Ad
M ce 3/I0YIOTpebe MaTUIIMO3HIX KOJI0BA ¥ BUAY PeHCOMBep-HaIafia MOTy KBaIM(UKO-
BaTU UCK/bY4MBO 10 0BOM wiaHy K3-a unm y 063up fonase u fpyre KpuBUYHOIPaBHe
kBaymdukarmje?

Y TOM cMuCITy, Basba MCIIUTATV MOTYRHOCT Jia ce pajiiba 3/10yIoTpebe peHCcOMBep-BU-
pyca noaBesie oj, KpMBMYHO JIe/I0 yleHe 13 4iaHa 215 K3-a. Yijena nocroju yKonmko
YUVHWIAL, Y HAMEPY CTHIIabha IPOTUBIIPABHE IMOBIHCKE KOPICTH 3a cebe W APYTOT,
nperu Aa he mpoTuB nmacuBHOT Cy6jeKTa , MU BbeMy OIMCKOT IUIIA OTKPUTIL HEIIITO LITO
61 BIXOBOj YaCTI WK YITIeAY mKoxuno . IIpema TomMe, yrnoTpeba peHcoMBep-Kofa, 61,
XUIIOTETUYKY, MOIJIA [ TIPEfCTaB/ba KPUBIYHO JIe/I0 yIleHe CaMo Y CITy4ajeBUMa Kajja ce
olteheHn yuemyje OTKpuBambeM ,3apOO/bEHNX  [IOfJATAKA, YIjM 00€/I0abIBABEM MOXKE
fla ce HALIIKOAM YacTy uiu yryeny. To, umax, Kof peHcOMBep-HaIa/ia yIIaBHOM Huje C1y4aj,
te BehuHcky Hehe 61Ty 0OCcHOBa Jia ce meno kBamudukyje no wiany 215 K3-a.

MebyTtum, moryhe cy u cutyanuje y Kojuma yIuHMIAL, 3apoby padyHapcKe MOAaT-
Ke U yIiemyje )XPTBY BUXOBUM OTKPUBambeM (HIIP. CTeKHe KOHTPOJIY HaJl PadyHAPCKUM
CHUCTEMOM 1 OCTBApy MPUCTYI poTorpadujama, YMjuM OTKpUBAkEM 61 HAyANO YITIeLy
macuBHOr cybjexta). Taga 6u ce geno kBanudukosano Kao yueHa. C 063upom Ha To fa
je ylieHa usBefieHa HoMohy yHoIIea padyHapCKOT BUPYCa, IIOCTABUIO O ce U MUTambe
cTunaja gena us 4. 215 u 300 K3-a. Y teopuju u cyfckoj npakcu ce CIMYHO NUTambe 10-
CTaB/baJIO ¥ Be3! OJHOCA KPMBIYHUX Jelia IpeBape U GancupyKoBama Ucpase. Y Besu
ca THM Jie/IMMa 3ay3eT je CTaB fia aKo je pancuduKoBambe NCIpaBe 010 jeInHI HadlH Aa
ce u3Befe IIpeBapa, CTULYj je mpuBupad (Stojanovi¢ & Peri¢, 2011, str. 153). TakBo cTaHO-
BHIIITE je OIPABJAHO Y OBOM C/TY4ajy, ajli jeIITHO YKOJIMKO je 3a1cTa 6uma ped o jefnHOM
MoryheM HaulHY U3BpILeba ylieHe. Y CBUM OCTa/IMM CUTYalijaMa, TI0CTOjao 6U peanHn
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cTuuaj, noce6bHo MMajyhu y Buay fia je ped o KpUBMYHUM Jie/IVIMa Ca BPJIO PasINIUTUM
3aIITUTHNM 06jeKTUMa.

[lakrte, ojenVHY CITy4YajeBu 3710yIOTpebe peHCOMBep-KOJ0Ba MOTY fia ce KBamu-
KYjy Kao KpMBUYHO [0 ylieHe. MehyTuM, i cydajeBu cy pelaTUBHO PETKU M OCTaje
mpo67eM MofiBohema OCTaMNX APYIITBEHO OITACHNX PA/IEbI U3BEMIEHNX YIOTPeOOM Manu-
IIMO3HMX KOZIOBA IOf] OfiroBapajyhy KpMBMYHONIPpaBHY KBanmuduKanujy.

KpuBnyHo peno npyHyge, 3 wiaHa 135 K3-a, mocToju ako ce gpyro nmuie, ynorpe6om
CIJIe WIN TIpeTHbe, IPUHYAY Ha ofpeheHo unbere, Heunberbe Wi TpIuberbe. [locTyname
KOJ] pEHCOMBep-Hara/ia ce IIOK/Iala ca 3aKOHCKMM OITICOM OCHOBHOT OOJIMKa OBOT iea,
jep ce xprBu ynyhyje nperma u ncTa je mpunyheHa Ha Unberbe WIN Heunbewe. Vnaxk,
IIOKYIIIaj OCHOBHOT 00/IMKa OBOT KPMBUYHOL Jie/Ia je HeKaXXIbIB, jep je 3ampeheHa kasHa
3aTBOPA JI0 TPY TOAVHE.

Takobe, mocTaB/pa ce nuTabe 1a /I je OBJIE IIPUCYTAH CTUIIAj Ca KPUBUYHYIM JIEIOM
u3 wiaHa 300 i je o npusupaH (Deli¢, 2021; Vukovi¢, 2021; Stojanovi¢, 2018). 3akpydax
je mcTm xao Kop yueHe. Y BehuHu crydajeBa opae he 6utn ped o peaTHoM CTHUIIAjy IBa
KpUBMYHA [iena. YOCTasIoM, 3aKOHOJaBal] Hitje 6e3 pasiora MHKPMMMHICAO YHOLIEHe pa-
YyHapCKUX BUpYyca y Tyh pauyHap mam pauyHapcKy Mpexy, Beh je Mmao y Buay mocebuy
APYLITBEHY OMACHOCT OBMX pajmu. Crora He 61 61710 OIpaBaHo ,6ararenncaT femo
u3 wiaHa 300 weroBuM cBohermeM Ha HauMH USBPILIEHa IPYTor KPUBIYHOT Jera.

Ha xpajy, anu HMKaKko HajMarbe BaKHO, OCTaje fla ce pa3MOTpu MOTYhHOCT npaBHe
KBamuduKaluje peHCOMBep-Hanaa Kao usuyge (wian 214 K3-a). MsHyza, kao MMOBMHCKO
KPUBIYHO €TI0, IIPeCTaB/ba CIellMja/laH CIy4aj IPUHY/e U Off e Ce pas/mKyje 1o cydjex-
TUBHOM e/leMeHTY (HaMepa CTHUIamba IPOTUBIIPABHE NMOBUHCKE KOPUCTI) U HOCTIEANIIN
(macuBHM Cy6jeKT je IpUHYheH /la HEIITO yYMHM MU He YIMHM Ha IITeTy cBoje miu Tyhe
uMoBuHe). Vimajyhu y By Aa y4nHMOLIY KOj)t KOPKCTE PEHCOMBEP-BUPYC 110 IPABIITY MIMAjy
JlyKpaTyBHe (MIMOBMHCKe) MOTHBE, jaCHO je fia 61 raseko Behy 6poj OBMX HaIlafja MOTrao Jja ce
KBa/muKyje kao usnysa. [Ipunyna 6u 6wia ucrnpasHa KanipuKaluja caMo y CuTyaryjama
KaJla yYMHIIAL] HYje MIMao HaMepy CTHIIaba IPOTHBIIPaBHe UMOBMHCKe KopucTit. [Ipo6iem
cTuiaja Tpeba pelraBaTy Ha MICTY HA4MH Kao KOJ| M3/1ararba o yieHn 1 npunyn. C 063upom
Ha 3anpeheHy KasHy 3a KpMBIYHO Jeno u3 uiaHa 214 K3-a, opie 61 mokyIaj 6110 Ka>KbUB.

Vmajyhm cBe HaBeeHO y Bupy, cMaTpamo fa 61 BehuHy nojaBHUX 06/11Ka 3710y1I0T-
pebe peHCOMBep-ManBepa Tpebano KBanuduKoBaTy Kao CTUI[Aj KPMBUYHIX Je/Ia M3HYHE 1
IIpaB/berba I YHOIIIeha padyHapCKIUX Bupyca. Tamo riie He 61 mocTojama HaMepa CTHUIamka
IPOTUBIIPaBHE MIMOBUHCKE KOPUCTU HUTY 61 Ce ITOCTIeNLIa OIefjaa Y MIMOBMHCKO]j LIITETH,
papgwio 61 ce 0 CTULAjy IpUHYLe U fena u3 wiaHa 300, jok 6u y Hajpehum cnyuajeBuma
nperie obenofamuBameM IofjaTaka I0CTOjao CTUI[A] YileHe U IPaB/betba U YHOLIEHhA
pavyHapCKuX BUpYCa.

De lege ferenda

Vimajyhn y Buny nsHere terukohe y Besu ca IIpaBHOM KBa/nQpuKanujom, morpe6Ho
je pasMoTpuTI MOTYhHOCT yrogo6/baBama 3aKOHCKIUX pelllerhba CaBpeMeHNM Ha4lHIMa
U3BpILEHA KPUBUIHIX [e/Ia Y cajbep-IIpoCcTopy, OFHOCHO Ipobiem Kopuinhera peHcoM-
Bep-MajBepa.
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Ospie 611 KPMBMYHOIIPAaBHa 3allTHTa MOIUIa Ia Oyze yHampeDena yBohemwem fomnyH-
CKJX 00/IMKa KpMBUYHOT fefa 13 wiaHa 300 vy HoBor KpMBUYHOT fea. OBaj HOBM 0O/IMK/
Jie71o 611 I0CTOjao aKo 611 y4MHWIAL, YHEO PadyHAPCKI BUPYC WK APYTY Ma/TULIO3HY KOJ,
y TyD padyHap mmm pauyHapcKy MPeXy U TaKo CTeKao KOHTPOJY HaJl pafloM padyHapa,
IITO 61 MCKOPMCTHUO TAKO 1ITO 61 cTaBuo y usriep ourrehenom na he my kopumrheme tux
nporpama i Iopiaraka Ha fabe OuTy oHeMoryheHo yKONIMKO He MOCTYIIN 110 HbeTOBUM
3axreBuMa. [lakiie, yuMHWIAL ,3apobpaBa“ Tyl padyHap, OfHOCHO IIporpame I IOJaTKe
KOjy ce Ha/lase Ha leMy U npuHybasa omrreheHor Ha ofpebeHo Unberbe I HeUNBbebe,
jep he y cynporHoM pauyHap ocraty 3ak/by4daH unu he mogaiu 6utn 3moynorped/peHm.

Cama 3akoHcKa ¢opmyanuja 6uha kprBUYHOT fema MOT/Ia 61 fja IIack: Ko ca HaMe-
POM fia IPMHYAM APYTOT [ja HEIITO Y4MHY, He YYMHM I TPIIM, YHeCe pauyHapCKI BUPYC
WV CIMYaH PadyHApCKM IIPOrpaM WM CKyI HapenOu y Tyh padyHap mim padyHapcky
MPEeXY U TUMe CTeKHe KOHTPOJIY Hajl pafloM padyyHapa WM MOjeAMHUX TTofjaTaKa Mn
mporpama, KasHuhe ce...

Y3 T0, 6110 611 OIIpaBJAHO 1A Ce yBefie U jOLI TeX) 00/UK, KOju 01 I71aCHO: YKOIUKO
je U3BpILeeM Je/la U3 IPETXOAHOT CTaBa YYMHIIAL] CTEeKAO IPOTUBIPABHY IMOBUHCKY
KOPUCT W/IM IIPOY3POKOBAO MIMOBMHCKY IITETY Y M3HOCY OF ..., WIN CY HACTYIIN/IE ipYTe
TelIKe nocrenuile, kasHuhe ce...Moryhn HajTe>xu o61uK 61 ce OFHOCUO Ha M3a3MBalbe
OIACHOCTH I10 )KMBOT W/IN 3[jpaB/be rpahaHa mmm yrpoxaBarbe GyHKIMOHVCA A TPUBPETie
WV KpUTHYHE MHPPACTPYKType (CHabIeBambe IPUPOIHUM eHepreHTnMa, caobpahaj ntn.).

[TpBomoMeHyTH 00/IMK OU MHKPUMMHUCAO CAMO YHOTpeOy peHCOMBep-Iporpama
y ozpehenoj Hamepy, 0K Ou Texx1t OO/IVK IIPOIICHUBAO CTPOXKE Ka3He YKOIUKO je JOLIIO0
JI0 HaHOIIEHa IITeTe, CTUIAha IPOTUBIIPABHE UMOBIMHCKE KOPUCTH W/IM APYTUX TEIIKUX
noceantia (HIIp. OC/IefNUIIA IO IPMBATHY KUBOT, 34PaB/be, YITIEH M YaCT UIN PA/JHO Me-
cro omTteheHor, OHOCHO, Y C/Iy4ajy [a je IIacUBHM Cy0jeKT IIpaBHO e — 6110Kany pajia,
peryTalnoHy MTeTY, OATOBOPHOCT IpeMa TpehyM mmniyma u ciL.).

3anpehena xa3Ha 61 Tpebdao fa Oyfe afeKBaTHa U CpasMepHa CTBAPHOj APYLITBEHO]
omacHocty. CMaTpaMo Jia TpeHJI Kopuitherwa oBe BpCcTe MajiBepa 1 IOTEHI[UjalHe KOH-
CeKBeHIe berose yrnorpebe, Opasajy yBohere HOBOT KPUBUYHOT fIefIa MM CTBApatbe
IOIYHCKUX 06/MKa fema n3 wiana 300.

Taxobe, oBaxo 61 ce nsberne mpakTuyHe Temkohe IpUINKOM IIpUMeHe IIPaBa, jep
6u ce permne HefOyMIlie OKO IpaBHe KBamudukanuje. Hoso feno — pauynapcka nsHyma/
npuHyzAa (MU, eBeHTyalTHO, HOBY O0OIMIIM KPMBUYHOT fiena u3 wiaHa 300), jacHo 6u ce
PAas/IMKOBAIO Y OFHOCY Ha OCTa/Ia KPUBMYHA flefia ¥ MMasIo 611 afleKBaTaH PaclioH KasHe,
rocMarpajyhu 13 acrexTa alicTpakTHe APYyIITBeHe OIaCHOCTI OBYX IIPOTHBIPABHIX I10-
Halllama. YBohemweM KBamupuKoBaHNX 06/IMKa Koje TIpejiIaXkeMo, 00yXBaTno 61 ce 4nTaB
IIeTIOKPYT pafibl KOjiMa ce MacHBHY Cy6jeKT! yrpokasajy momohy peHcoMBep-Bupyca,
OIHOCHO MaJIMI[MO3HMX KOJOBA.

3AK/bYYAK

E¢ukacHa 3amTnta KpUTHYIHUX NHPPACTPYKTYPa, Mehy Kojuma moce6HO BaKHO
MeCTO 3ay3uMa MH(POPMaLMOHO-KOMYHIKALIMOHA NHPPACcTPyKTypa, Hamehe ce kao uM-
HepaTUB CaBPEMEHOT YMPEKeHOT U NH(OPMATU30BaAHOT [PYIITBA.
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3a nocTysame TOT IM/ba HEOIIXOflaH je KOOPAMHMPAH IIPUCTYI KOjU IIOfipa3yMeBa
KOHCTAQHTHY aKTUBHOCT Ha (pe)fepMHUCabY, MMIUIEMEHTALV)I 1 XapMOHM3ALIMj/ HALIKO-
HaHUX 11 MehyHapogHux 6e36eIHOCHNX ITONNTIKA ¥ CTPATErnja, 3aKOHA U CTaHAAP/a.
3amTura KpUTUYIHUX HHPPACTPYKTYpa, OCUM TOTa, 3aXTeBa M KOH3MCTEHTHO, KOOIIepa-
TMBHO IAPTHEPCTBO 13MeD)y jaBHOT 1 IIPUBATHOT CeKTOpa - 13Mel)y BIIacHMKA 11 yIpaB/pada
MHQPACTPYKType U BIafia [p>KaBa.

Cae Beha 3aBMCHOCT KpUTHYHMX HHPPACTPYKTYpPa O MHPOPMAIIMOHO-KOMYHIKA-
1oHe nHQppacTpykType foBOoAM o nosehama MoryhHOCTH 3a yrposkaBame 6e36efHOCTI
He caMO Ha HalyoHanHoM Beh 1 rmo6anHoM HiBoy. O ToMe cBefoue U IoC/efe Koje je
IOC/IE/bYUX TOAMHa PEHCOMBeP-MajIBep IIPOY3POKOBAO0 110 6e30eIHOCT U 3IpaBibe bYAU
IIVPOM CBeTa.

CxOpHO TOMe, CMaTpaMo fia je oTpebHo npoHahm onTManHe HaunHe 3a yHanpebeme
3aIITUTe KPUTUYHE NHPOPMALIOHe MHPPACTPYKTYpe. 3a MoueTaK, MUCIIMO Jja 3aKOHCKO
pelierbe Koje uaeHTu(gUKaLujy KpuTndHe NHGPaCTPYyKType HOCTaB/ba CEKTOPCKY (CBAKO
HaJJIKHO MUHICTAPCTBO 1 APYTU CyOjekTy onpedyjy 3aceOHO 1ITa je y BUXOBOM CEKTOPY
KpUTUYHA NHPPACTPYKTypa) Tpeba IPOMEHNUTI TAKO LITO 61 ce yBe/M jeNMHCTBeHU KpH-
tepujymn. Takobe, HuBo 6e3beHOCHE KyIType 11 CBeCTH Mopa fia 6yfie 3HaTHO yHamnpeben,
IPBEHCTBEHO KPO3 JOfjaTHe efyKaljyje 3alI0C/ICHNX 3y KeHNX 3a 3aIUTUTY KPUTUIHE
napactpykrype. Cajéep-pocTop HaM je JOHeO HU3 IPETHOCTH, A/l HaC je U YINHUO
pamMBUjUM, Te Cy BPJIO IOTpeOHe JIernC/IaTUBHe, OPraHN3alMoHe 1 00pa3oBHe Mepe KaKko
011CMO ce a[IeKBaTHO CYIIPOTCTAaBIIIN M3a30BJIMa, PU3MIIMMA I IIPETHhaMa CaBpeMeHOr 1o6a.

Basxehe kpuBHYHOIIpaBHE HOpMe He IPYXajy afileKBaTHY 3aLITUTY Off 3/I0YIOTpe-
Oe pauyHapckux ManBepa y ¢popmu peHcoMBep-Hamaza. Iocrojehe onpenbe fosogne 1o
0301/bHUX TelIKONA y TyMauewy, OfHOCHO KOMIUINKY]y IIPaBHY KBanupuKarIjy fenia, a
u He 06yXBaTajy CBa APYIITBEHO OIACHA [IOHAMIAbA KOja 3aC/TyXKYjy KPUBUIHOIPABHY
peakuyjy. MsmernoM noctojehe nHkprmMuHanyje 13 wiana 300 K3-a ywm ysohemem HoBor
KPUBUYHOT flena (pavyyHapcKa M3Hy/a/IPMHY/A) Koje IIpefIaKeMo, OBe TPOTUBPEYHOCTH 1
HETIOTIIYHOCTH 611 6117Ie OTK/IOEHe, @ KPMBIUYHOIIPABHA 3ALITITA Off CABPEMEHNX HaIMHA
U3BpIIIeba KPUBIYHUX JiefIa Y cajbep-IpocTopy 3HaYajHO OOO0/bIIaHA.
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Abstract: This article focuses on the analysis of social and criminal aspects of the phe-
nomenon of ransomware-malware abuse. The authors’ basic hypothesis is that the optimal
mechanisms in terms of security and Criminal Code protection against this specific form
of attacks on computer systems and data stored therein are still underdeveloped.

The review of scientific and professional literature and the use of legal-dogmatic
and normative methods by various authors have shown that crime related to the use of
ransomware- malware has a potential to seriously endanger certain segments of modern
society - economy, sensitive personal data, national and supranational critical infrastruc-
ture. The authors have also noted the shortcomings of currently available legal solutions.

The authors conclude that it is necessary to conduct tailored educations of computer
system users and also to undertake appropriate activities for the purpose of improving
security culture. The authors additionally present concrete proposals for improving the
legal framework for criminal legislation.

Keywords: ransomware-malware, social aspects of ransomware-malware attacks,
Criminal Code protection against cybercrime, critical infrastructure.

INTRODUCTION

Ransomware is a type of malware. It falls under the subcategory of ransom malicious
software, which allows to the authorised user only limited access to the computer system or
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data stored therein and demands that ransom is paid, and thus the user regains access to the
system and/or data (Fruhlinger, 2020). As a rule, ransom is demanded and paid in crypto-
currency, in most cases Bitcoin. Cryptocurrency transactions are hard to trace back to the
attacker, so the reason for their use serves the purpose of maintaining the attacker’s anonymity.

Some types of ransomware can block the computer in a way that an extortion message
pops up on the screen and the message cannot be removed by the user until the ransom
is paid. Other types of this malware can encrypt (code) individual files or systems of files
stored on a computer. If the computer is connected to a local network, ransomware may also
spread to other computers or data storage devices in the same network, the Internet cloud
included. In this case, a ransom is demanded form the user whose computer is infected,
in exchange for decrypting encrypted data.

Since 2016, ransomware attacks have been a cause of major concern not only of corpo-
rate management, but also of various countries’ governments. The reason for this is that such
attacks result in enormous financial losses on the one hand while on the other hand they could
potentially disable the functioning of healthcare institutions and, as a consequence, indirectly
deny patients possibility to be treated for their health conditions. Since the commencement of
the SARS-CoV-2 pandemic, healthcare institutions throughout the United States and Europe
have in parallel been faced with the challenge of ransomware attacks pandemic.

Attacks of this type, if they target information and communication technologies (ICT)
of special importance, represent a major challenge not only for the national legislation but
also for political decision-makers and creators of our national security policies. ICT systems
of special importance are the systems that are used for: the performance of tasks in public
authorities, the processing of special categories of personal data, the performance of activi-
ties of general interest (Article 6 of the Law on Information Security, “Official Gazette of the
Republic of Serbia”, No. 6/2016 and 94/2017). In English speaking countries, these systems
are called critical information infrastructure, which stands for one of especially sensitive
critical infrastructures of a state. The term critical infrastructure may be defined in different
manners. Article 4, Paragraph 1 of the Serbian Law on Critical Infrastructure (“Official
Gazette of the Republic of Serbia” No. 87/18) reads as follows: “Critical infrastructure are
systems, networks, facilities, or parts thereof, whose interrupted functioning and cessation
of delivery of goods or services may result in serious consequences on national security,
heath and lives of people, property, the environment, citizens’ safety, economic stability,
i.e. this may threaten the functioning of the Republic of Serbia”. Hence, the local legislator
deems as critical those “systems, networks, facilities or parts thereof” whose functioning
to a large extent affects the achievement of vital state and social objectives and interests
(safety, economy, life, health, the environment, property).

Modern theoretical determining of the term critical infrastructure refers to property,
which includes physical and computer systems that are essentially important for ensuring
economic and political stability of a state (Radvanovsky & McDougall, 2010). They basi-
cally represent a framework of interdependent networks and systems which cover certain
industries, institutions (including people and procedures) and capacities for the distribution,
which provide a reliable flow of products and services that are necessary for homeland
security and economic security of the country, smooth functioning of state authorities at
all levels, as well as society as a whole (Raki¢, 2015, p. 10. Critical infrastructures include
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healthcare systems, energy systems, telecommunications, traffic, water, food, banking
systems and finance, civil administration, including public and private sectors, but are not
limited solely to these (Radvanovsky & McDougall, 2010). No division of critical infra-
structures is absolute, and such divisions are mainly based on assessments made by experts
and/or political decision-makers of a particular state.

Nowadays, there is an increasing number of infrastructure sectors which adopt a
transnational character. The ICT sector has long gone beyond national boundaries, and
the same goes for the sector of traffic (road, railroad, air, water), chemical sector as well as
nuclear industries (Raki¢, 2015, p. 48). A similar situation is in the finance sector, which has
been substantially trans-nationalised (Global Economic Crisis, 2013). Still, compared to all
other critical infrastructures of a state, the ICT and energy infrastructures are considered
particularly sensitive, since some segments of the two are present in all other infrastructures
and consequently any disruption in their functioning leads to dysfunctions in all other
infrastructures (Putnik, 2009, p. 41)

Growing dependence on the systems which allow the provision of basic services from
ICT infrastructure represents an element of risk, given the fact that it is present in all other
infrastructures, thus transferring to them its own vulnerabilities, not only on a national
but also regional and global levels.

RANSOMWARE AS A THREAT TO CORPORATE
AND HOMELAND SECURITY

Ransomware attacks are a form of cybercrime which for a number of years have been
the fastest growing type of cybercrime. It is estimated that every 11 seconds a business is a
victim of ransomware attack (Morgan, 2019). In 2015, ransomware damages stood at 325
million dollars globally, while in 2107 these damages recorded an increase of as many as
15 times, thus reaching 5 billion dollars. The damages went up to 8 billion dollars in 2018,
while in 2019 the figure was 11.5 billion dollars (Morgan, 2019). In 2021, the estimated
amount of damages was as high as 20 billion dollars (Acronis Cyberthreats Report, 2022).

There is virtually not a single state which has not suffered the consequences of cy-
berattacks. India was one of the most severely affected countries in 2017, along with Great
Britain, the Russian Federation, the United States of America, the People’s Republic of
China, and Canada (Mohurle & Patil, 2017).

Critical national infrastructures were targeted by cyberattacks but also large multi-
nationals. Some of these were FedEx, Nissan, railway companies in Germany and Russia,
the Spanish telecommunications provider Megafortelefonica and many others. Academic
institutions did not remain unaffected either, which is confirmed by reported cases of
cyberattacks on Chinese colleges and students’ computers (Mohurle & Patil, 2017).

However, consequences caused by ransomware attacks are far more serious when
cyber attackers target healthcare institutions.

Ilustrative information in this regard is that as many as 60 healthcare institutions
in Great Britain were affected in 2017 while the malicious code then spread in more than
200,000 hospital computer systems across 15 countries (Collier, 2017).
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In 2020, there were 92 individual ransomware attacks on US healthcare institutions
as well as medical research institutions. More than 600 clinics, hospital and institutions
were affected, with more than 18 million decrypted patients’ medical records (Davis, 2020).

The cyberattacks resulted not only in financial losses incurred by healthcare institu-
tions and compromised personal patient data but this also prevented the process of treating
patients and normal functioning of the institutions because significant disruptions in their
operations occurred. Disruption lengths ranged from minimum ones, with systems which
frequently made backup copies of digital data, to very long disruptions that lasted for weeks,
even months, for systems which had hardcopies as backup for files (Bischoff, 2021).

As a consequence of ransomware-malware infections, servers may be out of order
for hours, weeks, even months. In some cases, data and/or computers cannot be retrieved.
Opverall, the average downtime after a cyberattack was 15, 16, 19 and 21 days for Q1, Q2,
Q3 and Q4 respectively. This means that in Q4, compared to Q1, the downtimes caused
by cyberattacks increased by almost one week. Cumulative statistics shows that in 2020
ransomware caused 1.669 disruptions in the US healthcare system (Coveware, 2021).

In 2020, there was also a noticeable growing trend of attempts at double extortion
in which cyber attackers not only decrypted computer and demanded a ransom but also
contacted victims and presented proof of collected data. Releasing stolen data on public
webpages resulted in stronger pressure on attacked organisations to pay the ransom (ex-
amples of this situation are Beacon Health Solutions, Wilmington Surgical Associates and
Riverside Community Care) (Bischoff, 2021).

A significant increase in the number of cyberattacks in 2020 may be correlated with
the outbreak of the SARS-CoV-2 pandemic. The burden on healthcare institutions from
the outset of the pandemic was enormous. This made them even more vulnerable to cy-
berattacks because security and protection of the ICT infrastructure became secondary
compared to a large-scale engagement of staff in the pandemic situation. This probably
served as additional motivation for cyber attackers because their assumption was that under
those circumstances, hospitals could not afford any disruptions of the ICT system and that
instead they would be willing to pay a ransom.

When all is said and done, it is difficult to summarise the total damage caused by
ransomware attacks during the SARS-CoV-2 pandemic. In addition to financial loss in-
curred as a result of disruptions in healthcare institutions, there is also damage reflected
in deteriorated health, even fatalities, of people because timely treatment was impossible.
Although it would be difficult to establish the overall impact of cyberattacks on patients’
health and lives, there is research which suggests that the decryption of patients’ medical
records during the pandemic increased the annual heart condition mortality rates - 36
fatalities more for every 10,000 heart attacks every year (Bischoff, 2021). Additionally,
the cyberattacks lead to a slowdown in research into the SARS-CoV-2 virus itself. As an
example, in June 2020 the University of California in San Francisco paid a ransom of 1.14
million dollars in order to retrieve its data which were a part of their research into the
SARS-CoV-2 virus (Bischoff, 2021),

Still, the biggest damage is not financial one but damage which is reflected in the
consequences of cyberattacks on patients’ health and lives. Therefore, it does not surprise
that medical doctors, scientists, cyber-security experts and political representatives in
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several states had an initiative to declare ransomware attacks on healthcare institutions
acts of terrorism (Bing, 2021).

Ransomware attacks are indeed similar to terrorist attacks because they target civil-
ians and my cause deterioration in the overall health condition even death of individuals.
Furthermore, by provoking fear, such attacks force the victim to do as required by the cyber
attacker. Nevertheless, motivations of cyber attackers are different. While the ultimate
goal of terrorists is ideologically and politically motivated, the goal which cyber attackers
want to achieve comes down to financial gain and therefore such an analogy is currently
something of “stretch”. On the other hand, this initiative should not be dismissed ofthand
since demands of cyber attackers, hypothetically speaking, can easily be redirected from
financial to political. In addition to this, the ransomware attack may constitute a form of
raising funds for the purpose of financing terrorist organisations, which certainly makes
the problem more complicated and calls for preparedness of not only cybersecurity prac-
titioners but also researchers and political decision-makers.

It is reasonable to expect that in the future there will be the same, if not a more inten-
sive, trend of cyberattacks on healthcare institutions. Given the fact that malicious cyber
attackers on healthcare institutions often see them as “easy marks”, ransomware will still
pose a threat both to such institutions and patients as well. Although so far the majority of
ransomware attacks targeted patient records in hospital information systems, for more sin-
ister scenarios cannot be excluded. Without designing and implementing new cybersecurity
tools, measures and procedures, healthcare institutions could be faced with ransomware
attacks on medical equipment and machines on which patients’ lives directly depend.

Finally, it is important to point out that damage caused by a ransomware attack is
not limited solely to the amount of ransom that is demanded. The attacks also include
costs incurred as a result of damage or loss of data, loss of productivity, system recovery
following the attack, IT forensics analysis, rehosting data which were stored on the cloud,
loss of reputation of the attacked legal entity, as well as tailored educations of staff and their
training as to how to respond in the event of a repeated attack.

The most important step in fighting ransomware attacks is stronger cybersecurity
culture of employees and tailored education provided to them, which will ensure that cy-
berthreats are recognised and teach what protection measures are to be undertaken in the
event of a cyberattack (Kovacevi¢, Putnik & Toskovi¢, 2020). Given the fact that 91% of
cyberattacks start by sending phishing emails, whose purpose is to introduce a ransomware
code into a corporate computer system, education should be aimed at identifying phishing
techniques and appropriate and timely reaction of the employees (Morgan, 2019).

CRIMINAL LEGISLATION ASPECT

Following a review of phenomenology of the abuse of a ransomware virus, the ques-
tion now is how it is treated in the local legislation. Do the provisions of the national
criminal legislation envisage that such forms of obviously socially dangerous behaviour
are punishable?
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Cybercrime offences - an overview

Ransomware attacks are carried out through computer networks, and they target
data and programmes stored on computers. Therefore, we will commence the analysis of
criminal legislation treatment with an overview of cybercrime charges.

Offences relative to cybercrime are covered by charges mentioned in Chapter 27
of the Criminal Code - criminal offences against security of computer data (Criminal
Code of the Republic of Serbia, “Official Gazette of the Republic of Serbia”, No. 85/05,
88/05, 107/05, 72/09, 111/09, 121/12, 104/13, 108/14, 94/16, 35/19, hereinafter: the CC)
but also other, non-specific criminal offences which may also be committed with the use
of sophisticated digital technologies (Milosevi¢, Putnik, 2019:74). The scope of criminal
offences that involve cybercrime may be seen through an analysis of the provisions of a
specific law whose objective is to define organisations and allocate responsibilities among
competent state authorities (Law on the Organisation and Competences of Government
Authorities Combating Cybercrime, “Official Gazette of the Republic of Serbia”, No. 61/05,
104/09.2009, hereinafter: the Law on CC)

The Law on CC was passed for the purpose of fulfilling legal obligations undertaken
through ratification of the Council of Europe Convention on Cybercrime of 2011 and the
accompanying Protocol (Law on Ratifying the Convention of Cybercrime, 2009; herein-
after: the Convention on CC; Law on Ratifying the Accompanying Protocol to the Law
on Ratifying the Convention of Cybercrime, in the segment thereof which is pertinent
to charges relative to criminal offences that are of racist and xenophobic nature, such
criminal offences being committed through computer systems, 2009). Changes in and
amendments to the CC, pursuant to which criminal offences against security of computer
data were introduced (Chapter 27), were passed for the same reason — harmonisation
with the Convention, although they had been passed even before our country ratified this
international treaty.’For the mentioned reasons, general feature of these criminal offences
should be observed in the light of the Convention on CC and the Law on CC.

The Convention defines measures that national legislations should undertake in
the field of criminal legislation, mainly by incriminating activities stated in Articles 2-10
(illegal access; illegal interception; data interference; system interference; abuse of devices;
forgery committed with the help of computers; criminal offences relative to child pornog-
raphy and criminal offences entailing breaches of intellectual property rights and ancillary
IP rights) (Mandi¢, Putnik, Milosevi¢, 2017, p. 310; Stojanovi¢ & Deli¢, 2015; Stojanovié,
2012; Dordevié, 2014).

Article 13 of the Convention requires that Parties to the Convention adopt such
legislative and other measures to ensure that the said socially dangerous behaviours are
punishable by effective, proportionate, and dissuasive sanctions. Chapter 27 of the CC to the
greatest extent adheres to recommendations stipulated in accordance with the Convention.

The Law on CC mainly deals with the procedural issues (responsibilities, competences,
organisation, etc.). Nevertheless, this Law also contains provisions that are of relevance for

> Still, it is worth noting that our legislator failed to include in any of the newly introduced criminal
offences such activities which involve interception of communication, which the Convention
categorises as criminal behaviour in cyberspace (Stojanovi¢ & Peri¢, 2011, p. 251).
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material right, because this is the only law in the local legislation that contains an indirect
definition of the term “cybercrime”, and so by listing the scope of criminal offences and
conditions for such offences to be qualified as this form of criminal activity: “cybercrime
is considered to be the commitment of criminal offences whereby as the object or means
of committing]...]the following are used: computer, computer systems, computer networks,
computer data, as well as any and all of their products, either in hard or soft form (Article
2, Paragraph 1 of the Law on CC). Article 3 of the Law on CC stipulates responsibilities
for identifying, investigating and taking appropriate legal action, and those are assigned
to specialised divisions of the Police Department, Public Prosecutor’s Office and courts,
in the event of the below listed criminal offences:

« against computer data security (Chapter 27 of the CC) - as a rule, i.e. without
additional conditions;

« against civil liberties and rights, gender liberty, public order and constitutional order
and homeland security of the Republic of Serbia — with an additional condition:
that they may be construed to mean cybercrime given the manner of perpetration
and utilised means (pursuant to Article 2, Paragraph 1 of the Law on CC) ;

« against intellectual property, property, economy and legal transactions — with two
conditions: 1) the number of copies of an intellectual property item shall not be
in excess of 2,000 (this condition applies to criminal offences against intellectual
property, such as a breach of patent rights or unauthorised rights or subject of an
IP ancillary right), or if incurred damage is in excess of 1 million dinars and 2) they
can be considered cybercrime given the manner of their perpetration and utilised
means (pursuant to Article 2, Paragraph 1 of the Law on CC).

Criminal offences that are not covered by this indirect definition set out in Articles 2

and 3 of the Law on CC cannot be considered cybercrime in the Republic of Serbia.

In line with the Law on CG, it is stipulated that a special department within the Higher
Public Prosecutor’s Office in Belgrade was established, which department is responsible for
the entire territory of the Republic of Serbia, and it is designated by the legislator as the special
prosecutor’ office; Department for Cybercrime Combating within the Ministry of Interior
—Criminal Police Directorate (which in the said Law is called: Department for Cybercrime
Combating), and within the Higher Court of Belgrade, there is a Council for Cybercrime
Combating (the legislator calls it in the Law: Department), which is in charge of the entire
territory of the Republic of Serbia. The Ministry of Justice is responsible for ensuring con-
ditions and means for realising tasks and activities of specialised directorates/departments
of the Police Department, Public Prosecutor’s Office and Court (Milosevi¢ & Putnik, 2017).

Chapter 27 of the Criminal Code includes the following charges (Articles 298-304a
of the CC): damage to computer data and programmes (Article 298); computer sabotage
(Article 299); creating and introducing of computer viruses (Article 300); computer fraud
(Article 301); unauthorised access to computer, computer network or electronic data pro-
cessing (Article 302);preventing or restricting access to public computer network (Article
303); unauthorised use of a computer or a computer network (Article 304); creating, ob-
taining and providing another person with means for the committing of criminal offences
against the security of computer data (Article 304a). The last incrimination stands for a
form of preparatory activity which has been elevated to the level of committing. Being aware
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of the importance of prevention and level of danger of cybercrime to society, the legislator
opted for early-stage criminal legislation suppression.

It should be noted that our legislator failed to undertake legislative penal measures
just for one form of socially dangerous behaviour when handling computer data. This issue
is illegal interception of data, which is not defined as a separate criminal offence. Article
3 of the Convention requires from the signatory parties to impose that such offences are
criminally punishable as “the interception without right, made by technical means, of
non-public transmissions of computer data to, from or within a computer system, including
electromagnetic emissions from a computer system carrying such computer data.”

Given that the presented summary overview of criminal legislation relative to cy-
bercrime, we raise the question of whether existing incriminations also include the abuse
of ransomware-malware, i.e. malicious codes. Among the mentioned criminal offences,
the one set out in Article 300 obviously applies to the use of computer viruses, and we will
therefore focus on it. After this, we will consider other, non-specific incriminations, which
can be manifested in the form of cybercrime.

Creating and introducing of computer viruses and other possible
qualifications in terms of criminal legislation

Creating a computer virus with intent to introduce it into another’s computer or
computer network is stipulated pursuant to Article 300 of the Criminal Code. Punishment
for such offences is fine, alternatively imprisonment of up to six months. If the offender
introduces a computer virus or causes damage, as defined in accordance with Paragraph
2) of this Article, punishment is fine or imprisonment up to two years. The Law specifies
a mandatory security measure of seizing equipment and devices intended or used for the
committing of such offences.

Article 112 of the Criminal Code specifies the meaning of the term computer virus
and describes it as a type of computer programme (or a set of accounts, or commands)
which are characterised by the ability to multiply, by adding themselves to other computer
programmes and data, or to alter the way in which they function.

The basic form demonstrates the legislator’s intention to act in the early stages because
creating a computer virus with intent is, in essence, merely a preparatory activity. Since,
generally speaking, preparation for a criminal offence is not punishable, by stipulating this
basic form the legislator ensured that even preparatory activities are punishable, whereby
they acquired the status of a criminal offence.

A graver form is, by definition, the basic form, which the legislator “artificially”
transformed into an offence that qualifies as criminal because the legislator declared a pre-
paratory action the basic form of the criminal offence. It is reasonable to ask here whether
the existence of the form defined in accordance with Paragraph 1 after the Law on Changes
in and Amendments to the CC of 2009 introduced the criminal offence defined in Article
304a. With this criminal offence, in addition to specifying and amending that occurred
upon the passing of the Law on Changes in and Amendments to the CC of 2016, various
forms of preparatory activities relative to committing criminal offences against computer
data safety were defined. If the provisions of Article 304a were to be additionally specified,
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then the need for the existence of the basic form of current Article 300, Paragraph 1, would
completely cease to exist, which would be also justified in terms of legislative techniques.

More questions can be raised with regard to the currently prevailing regulations.
Namely, it is clear that if a person creates a computer virus and then introduces it into an-
other computer or network, he/she commits only criminal offence pursuant to Paragraph
2. Nevertheless, criminal offence from Paragraph 2 is consequential, which means that it
is completed once damage has been suffered (Stojanovi¢ & Deli¢, 2020). In the event that
a computer virus is introduced, and no harm is caused, then it is just attempted offence,
which is not punishable in accordance with the general provisions.

So, the very fact that a computer virus is created with intent to introduce it into
another’s computer or network is punishable, while introducing the virus without any
damage being caused would not be punishable. This is a strikingly illogical and is result of
the fact that a preparatory activity is punishable whereas attempted “actual” offence is not.
Preparatory activities should be punishable when a graver criminal offence is prepared,
while this specific criminal act falls into the category of minor offences, which leads to
disputable solutions.

We find it interesting that this criminal offence does not have multiple forms. If
this chapter of the CC were to be made de lege ferenda, then striking out of Article 300,
Paragraph 1 should be considered (with its clear “merging into” Article 304a), as well
as addition of graver forms, which would refer to the committing of criminal offences
mentioned in the present Paragraph 2 (which would become Paragraph 1), with certain
qualifying circumstances. Such circumstances could be: inflicting damage to property in
a certain amount; temporary or complete disruption or suspension in operation (if the
injured party is an authority/organisation).

Nevertheless, before we further look into de lege ferenda, it is necessary to answer this
question: can the abuse of malicious codes in the form of ransomware attacks be qualified
solely under this Article of the CC or are there any other criminal qualifications that are
also applicable in this case?

In this context, we should explore a possibility of the criminal offence — ransomware
virus abuse - being included in the criminal offence of blackmail, as per Article 215 of
the CC. Blackmail exists if the offender, with intent to acquire unlawful property gain for
himself or another, by force or threat to the passive subject “or a person close to such passive
subject disseminates something which may harm his honour or reputation” Accordingly,
the use of a ransomware code could hypothetically be the criminal offence of blackmail
only in cases when the injured party is blackmailed with dissemination of “captured” data,
the dissemination of which could harm honour and reputation. However, this is hardly
ever the case with ransomware, so in the majority of cases there will be no grounds for this
offence to qualify under Article 215 of the CC.

However, it is possible to have situations in which the offender “holds hostage” com-
puter data and blackmails the victim with dissemination thereof (e.g. acquires control of a
computer system and gains access to photos, dissemination of which would harm reputation
of the passive subject). This would qualify as blackmail. Since blackmail was committed
by introducing a computer virus, a reasonable question here is possible existence of the
offence stipulated in Articles 215 and 300 of the CC. In theory and court practice, a similar
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question has been raised in connection with the relationship between fraud and a forged
document. The position taken with regard to these offences is that if forging the docu-
ment was the only way to commit fraud, concurrence of offences is ostensible (Stojanovié
& Peri¢, p. 153). Such a position is justified in this case solely if it really entailed only one
possible manner of committing blackmail. In all other situations, there would be a real
concurrence of offences, especially bearing in mind that these are criminal offences with
very diverse protective objects.

So, just some individual cases of the abuse of ransomware codes may qualify as the
criminal offence blackmail. Nevertheless, such cases are relatively rare, and the issue remains
in which category in appropriate crime legislation qualification to include other socially
dangerous activities committed through the use of malicious codes.

The criminal offence of coercion, as defined in Article 135 of the CC, exists if who-
ever, with the use of force or threat coerces another to do or refrain from doing something
or to suffer something. Acting in terms of ransomware attacks corresponds to the legal
description of the basic form of this offence because the injured party is threatened and
coerced into doing or refraining from doing. Still, attempted basic form of this criminal
offence is not punishable because the punishment is imprisonment of up to three years.

Additionally, the question is whether here we have a concurrence of offences with
the criminal offence from Article 300 or is it just seemingly there (Deli¢, 2021; Vukovi,
2021; Stojanovi¢, 2018). The conclusion is the same as with blackmail. In most cases, this
will be a real concurrence of two criminal offences. Admittedly, there is a reason why the
legislator specified introducing computer viruses into another’s computer or computer
network, the reason being particular social danger that such activities entail. Therefore, it
would not be justified to minimise the importance of the offence mentioned in Article 300
by reducing it merely to the manner in which a different criminal offence was committed.

Last, but by no means least, what we have to look into is a possibility of legal quali-
fication of ransomware attacks as extortion (Article 214 of the CC). Extortion, as a prop-
erty-related criminal offence, represents a special case of extortion and it is different from
it in terms of the subjective element (intent to acquire unlawful property gain) and con-
sequence (passive subject is forced to do something or refrain from doing something to
the detriment of his or another’s property). Bearing in mind that the offenders who use
ransomware viruses as a rule have lucrative (financial gain) motivation, it is clear that a
much higher number of these attacks could qualify as extortion. Extortion would be the
accurate qualification only in situations when the offender did not have the intent to acquire
unlawful property gain. The issue of concurrence of offences should be resolved in the
same manner as was the case with blackmail and coercion. Given the defined punishment
for the criminal offence set out in Article 214 of the CC, this attempt would be punishable.

Taking into account all of the above presented, we believe that the majority of mani-
festations of the abuse of ransomware-malware should be qualified as a concurrence of the
criminal offence extortion and creating and introducing computer viruses. In the event that
there was no intent to acquire unlawful property gain, then it would be a case of concurrence
of offences — extortion and the offence from Article 300, where in a very few cases threat
to disseminate information would be a concurrence of offences-blackmail and creating
and introducing computer viruses.
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De lege ferenda

Given the presented difficulties with regard to a suitable legal qualification, it is
necessary to consider a possibility of adapting legislative solutions in a manner that suits
ways in which criminal offences are committed in cyberspace, i.e. issue of the use of ran-
somware-malware.

Protection specified by criminal legislation could in this case be improved with the
introduction of additional forms of the criminal offence set out in Article 300 or a com-
pletely new criminal offence. This new form/offence would exist if the offender introduced
a computer virus, or some other malicious code, into another’s computer or computer
network thereby acquiring control over the operation of the computer, which the offender
would use by warning the injured party that the use of such programmes and data would no
longer be possible unless the injured party did what the offender required. So, the offender
“holds hostage” another computer, i.e. programmes stored in it, thus coercing the injured
party to act or refrain from acting in a certain manner and that unless that is the case, the
computer remains decrypted, or data will be misused.

The wording of this criminal offence in the law could be as follows: whoever with
intent to coerce another to do something, refrain from doing something or suffer some-
thing, introduces a computer virus or any such similar computer programme or a group of
commands into another’s computer or computer network, thereby acquiring control over
the functioning of such computer or specific data or programmes, shall be punished by etc.

Additionally, it would seem justifiable to introduce an even graver form which would
read as follows: if by committing the offence mentioned in the Paragraph above the offender
were to acquire unlawful property gain or cause damage to property in the amount of ...,
or if any severe consequences occurred, the offender shall be punished by... A possible
gravest form would apply to causing life-threatening damage to health of the citizens or
potential threat to the functioning of economy or critical infrastructure (supply of energy
products, traffic, etc.).

The former would incriminate just the use of ransomware-programme with intent,
while the graver form would stipulate a more severe punishment, if damage were actually
suffered, property acquired unlawfully or if other serious consequences occurred (e.g.
consequences to private life, health, reputation and honour or workplace of the injured
party, i.e. in the event that the passive subject is a legal entity —disruption of work processes,
reputational harm, responsibility towards third parties, etc.).

Defined punishment should be adequate and proportionate to the actual danger to
society. We believe that the trend of the use of this type of malware and potential conse-
quences of its use justify the introduction of a new criminal offence or introduction of
additional forms of the offence set out in Article 300.

Furthermore, in this manner practical difficulty in applying the law would be avoided,
because this would resolve concerns over the legal qualification. The new criminal offence
- computer extortion/coercion (or, possibly, new forms of the criminal offence described
in Article 300), would be clearly distinguishable from other criminal offences and would
have an adequate range of punishments, if observed from the perspective of social danger
of such criminal behaviours. With the introduction of qualified forms which we suggest,
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an entire range of activities would be included, such activities being a threat to the passive
subjects when ransomware-virus, i.e. malicious codes are used.

CONCLUSION

Efficient protection of critical infrastructures, among which a particularly important
position holds the information-communication infrastructure, imposes itself as an imper-
ative of modern networked and computerised society.

In order to accomplish this objective, it is necessary to have a coordinated approach
which entails continuous activity in terms of (re)defining, implementation and harmo-
nisation of national and international security policies and strategies, as well as laws and
standards. The protection of critical infrastructures, additionally, requires a consistent,
cooperative partnership between the public and private sectors — between the owners and
handlers of the infrastructures and state governments.

The ever-increasing dependence on critical infrastructures and the information-com-
munication infrastructure leads to growing possibilities to breach security not only nation-
ally but globally as well. This is confirmed by consequences which ransomware-malware
has caused in terms of safety and health of people worldwide.

Accordingly, we believe that it is necessary to come up with optimum ways in which
to improve protection of critical information infrastructure. To begin with, we deem that
the legislative solution according to which the identification of critical infrastructure is
sectoral (every competent ministry and other institutions decide for themselves what crit-
ical infrastructure in their sector is) should be changed by introducing uniform criteria.
Furthermore, the level of security culture and awareness should be significantly improved,
mainly through additional education of staff in charge of the protection of critical infrastruc-
ture. Cyberspace has brought us multiple benefits, but it has made us more vulnerable, so
this is why legislative, organisational and educational measures are much needed in order
to adequately confront challenges, risks and threats of modern times.

The currently prevailing criminal legislation norms do not provide suitable protection
against the abuse of computer malware, in the form of ransomware attacks. The existing
provisions lead to serious difficulties in interpretation, thus complicating qualification of
the criminal offence, while they fail to include all socially dangerous behaviours which
require to be treated by criminal legislation. With a change of the existing incrimination
from Article 300 of the CC or introduction of a new criminal offence (computer extortion/
coercion) which we suggest, these contradictions and incompleteness would no longer be
the case, and at the same time criminal legislation would provide significantly stronger
protection against modern ways of committing criminal offences in cyberspace.
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