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AHAJIN3A IIOHAITAILA KOPMCHUKA JPYIITBEHMX
MPEXA'Y KOHTEKCTY CMAILEIbA PMI3VKA BE3BEJTHOCTU
Y JUTUTATHOM OKPYJKEILY

Caxetak: PajioM ce mpodiemarusyje moHalae KOPUCHUKA IPYLUITBEHNX Mpexa
Yy KOHTEKCTY CMalbelha PU3MKa de3defHOCTI y AUTUTaTHOM OKpYXemy. C TUM Y Be3sn,
IpefMeT pajia je IOoHallake KOPUCHMKA APYIITBEHNX Mpexa (IIPeTeXHO ,MUIeHyjamamna’
U3 CTyAEHTCKe Iomnynanuje, de3deHOCHe TpodecroHaNTHe OpMjeHTalNje) Y 3aBUCHOCTI
ox mona. Lnpb ucTpaxkuBama je uaeHTHUKALMja IpenopykKa 3a de3denHuje kopuirhe-
e JPYLUITBEHUX MPeXKa, I1a je 3aTO pealn3oBaHo MCTPpaXUBambe Koje je da3yupaHo Ha
AQHOHMIMHO] aHKeTH of 15 nutama (3 gemorpadckor u 12 CyImTHHCKOT 3Hadaja), ¥ K0joj
je ydecTBOBaIo 333 CTy[eHTa OCHOBHUX M MacTep CTyAuja 0da Moja, Koju CTYAUpajy Ha
dakynTery desdegHocHe mporpamcke opujentanuje. Kopucrehu Mann-Whitney Tecr,
tadnuie KouTHHreHuuje, Kruskal-Wallis Tect, xao u Spearman tecr, yrBpheHo je fa cy
Mogeny MOHAIlatba ¥ MyIIKapala 1 YKeHa Ha JPyLITBEHUM MpeXXaMa BeoMa C/IMYHH, a/Ii
U Jla TIOCTOje 3HaYajHe CTaTUCTIYKE pas/iuKe y HeKMM clieHapujuma. Ilopey Tora, mokasaso
ce Ja MCIIUTaHa Tpyma, 6e3 0031pa Ha IO, CBECHO YJIasy Y PUMK Off Hallafia, OCTaB/ba-
jyhu cBoje mogaTke y3 HeomnpesHo kopuihemwe ypebaja, 3allITUTHUX TOSUHKM U KOJOBA.
[Topebhemem HaBefeHNX 3aK/bydaKa ca CTaBOM OIIIITE XUIOTese: ,IlocToje cnmaHocTH 1
pasmke usMeby >keHa ¥ MylIKapalia y oryiefly IOHalllakba Ha APYLITBEHUM MpexxaMa 1
y cajdep mpocTopy yomuTe, 0/Iasy ce 10 3aK/by4Ka /i je OHa Bepu(UKOBaHa. JefHO Off
pelema NAeHTUPUKOBAaHNX IpodIeMa ITOHallaka KOPUCHUKA APYIITBEHNX MPeXKa jecTe
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IIOAM3aIbe IbMIXOBE CBECTN O PU3NKY ITOC/IOBaiba u/unu 3adase Ha OPpYLWITBEHNM MpeXaMa,
Kao I ’hVX0Ba KOHTMHYVpPaHa 06y1<a paiu 3alITUTE COIICTBEHMX ITOJIaTaKa.

Kipydne peun: cajdep desdemHocT, ApylITBEHEe MpesKe, 3alITUTA IOfaTaKa, MO,
MOJie/I/ TTOHAIIAhaA

YBOJI

Cajdep de3degHOCT je TeMaTMKa KOja ce HAPOUUTO PasBIIIa Ca IT0jaBOM (PPEKBEHTHe
ynoTpede AUTUTATHUX pecypca. [IpylmTBeHe Mpeke, e-II0CToBame, MOSITHO daHKapCTBO,
€aMo Cy HeKM Off MeTa Hallafjada ca KpajibUM IM/beM Jla ce MCKopucTu Tyl pecypcy com-
CTBeHe CBPXe U TaKO peannsyje MatepujanHa fodut i GopMupa HeKn APyru HHTEpec
CTpaHe Koja ce TyMaul Kao Hala/ad MM Xakep. JeflaH off BaKHMX (aKTopa pacTa pusuKa
de3deTHOCTN y IUTUTATHOM OKPY>KeIbY je TIOHallIakbe JbYNN, Koje ce, nusMmehy ocraor, ca-
CTOjM y HEOIIPE3HOj 1 OTBOPEHOj KOMYHUKAIVjJ Ha PA3/IYUTAM MPeXXaMa, IIPUIMKOM Koje
Kpajibu KopucHUIM oMoryhaBajy HammajaunmMa JIakIry 37I0ymoTpedy pecypca KOpUCHMKA.

TpenyTHO ce y cajdep mpoCTOpY, y CBETY, Halase Ha PacIIo/aTamby MIIMjapye YKPa/ieHIX
KOMOMHaIIMja KOPUCHNYKIX MIMEHA 1 JIO3MHKMY, CIIPEMHIX 3a /1aKy 37oynoTpedy (Samtani,
Kantarcioglu, Chen, 2021). CBu mmoganu Koje KOPVMCHWIIY JI€TIOHY]Y Ha Bed-cajToBMMa MOTy
SuTy ocurypaHy KpuntocoTBEpUMa, HAPOUUTO eHKPUIILNCKUM COPTBEPOM, KOjit OMO-
ryhasa fga nadopmanmje dSyny mmdposaHe Ha HAYMH Jja HUjeHA HeayTOPMU30BaHa 0coda
He MO)Xe PEeKOHCTPYMCATV OPUTMHATTHU TeKCT Min dpojke 3 koxa (Menezes, Oorschot,
Vanstone, 1997). MehyTum u ynpkoc oBoMe, MHIUAEHTH IIypera MofaTakKa MOCTaIn
cy yodudajeHu y HaHalllibe BpeMe I HOCe OTPOMHe ryduTKe. YKYIIHO OKO 3,2 Muiujapze
yKpaJeHIX TToflaTaKa Koje YMHY KOMOMHAIMja KOPUCHIYKOT MMeHa 11 JIO3UHKeE je laHac
HocTynHo Ha Bed-cajroBuMa (SpyCloud, 2021 Report). Ilopex oBora, y cBeTy ce TOfyIIbe
Kpajie oko 133.000 103MHKM HajBUIINX PYKOBOAMIana MHOTUX Komnanuja (Nordpass
Research, 2022). Anamsupajyhu mpodneM ,Ijypema moparaka’, Tpeda umaru y BUAy fa
BehnHa KOpUMCHIKA MMa HaBUKY [ja CTaTHO KOPUCTY MCTe KOMOMHAIMje KOPUCHIIKOT
MMeHa U To3MHKe Ha Buie nokanuja (Nordpass Research, 2022), kako 3a cBoje IIpuBaTHe,
TaKo I 3a CBOje pajjHe Hajore. [IoHOBHaA yroTpeda TO3MHKE — ,,PeLMK/INpatbe TO3NHKE
HIje jefuHa olra de3defHOCHA HaBMKa y cajdep nmpocrtopy. Koprcuuim cy ,,KpuBK® mto
cy dmpanu cyBuie ciade JI03MHKe 3a 3alITUTY cBojux Hajora (SpyCloud, 2021 Report,
Nordpass Research, 2022). Jou jenan de3denHoCHY podyieM je Taj IITO /BYAYU Ha APYLITBE-
HVM Mpe)XXaMa OTKPUBajy IpeBMIle IofaTaka O CBOM JIMYHOM KUBOTY, a IO3HATO je Aa
CBU CBOje JIO3VHKe IIpaBe Off Ie/I0Ba CBOT KMBOTA, IMEHA BOJbeHNUX 0c0da, rpajia pobema,
maTyma pobema mmu duo Kor gpyror mmdHor BaKHor gorabaja (Kumar, Somani, 2018).
Taxobe, /bynu Bosie 1a OCTaB/bajy KOMEHTape Ha APYIITBEHNM MPeXXaMa, YiMe Ce jOLI BIILIe
0rospaBajy mpex cajdep KpumuHaniuma. HemaBHo je gokasano ga vcnuranuiy y Cpduju
Hajuenrhe cMaTpajy KOMEHTapucame Ha APYIITBEHMM MpeXXaMa BaXHUM U yTULIAjHIUM
(Neci¢, Milosavljevi¢, 2022).

®upma IBM je o janyapa o geremOpa 2020. rofuHe IPUKYIIIa Be/IKe KOMUYMHEe
TojlaTaKa off CBOjVX K/IMjeHaTa I jaBHMX M3BOPa, KAaK0 O aHa/MM3MpasIa TUTIOBE cajdep Hama-
Jla, METOJie Hallajia, IMIodajHa M MHAYCTpujcKa nopebema, 11 pesynTaTe CBOT UCTPaKUBAbA
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odjasuna y mydmmxaunju MIBM Cexjypuitiu IKC-@opc (IBM Security X-Force Research
Hub, 2022). PesyntaTu 0BOT CTpa>KuBamba ce OfHoce Ha crenehe:

o HajIIONTy/IapHMUjU METO cajdep Hamaza y 2021. rogunu duo je Pancomeep — Ransomware
(Federal Office for Information Security, Republic of France, 2021);

o IIpolierbeHa JOOUT off BpXYHCKOT Parcomeepa je mpexo 100 MyinoHa nonapa ronu-
mbe. [Tponemyje ce fa cy camo yuecunuu Cogunoxudu (mosHaTor u kao PEsu)
Pancomsepa ocTBapumi HajMare 123 MunoHa gonapa npoguta y 2020. rognHu
U IpOTUBIIpaBHO oTyhunu oko 21,6 Tepadajra momaraka. Hak je u pupma Apple
duna muxoBa Meta y anpuny 2021. rogyHe, IITO yKasyje Ha TO [ja Ce OBaj TPEHT
Hacrasuo u 'y 2022. rogunu (IBM, Identity and access management solutions, 2022);

« IIITO Ce THYE PambMBOCTH, cajdep Hamaiauu ¢y HajsuIie nckopyctim cnadoct Citrix
- OBe MY/ITMHAL[MOHAJIHE K/1ayg KOMIIaHMje, Yy CMUCITY TPeIlKe y JaBa IIporpamy
Koju omoryhaBa yfja/beHy KOMyHUKAIUjy cepBepa U KopucHMKa. OBa pamMBOCT je
uckopyinhena y 25% cBUX Hamazia y IpBoM KBapraiy 2020. roguse n'y 8% yKyImHIX
Hamaga y nenoj 2020. rogunu (IBM, Zero Trust Security Strategy, 2022);

« reorpadckn, EBpona je duta HajBuie Hamasjana y 2021. roguan. Joxnsena je 31%
Off CBMX Hamafia, a 3a oM cene CeBepHa Amepuka (27%) u Asuja (25%). JlatnHcka
AMmepuka, brucku nctox u Appuka Hoce 3HayajHO Mame off 10% Hanaga (IBM
Security, The Cost of Insider Threats 2021).

Y KoMyHMKaInMjaMa rpeko miaTdopme Zoom, Xakepy Cy ycrenu y anpumy 2021.
TOAVIHE JIa BEJIMKOM IIPOBAJIOM IojaTaka oTKpujy oko 500.000 KOpMCHMYKMX TO3MHKI
(Zoom-Security-White-Paper, 2021). [IpoceyaH TpolIak Iiypema nogaraka y 2021. rogunn,
IpyjaB/beHNX Y CBETY, O1o je 3,86 Mumnona fomapa (World Development Report, 2021).

Kaxko ce ymorpeda gurnrannux ajara nosehasa, Tako ce nosehasa 1 Konmm4mHa
cTBOpeHux nogaraka. CBeTcka daHKa je IpoLieHIa Aa je 1o Kpaja 2022. TofyiHe, TORUIIbI
YKyIaH MHTepHeT caodpahaj mopacTao 3a oko 50% y ogHOCy Ha HUBO U3 2021. ropuHe,
moctiokyhn 4,8 seradajra (The World Bank, World Development Report, 2021). 3naTHO
IIVPY TIPOCTOP 3a MOryhHOCT cajdep Halazia ¥ YMHM OBY TEMATHKY jOII aKTYETHNjOM.

Hagenenom mpodnemy kpabe moparaxa, Tj. KOPMCHUYKUX HA/IOTA U JIO3UHKIL, Tpeda
TOfIaTH YMIbEHNITY Jia je HoTpedHO caMo 10 MUHYTa a ce pa3duje MO3MHKA Ca MaJIUM CJIO-
BIJIMa KOja MMa LIecT 3HakoBa (Avast antivirus, 2022), mTo 3aIpaBo 3Ha4M Jja Y BE/IMKOM
dpojy cydajeBa Huje TOTPeSHO HY YKPACTH MOfiaTKe, Beh cy /byau cBojoM HeorpesHolhy
Y1 COIICTBEHUM HEeMapoM cede yIMHIIM pambyBIMa. Y OBMM OKOTHOCTHMA, IIOKA3aJIo ce fla
je cajdep KpMMMHAIIMMa MHOTO JIaKIIIe fia ,IPodujy™ IICHXOMOIMIKY 3UJ [Ojef1HIIa, HeTO
TeXHOJIOMIKM CMCTEM 3alITHTe MofaTaKa Koji Iy TYjy KpOo3 padyHapcKe Mpexe.

Vmajyhn y Bupy cBe 10 cajia HaBefieHO, OBUM PaJioM Ce IIPod/ieMaTH3yje MOHAIIAbEe
KOPUCHMKA IPYIITBEHIX MpeXKa Y KOHTEKCTY CMarberba pu3nka 0e30efHOCTI y JUrHTal-
HOM OKpy>Xemy. [IpennsHuje, mpeMer paja je aHamusa IMOHAIIAbA ,MIICHMjamaa“ us
CTYHeHTCKe onynanyje, de3degHocHe NIpodecroHaIHe OpyjeHTalje, Ha JPYLIITBeHIM
MpeKaMa 1 TO Y 3aBUCHOCTH Of Tofa. LI1/b McTpaxknBama je ferHucame IperusHnux
npernopyka 3a desdenHuje (Mame pu3N4HO) Kopuiherme APYUITBEHUX MpeXKa.

Vimajyhu y Buay OHO IITO Ce OBUM pajioM IpodjieMaTn3yje, CTPYKTYPUPaH je IberoB
m1aBHU feo. Hanme, capprxaj pajia odyxBaTa: MeTOHOIOTH]Y M pe3y/TaTe UCTPKUBAIbA, KA0
U AUCKYCH)Y, 4eMy CTlefie: 3aK/bydak, Iomc kopuithere muTteparype u npuaosnu. [lakie, pag
uma IMRAD cTpyKTypy, HITO je OCTeANIIa )eTrOBOT TeOPUjCKO-eMIMPUjCKOT cafipKaja.
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METOIOJIOTUJA VICTPAJKMBAIHA

VctpaxkuBameM ce Bepu@uKyje OIIITa XMIIOTe3a Koja I/Iacu: ,IlocToje cmmaHocTn
u pasnuke usMeby >keHa ¥ MyIIKapalia y oriefly IIOHallIamkba Ha APYIITBEHUM MpexaMa
u cajdep nmpocropy yommte. VI3 e cy usBeeHe mocedHe XmIoTese Koje Imace:
1. mocToje pasnyKe y pUSMYHOCTY MOHAIIAba Ha IPYIITBEHNM MpexxaMa nusmehy
I07I0Ba;

2. mocroje pasnuke Mely osioBuMa y BpeMeHy IPOBeIeHOM Ha APYIITBEHNM MpPeXXaMa;

3. cBU M/IajiMt JbYAM OJAaKO OCTaBIbajy CBOje MMYHE IofaTKe miu poTorpaduje Ha
IPYLITBEHNM MpekaMa, de3 0d31pa Ha HoJr;

4. nocroju xopenauuja usmeby (ae)odaspusocty y anamusu Tyhux npodua u npu-
XBaTakby HEMIO3HATYX JbYIV 3a ,IIpUjaTesbe Ha APYIITBEHNM MpesKaMa;

5. mocroju pasiuka u3Meby monosa y Kpenparmy I03MHKY 3a IPYCTYII Cajdep IpOCTOpY.

C TuM y Besu, pealn3oBaHO je NCTPaKMBame Koje je dasupaHo Ha aHOHUMHO]
AHKeTH, Y K0joj je yuecTBOBaIo 333 cTymeHTa, 0da oA, KOju CTyAupajy Ha PakynreTy
desdjenHoCHMX HayKa YHuBepsuTera y bama JIyiu, ca CBUX rOfiIHA OCHOBHMX CTY/V)a,
Kao U CTYZIeHT) MacTep CTyAuja.

LIwb ucTpakmBarma je la ce cariefiajy HaBMKe OffpacyX MIaJVX /by U3 CTYJEHTCKe
nonynanyje deadefHOCHe OpujeHTaluje Ipy Kopuirhewy IPYLUITBEHUX MPEXa, Y 3aBU-
cHOCTY Ooff Kojux he dutu popmynucane mpenopyke, Kako 01 ZOLIIO 0 yOnaskaBama WIn
eMMMIHNUCaba UIEHTUPUKOBAHMX CadOCTI BIXOBOT ITOHAIIAbA, a/I) U TIOHAIIAba IIVpe
THoITy/Ialyje /byfy y HaBeleHOM KOHTeKcTy. HaBeqieH1 y3opak ncrmraHuka je usadpas jep
je IpeTeXXHO ped 0 ,MuIeHnjanuuma’ (HajpeKBeHTHUjUM KOPYCHNUIIMMA IPYLUITBEHUX
Mpexxa, 300T Yera Cy M3/IOKeHMj) pU3UYHUM forabajuma koju HapyuiaBajy cajdep de-
30eHOCT Off OCTaTKa IIOIy/Ialyje) ¥ CTYAEHTMUMA Yuja je mpodecroHaTHa OpyjeHTaLja
desdegnrociii. 360r TOra Ce 3a BUX MOXKe OCHOBAHO IPETIOCTaBUTY fa dobe dapaTajy
IUTUTATHUM ypebajuma n nHGOpMaIIOHO-KOMYHUKAIIMOHVM TeXHOJIOT1jaMa, Kao I Ja
uMajy nsrpabennjy 6e3deHOCHy KYATypy Off OCTaTKa IOMy/Ialje.

VicTpaxuBame uMa IPOCTOPHO ¥ BpeMEHCKO orpanudeme. IlpocropHo, peu je o
daxynrery desdjemHOCHUX HayKa YHMBep3uTeTa y bama JIynu, y mmpeM KOHTEKCTY O
Penydmuim CpIickoj, a BpeMeHCKH je orpaHuyeHo Ha nepuop, 2017-2022. ropune. Hanwme,
DaxkynreT je ocHoBaH 2017. rofMHe, TaKo /la peanusyje BeoMa aKTyenaH CTYAMjCKY IIporpam
Besdjegrociti u kpumuHanucifiuka Ha OCHOBHUM, OJHOCHO Yiipasmatrve Se3djegHoCHUM pusu-
uuma IpUpogHUX Katllaciipoa Ha MacTep CTyujaMa, BeOMa je IIOIyIapaH jep, y3 CTyAuje
IICUXOTIOTHje, Ma Hajehu Spoj kaHaMaTa 3a ymuc Ha YHuBep3uTeTy y bamwa Jlymm, mro
IIOCPEZIHO yKasyje Ha KBa/lUTeT I MOTMBALMjy CTyeHaTa, OFHOCHO ucnuranuka. C gpyre
CTpaHe, BpeMeHCKO orpaHmyetbe Ha mepyuop 2017-2022. ropuHe nocnepuia je odesdebherma
y30pKa MCIIUTaHNKa Y CTOTMHAMA, Y3 Kopuinhembe Ieprofia MaHeMuje KOpOHaBUpYCa, Koja
je oBena 1o eKCIaHsuje Kopuinherwa MHTepHeTa ¥ JUTUTATHUX ypebhaja.
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PE3YJIITATU NCTPAJKMBAIbA

Op 333 ycnuTaHuKa, >XeHCKOT 1ona je duo 150 (45%), a myiukor nonma 183 (55%).
VcnntyBaHa rpyma je duma XoMoreHa 110 IOy, OFHOCHO, 3aCTYIUBEHOCT XKeHa U MYIIKa-
palla He ITOKa3yje CTaTMCTUYKY 3Ha4ajHy pasnuky (x2 = 3,270; p = 0,071 wmu p > 0,05).
I[Tpu Tome, IpBa TpU MUTama Cy HeMorpadCcKor KapaKTepa, TaKo fia je aHa/In3a OfroBopa
ucnyuTaHyuKa ypabena Ha murama of 4. 1o 15.

ITurame 4: ,,[Ja 11 KOPUCTUTE UCTY JTO3MHKY 3a CBAKY Bed-CajT I aIUIMKALIN}Y KOjOj
mpucrymare?”

Kop ncnyranmka MyIIKOT 1 XKeHCKOT I10/1a, AUCTPpUOYILja OAroBopa duia je T0TOBO
UJICHTUYHA, OfIHOCHO HajBehnu Opoj ucnmranmka, Ha OBO MUTambe OATOBOPUO je: ,,JIMaM
HEKOJIMKO Koje MerbaM. OIroBopy Ha MUTambe 4 13 YINTHIKA, He IOKA3yjy CTATUCTUIKA
3HaYajHy pasnuky usMmeby »xeHckor n Mymmkor roma (x> = 0,258; p = 0,879 v p > 0,05).
Taxobe, Hije HaheHa, cTaTUCTIYKY 3HaYajHA, KOpeTaLMjcka IIOBe3aHOCT (Be3a) usMeby
I10/Ia MCIIUTAaHUKA ¥ OHYheHux ofrosopa Ha mutame (r = 0,023; p > 0,05).

Iurame 5: ,,Komuko yecto mpucrymnaTe fpyHmITBEHNM MpeXXaMa y TOKy faHa?”

Kop ucnmranmka MyLIKOT ¥ )K@HCKOT TI0/Ia, JUCTpUdyLuja oAroBopa je d1ta roro-
BO UJEHTUYHA, ONHOCHO HajBehu dpoj ucnnrannka (N = 157; 47,1%), Ha 0BO IUTambe je
OZITOBOPMO: ,,Buiite off 5 myTa nHeBHO . OfrOBOPM Ha MUTakbE 5 13 YIUTHNUKA He IIOKa3yjy
CTATUCTUYKM 3HAUajHY pasnuky usmeby sxenckor u myukor nona (x> = 4,655; p = 0,325
wnn p > 0,05). Jame, Huje HaheHa, cTaTMCTUYKY 3HAYajHA, KOpeIalljcKa IIOBE3aHOCT
usmeby mona ucnuranuka u nonyhennx ogrosopa Ha mutame 5 (r = - 0,038; p > 0,05).
MebyTum, kopenaruja je ”HBEpP3HOT TUIIA, IITO 3HAYM [ CY UCIMTAHUIY MYLIKOT TI07Ia
CKJIOHMjJ OfTOBOpMMA delher IPUCTyIa APYLITBEHUM MpeXKaMa, IITO Ce MOXKe BUAETI
Ko Hajuenrher ofrosopa ,BuIle Off 5 IyTa IHEBHO, IT/ie je of 157 ucnuTaHmuKa mux 95
(60,5%) My1Kor mona.

[Tutame 6: ,Konnko BpeMeHa JHEBHO IIPOBOAUTE Ha IPYLITBEHNM Mpexama?”

Kop ucniuTanmka MyILIKOT ¥ MCIMTAHUKA )KEHCKOT II0/Ia AUCTpudyLMja ofropopa
je M KoJj OBOT IIUTaba TOTOBO MJIEHTUYHa, ONHOCHO HajBehnu dpoj ncnmrannka (N = 186;
55,9%), Ha 0BO je OfEroBOpMoO: ,60 < t < 240”. OgroBopu Ha NUTamwe 6 U3 YIUTHMKA He
MI0Ka3yjy CTaTUCTUYKY 3HAYajHy pasnmKy usMely xxeHckor u mymikor mona (x> = 1,423;
p = 0,700 mnwu p > 0,05).

Huje nHabeHa cTatucTnyKy 3HaYajHa pas/iuKa y BpeMeHy IPOBEIeHOM Ha IPYIITBEHIM
Mpexama usMeby mMymkapana u sxeHa (t = 0,395; p = 0,693 wu p > 0,05). Ha Cimun 1
IpefcTaB/beHa je AUCTpudyLuja BpeMeHa IPOBEeHOr Ha APYIITBEHIM MpeXaMma, 3a 0da
nosa. Mymkapuu cy, Ha pyIITBEHUM MpeXKaMa, IpocevyHo nposoanan 186,51 MuHyT,
JOK CYy JKeHe IPOCEYHO npoBoane 178,81 MUHYT, U TO YKYIIHO ITIEAAHO Of MUHMMATHUX
0 MuHyTa o MakcuManHux 1.080 MunyTa (18 caty) fHEBHO, a HajydecTanuje (Mox) 120
muHyTa (Tadena 4).

ITocmarpajyhu ofrosope Ha muTamwa 5 U 6, MOXKe ce 3aK/bYYUTH JJa UCIUTAHULIA
MYIIKOT IT07Ia BUIIE ITyTa U Ay>Ke IPUCTYIAjy APYIITBEHNM MpeXaMa y OFHOCY Ha UCIIN-
TaHIKe >KeHCKOT TO7a.

669



Ana M. Cnaskosuh, Hukona M. Craskosuh, lane P. Cydomnh, Ananusa ionawarea...

[Iurame 7: ,Ha gpymrBeHnM MpexxaMa ocTaB/baM IOIaTKe O cedy Kao LITO CY: Ja-
TyM pobema, MecTo pobema, nmejn, TenedoH, APYry IMIHU HOAALN, KAO IITO CY JieTa/bl
0 IpyjaTesblIMa, HeKI Jieo CBOje duorpaduje, feBojadyko npesume Majke...”

Kop ncnmranmka MyIIKOT ¥ MCIMTaHMKA >KEHCKOT [0/1a AUCTPUOYLIMja OfroBOpa
je pasmuuTa, ogHocHO HajBehn dpoj ncnmranuka (N = 155; 46,5%), Ha 0BO HuUTame je
OZITOBOPMO ,, YBEK’, Tj. Aa Ha APYLITBEHNM MpeXkaMa OCTaB/ba IndHe nogarke. Ofrosopn
Ha [UTambe 7 U3 YIIMTHUKA He TTI0Ka3yjy CTaTMCTUYKM 3HAa4ajHy pasnuky usMmeby skeHckor
U MYLIKOT II071a, aKo kopuctumo Mann-Whitney Tect. MebyTum, kajja ce npuMeHn oce-
puBuju Kruskal Wallis Tect, HabeHna je cTaTucTiyky 3HauajHa pasianKa y AUCTpUOyLUju
OATrOBOpa Ha MUTameE 7, MsMeby JMCOMUTaHMKA MYLIKOI ¥ YKEHCKOT I10J1a (X = 10,534;
p = 0,005 ywm p < 0,01). Mame o 10% Mymikapalja HuKaja He OCTaB/ba CBOje JITYHE HO-
JlaTKe Ha IPYLITBEHUM MPeXXaMa, JOK je TO CITy4aj KOfj HEeIlIToO Mame Off % >keHa (22,7%),
Te ce MOXKe peh ja MyIIKapI, CTaTUCTUYKY 3Ha4ajHO, delrhe 0CTaB/bajy MMYHe IOflaTKe
Ha IpyLITBeHNM Mpesxama off keHa (Tadema 5).

butHo je sak/byunTy u fa je ocTaB/bare IMYHUX IIOflaTaKa, MOJE/ TOHAIIakha Ha
APYIUTBEHVM MpeXaMa OBe Ijefie ICIUTUBAHE TPYTIE, jep jé CTAaTMCTUYKM 3Ha4ajHO HajMame
MCIIMTAHMKA OIFOBOPUJIO Jla HMKAa/la Ha APYIUTBEHMM MpeKaMa He OCTaB/ba CBOje IIofjaTKe
(x*=50,829; p = 0,000 mmu p < 0,001).

[Inrame 8: ,,Ha cBOj mpodut Ha IPYIITBEHNM MpeykaMa II0CTaB/baM CBoje GpoTorpa-
¢uje u pororpaduje wraHosa cBoje mopoanie.”

Kop ncrmTanyKa MyIIKOT ¥ YKEHCKOT 11071a AMCTPUdYIIMja OTOBOPA je CINYHA, OITHOCHO
HajBehn dpoj mcrmranuxka (N = 155; 46,5%), Ha 0BO UTabe je OArOBOPHUO: ,IIoHeKkay, Kasia
je ped 0 y4ecTanoCTH oCTaB/batba (pororpaduja Ha CBOM IPOPUITY Ha [PYILITBEHOj MPEXKIL.

OnroBopu Ha MuTame 8 U3 YIUTHNUKA He TI0Ka3yjy CTAaTUCTUYKY 3HAYajHY PasIuKy
usMely >KeHCKOT 1 MyLIKOT 110718, HUTH Kaja je ped o Mann-Whitney uuru Kruskal Wallis
tecty (x*= 4,082; p = 0,130 wmu p > 0,05). MebyTum, nocrojame HeraTMBHOT Mpefi3HAKa
ucnpen CrimpMaHOBOT KoeuIijeHTa Kopenanyje yKasyje Ha MHBep3aH Od/IIK Koperamyj-
CKOT OffHOCA, OZHOCHO Jja Cy )KeHe CKIOHNje 0CTaB/bamkby poTorpaduja Ha APYLUITBEHUM
mpexxama (r = -0,101; p > 0,05).

[urame 9: ,Komenrapumrem gorabaje xoju ¢y 0djaB/beHn Ha APYIITBEHNM MpeXXama
U IIUIIEeM CBOje MUII/beEe O CTBapyMa Koje Cy TaMo odjaB/beHe.

Kop rcnmraHmKa MyLIKOT 1 XEHCKOT II0JIa AUCTPUdYLUja OAroBopa dua je TOTOBO
UJIeHTIYHA, OZHOCHO HajBehu Opoj ncnmrannka (N = 172; 51,7%) Ha 0BO IIUTaIbE je OATO-
Bopuo: ,Hukaga” Ogrosopy Ha nurame 9 13 yINTHUKA He [IOKA3Yjy CTATUCTIYKY 3HAYjHY
pasmuky nsmeby xenckor u mymikor nona (x*= 0,880; p = 0,644 vmu p > 0,05). Jodujern
pesynTaTu aHKeTe MOKa3yjy fia BUILE Off ¥2 MylIKapalla 1 BUILe Off %2 )KeHa HMKafla He
KOMeHTapuuly forahaje koji cy 0djaB/beHn Ha APYIITBEHUM MpeXaMa.

[Iuramwe 10: ,,YBex feTa/bHO IpOBepaBaM MpodII HeKora KO ey fa Mu dype Ipu-
jaTesb Ha [PYIITBEHO] MPEXI.

Kop ncrimraHmka MyIIKOT ¥ MCIMTAHNMKA SKEHCKOT [I0/1a AUCTPUOYLIMja OfroBopa
dua je BpyIo cm4uHa, ofHOCHO HajBehu dpoj ncnmranmka (N = 204; 61,3%) Ha 0BO IIUTambe
je omroBopuo: ,, YBeK .
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Oprosopy Ha uTamwe 10 U3 yIMTHMKA He OKA3Yjy CTAaTUCTUYKY 3HAYajHY Pas/IuKy
usMebhy xeHckor 1 Mymkor nona (x*= 1,922; p = 0,382 wmu p > 0,05). VMmak, mocrojame
HeraTMBHOT NpeasHaka ucnpes CoupMaHoBOT Koe(uUIjeHTa Kopenannje ykasyje Ha
MHBep3aH 0O/IMK KOPeTalijCKOT OJHOCA, OHOCHO Jia CY XKeHe CK/IOHMje IPOBepaBamby
npodua OHOT Kora >Kele 3a IpljaTesba Ha JPYLITBEHUM Mpexama (r = -0,075; p = 0,169
wm p > 0,05).

IIntame 11: ,,Ha fpymrBennM MpekaMa IpuxBaTaM Kao IpujaTe/ba MCKbYIUBO
HeKor'a Kora JIMYHO IT03HajeM.”

Kop ncrimraHuKa MyLIKOT 11 MCIIMTaHMKa >KEHCKOT I0/1a TUCTPUOYIIMja OfrOBOpa
dua je Bpro crmrdHa, ogHOCHO HajBehu Opoj ncrmranmka (N = 204; 61,3%) Ha OBO IUTambe
je ogroBopuo: ,,¥YBex”. OfroBopu Ha muTamwe 11 U3 YIUTHUKA He II0Ka3yjy CTaTUCTUYKY
3HavajHy pasnuky usMmeby xxerckor n Mykor nona (x> = 2,282; p = 0,320 wm p > 0,05).
[TocTojame HeraTMBHOT Ipefi3Haka ucnpen CypMaHoOBOr KoeduIMjeHTa Kopenanuje
yKasyje Ha MHBep3aH OOIMK KOPEaI[ijCKOT OffHOCA, OHOCHO JIa Cy )KeHe CKJIOHUje fia 3a
npyjaTe/be MIPUXBATAjy CaMO OHOTa KOTa IMYHO MO3Hajy (r = -0,005; p = 0,934 v p > 0,05).

Inrame 12: ,,Kopuctnum uctu npucrymnun ypebaj (pauyHap m ModuiHu TenedoH)
U 3a pajj U 3a IIOCETY APYLITBEHUM Mpexama.”

Ivctpudyiyja ofroBopa je, y OBOM CIy4ajy, pasmiMduTa 1u3Mehy ncnmraHmnka Mymkor
 KeHckor nora. Hajsehn dpoj ncrmranmka (N = 279; 83,8%) Ha 0BO IUTam:€ je OATOBOPHO:
»YBeK Oprosopy Ha nuTame 12 U3 YOIUTHMKA [TOKa3yjy CTATUCTUYKY 3HAYajHy PA3IUKY
usMeby >keHCKOT 11 MYIIKOT 10714, Kafja Kopuctumo Mann-Whitney tect. Takobe, kama ce
ymorpedn oceTeuBmju, Kruskal Wallis Tect, KopurosaH 3a Tadnuiry KOHTMHTEHIVje TUIIA
2 x 2, HaheHa je CTaTMCTMYKY 3HAYajHA pasiuKa y JUCTPUSYIVjI OArOBOpa Ha MUTabe
12, uamelbyy ncrmranmka Mymkor 1 >keHckor nona (x* = 5,968; p = 0,015 mnu p < 0,05).

Oprosop Ha uTame 12 3aByucK 0ff 10J1a, IITO ITOKa3Yyje U IOCTOjakbe CTATUCTUYKI
3HauajHe Kopenanyje n3Meby 1mona u ogrosopa u Ha nuTame 12, OTHOCHO Ja Cy JKeHe
CKJIOHU]je Jla KOPMCTe pasnuynuTe Npuctynse ypehaje 3a paj, on oHUX Koje KopucTe 3a
noceTy ApymTBeHnM Mpexxama (Tadena 6). OBa TBpAba je MOTKPEI/beHa ¥ CTATUCTUIKI
3HavajHOM KopenauujoM (r = 0,142; p = 0,009 mmu p < 0,01). Moske ce Takobe 3ak/pyanT fa
je ymoTpeda mctor ypehaja u 3a paj u 3a moceTy APyIITBEHNM MpesKaMa MOJIeN ITOHAIIamba
y cajdep IpoCTOpy OBe Liee UCIUTUBAHE TPYIIe, jep je CTAaTUCTUYKY 3Ha4ajHO HajBUIIe
uctnranuka (N = 279; 83,8%) ofroBopusio fa yBek KOPUCTU UCTHU IPUCTYIHY ypebaj,
¢ TMM LITO >keHe pehe KopucTe ucTu npuctynuu ypebaj og mymkaparna, ofHOCHO ITOKa-
3yjy Behu cremneH onpesHocTH, Tj. ofroBoprocT (x> = 152,027; p = 0,000 mnu p < 0,001).

Iuramwe 13: ,[la M cTe CBeCHU fia OCTOjU ONACHOCT /ja BaM Ha ocHOBY mogaTaka
KOje OCTaB/baTe O cedy Ha APYIMITBEHNM Mpe)kaMa HeKO Ca3Ha JIO3MHKY U 370ynoTpedu je,
VI ia MOXKe 3710ynoTpeduty Bale mofaTke Ha HeKM Spyru HA4MH?

Kop ncnmranmka MyIIKOT ¥ MCIMTAaHMKA SKEHCKOT 071 AUCTPUOYILIMja OrOBOpa
dua je BpJIo c/mM4yHa, OGHOCHO HajBehn dpoj ncrmrannka (N = 325; 97,6%) Ha 0BO IuTa-
e je ofiroBopuo: ,,[Ja”. OnroBopy Ha muTame 13 13 YIUTHNKA He TTOKa3yjy CTaTUCTUIKA
3Ha4ajHy pasnuky nsmeby skenckor n mymkor nona (x> = 0,006; p = 0,941 nnu p > 0,05).
Jodujenn pesynraTu aHKeTe IoKa3yjy fa je 97,3% Mymkapana u 98,0% >keHa CBECHO
moryhnoctu ,kpahe” u smoymorpede m03MHKM U APYTUX MOJaTaKa, Te ce MOXe pehn fa
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OZITOBOP Ha MUTambe 13 He 3aBUCH Of [0J1a, IITO IOKa3yje ¥ HeIIOCTOjatbe CTaTUCTUIKI
3HauajHe Koperanyje n3Mely noma 1 ofroBopa Ha ImuTarme 13, a/Iy MOCTOjakbe HETaTUBHOT
npeasHaka ucnper CupMaHOBOT KoeuIijeHTa Kopenaliuje yKasyje Ha MHBep3aH OO/IMK
KOpeJIaljCKOT OHOCA, OFHOCHO Jia Cy XKeHe UIaK cBecHuje MoryhHoctu ,,.kpabe” u 31oy-
motpede MO3MHKY 1 TMYHUX TTofaTaka (r = -0,024; p = 0,665 nmm p > 0,05).

IIutame 14: ,,Axo cTe cBecHu MoryhHocTu 370ynorpede, ga i 1 fajbe fe/uTe Io-
[aTKe O cedy Ha JPYIITBEeHUM Mpexxkama?”

Kop ncnmTaHmKa MyIIKOT 1 UCITMTAaHMKA SKEHCKOT [o/a AMCTPpUOyIIMja OATOBOPA je
duta Bp/1o cnmuHa, OfHOCHO Hajsehu dpoj ncnmuranmka, Tj. HEUITO BuIle Of 2/3 je Ha OBO
IUTakbe OATOBOPUO IOTBPIHO: »,[la”. Onropopu Ha muTame 14 U3 yNUTHNUKA He IIOKA3Yjy
CTaTMCTUYKM 3HAYajHY pasnuKy nsMeby skeHckor n mymkor mona (x* = 2,356; p = 0,125
wn p > 0,05). [Jodujenn pesynraru aHKeTe IIOKasyjy fa 69,9% myuikapara u 61,3% >keHa,
YIPKOC YMEeHUIN [a Cy CBecHM MoryhHocTI 370ynoTpede, 1 fajbe ,,/iene” mofaTke o cedu
Ha IpyLITBEHUM MpeXKaMa.

[urame 15: ,,Komuko cy Bam nosunxe ’jake’?”

Kop vcniiraHyka MyLIKOT ¥ MCIUTaHYKA KEHCKOT TT0JTa CTpUOyIMja onroopa duma
je pasmmunta. Hanme, ncnmrannum myukor (70,5%) u sxeHckor nona (70,7%), y TOTOBO
UIEHTUYHOM IIPOLIEHTY, KOPUCTE JIO3MHKE KOje YBeK caipyke 8—14 KapakTepa, cacTaB/beHe
oz dpojesa u cosa. Mebytum, pasnuka nsmely Mylikapalja v >keHa BUJY Ce Y YIOTpedu
JIO3MHKY KOje cappyke 14 u Bullle KapaKTepa cacTaB/beHNUX Off OpojeBa I C/I0Ba, KOjy XKeHe
(9,3%) pebe kopucte o Mmymikapana (17,5%), kao u y unmbeHunu ga xete (12%) vernhe ne
BOJie padyHa 0 ,,jadnHu’ I03MHKe of MyuKapara (5,5%) (Tadena 7). Oarosopu Ha murame
15 M3 yIIUTHUKA [TOKA3yjy CTATUCTUYKM 3HAYAjHY PasNMKy usMehy >KeHCKOT 1 MyIIKOr
ona, ako Kopuctumo Mann-Whitney tect. VI Kaja cMO yIIoTpeduin oceT/bUBUjI TECT,
Kruskal Wallis Tect, HabeHa je craTicTuKy 3HaUajHa pas/inKa y AUCTPUSYLUjI OATOBOPA
Ha mTame 15, n3mely mcnmrannka mymkor u sxeHckor nona (x* = 8,392; p = 0,039 wm
p < 0,05). lodujeHu pe3ynTary aHKeTe IIOKa3yjy ia MyLIKapIy dernhe KopycTe T03MHKe
Koje MMajy 14 u Bullle KapaKTepa, cacTaB/beHe Off dpojeBa U CIOBa, a fja )KeHe delrhe He
BOJIe payyHa O ,,jauMHN JIO3MHKe, IITO II0Ka3yje I OCTOjabe CTaTUCTUYKY 3HaYajHe
Kopenanyje usMeby nona u ogrosopa Ha mutame 15 (r = 0,151; p = 0,0006 vu p < 0,001).

Kopucrehu Mann-Whitney TecT, ICHUTaHULIM KEHCKOT ¥ MYLIKOT ITO7Ia IIOKA3Yjy
CTaTUCTUYKM 3HAUAjHY Pas3MKy CaMo y OffroBopuMa Ha nuTama 12 u 15 (Tadena 1).
[TpennsHuja npoLeHTyaIHa AUCTPUOYLIMja OATOBOPA, Ha CBa IIMTakba U3 YIUTHUKA, Y 3a-
BUCHOCTH O} TI0/Ia MCITTAHNKA, youeHa je ynorpedom Tadnuila KOHTHHTeHIMje, OTHOCHO
Kruskal-Wallis Tecta, rzie je youeHa 3HauajHa CTAaTMCTUYKA pas/inKa y muTamnuma 7, 12 u 15
(Tadena 2). ITpnmenom Ciiupmanosoi Tecta, yrBpheHe Cy 3Ha4ajHe BPeIHOCTY KOpeaiuje
Kop, muTama 7, 12 u 15 (Tadena 3).

IVMCKYCHJA

Ognrosopy Ha IMTambe 4 yKa3yjy Ha TO Ja HeMa CTaTUCTIYKI 3HaYajHe pasyuKe usMeby
MCHOUTAHMKa MYIIKOT ¥ )KEHCKOT T1071a Kafia je ped 0 TOMe Jja I KOPUCTE UCTY TO3UHKY
3a CBaKy Bed-CajT U alIMKaLyjy Kojoj mpuctymajy. Hajuerrhu ogrosop Ha oBo mutame je
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dno: ,,JIMaM HeKONNKO Koje MemaM , IITO yKa3yje Ha MOJie/ IIOHAIlIaba Ha APYLITBEHIM
MpekKaMa MCIUTHBAHe TPYIIe.

Oprosopu Ha MTame 5 YKasyjy Ha TO /ia je IPUCTYTIalbe APYLITBEHNM MpeXKaMa
BUILIE O} TIET ITyTa JHEBHO, MOZIETI IIOHAIIAba Ha APYIITBEHMM MpeXKaMa UCIUTUBAHE IpyIie
jep je, CTaTMCTUYKY 3Ha49ajHO, HajMarbe MCIMTaHMKA OTOBOPIIIO la HUKA/ja He IPUCTYIIA
APYIITBEHVM MPeXKaMa, OffHOCHO 1 TO YMHM je[THOM JHEBHO, Kao U [ja MyIIKapIY II0Ka3yjy
Behy ckoHOCT Ka uermheM IpuUCTymamy APYIITBEHNM MpeXXama.

Onrosopy Ha IUTame 6 yKasyjy Ha TO [ia je dopaBak Ha [PYIITBEHUM Mpexama y
Tpajamy of 60 mo 240 MmunHyTa, TauHKje of 60 fo 180 MuHyTa, MOJIe/T TIOHAIIAbA Ha JPY-
IITBEHMM MpeXKaMa OBe VICIUTUBaHe IPpyTie, C TUM LITO je HajyuecTasnyje BpeMe IPOBefieHO
Ha IpyIITBeHMM Mpexkama 120 MuHyTa. Mmagy MyIIKapiy IpoBOJie BUILE BpeEMeHA THEBHO
Ha IPYIITBEHNM MpeXKaMa Off MIaJVX XKeHa.

3a muTama 5 1 6 IOCTOjM CTATUCTUYKY 3HA4ajHA AMPEKTHA, Tj. HO3UTNBHA, KOpe-
Tanyja BpeMeHa IIPOBeeHOT Ha IPYIITBEHNM MpeXama 11 Opoja MpUCTyMa APYIITBEeHIM
mpexama. To ynyhyje Ha 3ak/bydak ga MCIUTAHUIM KOjit delrthe IPUCTYIIAjy APYIITBEHNM
MpeKaMa I10 IPaBW/IY 1 BUIlIe BpeMeHa IIPOBeNy Ha BbJUMA, Te 1A Cy, Majla He M CTaTUCTUYKI
3HaYajHO, MYLIKAPIIV CKTIOHNjU OBAaKBOM MOJIeNTy IIOHAIIaba, Tj. YeltheM MPUCTYIabY 1
Iy>XeM dOpaBKy Ha IPYIITBEHVM Mpexama.

Oprosopu Ha muTame 7 yKasyjy Ha TO Jla je OCTaB/barbe IMYHNUX IOflaTaKa MOJIel
MIOHAIIAbA Ha APYIITBEHMM MpeXKaMa OBe MCIIMTUBAHE TPYIIE jep jé CTaTUCTUYKM 3HAYajHO
HajMarbe NCIIMTAHMKA OITOBOPIIIO [Ja HUKA/A Ha [PYLUITBEHNM MPe)XaMa He OCTaB/ba CBOje
noziaTke. OBaKaB MOfiel IIOHAIIAba 3aBJICH Off TT0JIa CIMTAHMKA, OHOCHO, CTATUCTUYKA
3HaYajHO, OBAKaB MOJie/l TOHAIamka delnhit je Kofy MyILIKapalia Hero KOJi KeHa.

OxroBopu Ha UTame 8 yKasyjy Ha TO Jja je IIOCTaB/barbe TMYHUX (oTorpaduja Mozien
NOHAlllak-a Ha APYUITBEHMM Mpe)KaMa OBe MICHUTHBAHe TPYTIE, Te [ja Cy J)KeHe CK/IOHNje ja
IIOCTaB/bajy cBoje hoTorpaduje Ha APYLUITBEHUM MpexaMa.

Onrosopy Ha mUTame 9 yKasyjy Ha TO Jia je HeKOMeHTapucame iorahaja 1 Hermucame
COIICTBEHNX CTaBOBa I MUII/bekba MOJe/T TOHAIIAba Ha APYIITBEHUM MpeXKaMa OB€ UCIIN-
TUBaHe TPyIIe, KOja ce cacTojasa off cTyfeHaTa. OBakaB MOjie/ IIOHAIIakha je JOMMHAHTAH 1
KOJl M/Ia/INX MYIIKapalia 1 KOJ M/IafIX XKeHa, Tj. He 3aBJUCY Of II0/Ia MCIIMTaHMKa. PesynTaT
noTBphyje panuje cnposeneHo uctpaxusae (Neci¢, Milosavljevi¢, 2022) rre ce y 3akbydHnM
pasMaTparbyMa HaBOIM Jja BbIIXOBa VICIUTHBAHA TPYTIa ,KOMeHTaplcambe Hajuenthe cmaTpa
BaKHMM 1 yTunajauM. OBakaB CTaB je HAPOUMTO IIPUCYTaH MeDy CTapyjoM MOITymarjom .

Oprosopu Ha murtame 10 ykasyjy Ha TO Ia je IpoBepaBambe IpoduIa OHOT KOTa SKeJn
Ia BaM Oyfe IpujaTe/b HA APYIITBEHNM MpPeXXaMa, MOJIe/I TOHAIIakha OBe MCINTUBAHe
TpyIle, Te Ia Cy )KeHe CK/IOHMje TpOoBepaBamby MpodiIa OHOTa KOra >Kele 3a IpujaTesba Ha
OPYLITBEHUM MpeXKaMma.

Oprosopu Ha muTame 11 MOKa3yjy Aa je mpuxBaTame 3a MpujaTe/ba, Ha APYLUITBEHUM
MpeyKaMa, CaMO OHOTa KOTa JIMYHO II03HAajy, MOJie/l IIOHAlIakha OBe MCIIUTUBAHE TPYTIE, Te
la Cy JKeHe CK/IOHMje OBaKBOM MOJIe/Ty ITOHAIllatha Ha APYIITBEHNM MpeXKaMa.

Onrosopu Ha nTame 12 yKasyjy Ha TO Jia je yoTpeda MCTOT IpUCTYIHOT ypebaja
(pauynap wim ModuIHY TefleOH) 1 3a Paj I 3a IIOCETY APYLITBEHIM MpesKaMa MOJIEI 110~
Halllakba OBE MCIUTMBAHE IPYTIe, Te /A je, CTATUCTUYKM 3HAYajHO, OBAKaB MOJIe/ IIOHAIIakha
vemhu Ko MyIIKapalia Hero Kofj >KeHa, 11 fia je Y IMPEeKTHOj KOPeaLjy ca MyIIKIM ITOJIOM.
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OproBopu Ha UTambe 13 OKasyjy fia je HO3HaBakbe YiibeHMIIe 0 MoryhHocTH ,,Kkpahe”
U 3710yTIOTpede TO3MHKY ¥ IPYTVIX ITOffaTaKa Ha IPYIITBEHNM MpexxaMa Baskehn mopen
1efie TpyIle, Te /la je JOMMHAHTAH KaKo KOJ MyIIKapalja Tako U KOJ} )KeHa, C TUM IITO Cy
>KeHe CBEeCHIUje YiibeHNIle OBAaKBMX OdJINKa 37I0yIoTpede Ha IPYIITBEHNM MpeXKaMma.

Ogxrosopu Ha nnTame 14 yKasyjy Ha To ia de3 0d3upa Ha YMbEHUILY Aa jeCy CBeCHU
pM3MKa TaKBOT [OHALAKA, »le/betbe” MofjaTaKka o cedu Ha APYLITBEHNM MpeXaMa jecte
MOfIeTI ITOHaIIaka Lefe rpyre. OBaj MOfieN MOHAIIakha He 3aBJICH Off II0JIa, OfTHOCHO OBaKBO
HOHAIIIabe je KapaKTePUCTIYHO 3a MICIIMTAHUKe OBE IPyIle, de3 003Mpa Ha o7

Oprosopu Ha uTame 15 yKasyjy Ha TO Jia je yHoTpeda TO3MHKM KOje YBeK Cafipxe
8-14 xapakTepa, cacTaB/beHUX Of dpojeBa 1 C/10Ba, MOJEN [IOHAIIAkba OBe TPYIIE, jep je
CTATMCTUYKY 3Ha4ajHO HajBumIe ucnuranuka (N = 235; 70,6%) ofroBopuio ja KOpUCTH
JTIO3VHKE Te ,,jaunHe ", Kao I 3 ,jaunHa" IO3MHKYU Koje KOPMCTY OBa MCIUTUBAHA IPyIIa
3aBIICH Of] [T0/1a, OHOCHO >KeHe PeTKO KOPUCTe BPIIO »jake" T03MHKe U yenrhe o ToMe He
BOJie PadyHa.

3AK/bYYAK

VcrpaxxuBameM je moTBpheHa X1IoTesa a Ko, M/Iafie IIOIy/Ialje IOCToje pasiiKe
Y PUSMYHOCTH NIOHAIIaka y cajdep mpocTopy usmeby monosa, y cMuCIy jja MyIuKkapiu,
CTaTUCTUYKY 3HAYajHO, Yelnhe ocTaB/bajy MMYHe IOjaTKe Ha IPYLITBEHNM MpeKaMa y
OJIHOCY Ha >KeHe. YOU€HO je fia )keHe TakoDe yemrhe nocrasmajy nuune pororpaduje Ha
ApyWITBeHe Mpeske. Mtay MyIIKapIy IIpOBOJie BUIIE BpEMEHa Ha APYIITBEHIM MpeXKaMa
Ofl MJIaJIVIX JKEHa.

Mimagu MyHIKapiy Cy, CTaTUCTUYKY 3Ha49ajHO, CKIIOHM)U Jla KOPUCTE MCTe IPUCTYTIHE
ypebaje 3a payi u 3adaBy, y ofHOCY Ha >KeHe, Tj. Mambe Cy 0da3pusnu off >keHa. To je gomaTHO
HOTBpheHo 1 MOoCTojambeM CTaTUCTUYKM 3HaUajHe Koperaluje usmeby moma u ynorpede
MCTOT mpUCTyHHOT ypehaja sa paj u mpucTyn ApymTBeHNM Mpeskama. Kao moTsppa ose
TBP/IEbE jeCTe U Pe3y/ITar Jla >KeHe BUIIe IPOBepaBajy Mpo1I OHOTa KO Kemn fa UM dypie
npujaresb Ha APYIITBEHO] MPEXI, IIpe IIpUXBaTama ,lIpujaTe/bcTBa’. XKeHe cy cknonmje
fla IpMXBaTajy 3a IpujaTe/ba CaMO OHOTa KOTa IMYHO MIO3Hajy.

JMako ce MymIKapIy TeHePATHO PU3NYHIje IOHAIIIAjy Y Cajdep OKPY>Kerby, OHM UITaK
KOPJCTe ,,jade” T031MHKe, yOUeHa je CTATUCTIIKY 3HaYajHA Pas/nKa y OBHOCY Ha xeHe. Yemrhe
BOJIe pauyHa 0 TOMe KaKaB je cafip>kaj TO3MHKe, IITO MOTBPhyje 1 MocTojame CTaTUCTIIKA
3HayajHe Kopesnalyje II0/1a I ,jaunHe” KopuurheHux T03MHKY. MIagy MyIIKapuy cBojy
cajdep de3deHOCT IPBEHCTBEHO dasNpajy Ha jaKyM IPUCTYIIHUM JI03MHKaMa, JIOK ce Y
caMoM cajdep IPOCTOPY HOHAIIAjy OIyIITeHNje ¥ PU3NYHMje Off MIa/IUX JKeHa.

Bepndukarjom cBuX 1meT ocedHNUX XUIIO0Te3a CTBOPUIIN Cy Ce YCIOBY 3a Bepudm-
Kalujy onmre xunoTtese. HaumMe, nonamame Ha IpyIITBEHMM MpeXXaMa 3aBYCH Off TI01a
y onpehennm (ne y cBuM) crienapujuma. [Topehemem Tor 3akjbydka ca CTAaBOM OIIIITE
xumnorese: ,JIocroje cimyHOCTN U pasyke u3Meby keHa 1 MylIKapalia y IIOI/Iefly OHa-
IIarba Ha APYLITBEHNM MpeXxaMa 1 cajdep IpOCTOpy YOIIIITe, JO/Iasy ce 10 3aK/bydKa Jia
je oHa BepyQUKOBaHa.

Y oBoMm papy notephene cy nmocrojehe npermnocraBke 0 BaXKHOCTH JbYACKOT haKTOpa
3a de3defHOCT KpajibuX KOPUCHMKA APYIITBEHNX MpexXa. VIcTpakyBarbe je 0Kas3ano Ja
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IOCTOje 3HaYajHe CTATUCTIYKe Pas/iKe Y IPUCTYILY AUTUTAIHUM pecypcuma usmeby
MYIIKOT ¥ YKEHCKOT TI0/Ia Y TOCMATPaHoj (CTyAeHTCcKoj) nonynanuju. C nmumbeM mpesa-
3MTaKerha OBOT MPodeMa, oXKe/baH je Pa3Boj Ipernopyka 3a Kopulrheme APYITBEHNX
Mpe>ka I MeXaHM3aMa KOHTPOJIe IbIXOBe IIpuMeHe. TakBe IIpenopyke Tpeda fa pa3pujajy
pajiHa Tenma Blajia HaMembeHa 3a MHGOpPMaIoOHe TeXHOJIOTHje ¥ eIeKTPOHCKY yIIpaBy,
OIHOCHO IIOje}H) OPTaHU Jp)KaBHe yIpase (MUHICTAPCTBA, HIIP. MUHICTAPCTBO 32
Ap>XKaBHY YIIpaBy U IOKATHY caMOyIpaBy u fip.). IIpenopyke, kao mTo cy: 1) mosker/bHo je
kopumherme pasmTMINTUX TO3MHKM 32 CBAKM Bed-CajT 1 alIMKaIUjy K0joj ce MpuCTyTa,
2) Ha IpYLITBEHNM Mpe)KaMa ce II0CTaB/ba MMHIMYM II0fiaTaka o cedu, 3) Ha CBOM Ipoduty
Ha [PYIITBEHNM MpeXKaMa II0CTaB/ba Ce MIHIIMYM COIICTBeHuX ¢ororpaduja u ¢pororpa-
¢uja wiaHoBa OpoOANIIE, 4) yBeK ce IeTa/bHO IPOBepaBa IPpoQuI HEKOTra Ko ykenu fja dyze
LIIpUjaTe/b“ KOPUCHUKY Ha APYLITBEHO] MPEXI, 5) Ha [PYIITBEHNM MpeXXaMa IpUXBaTa
ce 3a ,IIpujaTe/ba“ UCK/bYIMBO HEKO KOTd IMYHO MO3Haje KOPUCHIUK, 6) KOPICTE Ce YBEK
»jake® T03MHKe U Ap., Tpeda ma Symy cucreMarnsoBaHe y GOpMI JOKyMeHaTa KaKBa Cy
CMepHHLIIe WM IIPaBIUIa, 8 KOja Cy OCTYIIHA Ha CIelMja/IM30BaHMM IUIaTdopMama (HIIp.
Haunonanua mnardopma 3a IpeBeHIUjy HacWba Koje YKby4yje geny ,dyBam Te“), 1o
KOjUX OU KOPUCHMIIY FOTIA3M/IN Ba/baHUM MHPOpMUCambeM (MapKeTUHIIKIM KaMIIabaMa
y MeaujuMa, MHpopMICcambeM Ha paJHOM MeCTY I Y 00pa3OBHOj YCTaHOBH).

Hajsapn, mpaBuy dypyhnx ncrpaxuBama y 0BOj 00/IaCTVM MOTY Jla Ce OTHOCE Ha
IOJa3aK [0 casHama o de3degHOCTI Kopuihema fPYIITBEHUX MpeXKa ¥ 3aBICHOCTH OfF
CTapOCTH 1 CTaTyca KopucHMKa. Kaza je ped o cTaTycy KOpMCHMKA, MUC/II CE HA IIXOB
IIpaBHU TO/I0XKA]j, HIIP.: YIEHUIM, CTYeHTH, He3aIl0C/IeHN, 3aII0C/IeHN, IeH3MIOHepH 1
mp. Tume 81 ce mpeBasuIIIa OrpaHNYeHha OBOT ICTPAXKIBABA, jep je BbIIMe MCTPaKMBaHO
CaMo IOHAIllarbe KOPMCHUKA APYLITBEHNX MPeXKa YHyTap Jiefla CTy[eHTCKe TIoIynanyuje,
Y 3aBUCHOCTH Off HbUXOBOT II0JIA.
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(Translation In Extenso)

Abstract: This paper deals with the issues of the analysis of the behaviour of social
media users in the context of security risk reduction in the digital environment. In this
respect, the subject of this paper is the behaviour of social media users (mainly millennials,
from the population of university students, attending studies in the field of security) de-
pending on the gender. The aim of the research is to identify recommendations for a safer
use of social media. To this end, the research was conducted on the basis of an anonymous
survey comprising 15 questions (3 of demographic and 12 questions of essential signifi-
cance). The survey covered 333 university students (undergraduate and graduate students
of both genders) attending study programmes in the field of security. With the use of the
Mann-Whitney test, contingency tables, the Kruskal-Wallis test, as well as the Spearman’s
rank correlation test, it has been established that the behaviour patterns of men and women
who use social media are very similar, but that there is a substantial statistical difference in
certain scenarios. In addition to this, this survey has shown that, irrespective of the gender,
risks of being attacked are consciously taken when sharing personal information, along with
a reckless use of devices, passwords, and passcodes. By comparing the above-mentioned
conclusions with the position of the general hypothesis: “There are similarities and differ-
ences between men and women in terms of the behaviour patterns on social media and in
the cyberspace in general’, so the conclusion is that it is verified. One of the solutions to
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the identified problems in the behaviour of social media users is to raise their awareness
regarding the risks of doing business and/or accessing entertainment content on social
media, as well as their continuous training for the purpose of protecting their own data.

Keywords: cybersecurity, social media, data protection, gender, behaviour patterns

INTRODUCTION

Cybersecurity is the topic that has particularly developed with the emergence of
frequent use of digital resources. Social media, e-business and m-banking are only some
of the targets of attackers” choice, the ultimate goal of such attacks being to use someone’s
resources for one’s own purposes and thus to acquire material gain or some other interest,
by a party who is seen as the attacker or hacker. One of the important factors of increasing
security risks in the digital environment is human behaviour, which, among other things,
involves reckless and open communication on various social media, during which end users
allow attackers to misuse more easily the social media users’ resources.

Currently in the world there are myriads of available combinations of stolen usernames
and passwords ready to be easily misused (Samtani, Kantarcioglu, Chen, 2021). All data that
the users leave on web pages may be secured via cryptosoftware, especially the encryption
software, which allows for information to be coded in a manner that prevents any unau-
thorised person from reconstructing the original text or digits from the code (Menezes,
Qorschot, Vanstone, 1997). Nevertheless, data leak incidents have become common these
days, as a result of which enormous losses are incurred. A total of 3.2 billion stolen data,
which comprise a combination of username and relative password, are available today on web
pages (SpyCloud, 2021 Report). Furthermore, approximately 133,000 passwords are stolen
worldwide, these passwords belonging to top management of many companies (Nordpass
Research, 2022). While analysing the issue of “data leaks”, we should keep in mind that the
majority of social media users are in the habit of always using same combinations of their
usernames and passwords on multiple locations (Nordpass Research, 2022), both for their
private and business accounts. Recycling passwords is not the only bad habit in the cyber-
space. It is the users’ fault that they decide to use passwords that are too weak to protect
their accounts (SpyCloud, 2021 Report, Nordpass Research, 2022). Another security issue
is that people disclose too much information about their personal lives on social media and
it is a widely known fact that the passwords they create are related to their lives, such as the
names of persons they love, year of birth, date of birth or any other personally important
event (Kumar, Somani, 2018). Moreover, people tend to leave comments on social media,
thus revealing themselves even further to cybercriminals. It has recently been proven that
respondents in Serbia in the majority of cases think that posting comments on social media
is important and influential (Neci¢, Milosavljevi¢, 2022).

From January to December 2020, the IBM Company collected an abundance of data
from their clients and public sources alike with the purpose of analysing various types
and methods of cyberattacks, for the sake of making global and industrial comparisons.
The results of this research were published in the IBM Security X-Force publication (IBM
Security X-Force Research Hub, 2022). The results of this research refer to the following:
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« the most widely used method of cyberattacks in 2021 was ransomware (Federal
Office for Information Security, Republic of France, 2021);

o the estimated earnings generated from top-notch ransomware is in excess of USD
100 million annually. It is estimated that only the participants of the Sodinokibi
ransomware (also known as Ransomware Evil or REvil) earned a profit of not less
than USD 123 in 2020 and gained illegal access to approximately 21.6 TB of data.
Even the Apple company was targeted in April 2021, which is indicative of the fact
that this trend persisted in 2022 as well (IBM, Identity and access management
solutions, 2022);

« as regards vulnerability, cyberattacks used mainly vulnerabilities of the Citrix
Company - a multinational cloud company, this vulnerability being relative to a Java
programme, which allows remote communication between servers and the users.
This vulnerability was used in 25% of all attacks in QI of 2020 and 8% of the total
number of attacks in the entire year of 2020 (IBM, Zero Trust Security Strategy, 2022);

« in geographical terms, Europe was the most targeted region in 2021. It suffered 31%
of all global cyberattacks. Europe is followed by North America (27%) and Asia
(25%). Latin America, Middle East, and Africa cumulatively account for almost
10% of cyberattacks (IBM Security, The Cost of Insider Threats 2021).

In communication via the Zoom platform, hackers cracked approximately 500,000

user passwords in a large-scale attack in April 2021 (Zoom-Security- White-Paper, 2021).
The average cost of data leaks reported worldwide in 2021 amounted to USD 3.86 million
(World Development Report, 2021).

With the use of digital tools being on the increase, the use of generated data increased
accordingly. The World Bank estimated that by the end of 2022, the overall internet traffic
had increased by 50% compared to the 2021 levels, having reached 4.8 zettabytes in 2020
(the World Bank, World Development Report, 2021). This makes substantially more room
for cyberattacks and makes this topic even more interesting.

To the mentioned issue of data theft, i.e., user accounts and password theft, we should
also add the fact that it takes only 10 minutes to crack a password that contains six characters
in small caps (Avast antivirus, 2022), which in practical term means that in a large number
of cases it is not even necessary to steal data because people make themselves vulnerable
by being reckless and negligent. In such circumstances, it transpires that it is much easier
for cybercriminals to “penetrate” the psychological wall of individuals than data protection
firewalls that roam computer networks.

If we keep in mind all of that has been mentioned until now, this paper deals with
the issues of the analysis of the behaviour of social media users in the context of security
risk reduction in the digital environment. More specifically, the subject of this paper is to
analyse the behaviour of millennials, from the university student population (attending
security-oriented study programmes), on social networks, depending on the gender. The
purpose of this research is to identify specific recommendations for a safer (less risky) use
of social media.

Bearing in mind the issues dealt with in this paper, its main body has been struc-
tured accordingly. Namely, the content of this paper includes: research methodology and
results, as well as relative discussion, which are followed by: conclusion, list of references
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used, and appendices. Hence, this paper has the IMRAD structure, which is the result of
its theoretical-empirical content.

RESEARCH METHODOLOGY

This research verifies the general hypothesis, which is the following: “There are
similarities and differences between men and women in terms of the patterns of behaviour
on social media and in the cyberspace in general”. From this main hypothesis, others have
been derived, as follows:

1. there are differences between the genders in terms of risk levels of behaviour on

social media:

2. there are differences between the genders in terms of time spent on social media;

3. all young people do not think twice before leaving their personal information or

photos on social media, regardless of the gender;

4. there is a correlation between caution (and lack thereof) in the analysis of other

persons’ profiles and accepting as connections on social media complete strangers;

5. there is a difference between the genders in terms of creating passwords for accessing

various locations in the cyberspace.

In this respect, the research was on the basis of an anonymous survey, the participants
of which were 333 university students of the Faculty of Security Studies of the University
of Banjaluka (both genders), who attended all years of undergraduate studies, as well as
the students of master’s studies.

The aim of this research is to look into the habits of university student population
(attending security-oriented study programmes) in terms of the use of social networks,
depending on how recommendations will be worded, in order to mitigate or eliminate
identified weaknesses in their behaviour patterns, but also in the behaviour patterns of a
broader population in the said context. The mentioned sample was selected because the
respondents were mainly millennials (the most frequent social media users, as a result of
which, compared to other categories of population, they are more vulnerable to security
risk events that violate cybersecurity). In addition, the respondents were selected because
security is their professional orientation. Therefore, it is reasonable to expect that they are
more skilled at using digital devices and information communication technologies, and also
that their security culture is better structured than is the case with the rest of the population.

There are certain temporal and spatial limitations to this research. Location-wise, the
research was conducted at the Faculty of Security Studies, the University of Banja Luka, in
a broader context of Republika Srpska, while it is temporally limited to the period between
2017 and 2022. Namely, at this Faculty, established in 2017, there is a very sought-after
study programme Security and criminal investigation taught as an undergraduate course, as
well as the Management of security risks of natural disasters, which is taught within master’s
studies. These are very popular because, besides psychology, there is the largest number of
applicants for these study programmes at the University of Banja Luka, which is indirectly
indicative of the quality of said programmes and students, i.e., respondents, motivation.
On the other hand, the temporal limitation to 2017-2022 period is a result of acquiring
a respondent sample of several hundred students. The observed period partly coincided
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with the COVID-19 pandemic, during which there was a strong growth of the use of the
Internet and digital devices.

RESEARCH RESULTS

Among 333 respondents, there were 150 (45%) female and 183 (55%) male respondents.
The respondent group was homogenous in terms of gender, i.e., there was no major statistical
difference between female and male respondents (x2 = 3.270; p = 0.071, or p > 0.05). It is
worth noting that the first three questions are demographic in character, so the analysis
was conducted relative to the answers provided to questions 4 to 15.

Question 4: “Do you use the same password for every webpage and application you
access?”

The distribution of answers was almost identical both for male and female respondents.
Namely, the majority of respondents answered this question as follows: “There are several
passwords I change between”. Answers to question 4 of the questionnaire do not show any
major statistical difference between female and male respondents (x2 = 0.258; p = 0.879, or
p > 0.05). Furthermore, no statistically significant correlation link (connection) has been
identified between the gender of respondents and multiple-choice answers provided for
this question (r = 0.023; p > 0.05).

Question 5: “How often during the day do you access social media?”

The distribution of answers was almost identical both for male and female respond-
ents. Namely, the majority of respondents (N=157; 47.1%) provided the following answer
to this question: “More than 5 times a day”. Answers to question 5 of the questionnaire
do not show any statistically significant difference between female and male respondents
(x*> = 4.655; p = 0.325 or p > 0.05). Additionally, no statistically significant correlation link
has been identified between the gender of respondents and multiple-choice answers pro-
vided for question 5 (r = - 0.038; p > 0.05). However, there is an inverse correlation, which
means that male respondents are more inclined to answer that they access social media
more frequently. This is confirmed by the most common answer “more than 5 times a
day”, whereas 95 (or 60.5%) out of 157 respondents who provided this answer were male.

Question 6: “How much time do you spend daily on social media?”

As for distribution in terms of male/female gender, it is almost the same for this
question as well. Namely, the majority of respondents (N=186; 55.9%) answered this
question as follows: ,,60 < t < 240”. Answers to question 6 of the questionnaire do not show
any statistically significant difference between female and male respondents (x*= 1.423;
p =0.700 or p > 0.05).

No statistically significant difference has been identified in terms of the time spent on
social media between male and female respondents (t = 0.395; p = 0.693 or p > 0.05). Figure
1 shows the distribution of the time spent on social media per gender. The male respondents
spent on average 186.51 minutes on social media, whereas the female respondents spent
on average 178.81 minutes on social media, i.e., overall, from minimum 0 minutes up to
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maximum 1.080 minutes (18 hours) a day, with 120 minutes being the most frequently
stated amount of time (Table 4).

By observing answers to questions 5 and 6, it may be concluded that male respondents
more frequently access and spend more time on social media than female respondents.

Question 7: “On social media, I leave personal information such as: date of birth,
place of birth, email address, phone, some other personal information, e.g., information
about friends, segments of my CV, mother’s maiden name, etc”

The distribution of answers between male and female respondents varied. Namely, the
majority of respondents (N=155; 46.5%) answered to this question “Always’, i.e., that they
leave personal information on social media. Answers to question 7 of the questionnaire do
not show any statistically significant difference between female and male respondents, if the
Mann-Whitney test is used. Nevertheless, when we used a more sensitive Kruskal-Wallis
test, we identified a statistically significant difference between male and female respondents
in the distribution of answers to question 7 (x*= 10.534; p = 0.005 or p < 0.01). Below 10%
of male respondents never leave their personal information on social media, whereas this
is the case with slightly below % of female respondents (22.7%). Therefore, we may say
that in terms of statistical significance, male respondents are more likely to leave personal
information on social media than female respondents (Table 5).

It is also important to conclude that leaving personal information, the pattern of
behaviour on social media for the entire observed group, because statistically important
is the fact that the smallest number of respondents answered that they never left personal
information on social media (x*= 50.829; p = 0.000 or p < 0.001).

Question 8: “I post the photos of me and my family members on my social media profiles”

The distribution of answers both for male and female respondents is similar. Namely,
the majority of respondents (N=155; 46.5%) answered this question as follows: “Sometimes’,
this response being relative to posting photos on the respondents’ social media profiles.

Answers to question 8 of the questionnaire do not show any statistically significant
difference between female and male respondents, either for the Mann-Whitney or the
Kruskal-Wallis test (x*=4.082; p = 0.130 or p > 0.05). However, Spearman’s rank correlation
coefficient being negative is indicative of an inverse form of the correlation relationship, i.e.,
that female respondents are more inclined to post photos on social media (r =-0.101; p > 0.05).

Question 9: “T comment on events posted on social media and express my opinions
on matters that are posted on social media”

The distribution of answers was almost identical both for male and female respondents.
Namely, the majority of respondents (N=172; 51.7%) answered this question as follows:
“Never”. Answers to question 9 of the questionnaire do not show any statistically significant
difference between female and male respondents (x*= 0.880; p = 0.644 or p > 0.05). The
obtained survey results show that more than % of male respondents and more than ¥ of
female respondents never comment on events that are posted on social media.

Question 10: “T always thoroughly check the profiles of persons who want to connect
with me on social media”
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The distribution of answers of both male and female respondents was very similar.
Namely, the majority of respondents (N=204; 61.3%) answered this question as follows:
“Always”. Answers to question 10 of the questionnaire do not show any statistically signif-
icant difference between female and male respondents (x*= 1.922; p = 0.382 or p > 0.05).
However, Spearman’s rank correlation coefficient being negative is indicative of an inverse
form of the correlation relationship, i.e., that female respondents are more inclined to
check the profiles of persons who wish to connect with them on social media (r = -0.075;
p =0.169 or p > 0.05).

Question 11: “On social media, I never accept connections whom I do not know
personally”

The distribution of answers of both male and female respondents was very similar.
Namely, the majority of respondents (N=204; 61.3%) answered this question as follows:
“Always”. Answers to question 11 of the questionnaire do not show any statistically signif-
icant difference between female and male respondents (x*= 2.282; p = 0.320 or p > 0.05).
Spearman’s rank correlation coefficient being negative is indicative of an inverse form of
the correlation relationship, i.e., that female respondents are more inclined to accept as
their connections on social media only persons whom they know personally (r = -0.005;
p =0.934 or p > 0.05).

Question 12: “T use the same device (computer or mobile phone) for work and for
accessing social media”

In this case, the distribution of answers between female and male respondents varies.
The majority of respondents (N=279; 83.8%) answered this question as follows: “Always”.
Answers to question 12 of the questionnaire show a statistically significant difference
between female and male respondents if the Mann-Whitney test is used. Furthermore,
when we used a more sensitive Kruskal-Wallis test, in which a correction was made with
relation to the 2x2 contingency table, a statistically significant difference in the distribu-
tion of answers to question 12 of male and female respondents was identified (x*= 5.968;
p =0.015 or p < 0.05).

Answers to question 12 depend on the gender, which shows the existence of a statistically
significant correlation between the gender and the answers to question 12, i.e., that women
are more inclined to use different devices for work and devices they use for accessing social
media (Table 6). This statement is substantiated by the statistically significant correlation
(r=0.142; p = 0.009 or p < 0.01). It can also be concluded that the use of the same device
both for work and for accessing social media is a behaviour pattern in the cyberspace which
is characteristic of the entire respondent group since it is statistically significant that the
majority of respondents (N=279; 83.8%) answered that they always used the same device
for access purposes. However, female respondents use the same device for access purposes
less frequently than male respondents, i.e., women demonstrated a higher level of caution,
responsibility as a matter of fact (x*= 152.027; p = 0.000 or p < 0.001).

Question 13: “Are you aware that there is danger that based on personal information
you leave on social media someone may find out what your password is and misuse it, or
that you your personal information may be abused in some other way?
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The distribution of answers was quite similar both for male and female respondents.
Namely, the majority of respondents (N=325; 97.6%) answered this question as follows: “Yes’.
Answers to question 13 of the questionnaire do not show any statistically significant difference
between female and male respondents (x*= 0.006; p = 0.941 or p > 0.05). The obtained survey
results show that 97.3% of male respondents and 98.0% of female respondents are aware of
possible data “theft” and misuse of passwords and other data. Therefore, we may reasonably
say that the answer to question 13 is not conditional upon gender, which shows the absence of
a statistically significant correlation between the gender and answers to question 13. However,
Spearman’s rank correlation coefficient being negative is indicative of an inverse form of the
correlation relationship, i.e., that female respondents are still more aware of possible data
“theft” and misuse of passwords and personal information (r = -0.24; p = 0,665 or p > 0.05).

Question 14: “If you are aware of possible misuse, do you still share personal infor-
mation on social media?”

The distribution of answers both for male and female respondents is similar. Namely, the
majority of respondents, i.e., slightly more than 2/3 answered this question as follows: “Yes”
Answers to question 14 of the questionnaire do not show any statistically significant difference
between female and male respondents (x*=2.356; p = 0.125 or p > 0.05). The obtained survey
results show that 69.9% of male respondents and 61.3% of female respondents, despite being
aware of possible misuse, still “shared” their personal information on social media.

Question 15: “How ‘strong’ are the passwords you use?”

The distribution of answers between male and female respondents varied. Namely,
male respondents (70.5%) and female respondents (70.7%), i.e., with almost identical per-
centage, use alphanumeric passwords always comprising 8-14 characters. Nevertheless, the
difference between male and female respondents can be seen in the use of passwords com-
prising 14+ alphanumeric characters, which female respondents (9.3%) use less frequently
than male respondents (17.5%), as well as the fact that female respondents (12%) are more
cautious when it comes to password “strength” than male respondents are (5.5%) (Table
7). Answers to question 15 of the questionnaire show a statistically significant difference
between female and male respondents if the Mann-Whitney test is used. Nevertheless,
when we used a more sensitive Kruskal-Wallis test, we identified a statistically significant
difference between male and female respondents in the distribution of answers to ques-
tion 15, (x*= 8.392; p = 0.039 or p < 0.05). The obtained survey results show that male
respondents more frequently use 14+ character alphanumeric passwords, whereas female
respondents are more frequently cautious when it comes to password “strength”, which is
also indicative of the existence of a significant correlation between the gender and answers
to question 15 (r = 0.151; p = 0.0006 or p < 0.001).

If the Mann-Whitney test is used, only for answers to questions 12 and 15 of the ques-
tionnaire there is a statistically significant difference between female and male respondents
(Table 1). A more precise distribution of answers to all questions contained in the questionnaire,
depending on the respondents’ gender, was identified with the use of the contingency tables,
i.e., the Kruskal-Wallis test. A statistically significant difference was identified for questions
7,12 and 15 (Table 2). Significant values of correlations were identified for questions 7, 12
and 15 with the use of the Spearman’s rank correlation test (Table 3).
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DISCUSSION

Answers to question 4 indicate that there is no statistically significant difference
between male and female respondents with regard to the use of the same password for
every webpage and application they access. The most common answer to this question
was: “There are several I change between”, which is indicative of the respondent group’s
behaviour pattern on social media.

Answers to question 5 indicate that accessing social media more than five times
a day is the respondent group’s behaviour model since it is statistically significant. The
smallest number of respondents answered that they never accessed social media, or that
they did this once a day. Moreover, male respondents are more inclined to access social
media more frequently.

Answers to question 6 indicate that time spent on social media ranges between 60
and 240 minutes. More specifically, the length of time between 60 and 180 minutes is the
respondent group’s behaviour model. It should be noted that the most common length of
time spent on social media is 120 minutes. Young male respondents spend more time daily
on social media than young female respondents.

Regarding questions 5 and 6, there is a statistically significant direct, i.e., positive cor-
relation of time spent on social media and the number of times social media are accessed.
This leads to the conclusion that those respondents who access social media more frequently
as a rule spend more time there and also, though this is not statistically significant, that
male respondents are more inclined to behave in this manner, i.e., to access social media
more frequently and spend more time there.

Answers to question 7 indicate that leaving personal information is a behaviour
pattern on social media for this observed group, because it is statistically significant that
the smallest number of respondents answered that they never left personal information on
social media. Such a behaviour pattern depends on the gender of respondents, or what is
significant in statistical terms is that this behaviour pattern is more common among male
respondents than among female ones.

Answers to question 8 indicate that leaving personal photos is behaviour pattern on
social media for this observed group, and also that female respondents are more inclined
to post their photos on social media.

Answers to question 9 indicate that not leaving comments on events and not expressing
one’s own views and opinions is a behaviour pattern on social media for this observed group,
which consisted of university students. Such a behaviour pattern is prevalent in young male
respondents and young female respondents alike, i.e., it is not conditional upon the gender.
The results confirm an earlier survey (Neci¢, Milosavljevi¢, 2022), in whose final consider-
ations it is noted that their observed group “consider that leaving comments is important
and that it has an impact. Such a position is especially common among senior population”

Answers to question 10 indicate that checking profiles of persons who want to connect
with you on social media is a behaviour pattern on social media for this observed group,
and also that female respondents are more inclined to check the profiles of persons they
wish to accept as connections on social media.

Answers to question 11 indicate that accepting as connections on social media only
persons whom you personally know, is a behaviour pattern on social media for this observed
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group, and also that female respondents are more inclined to this behaviour pattern on
social media.

Answers to question 12 indicate that the use of the same device (computer or mobile
phone) both for work and for accessing social media is a behaviour pattern on social media
for this observed group, and that, what is of statistical significance, this behaviour pattern
is more common among male respondents than among female ones, and also that it is in
direct correlation with the male gender.

Answers to question 13 indicate that being aware of the fact of possible data “theft”
and misuse of passwords and other data on social media is a behaviour pattern which is
characteristic of the entire observed survey group and also that it is predominant both
among male respondents and female ones. However, female respondents are more aware
of such forms of misuse on social media.

Answers to question 14 indicate that regardless of whether they are aware of the risks
inherent in such a behaviour, sharing personal information on social media is a behav-
iour patter for the entire observed group. This behaviour pattern is not dependent upon
the gender, i.e., this behaviour is characteristic of the respondents of this survey group,
regardless of the gender.

Answers to question 15 indicate that the use of passwords which comprise 8-14
alphanumeric characters is a behaviour pattern of this survey group, since it is statistically
significant that the majority of respondents (N=235; 70.6%) responded that they used
passwords that are this “strong’, and also that the “strength” of passwords used by this sur-
vey group depended on the gender, i.e., that female respondents rarely used very “strong”
passwords and were in more cases less cautious.

CONCLUSION

This research has confirmed the hypothesis that among younger populations there are
differences in terms of risky behaviour in the cyberspace, these differences being dependent
upon the gender. In this regard, male respondents, which is statistically significant, more
frequently leave personal information on social media, as compared with female respondents.
It has also been noted that women more commonly post personal photos on social media.
Young male respondents spend more time on social media than young female respondents.

Statistically significant is the fact that young male respondents are more inclined to
use the same devices for work and entertainment purposes, compared to female respond-
ents, i.e., that the former are less cautious than the latter. It has additionally been confirmed
that there is a statistically significant correlation between the gender and the use of the
same device for work purposes and for accessing social media. To confirm this statement
additionally, survey results have shown that prior to “connecting”, female respondent check
more thoroughly the profiles of persons who wish to connect with them on social media.
Female respondents are more inclined to accept to connect only with persons whom they
know personally.

Although generally speaking, men tend to behave more recklessly in the cyberspace,
they nevertheless use “stronger” passwords, so a statistically significant difference compared
with women has been identified. They are more mindful of the content of passwords, which
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confirms the existence of a statistically significant correlation between the gender and the
“strength” of used passwords. Young male respondents base their cybersecurity mainly on
strong access passcodes, whereas they behaviour in the very cyberspace is more relaxed
and reckless than is the case with young female respondents.

With all five hypotheses being verified, conditions have been fulfilled for the verification
of the general hypothesis. Namely, behaviour on social media is dependent upon the gender
in certain (however not all) scenarios. By comparing the mentioned conclusions with the
position of the general hypothesis: “There are similarities and differences between men
and women in terms of the patterns of behaviour on social media and in the cyberspace
in general’, it has been concluded that it is verified.

This paper confirms that existing assumptions regarding the importance of human
factor with relation to the security of end users of social media. This research has proven
that in terms of the approach to digital resources, there are significant statistical differences
between men and women in the observed (university student) population. For the purpose
of overcoming this issue, it is advisable to develop a set of recommendations for the use of
social media and mechanisms that would control the application of said recommendations.
These recommendations should be developed by competent state authorities which are
in charge of information technologies and e-administration, or certain state authorities
(ministries, e.g. The Ministry of Public Administration and Local Self-Government, etc.).
Recommendations such as 1) it is advisable to use multiple passwords for every webpage
and application that is accessed, 2) one should leave minimum required personal informa-
tion on social media, 3) a minimum number of one’s own and one’s family photos should
be posted on social media, 4) profiles of persons who want to “connect” with social media
users should always be thoroughly checked, 5) accept on social media as your “connec-
tions” solely persons whom you know personally, 6) always use “strong” password, etc.
These recommendations should be compiled in one document in the form of guidelines
or rules, which should be available on specialised online platforms (e.g., I''n Watching over
You - the national platform for the prevention of violence, which includes children as well.
Social media users would become aware of these recommendations through proper PR,
i.e., media campaigns, provision of information in workplaces or education institutions).

Finally, directions of future research in this area may refer to acquiring knowledge
in terms of the safe use of social media, depending on the user’s age and status. As regards
social media users’ status, what is meant by this is their legal standing, e.g.: pupils, students,
unemployed persons, employed persons, retirees, etc. With this, limitations of this research
would be overcome because in this research we only looked into behaviour patterns of
social media users within one segment of the university student population, depending
on respondents’ gender.
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APPENDIX / ITPMJIOT

Tademna 1. Mann-Whitney #ieciti uctiutiusane ipyiie /
Table 1. Mann-Whitney fest of survey respondents

Mann-Whitney U Wilcoxon W V4 p
MuTame / Question 4 13.411,500 30.247,500 -0,423 0,672
Mutarbe / Question 5 13.165,000 24.490,000 -0,694 0,488
Mutarbe / Question 6 13.503,500 30.339,500 -0,282 0,778
MuTarse / Question 7 12.247,000 29.083,000 -1,844 0,065
- HA3AL MuTare / Question 8 12.267,000 23.592,000 -1,842 0,066
Mutarbe / Question 9 13.500,500 30.336,500 -0,291 0,771
@m BACK | nurame / Question 10 12.689,500 24.014,500 -1,376 | 0,169
Mutarse / Question 11 13.663,500 24.988,500 -0,083 0,934
Mutawe / Question 12 12.280,500 29.116,500 -2,588 0,010
Mutarbe / Question 13 13.624,500 24.949,500 -0,434 0,665
MuTtarbe / Question 14 12.543,000 29.379,000 -1,649 0,099
Mutawe / Question 15 11.789,000 28.625,000 -2,758 0,006

Tadena 2. Kruskal-Wallis iieciti uctiuitiusane ipyiie /
Table 2. Kruskal-Wallis test of survey respondents

X p= p
Mutare / Question 4 0,258 0,879 p>0,05
Mutatbe / Question 5 4,655 0,325 p >0,05
Mutarbe / Question 6 1,423 0,700 p > 0,05
Mutame / Question 7 10,534 0,005 p <0,01
@ HA3AL Mutare / Question 8 4,082 0,130 p>0,05
Mutarbe / Question 9 0,880 0,644 p > 0,05
@& BACK MuTarbe / Question 10 1,922 0,382 p > 0,05
Mutare / Question 11 2,282 0,320 p > 0,05
MuTtarwe / Question 12 5,968 0,015 p <0,05
MuTare / Question 13 0,006 0,941 p >0,05
Mutare / Question 14 2,356 0,125 p > 0,05
Mutamwe / Question 15 8,392 0,039 p <0,05
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Tadena 3. Ciiupmanos itiecti kopenayuje uctiuiiusane ipyie /
Table 3. Spearman’s rank correlation test of survey respondents

r p
Mutare / Question 4 0,023 p>0,05
Mutare / Question 5 -0,038 p>0,05
- HA3Aﬂ, Mutarse / Question 6 0,016 p>0,05
MuTtare / Question 7 0,101 p > 0,05
am BACK Mutare / Question 8 -0,101 p>0,05
Mutare / Question 9 0,016 p>0,05
Mutane / Question 10 -0,075 p>0,05
Mutame / Question 11 -0,005 p > 0,05
MuTamwe / Question 12 0,142 p<0,01
MuTtare / Question 13 -0,024 p > 0,05
Mutane / Question 14 0,090 p>0,05
MuTtare / Question 15 0,151 p <0,001

Tadena 4. [Ipeineg spemena iiposegeHol Ha gpyuiii6eHUM Mpexcama, o tomy |
Table 4. Distribution of time spent on social media, per gender

IpynHa cratuctnka / Cumulative statistical data

- HA3AL Mon / Gender N Cpegntba BpegHocT / Mean value
Murarse / Question 6 Mywkn / Male 183 186,51
@ BACK XeHckn / Female | 150 178,81
25 0% = Muskarci / Male

= Zene / Female

20.0%~

15.0%~

@ HA3AL =
e= BACK
|I|||-‘|n|”||||-||||

50%~

0 15 24 40 60 90 120 144 180 240 300 390 480 600 900

0%—

Minuti / Minutes

Cnuxa 1. Xucitioipam guctipudyyuje spemena koje uciuitiaHumyu
iposoge Ha gpywitieeHum mpexcama | Figure 1. Histogram
distribution of time that respondents spend on social media
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Tadena 5. Paciiogena ociliasmpara nuuHUX U0Jamiaka Ha gpyuiili6eHum Mpexama
io iiony / Table 5. Distribution of time spent on social media per gender

Mon / Gender * NMutame / Question 7 - YHakpcHa Ta6ena / Contingency table

MuTarbe / Question 7 YkynHo /
YBek / MoHekapg / Hukapg / Total
Always Sometimes Never
- bpoj / Count 89 76 18 183
_ % (;'; % non / gender 48,6% 41,5% 9,8% 100,0%
3 § = | % nuTatbe / question 7 57,4% 60,3% 34,6% 55,0%
é % yKynHo / total 26,7% 22,8% 5,4% 55,0%
= T o bpoj / Count 66 50 34 150
2 | £ ®|%non/gender 44,0% 333% 22,7% 100,0%
g E % nuTarbe / question 7 42,6% 39,7% 65,4% 45,0%
% yKynHo / total 19,8% 15,0% 10,2% 45,0%
- bpoj / Count 155 126 52 333
2T | %non/gender 46,5% 37,8% 15,6% 100,0%
22 | % nurarbe / question 7 100,0% 100,0% 100,0% 100,0%
” % yKynHo / total 46,5% 37,8% 15,6% 100,0%

Tadena 6. Paciiogena yiotupede tipucitiyinux ypehaja iio iony /
Table 6. Distribution of devices used for accessing, per gender

Mon / Gender * MuTame / Question 12 - YHakpcHa Tabena / Contingency table

Mutame / Question 12 Yiynto /Total
YBek / Always Hukap / Never

- bpoj / Count 162 21 183

_ £ 2| % non/ gender 88,5% 11,5% 100,0%
3 ; = | % nuTarbe / question 12 58,1% 38,9% 55,0%
é % yKynHo / total 48,6% 6,3% 55,0%
E 3 P EpOJ/Count 117 33 150
= | £ ® %non/gender 78,0% 22,0% 100,0%
3 E % nutame / question 12 41,9% 61,1% 45,0%

s % yKynHo / total 35,1% 9,9% 45,0%

- bpoj / Count 279 54 333
% T | %non/gender 83,8% 16,2% 100,0%
2R | % nuTare / question 12 100,0% 100,0% 100,0%
” % yKynHo / total 83,8% 16,2% 100,0%

690



Milan
Nazad

Milan
Back

Milan
Nazad

Milan
Back


Socioloski pregled / Sociological Review, vol. LVII (2023), no. 2, pp. 665-691

Taderna 7. Paciiogena jauure xopuwhenux nosumxu tio iony /
Table 7. Distribution of the strength of used passwords per gender

Mon / Gender * NMuTtamwe / Question 15 — YHakpcHa Ta6ena / Contingency table
lMutarbe / Question15
S E Y o 2 Z
n 'z ﬁ i R s S L
© 5 U oo W nw @ S o 9 ~
Y < <t 0@ | I 55| T e}
+ — — > C L W o >8 EE
I, @ LT | 022 oIl c
= > ® =23 x = v oc >
¥ © X = ] = T o x
v 2 T 25 = < >
£< > =) Z
& HA3AL — | Bbpoj/ Count 32 129 12 10 183
g % % non / gender 17,5% 70,5% 6,6% 5,5% 100,0%
a BACK 3 = = | % nutatbe / question 15 | 69,6% 54,9% 50,0% 35,7% 55,0%
é % ykynHo / total 9,6% 38,7% 3,6% 3,0% 55,0%
~ | < bpoj / Count 14 106 12 18 150
= N
,g g E % non / gender 9,3% 70,7% 8,0% 12,0% 100,0%
g | % nuTarbe / question 15 30,4% 45,1% 50,0% 64,3% 45,0%
% ykynHo / total 4,2% 31,8% 3,6% 5,4% 45,0%
- bpoj / Count 46 235 24 28 333
2 © % non / gender 13,8% 70,6% 7,2% 8,4% 100,0%
c
> 2 % nutare / question 15 | 100,0% 100,0% 100,0% 100,0% 100,0%
>
% ykynHo / total 13,8% 70,6% 7,2% 8,4% 100,0%
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