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Abstract: The paper focuses on the relationship between personal data protection
and technologies of artificial intelligence (AI) in the context of threats to the psychologi-
cal security of society on the case study of the Russian Federation. The research identifies
existing and prospective risks of malicious use of Al involving personal data to affect the
psyche of people. The paper examines the possibilities of a comprehensive response to
new threats of psychological security. The research methodology is based on the systemic
approach, dialectical method and comparative analysis of the national and international
components of the research problem.
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1. INTRODUCTION

There is no doubt that the importance of artificial intelligence (AI) technologies in
human development continues to grow. Without Al it is impossible to achieve high pro-
ductivity measure and ensure primacy in the global competitive market (Lepskij, Rajkov,
2022, p. 5). In recent years, Al has been repeatedly proclaimed as the most actively de-
veloping information and communication technology in the world (Glazkov et al., 2023,
p- 10). In many countries, governments as well as private business and research centres pay
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significant attention to Al development and its implementation. Russia is no exception: an
appropriate legal framework aimed at the development of AT has been created, the research
done by private companies is encouraged by the authorities, and new technologies are being
introduced into the daily lives of citizens.

At the same time, in order to learn how to act “similarly to human thinking mech-
anisms” (Kuteynikov, Izhaev, Zenin, Lebedev, 2019, p. 77), Al processes a huge amount
of completely different types of data. The functioning and the use of AI technologies are
inextricably linked to personal data, which includes information about a particular person
or, formally, a data subject or his behavioural activities. Consequently, malicious use of Al
(MUALI) can affect user security and information about them in various ways. It is impor-
tant to study not only physical damage from MUAI but also its negative implications for
psychological security of a person and society to determine the real harm caused to people
and find ways to neutralize it, including by creating new legislative norms.

The very concept of Al as a system able to mimic human thought processes, even
within a limited functionality, using large volumes of data about people, their intellectual
and physiological characteristics, implies serious risks to society. If Al technologies are used
with malice, there is not only the threat of damage to nature, technosphere and physical
harm to humans, but also the danger of a serious negative effect on their psychological and
mental state. Examining psychological security threats in the case of MUALI using personal
data, it is important to underline that AI development and data security degree varies greatly
from state to state. Moreover, neither well-developed data protection legislation (without
taking into account the capabilities of AI), nor the lack of research in the field of Al in a
state can protect its citizens from threats of MUAI using personal data. Any information
about a person and his digital footprint on the internet can be used by intruders.

The article aims to identify the interconnection between personal data and Al technologies
in the context of psychological consequences of its malicious use in the Russian Federation.

The researchers set the following objectives:

1) Determine the essence and levels of threats to psychological security through MUAT;

2) Detect the interrelation between personal data and Al in the context of its mali-

cious use;

3) Examine the specific manifestations and psychological implications of MUAI

related to personal data in Russia.

The research methodology is based on the systemic approach, dialectical method and
comparative analysis of the national and international components of the research problem.

2. MALICIOUS USE OF ARTIFICIAL INTELLIGENCE
AND PSYCHOLOGICAL SECURITY

The notion of psychological security can be found in many studies (Roshhin and Sosnin,
1995; Grachev, 1998; Afolabi and Balogun, 2017). Renowned US psychologist Abraham
Maslow believed that once basic physiological needs are met, the need for security moves
to the forefront. In more specific terms, it is the need for protection, stability, confidence
in the future and good health, etc. Apart from personal security, a person also feels the
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need for public security: people prefer certainty to uncertainty, and want to be confident
that their environment is safe and free from threats (Maslow et al., 1945). Certain groups
of researchers have proposed a distinction between psychological and cognitive security
based on the separation of psychological and cognitive operation targets: “psychological
operations are significantly different from cognitive operations aimed at the destruction of
... a holistic worldview” (Kefeli and Yusupov, 2017, p. 196). When a psychological operation
results in the defeat of the enemy’s will, a cognitive one leads to the defeat of individual con-
sciousness. In the context of confronting MUALI, it is important to consider the cumulative
impact of its destructive effect on the will and consciousness of individuals and society;
the consequences of such an effect hinder social progress.

Threats from MUALI have become increasingly relevant with the growth of geopolitical
rivalries, the activity of various state and non-state antisocial actors and the development and
increasing accessibility of various Al technologies. It leads to nothing less than attempts by
various interest groups to use Al to influence public consciousness for their own purposes.

Recent years have revealed great potential for MUAI in the psychological sphere.
Despite a significant and rapidly growing number of academic publications on the tech-
nical aspects of MUAL its general socio-economic and political implications, and the first
attempts to classify MUAI (Brundage et al., 2018; Caldwell et al., 2020), there are relatively
few publications on specific MUALI issues in the context of psychological security, and
almost no one has yet begun a comprehensive examination of MUALI capabilities in terms
of psychological security threats. Despite its importance, separate analysis of malicious
psychological impact from deepfakes, bots, predictive analytics and so on, neither takes
into account the synergy of their effects, nor provides a comprehensive view of the risks to
the psychological security of individuals and to the entire international security system.
The lack of comprehensive analysis is explained by the novelty of the issue. However, the
risks of MUALI to psychological security exist nowadays and their impact on national and
international development will continue to grow in the near future. A comprehensive
study of this topic is necessary due to the massive cross-border spread of AI technologies,
their relative accessibility and the possibility of targeted psychological impact on people of
different gender, age, profession and nationality, etc. It does not matter that there has not
yet been a negative experience of MUAI comparable to Hiroshima; it is crucial to make
sure that worst-case scenarios never happen.

It is necessary to understand the opportunities for the psychological impact of vari-
ous Al technologies that can be used by antisocial actors. This purpose requires research
on various issues such as social engineering (Ozkaya, 2018), cyberpsychology (Aiken,
2017), the role of manipulative technologies in society (Grudin, 2006; Alvarez et al., 2009;
Jacobs and Shapiro, 2002; King and Roth, 2006; Higdon et al., 2019; Woolley and Howard,
2018), psychological warfare (Brusnitsyn, 2001; Armistead, 2010; Paul, 2008; Welch, 2011;
Bazarkina et al., 2020) and the role of media in political warfare (Hammond, 2008; Singer
and Brooking, 2019; Simons, 2016). In the course of the study, the authors of the article
worked with mass media publications on the MUALI topic that allowed us to trace how the
specifics of the positioning of such issues in the media intentionally or unintentionally
shape certain public biases. The entrenchment of prejudice in people’s minds can affect
the effectiveness of both MUAI and measures to counter it.
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One of the authors of the article in his previous research studies identified three levels
of threats to psychological security through MUAI (Pashentsev, 2020; Bazarkina, Pashentsev,
2020; Pashentsev, 2021). The first level is associated with the deliberate formation of a
distorted (from excessively negative to excessively positive) attitude towards Al technol-
ogies. It may result in taking erroneous decisions and even worsening of socio-political
situation in a country. At the second level psychological impact is directly connected with
MUAL but is not the main goal of a malicious act. On the contrary, at the third level Al is
deliberately used to negatively influence the individual, group or public consciousness, in
the long run - up to the establishment of effective and long-term control over them. The
classification described allows any Al technology to be considered for real or potential
threats of negative mental or psychological effects, even if there have been no previous cases
of malicious use. Such an anticipatory analysis has substantial advantages when it comes to
the risks of anti-social Al application up to large-scale destruction of public consciousness
with subsequent processes of political, economic, military and cultural destabilization. The
results of anticipatory analysis make it possible to develop preventive measures adapted
to a particular situation.

The research devoted to the general issues of MUAI and psychological security
provides a certain methodological basis for further case analysis of such threats as MUAI
using personal data.

3. PERSONAL DATA PROTECTION AND PSYCHOLOGICAL
RISKS OF MALICIOUS USE OF ARTIFICIAL INTELLIGENCE
TECHNOLOGIES: THE RUSSIAN EXPERIENCE

Before describing Russian experience in personal data protection and psychological
risks of MUAL, it is worth mentioning that although the country is not among the leaders
in the development of AI (The Global Al Index, n.d.), Russian society is quite receptive to
the new ICTs emerging around the world. Thus, all types of psychological risks described
earlier in the article are more or less relevant for the Russian Federation. Moreover, in
Russia, Al technologies are already widely used in banking, road and transportation sector,
medicine, services, recruitment, heavy industry and even in humanities research (Digital
Petr, 2021). In view of ICT active development, taking into account a range of documents on
strategic development of Russia (The Presidential Decree “About the Strategy of Scientific
and Technical Development in Russia’, 2016; Program “Digital economy of Russia’, 2017;
Executive Order on the development of Al in Russia, 2019) the authors decided to identify
certain areas that are most susceptible to the psychological consequences of MUAI in Russia.

In Russia large banking companies are among the leaders in the development and
implementation of Al technologies. In particular, the Russian government has recently
signed an agreement on development of AI with one of the country’s largest banks called
“Sberbank” (The Russian Government, 2023). More than that, Russian digital banking is
recognized as one of the most dynamic in the world (Wodzicki, Majewski, MacRae, 2020,
p-8). Given these circumstances in Russia the malicious use of banking chat-bots may
become a rather dangerous type of MUAI aimed at obtaining users’ personal data. The
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issue of malicious and even terrorist use of bots, created not for communication, has long
been discussed in academia and professional circles. For instance, such bots are found to
be used to manipulate public opinion and cause reputational damage including during
election campaigns (Bazarkina, Pashentsev, 2019, p. 155), attract new members to criminal
organizations and coordinate their activities (Mihalevich, 2022). Meanwhile, intruders use
popular in Russia chat-bots for other purposes: logical vulnerabilities allow them to be
used to steal bank customer data (Ilyina, 2021). Obviously, chat-bots can simply be hacked
in order to obtain information directly from users. It is worth mentioning that this tech-
nology is also used in the Russian unified online system for providing public services to
citizens called “Gosuslugi”. Despite the fact that data leaks are impossible through chat-bot
of “Gosuslugi”, at the highest peak of the COVID-19 pandemic it was still subjected to a
cyberattack: criminals used it to misinform people about the existence of the Coronavirus
and threatened vaccinated citizens with death (Ushkov, Balashova, 2021). This example
vividly illustrates that chat-bots are a vulnerable technology and its use by intruders can
both cause psychological harm to an individual and affect psychological security of an
entire country.

According to the 2021 research (Statista, 2021), more than 10% of Russian citizens
regularly use smart voice assistants in their everyday life. For comparison, in the USA that
is vying with China for leadership in the field of Al this indicator reached 30% the same
year (Edison Research, 2022). Thereby, the authors suggest that there is a real threat of
voice assistant’s malicious use in Russia. Hacking voice assistants may result in the same
circumstances that are typical for cyberattacks on chat-bots. In addition, hijacking a smart
home system or even simply connecting to a smart speaker through this technology would
allow attackers to violate people’s privacy and affect their psychological state by intercepting
control of devices in their homes.

Considering the Russian experience in protecting personal data and psychological
risks of MUAL, it is expedient to pay attention to deepfake technology. The fact that the
first ever deepfake series was filmed in Russia in 2022 (PMZHejson, 2022) demonstrates
the level of deepfakes technology development in the country. In parallel, this technology
is used in business to manipulate people. There has been a reported case of an interview
with a virtual interlocutor created with the use of deepfake technology (Adamov, 2022).
Among the threats of malicious use of deepfakes (MUD) can be “Dead souls” frauds where
a criminal steals the data of a deceased person in order to use their personality to make
a profit. “Stolen identity” can be used to gain access to online services and accounts or to
apply for credit cards, loans, etc. Besides, the created (synthesized) identity of a non-ex-
istent person can be used to conduct a large financial transaction or obtain credit (Panda
Mediacenter, 2021).

In September 2021, fraudsters made a deepfake ad using the image of Tinkoff Bank
founder Oleg Tinkov. In the video the fake billionaire encourages people to invest and receive
bonuses by clicking on a link below. The fake ad was published on a fake Tinkoff Bonus
Facebook page. Its profile picture resembled the logo of the bank. According to Fakecheck,
when users clicked on a link below the video, they were redirected to a landing page with the
bank logo where people were supposed to answer a few questions about investing and fill in
a form with their name, email and phone number (Dulneva, Milukova, 2021). Obviously,

475



Evgeny N. Pashentsev, Ivan S. Blekanov, Anastasia O. Chernobrivchenko, Personal Data...

scams like this can easily provoke stress and panic of deceived people, especially in a critical
situation. As deepfake technologies continue to improve and more effective schemes of
manipulative influence emerge, their psychological impact will only grow.

Intelligent biometric identification system is one of the most actively developing area
of Al in Russia. The main psychological risks connected with malicious use of such tech-
nologies are the theft of biometric data and their use for criminal purposes, in particular
to create deepfakes or harass and blackmail people. Apparently, it violates their right to
privacy and personal security. Nowadays facial recognition technologies are commonly used
in video monitoring system in several cities of Russia. In 2018 police used them to enforce
law and order at the World Cup in Russia (NtechLab, n.d.). Besides, Russia has one of the
most developed “Safe City” systems in the world and a unified network of city cameras is a
significant part of it (Koleganov, Kuvshinov, Pigina, Fedotov & Shedrov, 2021). Therefore, it
is only a matter of time before the government begins to expand the geographic application
of AI technologies for personal identification to ensure public safety, but it may also entail
the emergence of new psychological risks of MUAIL

Contactless payment system also functions with the help of AI technologies that
process users’ biometric data. For instance, all lines of the Moscow metro operate a fa-
cial recognition system for fare payments. Although, there is no reason to consider this
technology unreliable, it seems that there is still a lack of public confidence in this kind of
technology. It is evidenced by the fact that in 1.5 years of full-scale operation of the project
less than 2% of Moscow citizens have joined it (Deptrans Moskvy, 2022). In addition, the
negative attitude towards the implementation of Al into the transport payment system is
deliberately supported by a number of opponents of technological progress and human
rights activists. They believe that such technologies are designed to establish government
and enterprises control over Russian citizens. The described situation is a vivid example
of the first-level threat, according to the classification given at the beginning of the article.
In this case, unduly negative attitude to Al technologies leads to a delay in technological
development of the country and a growing distrust in a government.

However, such a trend is gradually losing its relevance in Russia. The Russian ex-
perience shows that the proper state policy helps to reduce the influence of the first-level
threat. According to the recent poll of Russian Public Opinion Research Centre (VCIOM)
on Russians’ attitude to Al the level of people’s trust in Al technologies as well as the de-
gree of awareness of them, is actively growing, and citizens are becoming more objective
in assessing the capabilities of AT and the risks associated with its use (VCIOM, 2022).
Nevertheless, the risk of growing social tensions due to new Al technology introduction
is still quite high and, in some spheres, people are not willing to entrust Al even with
auxiliary functions. It appears that there is a lack of adequate assessment of AI capabilities
and threats associated with it, not only in Russia but around the world. It means that gov-
ernments should continue educational work and create conditions for the safest possible
use of Al technologies.

Assessing the growth of threats of the malicious use of AI technologies in Russia is im-
possible without taking into account external risks in this area. The US Big Tech sector proved
itself as a powerful tool for confronting Russia in cyberspace. Brad Smith, president and vice
chair of Microsoft, writes in no uncertain terms about the role of his company in Ukraine.
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“Ukraine’s government has successfully sustained its civil and military operations
by acting quickly to disburse its digital infrastructure into the public cloud, where it has
been hosted in data centres across Europe. This has involved urgent and extraordinary
steps from across the tech sector, including by Microsoft. While the tech sector’s work
has been vital, it’s also important to think about the longer-lasting lessons that come from
these efforts” (Microsoft, 2022).

General Paul Nakasone, director of the National Security Agency, confirmed in his
interview to Sky News as of June, 2022 that the United States had conducted offensive
hacking operations in support of Ukraine: “We’ve conducted a series of operations across
the full spectrum; offensive, defensive, [and] information operations” (Martin 2022). Such
operations are impossible without the involvement of the Big Tech sphere. Thus, high-tech
agenda setting in the United States, that today is unthinkable without the full use of Al
technologies, has turned out to be openly subordinated to military and political interests
and the needs of psychological warfare.

The use of Western-produced AI technologies in the ongoing military conflict in
Ukraine is significant. US facial recognition start-up “Clearview AI” has provided technical
support to Ukraine. Clearview Al’s tools can identify faces in videos, comparing them to
a company’s database of 20 billion images from public networks and identifying potential
spies and killed people. Al tools also play an important role in Ukraine’s propaganda war
and in processing critical information about the conflict. A program from the US company
“Primer” can perform speech recognition, transcription and translation. It intercepts and
analyzes Russian data, including conversations between Russian soldiers in Ukraine. A
Swiss encrypted chat service called “Threema” allows Ukrainian users to send this data to
the military without revealing their identities (Global Times, 2022).

To sum up, the complex of various internal and external development factors de-
termines the existing and prospective risks of MUALI involving personal data to affect the
psyche of people. It is fair to say that the use of personal data for Al development violates
a number of fundamental data protection principles (Datatilsynet, 2018) enshrined both
in General Data Protection Regulation (GDPR), which has become the benchmark, and
in laws of some other states, including Russia (Federal Law “On Personal Data”, 2006).
The authors of the article offer several solutions to the outlined earlier problem. On the
one hand, it is necessary to ensure compliance with the principles by limiting the scope of
Al technologies application and at the same time significantly improving AT algorithms,
for example, to eliminate biased decision-making. On the other hand, it is also possible to
create a “compromise legislation” in which approaches to personal data and privacy will be
developed taking into account the increasing role of Al technologies. In practice, there are
cases when governments introduce light-touch regulation on data protection in order to
create conditions for more effective implementation and development of Al For instance,
Moscow city has had such an “experimental regime” since 2020. It allows, inter alia, personal
data to be used for the development of AI, provided that it is depersonalized (Lukackij,
2020). Despite the fact that this approach is sometimes criticized, it gives the Russian
government an opportunity to ensure the development of useful and safe for society Al
and, at the same time, identify sensitive areas that require additional legislative regulation.
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4. CONCLUSION

Russia meets with internal and external threats of MUAI in the sphere of psychological
security. Moreover, the latter are clearly increasing with the growth of international tensions,
active hybrid warfare against Russia waged by the United States and its allies. Obviously, with
the increasing development of Al in various states the probability of using practically any
type of Al for unlawful purposes is becoming higher. Thus, it seems advisable to establish
regional and international cooperation in order to jointly develop measures to counteract
MUALI which is using personal data that threatens the security of all countries. Besides,
interstate cooperation is also necessary to determine the interrelation between personal
data and AI and to establish interdisciplinary standards. What is more, it is crucial not
only to determine the cases in which the use of personal data for AI would be considered
a breach, but also to work out measures for their protection, up to the restriction of the use
and further development of Al under certain conditions.

The analysis has shown that in a large number of cases of MUALI personal data is
acting both as an object and as a means of an unlawful act. In most situations people can
suffer not only material and physical damage, but also psychological one. Consequently, it
is extremely important to take into account the psychological security of individuals and
society in the development of legislation and public policy in the field of Al and personal
data protection. Governments should also involve psychologists and sociologists in this
process. And last but not least, it is extremely important to deal with psychological impact
of MUATI straight away without any hesitation as this problem to become particularly acute.
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VuctutyT 3a caBpeMeHa MehyHapopiHa MICTpaXX1Bamba,

JunnoMaTcka akagemuja MuHucTapcTBa Cio/bHUX nocnosa Pycke @epepannmje
Mocksa (Pycuja)

ViBau C. Brexanos?
Ip>xaBuu yuusepsuret y Cankr Iletepcdypry, Karenpa 3a TexHomornjy nporpamupaa
Cauxkrt Iletepdypr (Pycuja)

Amnactacnuja O. YepHOSpHBYIEHKO
MebyHnapopan LieHTap 3a [PYLITBEHa U HOIUTNYKA ICTPAXKMBaba
Mocksa (Pycuja)

3AIIITUTA IOTATAKA O IMYHOCTU Y PYCUJU

Y PU3UIIM 3TOYIIOTPEBE TEXHOJIOTMJA BEIITAYKE

VHTEIUTEHINJE: HOBU M3A30BMU 3A IICUXO/IOIIKY
BE3BEJHOCT

(Translation In Extenso)

Caxerak: OBaj paj ycpencpebet je Ha onHoc usMelyy samrrure nogaraka o MM4HOCTI
¥ TEXHOJIOTija BellTauKe MHTenureHnuje (e’ Al) y KOHTEKCTY IIPeTH Y [0 ICUXOIOLIKY
desdepmHocT pywTBa y cTyAnju caydaja Pycke @enepannje. Victpaxxusame yTBphyje
nocrojehe u dyayhe pusnke smoymorpede BenTauke MHTENMUTEHIUje Y Be3U ca MOfAlMMa
O IMYHOCTY U YTULIAj HA JbYACKY ICUXY. Y pafiy ce MCIUTyjy MoryhHOCTI cBeodyXBaTHOT
OZIrOBOPA Ha HOBE IIPeTHbe 110 IICUXOJIONIKY 0e30efHOCT. VIcTpaXkuBauKka MeTOJ0/IOrHja
3aCHOBaHa je Ha CUCTEMATCKOM IIPUCTYILY, IMja/IeKTUYKOj METOAM U YIIOPELHO] aHATU3N
HAI[VIOHATHNX U MelyHapOgHIX KOMIIOHEHT) UCTPAXXMUBAYKOT IIpodieMa.

KipydHe pedn: BeltTayka MHTEINTEHIINjA, 37I0YIIOTPeda, 3aIUTUTA IIOAaTaKa O JINd-
HOCTY, TICUXO/IOLIKY YTUIIAj, ZUTUTATHA IIPUBATHOCT

1. YBO/[,

Hema cyMibe fja je 3Hauaj TEXHOIOTH]ja BellTauKe MHTEUTeHIIMje cBe Behn y JbyIckoM
pasBojy. bes BemTauke MHTeIMIeHLIMje HeMOryhe je OCTBapUTU BUCOKY IIPOM3BOLHY Mepy
Yl OCUTYpaTy IIPBEHCTBO Ha I10daTHOM KOHKypeHTHOM Tpxuuty (Lepskij, Rajkov, 2022,
p- 5). Y IOCNeRmUX HeKOMNKO FOfIMHA, 3a BEIITAYKy HTE/IUTCHIIN)Y Ce CTa/IHO MCTIYe
Ia je mHGOpMaLMOHA U KOMYHMKAIIMOHA TeXHOJIOTHja Koja ce HajaKTMBHMje pa3Byja Ha
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csery (Glazkov et al., 2023, p. 10). Y MHOrMM 3eM/baMa BJIajie, Ka0 U IPUBATHE KOMIIaHIje
U UCTP@XMBAYKNU LIEHTPY, TIPMUJAjy OTPOMHY IaXKby PasBojy U IPUMEHM BeIITauyKe UH-
TemureHnuje. Pycuja Huje nsyseTak: ycBojeH je oarosapajyhy 3aKOHCKI OKBVP Y TIOTTIENY
pasBoja BelITa4uKe MHTEIUTEHIM]je, IIPMBAaTHE KOMIIaHMje CIIPOBOJie UCTPAXKNBaKa Y3
HOJIPIIKY B/IACTH, @ Y CBAKOJHEBHN XXMBOT rpabaHa yBosie ce HOBe TeXHOTIOIHje.
Y ucro BpeMe, fa O1 ce ca3HaIO KaKo Tpeda MOCTYIAaTH ,C/IMYHO YOBEKOBUM Me-
xaHu3MuMa pasmuibama’ (Kuteynikov, Izhaev, Zenin, Lebedev, 2019, p. 77), Bemrauka
uHTenureHnuja odpabhyje OrpoMHy KOMMYMHY OTIYHO PAa3IMIUTUX BPCTA IOfATAKA.
DyHKIMOHNCAE 1 YIIOTPeda TEXHOIOTHja BeIITaYKe NHTETUTEHINje HePACKUUBO Cy
HOBe3aHM Ca IofallMMa O TMYHOCTH, LITO ofipasyMeBa nndopmanuje o ogpehenoj ocodu
wn, popmarHo ropopehi, o BlIaCHNKY IOfjaTaKa MI IerOBOM IIOHAIIAbY 1 AKTVBHOCTH-
Ma. CaMuM THM, 3710yIOTpeda BellTauKe MHTENTUTeHIIMje MO)Ke Ha pasHe HaulMHe YTULIATH
Ha de3deHOCT KOpUCHMKA 1 Ha MHpOpMaIyje o BbuMa. BaykHo je mpoy4yaBaTi He caMo
bU3MUKy IITETY yCrIel oBakBe 3710ynoTpede Beh 11 ieHe HeraTMBHE MMIIIUKAIYje 1O TICH-
XOJIOIIKY de3defHOCT MojeiuHIIa 1 PYIITBA KaKo 01 ce YTBPAM/IA CTBApHA IITEeTa HAHeTa
JbY[MMa 1 IIPOHALIY HAYMHM 33 BbeHY HeyTpaansaljy, yKbydyjyhu u ocMuirbasame
HOBMX 3aKOHOZJaBHUX HOPMIL.
CaM KOHIIEeNT BellTayKe MHTEIUTeHIMje Kao CUCTeMa CIOCOOHOT fla MojJpajkaBa
HpolLiece YOBEKOBOI Pa3MUII/batba, YaK 1 Y OKBUPY OrpaHirdeHe GpyHKIMOHATHOCTI, KOPH-
crehn Benvke Ko/M4MHe MOJATAKA O /bY/VIMA, BIXOBYM MHTE/IEKTYTHUM 1 (PM3MOIOMIKUM
ocoduHama, yKasyje Ha 030M/bHe PU3MKeE 10 APYIITBO. AKO Ce TEXHOJIOTMje BellITayKe
MHTe/IUTeHIIMje KOPUCTe 3/I0HAMEePHO, IIOCTOj1 He CaMO OITACHOCT O HAaHOLIeha LITeTe
IpUPOJY, TexHOChepy 1 Ppr3nuKe MITETE JBYAUMA, Beh 11 OITaCHOCT 030M/bHOT HETaTMBHOT
yTHIIaja Ha BUXOBO IICUXOJIOIIKO J MEHTA/THO CTatbe. [IpI/IMKOM MCIIUTHBAbA TIPETHH 110
IICUXOTIOUIKY 0e30eHOCT Y CITydajy 37I0yIOoTpede TEXHOMOTHja BellITauKe NHTeMUTeHIIje,
B@XHO je HAIJIACUTH Jja Ce CTeIleH PasBoja BellITauke MHTeNUTeHIINje 1 de30efHOCTM ITofjaTaKa
y 3HaTHOj Mepu pasnuKyje usmeby gpxxapa. Ocum Tora, Hi pasByjeHO 3aKOHOJABCTBO O
3alITUTH TTofaTaka (He y3uMajyhu y 08sup criocodHOCTM BellTauke MHTETUT€HINje) HUTH
HeJJOCTAaTaK UCTPAXKIBaba y 0/IACTH BelITauKe MHTEMUI€HI[Yje Y HeKOj IpyKaBli He MOTy
samrutuTy rpabane of omacHocTH off 370ynoTpede OBe MHTENMUTEHIje Y Kopulnhermy
HoJlaTaKa O IMYHOCTH. Y/be3U MOTY YHOTpednTH cBe nH(OpMalyje 0 HEeKOj 0COdM U leHOM
JUTUTATHOM OTHUCKY Ha MHTEPHETY.
Pap nma 3a 1ub fa npernosHa MehycodHy moBesaHOCT IOfaTaKa O TUIHOCTH Ca
TEXHOJIOTHjaMa BeIlTauyKe MHTeINTeHIje Y KOHTEKCTY IMCUXOJOIIKIX MOCTeyIa bheHe
3noynorpede y Pyckoj epepanujim.
VcTpakusauu cy nmocraBunu ciefehe mmmpese:
1) ofpenuTy CYLITUHY Y HUBOE IIPETHbH) IO IICUXOMIOIIKY Oe30eHOCT Of 3710yIoTpede
BeIITaYKe MHTEIUTEeHIINje;

2) yrBpanTy MehycoOHY IMoBe3aHOCT IofiaTaKa O IMYHOCTY Ca BEIITAYKOM MHTE/IN-
TeHI[MjOM Y KOHTEKCTY IbeHe 370ynoTpede;

3) ucnurary nocedxe MaHudecTalyje U ICUXOMOMIKe MMIUIMKALHje 37I0ynoTpede
BellTauKe MHTE/MUICHIMje y Be3l ca MOfAIMMa O IMYHOCTH ¥ Pycuju.

VcrpakmnBadka MeTOJO/IOTYja 3aCHOBAHA je Ha CUCTEeMATCKOM IIPUCTYIY, A1ja-
JIEKTHYKOj METOMM U YIIOPENHOj aHAIM3M HAL[MOHATHUX U Mel)yHapOfHIX KOMIIOHEHTH
MCTPaXXMBAYKOTL IIpodieMa.
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2. 3JIOYIIOTPEBA BEIITAYKE MHTEJIMTEHIIM]E
M TICUXOJIOIKA BE3BEJHOCT

ITojam ncuxomnomnike de3degHocTu Moxe ce Hahu y dpojuum crysujama (Roshhin &
Sosnin, 1995; Grachev, 1998; Afolabi & Balogun, 2017). IIpusHaTy aMepu4KyL ICUXOTIOT
Ejdpaxam MacoB BepoBao je 1a, Kaja ce NCIlyHe OCHOBHe (pu3MoIonIKe NoTpede, y IpBI
waH 13duja notpeda sa desdennouthy. [Tpennsunje rosopehu, To je moTpeda 3a saruTuTOM,
craduwiHomthy u BepoBameM y dynyhHoct 1 1odpo 3npasibe uth. OcuM mmdHe de3demHOCTH,
ocoda Takohe nma motpedy 3a jaBHoM de3denHourhy: mojennHIM BuIlle BOJIE 3BECHOCT
Off HEeM3BECHOCTH, Te XeJle a Oyly YBEPEHM Y TO [ia je IIIXOBO OKpYXKerbe de30eHO I
des mpermu (Maslow et al., 1945). IlojennHe rpyme ncTpaskuBada IpeiIoxXuIe Cy mpa-
BIbE€Hbe Pas/IuKe 1U3MeDy IICUXOTIOIIKe U KOTHUTHBHE 0e3defHOCTI Ha OCHOBY pasfiBajarba
IICUXOJIONIKYX ¥ KOTHUTHBHMX ONlePaTUBHIUX L{M/bEBA: ,[ICUXOJIOIIKe Ollepaliyje 3SHaTHO
Ce pasJKYyjy Off KOTHUTVMBHMX KOje Cy yCMepeHe Ha YHUIITaBabe... XOMCTUYKOT IIOITIefa
Ha cBetT" (Kefeli & Yusupov, 2017, p. 196). Kaga Heka IcuxosIolIKa omepanyja JoBese 0
THIopasa Hellp1jaTe/beBe BO/be, KOTHUTMBHA OIlepalija JOBOMY [0 Opasa CBECTH MOjeINHIIA.
Y KOHTEKCTY CIpedyaBaba 3/0yIIoTpede BellITauKe NHTEUTEHIINje, BAXKHO je cariefaTi
30MpHM yTHI[aj pa3OpHOT edeKTa Ha BO/BbY I CBECT MOjefMHALIA U APYIITBA; OCIENNULIe
TaKBOT epeKTa CIpevaBajy APyIITBEHN HAIIpeaK.

ITpetme op 310ynoTpede BelTauyKe MHTEMMICHIMje IIOCTaNe Cy CBe BakKHMje 3dor
nosehaHMX reoIOMMTUYKMX CYTIapHUIITABA, aKTUBHOCTY PasHUX JP>KaBHUX Y HEJPXKaB-
HIX aHTUPYIITBEHNX aKTepa 11 moBehane OCTYIHOCTH Pa3HUX TEXHOIOTHUja BEIITAUKe
uHTenureHnuje. To JOBOAM YakK U [0 MOKYIIIaja Pa3HUX MHTEPECHUX I'PYIa Jja KOPUCTe
BEILITAYKY MHTEMUTEHIIN]Y [ja Y COIICTBEHE CBPXE YTUUY HA jaBHY CBECT.

Y mocrepmbuxX HEKOMMKO TOAHA OTKPUBEH je BeMKY IIOTEHIMjasl 3a 3710YIIOTpedy
BellITayKe MHTeIUreHnyje y cepu ncuxonoruje. Ypkoc 3HadajHoM 1 cBe BeheM dpojy
aKafIeMCKMX IMyOINKaIMja O TEXHUYKMM aCIIeKTVIMA BeIlITauKe MHTeIUTeHIINje, BheHIM OII-
IITUM JIPYIITBEHO-eKOHOMCKIM ¥ OJIMTUYKVM UMIIMKAIIMjaMa, Kao U IIPBYM MOKYIIajiMa
wIacnpukanyje snoynorpede Bemrauke nuTemrennyje (Brundage et al., 2018; Caldwell
etal., 2020), 1 gasme je pemaTBHO Manu Opoj MydnuKaumja o MocedHUM MUTAbYIMA 3710Y-
norpede BelITauKe MHTEIMICHIVje Y KOHTEKCTY IICUXOIOIIKe Oe30eJHOCTH, IOK HUKO jOII
HIje oYeo CBeoOyXBaTHO MCIIUTUBAbE 3/I0YIIOTpede BellITauke MHTeIUTeHIINje ¥ CMUCTTY
IPeTHN 0 ICUXOMOLIKY de3denHocT. VI mopey cBor 3Havaja, 3acedHa aHa/M3a MITETHOT
IICUXOJIOLIKOT yTuIiaja gurejka (eHrL. deepfakes), doToBa, MpeaNKTUBHE aHATUTUKE UTH,.
He y31Ma y 003Up CUHEPTIVjy BUXOBUX edeKaTa HUTH IIPy»Ka CBeodyXBaTaH IOIJIe], Ha PH-
3MKe TI0 IICUXO/IONIKY de30eHOCT I0jefIHALIa U LIe/IOKYITHOT MehynaponHor desdenHocHoOr
cucrema. Hefoctatak cBeodyxBarHe aHa/3e odjallibaBa ce TUME fia je OBO IUTambe HOBYjer
maryma. Mebytum, fanac ocroje pusuiy of 310ynorpede BelTaqke MHTeIUIeHIUje 110
IICUXOJIOIIKY de3deHOCT, Koju he cBe BUIIIe yTUIIaTH Ha HalOHAMHU 1 MehyHapogHn
pasBoj y dmoxoj dynyhHoctu. CBeodyxBaTHa CTyAMja OBe TeMe HEOIIXOfIHa je 300r MacoB-
HOT [TPeKOIPaHIYHOT LIMPeba TEXHOMOTja BellTauKe MHTE/INTeHIINje, ’bUXOBE PelaTiBHe
JOCTYIHOCTH ¥ MOTYRHOCTH [I1/baHOT IICHXOJIONIKOT YTUIIaja Ha JbY/ie Pas/IMIITOr HOJIa,
CTapOCTH, 3aHMMarba ¥ HALMOHA/THOCTY UTH. Huje BayKHO TO 1TO Ce of XMpouMe Ha0BaMo
HIfje TOHOBIJIO HETAaTHBHO MCKYCTBO y BE3U Ca 3/I0YIIOTPedOM BellTauKe MHTEUTeHIINje;
IPECYHO je TIOCTAPaTH Ce Jja ce HajTOpY CLieHapMO HYUKa/la He OTOfIA.
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HeomnxopnHo je cxBaTuTi MOryhHOCTI IICHXOIOMIKOT YTUIIaja pa3HMX TeXHOMOTH-
ja BelITauKe MHTE/IUTEHIMje KOjU MOTY Jla Bpllle aHTUpyIuTBeHu akTepu. OBa cBpxa
3aXTeBa MICTPaKMBalbe PasHUX MUTakba Kao LITO Cy colujanuu nwxemepunr (Ozkaya,
2018), cajdeprcuxonoruja (Aiken, 2017), yora MaHUIYTaTUBHUX TEXHOJIOTMja Y APYLITBY
(Grudin, 2006; Alvarez et al., 2009; Jacobs & Shapiro, 2002; King & Roth, 2006; Higdon
et al,, 2019; Woolley & Howard, 2018), ncuxonouku pat (Brusnitsyn, 2001; Armistead,
2010; Paul, 2008; Welch, 2011; Bazarkina et al., 2020) u ynora menuja y monuTiuIKoM paTy
(Hammond, 2008; Singer & Brooking, 2019; Simons, 2016). TokoMm ucTpakuBaba, ayTOpu
OBOT pajia Iperjefany Cy IIydnmuKalyje MacOBHMX Mefiuja Ha TeMy 3/I0yIoTpede BellTauke
MHTeNUTeHI1je, KOjyi Cy HaM OMOTYRM/IN f1a IpaTiMO KaKo CHer(uyHO MO3UIMOHpa-
e OBUX MNTamka y MeAMjliMa HAMePHO W/IM HeHaMepPHO OO/IUKYje U3BecHe Ipefpacyfe y
jaBHOCTH. YKOpemeHe Ipefpacype y /bYACKOM YMY MOTY [ia yTUYy Ha JeIOTBOPHOCT KaKo
3moynoTpede BelITauKe MHTEIMTEHIYje, TAKO 1 Mepa 3a IeHO CIpevaBambe.

JemaH off ayTopa OBOT pajia je y MPeTXOHUM UCTPXUBAbIMa IIPEII03HA0 TPK
HIBOA TIPETHM Off 37I0yMOTpede BelllTayKe MHTEUTEHIIje IO ICUXOMOIKY de3defHOCT
(Pashentsev, 2020; Bazarkina, Pashentsev, 2020; Pashentsev, 2021). IIpBu H1BO IOBe3aH je
Ca HaMepHMM CTBapambeM MICKPUBI/bEHOT CTaBa (Off Kpajibe HETaTUBHOT 10 KPajibe TT031-
TMBHOT) TIpeMa TeXHOJIOTMjaMa BelllTaukKe MHTe/UTeHIyje. To MoXe JOBeCTH 0 HOHOIIeHha
HOTPElIHNUX OfTyKa, A YaK J [0 MOTOpIIamka APYIITBEHO-IOIUTIYKE CUTYalluje ¥ HEKOj
semspi. Ha ipyrom HUBOY, ICUXOIOMIKY YTHUIIAj je HETIOCPEIHO MTOBE3aH ca 3/I0YIoTpe-
doM BelTayKe MHTEMUTEHIINje, AU HIje TIaBHU IM/b 37TOHaMepHe pafme. Hanporus, Ha
TpeheM HUBOY, BellITayKa MHTENMTEHIja Ce HAMEpPHO KOPVCTH 38 HETaTMBHO yTHUIambe Ha
CBECT II0jeIVIHIIA, TPYIIe VI jaBHOCTH Y Ty>KeM BPeMeHCKOM IIEPUONY — [0 YCIIOCTaB/bamba
JIeTTOTBOPHE U [yTOPOYHe KOHTporTe Hafl ByuMa. OmcaHa kmacudukanuja omoryhasa ma
ce CBaKa TeXHOJIOTYja BellITayKe MHTEeNMNTeHIje CMaTpa CTBAPHOM VIV TTIOTeHIIVjaTHOM
IPEeTHOM HeTaTMBHUX MEHTATHIX VU TICMXO/IONIKMX eeKaTa, YaK 1 aKO MPETXOHO Hifje
durno cnyvajeBa smoymorpede. TakBa aHTUIIMIIATOPHA aHA/TM3a M 3HATHE MTPEJHOCTI
KaJia je ped o pu3uIMMa Off aHTU/PYIITBEHe IpUMeHe BellTayke MHTEeNMUTEeHIje, CBe /10
BE/IMKOT YHUIITAaBakba jaBHE CBECTH JJa/bUM IIPOLieCMa HOINTIYKe, eKOHOMCKe, BOjHE 1
KyITypoJIoliKe fiecTadumsanyje. Pesynratu aHTuIIIaTopHe aHamse omoryhasajy passoj
IpeBeHTUBHUX Mepa mpuarohernx ongpebenoj curyanujm.

VcrpaxnBama nocseheHa omIITM MuTamkyMa 370YIIOTPede BellTauke MHTETUIeHIIje
U IICUXoJIoIKe de3deqHOCTH IIPyXajy oppehery MeToRoMOIIKY OCHOBY 3a [ja/by aHAIN3Y
CITydaja OBMX IIPeTHU Y Be3n ca KopulrherweM IofaTaka 0 IMIHOCTH.

3. 3AIITUTA TIOJATAKA O JIMYHOCTU U ITCUXOJIOUIKE
OITACHOCTM O[1 3JTIOYIIOTPEBE TEXHOJIOTUJA
BEIITAYKE VHTEJIMTEHOU]E: MCKYCTBO PYCHUJE

IIpe Hero LITO ONUIIIEMO PYCKO MCKYCTBO Ca 3aIITUTOM IIOAATaKa O IMYHOCTY U TICHU-
XOJIOLIKVM PU3HUILIMMA Off 37I0YIIOTpede BellTauKe MHTeNMUTeHIyje, Tpedano Ou OMeHyTI
na, naxo Pycuja Huje mehy nmunepuma y passojy Berurauxe nnrenurennyje (The Global Al
Index, n.d.), pycko apymTBo je mpumndHo otBopeHo 3a HoBe VIKT koje ce jaBpajy mmpom

482



Couyuonowxu ipeineg, vol. LVII (2023), no. 2, ctp. 471-490

cBeTa. 300r TOra Cy CBe BPCTe IICHXOIOIKIX PU3VIKa IIPETXONHO OIVCAHe Y OBOM pajly BUIIIE
WM Matbe peneBanTHe 3a Pycky @enepannjy. Ocum Tora, y Pycuju ce TexHomoruje Beruradyke
MHTeNUTeHIMje Beh yBeMKo IpMemyjy y dSaHKapCTBY, CeKTopy ApyMcKor caodpahaja n
IpeB03a, MEUIIVHIY, YCITY>KHOM CEKTOPY, PErPyTOBabY, TEIIKOj MHAYCTPU)jH, T1a YaK U y
UCTpaXMBambyMa JpyLITBeHMX HayKa (Digital Petr, 2021). Kapa je ped o akTMBHOM pasBojy
VIKT, ysumajyhn y 0d3up Hu3 JoKyMeHaTa O CTpaTeIlKoM pa3Bojy Pycuje (mpencemHmaxy
TeKpeT ,O cTpaTeryju HayqHOT U TEXHNYKOT pasBoja y Pycmjm“, 2016; nporpam ,,[lururanna
exoHomuja Pycnje®, 2017; VisBpiuHa Hapenda o pa3Bojy BellTauKe MHTeMreHLmje y Pycuju,
2019), ayropu cy ofIy4nn fja IpenosHajy ogpehere odmactu koje cy HajoceT/buBUje Ha
IICUXOJIONIKE IOCTIeANIIe 37I0yoTpede BellTauke MHTEMUreHuje y Pycuju.

Y Pycuju cy Benuke daHkapcke kommaHuje Meby munepuma y pasBojy 1 npuMeHn
TeXHOJIOTHja BellITauke MHTenureHnuje. Ilpe cpera, pycka Biaja je HelaBHO IOTIIVCANIA
CIIOpasyM O pas3Bojy BellTayKe MHTeIUIeHIMje ca 30epdaHKoOM Kao jemHOM off HajBehux
danaxka y 3embu (The Russian Government, 2023). Ocum Tora, pycko JUIMTaTHO daHKap-
CTBO IIPEIIO3HATO je Ko jeHO Off HajanHaMIIHMj1X Ha cBeTy (Wodzicki, Majewski, MacRae,
2020, p. 8). C 0d3mpom Ha okonHoCTH Y Pycuju, 3moymorpeda dankapckux chat-bots moxxe
HOCTATU IPIINYHO ONIACHA BPCTA 37I0YIIOTpede BellTauKe MHTEIUTEHIINje Yji je LiU/b 10-
dujame KOPUCHNYKIX MofaTaka o maHocTu. IIpodieM soHaMepHe MM 9aK TepOPUCTIYKe
ynorpede d0TOBa KOjyi HUCY CTBOPEHM 3a KOMYHMKAIN}Y, Beh Iyro je mpenMeT akajjeMcKe
3ajeHMLIe M CTPYYHUX KpyroBa. Ha npumep, yrBpheHo je ga ce 0B1 S0TOBM MOTY ICKOPU-
CTUTHM 32 MAHUITY/IVICAEbE jABHIM MIbEEbEM I 32 HAHOIIIEHE IITeTe PeIyTaLji, yK/bydyjyhn
" TOKOM 13d0pHuX Kammama (Bazarkina, Pashentsev, 2019, p. 155), 3a mpuB/aderse HOBUX
YIAHOBA Y KPUMMHAIUCTUYKe OpraHMu3aliyje U 3a KOOPANHALN]Y IBIXOBUX aKTUBHOCTI
(Mihalevich, 2022). Y mehyBpemeny, y/be3u y apyre cBpxe KOpUCTe TIOIy/IapHe YeT-d0TOBE
y Pycujn: normdxe ocet/prBe Tauke omoryhapajy muxoso kopuinheme 3a kpahy mogaraka o
xmjertrMa danke (Ilyina, 2021). Yet-60TOBU Ce 0uMITIENHO MOTy XakoBaty fa du ce jodue
uH(popManyje AMPEeKTHO Off KOpUCHMKA. Tpeda moMeHyTH [ja ce OBa TeXHOIOTHja KOPUCTY U
Y PyCKOM 00jei1ibeHOM OHJIAjH CICTEMY 3a IIPY>Karbe jaBHUX yCIyra rpahaHnma, mosHaToM
Kao ,,Jocycnyrn® Vako kpos 4eT-00T 0BOT crcTeMa Huje Moryhe Ijypetbe ofiaTaka, y jeky
naugemuje COVID-19 oH je nmak dmo npeaMeT cajdepHanaa: KpUMIHAILM CY Ta KOPUCTIIN
3a TIOTPENTHO MH(OPMIICabe /YN O KOPOHABMPYCY U O TOMe Jla BaKIMHICaHUM rpabaHu-
ma npetu cMpT (Ushkov, Balashova, 2021). OBaj npuMep CIMKOBUTO UIYCTpPYje TO Aa Cy
JeT-d0TOBM OCEeT/hIBA TEXHONMOTH]A, T€ /la FoeHa YIOTpeda Off CTpaHe y/be3a MOXKe HaHeTH
IICMXOJIOLIKY LITETY IOjeAMHIIMMA Y yTULIATY Ha ICUXO/IOIIKY de38efHOCT unTaBe pyKaBe.

ITpema ncrpaxusamy 13 2021. roguse (Statista, 2021), Buue o, 10% rpabana Pycuje
PEeOBHO KOPUCTH T3B. TAMETHE ITIACOBHE aCHCTEHTe ¥ CBaKOfHeBHOM >K1BOTY. [Topebema
pann, y CAJL, koje ce Takmude ca KiHoM 3a mpenmyhcTBo y 0d7acTu Belrayke MHTENN-
reHuyje, 0Baj IoKasaTe/b ZocTuUrao je 30% mcre roguue (Edison Research, 2022). Crora
ayTOpM yKa3yjy Ha IIOCTOjalbe CTBapHEe OITACHOCTH Off 37I0YHOTpede ITacOBHOT aCUCTEHTa
y Pycuju. XakoBame I7TaCOBHOT aCMCTEHTa MOXKe JOBECTH O MCTUX OKOMHOCTH KOje Cy
TUIIYHe 3a cajdepHamaze Ha yeT-doToBe. Hayjaspe, Hama Ha cucTeM aMeTHe Kyhe, Ia 9ak
U TI0Be3UBatbe Ha TaMeTHM criuKep momMohy oBe texHonmoruje omoryhmo du Hamagaunma
Zia IOBpefie IIPUBATHOCT /bYAN ¥ YTUYY Ha BUXOBO IICUXOJIOMIKO CTalbe YIUIUTAheM Y
KOHTPOJTY CITpaBa y BUXOBMM OMOBYIMA.
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Vmajyhn y Bupy uckycrso Pycuje y 3ammtuty nogaraka 0 IMIHOCTH U €4 IICUXO/IOIIKIM
pU3MIMMa 3/I0YIOTpede BellTauKe NHTEMUTEHIIje, HEOIIXOAHO je 0dpaTUTH HaXiby Ha
nundejk TexxHonmoryujy. Ynmenna na je mpsa guidejk cepuja CHUM/bEHa yIIpaBo y Pycuju
2022. roguue (PMZHejson, 2022) okasyje HUBO pa3BujeHOCTH AuiidejK TEXHOMOTHje ¥
0B0j 3eM/bl. VICTOBpeMeHO, 0Ba TEXHOJIOTHja ce KOPYUCTH Y OCTIOBamby fa d1 ce MaHUITy-
nucano /pyfuMa. 3adee)keH je CTydaj MHTEpPBjya ca BUPTYeTHUM CarOBOPHUKOM HaIIpa-
B/beH nmoMohy aundejk rexHonoruje (Adamov, 2022). JemHa off OTACHOCTY 370YIOTpede
nurndgejka MOry SUTH IpeBape IIO3HATE Ka0 ,MPTBe [yLIe", Iie IPEeCTYIHUK Kpaje IIOolaTKe
IIOKOjHUKA KaKO OU HberoBy IMYHOCT yIoTpeduo 3a crunamwe goduru. Kpaha ngenrurera
MOXe ce ICKOPYCTUTH 3a IIPMCTYII OH/IAjH yCIyraMa U pauyHMMa WM 3a IPUjaB/bUBatbe
3a KpeIuTHe KapTulie, 3ajMmoBe UtA. OCcUM Tora, CTBOpeHM (CUHTETU30BaHN) UIECHTUTET
Henoctojehe ocode Moke ce ymoTpeduTn 3a odaB/parme BeMUKUX PUHAHCUjCKUX TPaHC-
aknyja win 3a godujame kpepurta (Panda Mediacenter, 2021).

Y centemdpy 2021. rofuHe, IpeBapaHTy Cy HAIPaBIWIM AUIIejK peKIaMy KOpH-
crehn cmky Onera TunkoBa, ocHuBava danke Tunkogp. Ha CHUMKY ce BUIM KaKO JTaXKHI
MUnjapaep MOACTUYE /bYTe Ja MHBECTHUPAjy 1 JoO1jy dOHyCe Tako MITO he KMMKHYTH
Ha HaBeJleHV NMMHK. JlakHa pekTaMa odjaB/beHa je Ha JIaKHOM Impoduny danke Tunkod
Ha Facebook-y. [Ipodumna cnmka muuna je Ha noro danke. [Ipuankom mposepe Ha 0BOj
mpyuTBenoj Mpexu (eHrn. Fakecheck), kaga 81 kopucHMIM OTHIIIN Ha JaTV IVHK, SWIN
Cy IIpeyCcMepeHY Ha CTpaHy ca JIOTOTUIIOM OaHKe, T7ie Ce Off ’bUX TPAXXIJIO I OfiTOBOpE Ha
HEKOJIMKO MMTarba O MHBECTHUIIMjaMa I Jja TIoITyHe odpasar] fjajyhm cBoje nMe, eeKTpOHCKY
agpecy u 6poj tenedona (Dulneva, Milukova, 2021). OBakBe IpeBape OYNUIIELHO BeoMa
JIAKO MOTY JJOBECTH JIO CTpeca U MaHKKe Meby mpeBapeHuM /byAuMa, HAPOUUTO Y KPUTUIHO]
curyanuju. Kaxo ce gundejk rexnomoruje n game yHanpebyjy u jaBrpajy ce ce edpuxacHuje
IIeMe MaHUITYaTUBHOT YTHUIAja, TO he ¥ BUXOB ICUXOTOMKY yTHLAj dutn cBe Beh.

VIuTenurenTHM OMOMETPUjCKU CUCTeM UfieHTI(UKaLMje jefHa je of 0d1acTy Koja ce
HajaKTVBHMje pasBuja y Pycuju. [l1aBHM NCHXOMONIKY PUSVIY TTOBE3aHN Ca 3710YTIOTPedoM
OBIX TeXHOJIOTHja jecy Kpaba duoMeTpyjcKuX MojaTaka 1 BbUXoBa yorpeda y KpUMIHAII-
He CBpXe, HAPOUUTO 3a CTBapame Auildejka 1 3a y3HeMUpaBambe 1 YlehUBabe /bYIN.
OBpie je ouMITeAHO ped O Kplewhy MpaBa Ha MPUBATHOCT U MN4Hy de3degHocT. JaHac
ce TeXHOJIOTMje 3a IIpero3HaBambe INIa OOMYHO KOPUCTE Y CHCTEMIMA BUIe0-HaA30pa
y HeKonuKo rpagosa Pycuje. Tomuue 2018. nmonmimja ux je KOPUCTUIA 32 YCIIOCTaB/bambe
pena u mupa Ha CerckoM Kyny y Pycuju (NtechLab, n.d.). Ocum Tora, Pycuja nma jenan
Of} Hajpa3BUjeHMjUX cucreMa ,de3degnor rpaga“ (enr. Safe City) Ha cBeTy 1 0djenubeHy
Mpexy rpazickux kamepa y sehunu rpagosa (Koleganov, Kuvshinov, Pigina, Fedotov &
Shedrov, 2021). Crora je camo nuTame TpeHyTKa Kazia he Bnage mouern fa umpe reorpadcky
IpUMEHY TeXHOJIOTHja BellITadKe MHTeJIUTeHI[yje Py Tu4He MAeHTHdUKanuje Kako du
ce ocurypasa jaBHa de3deHOCT, aJli TO MCTO TAaKO MOXKE IOfIpa3yMeBaTy 110jaBy HOBUX
TICUXOJIONIKIX PM3MKa Off 37I0YTIOTpede BelTauke MHTETUTCHIIN]E.

Cucrem deckoHTaKTHOT ITahama Takohe GyHKIMOHMIIe TOMONY TeXHOIOTHja Be-
IITayKe MHTeNUTeHInje Koje odpahyjy dnmomeTpnjcke momarke kopucHuka. Ha mpimep, cse
JIMHMje MOCKOBCKOT MeTpOa IIPY/INKOM HAIUIATe Kapara KOPUCTe CUCTEM 32 IIPEIO3HaBabe
nmia. Vako HeMa pasjiora ia ce 0Ba TeXHOIOTHMja CMaTpa HEeMOY3aHOM, M3IJIefia /1a MIIaK
IIOCTOj1 HeIIOBepehe jaBHOCTHU Y OBY BPCTY TexHomoruje. To okasyje unmeHNIa fIa ce
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3a TOAVHY ¥ TI0 CBe0dyXBaTHOT QYHKIMOHMCAba IPOjeKTa, 3a Fera MPHUjaBIUIo Marmbe Off
2% MockosipaHa (Deptrans Moskvy, 2022). IToper Tora, HeraTuBaH CTaB IIpeMa IPUMeHN
BeIlITauKe MHTEIUTeHIUje y cucTeMy Iahama IpeBo3a HaMepHO MOAP>KaBa U3BECTaH
dpoj MPOTMBHMKA TEXHOONIKOT HAallpeTKa 1 aKTUBICTA 3a J/byficka mpasa. OHNM TBpfe fa
CY OBe TeXHOJIOTHje CMMUII/beHe Aa Ou Bafia u npenyseha ycrocraBuan KOHTPOITY Haf,
rpahannma Pycuje. Onucana cutyarija je CIMKOBUT IIpYMep IIPETHe IIPBOT HIBOA, IIpeMa
KTacupUKaIUj/ AaToj Ha IIOYeTKY pajia. Y OBOM CIIy4ajy, HEIpYMepeH HeraTVBHNU CTaB
IIpeMa TeXHOJIOTMjaMa BellTavyKe NHTEeUTeHIMje JOBOIY O KaIllibelba Y TEXHOOIIKOM
PpasBojy 3eM/be U J10 CBe Beher HemoBepema y BIazy.

MebyTtim, oBakas TpeH[ IocTeneHo rydu 3Havaj y Pycuju. Pycko nckycTBo mokasyje a
IIPaBU/THA IPKaBHA ITO/IMTHKA TIOMaKe Y CMakbMBalby yTHUIIAja IPeTHe IpBOr HuBoa. [Ipema
HeJIaBHO CIIPOBEJeHOj aHKeTI PycKor IieHTpa 3a ucTpakuBambe jaBHOT Miberba (VCIOM)
o craBy Pyca npema TexHonorujaMa BelTauyke MHTEIUTEHIIN]j€, HUBO IIOBEPEa bYAN Y
OBe TEeXHOJIOTHje, Kao ¥ CTEIIeH CBECTH O ’bJIMa, Y aKTMBHOM je IIopacTy, a rpabanu cy cse
00jeKTUBHMUjM y IPOIeHN KallaI[TeTa BelTayKe HTE/INTeHITHje M PM3MKa TI0OBe3aHMX ca
mweroM npumenoM (VCIOM, 2022). Ila umnax, pusuk of cBe Behnx ApyuITBeHnx TeHsuja
3dor yBobemwa TexHOIOIMja BEIITaYKe NHTEMUTEHI[HUje 1 Ja/be je BUCOK, @ Y HOjeINuHIM
odmacTyMa JbYAM HUCY CIIPEMHN Jla BElITa4YKOj MHTETUI€HIIUj) TTOBepe YaK Hy MOMOhHe
¢dyukuumje. YuHM ce 1a IOCTOjI HETOCTaTaK OATOBapajyhe polleHe Kamanyrera BeITauykKe
MHTEJIUTeHIIMje U IPETHM I0BE3aHNX Ca BOM, He caMo Y Pycuju Beh mmpom csera. To
3Ha4U Jia p>KaBe Tpeda [a HacTaBe 0OpasoBHU paji 1 fla CTBAPajy yCIoBe 3a HajoesdenHIjy
Moryhy IpyMeHY TeXHOIOTMja BelITauKe NHTeNTeHIje.

Hewmoryhe je mpomeHnTV TIOpacT MpeTHN Off 370YIIOTpede TEXHOIOTHja BelITauKe
UHTenureHnuje y Pycuju ykommko ce He y3My y 003Up eKCTepHU PUSHUIIN Y OBOj OOACTH.
AMepuuKy CeKTOP BUCOKe TEXHOJIOIUje OKa3ao ce Kao MohHa ajaTka 3a CyKod/paBame ca
Pycujom y cajéepripoctopy. bpen CMuT, ipefceHUK 11 KacHUje MOTHPeCeNHIK KOMITaHMje
Microsoft, nniiie cacBMM OTBOPEHO O Y/IO3M IberoBe KOMIIaHMje y YKpajuHL.

»YKPajUHCKa B/IaJja je yCIIEIHO CIPOBesIa CBOje LIMBUIHE U BOjHE Ollepalije TaKo
IITO je P30 pearoBajia aKTUBUPAEM CBOje JUTUTAIHE NHPPACTPYKTYpe Y jABHOM ,,0071a-
Ky, OflaKJIe Cy je IIpeys1May LeHTpu nofaTaka mupom Espore. OBo je moppasymesaso
XUTHE 11 BaHpeJIHe KOpaKe Y YUTaBOM TE€XHOJIOLIKOM CEKTOPY, YK/by4yjyhu u Microsoft.
Maxko je paj; TEXHOJIOLIKOT CeKTOpa 110 Off BUTA/IHOT 3HAYaja, TAKODe je BaKHO MUCIIATH
U O [yTOPOYHUjUM JIeKIMjaMa foOujeH!M 13 oBaKkBUX Hanopa“ (Microsoft, 2022).

Ienepain ITon Hakacone, pupexrop HanyoHnanHe de3defHOCHe areHnuje, y CBOM
uHTepBjy 3a Sky News y jyry 2022. roguse moTBpano je fa cy Cjenumene [p>xase odaBue
oreparije opaH3MBHOT XaKOBaba Kao MOAPIIKY YKpajuHu: ,,CIpoBenu cMo HI3 oIlepariyja
y YUTAaBOM CIIeKTPY; opaH3MBHe, fedaH3uBHe [1] nHPopManyone onepanyje” (Martin,
2022). OBe onepanyje Hucy Moryhe des aHraxoparma BICOKOTeXHoIoMIKe cepe. CaMum
THUM je BUCOKOTexHoromKa arenfa y CjenumenuM [Ip>kaBama, Koja je JaHac HesaMMCINBa
des3 IyHe IIpMMeHe TeXHOJIOTYja BellITayKe MHTEeUTeHINje, TOCTaIa OTBOpeHo noppehena
BOjHMM ¥ HOMUTUYKMM MHTEPECUMA I 3aXTEBMMa IICUXOIOUIKOT paTOBamba.

3HavajHa je TpMMeHa TEXHO/IOIMja BEITauKe MHTE/TUI€HIMje CTBOPEHMX Ha 3anajly y
aKTyeTHOM BOJHOM CYKOOY y YKpajiHI. AMepudKa CTapTall TeXHOIOTMja 3a IPelo3HaBambe
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mmna (Clearview Al) py>kua je TeXHUYKY HOAPIIKY YKpajuHu. AaTke OBe BelITauke
MHTEIMTEHIMje MOTY fia ITPeNo3Hajy JINIfa Ha CHYMIIMMA, /a VX yIIopefie ca a30M MmofjaTaka
OBE KOMIIaHMj€e Y KOjoj 1Ma 20 MIIMjapAy C/IMKa Ca jaBHMX MPEKa, M Ha Taj HA4MH IIPETIO3Ha
HOTeHIIMja/IHe IIMYjyHe U IIOTUHYIIe Jbyfie. AJIaTKe BellTauKe MHTeUTeHIuje Takobhe nmajy
3HA4YajHY Y/IOTY y YKPajUHCKOM IIPOIIATaHIHOM paTy 1 y 00pajiyt KpUTUYHMX MHPOpMaIuja
o cykody. [Iporpam amepiuxe KoMIanuje Primer Moxe Ia BPIIM IPeIIO3HABakbe FOBOPA,
TPaHCKPUIIIN]jy U IpeBof. IIporpam mpecpehe u aHanmmaupa pycke rmopartke, yKpydyjyhn
u pasrosope n3Meby pycknx Bojunka y Ykpajunn. llIBajijapckn nmmdpoBann cepBuc 3a
hacxame 1o umeny Threema omoryhaBa KopucHUIMMA Y YKpajUHI [ IlIajby OBE ITOfIaTKe
Bojcim He oTKpuBajyhm cBoj npenturer (Global Times, 2022).

Y KpaTKuM IjpraMa, KOMIUIEKC pasHMX MHTePHUX U eKCTePHUX pa3BOjHMX (pakTopa
ozpebyje mocrojehe u moTeHIMjaTHe pM3MKe Of 37I0YTIOTPede BelITauKe MHTEMUTeHIIje
y Besl ca IoflallMMa O IMYHOCTH, Koja oM MOIVIa Jla yTUde Ha JbyAcKy ncuxy. [IpaBuHo je
pehn a ynoTpeda nmoparaka o IMYHOCTH Y CBPXY pas3Boja BellITauKe MHTeMUTeHIIMje KPIIN
dpojHa ocHOBHa Hauesna 3amTuTe nogaraxa (Datatilsynet, 2018) 3anprana u y Omnuroj
onpendu 3a amtuty nogaraka (eHr. GDPR), koja je mocTana perep, 1 y 3aKOHMMA I0je-
IVHUX Ip)XXaBa, yKbydayjyhu Pycrjy n men CaBesHr 3aK0oH 0 ofanumMa o mraHocTy (2006).
AyTopy oBoOr pajia HyJie HeKOJIMKO pellierba 3a IIPETXOAHO HaBesieH mpodieM. C jefiHe cTpaHe,
HEOITXO/[HO je OCUTYpaTH yCKIaheHOCT ca Hauenuma Tako mro he ce orpaHNYNTI JOMEH
IIpMMeHe TeXHOJIOTMja BellTayKe MHTE/IUTeHIIMje 1, Y ICTO BpeMe, 3Ha4ajHO YHAIIPeIUTH
FeHI a7ITOPUTMU, Ha TIPMeD, fla 811 ce eMMMIHNCATIO OfTy YN Bare 3aCHOBAHO Ha IIpefipa-
cynama. C gpyre cTpaHe, Takobe je Moryhe cTBOpPUTH ,,KOMITPOMICHO 3aKOHOZIABCTBO Y
kojeM he duty pasBujeHM MpUCTYIN MOfALIMMA O TMYHOCTY M IPUBATHOCTY y3uMajyhu y
003up cBe Behy y/Iory TexHOJOIMja BelITauKe MHTeIUTIeHIUje. Y MpaKcH, OCToje CIyda-
jeBM Kajia Byajie yBOJE T3B. MEKy PETy/IaTUBY O 3AlLITUTH IIOffaTaKa KaKo 01 ce CTBOPIIN
YCIIOBU 32 IeIOTBOPHM)jY IPMMEHY U Pa3BOj BelTauke MHTenmMrennuje. Ha mpumep, Mocksa
IIpUMebYje OBaKaB ,,eKCIIepUMeHTaIHM pexkxnM“ jour of 2002. ropune. To, n3meby ocrasnor,
omoryhasa xopunrheme noparaka o IMYHOCTI 32 Pas3BOj BELITAUKe MHTETUTCHIINje, AN
107} YC/IOBOM Ja Cy mopanu genepconanusosanu (Lukackij, 2020). Ypkoc ToMe mTo 0Baj
IIPUCTYTI IOHEKAJ, Hal/Iasy Ha KPUTHUKE, OH PYCKOj BJIa/jy Jlaje IPU/INKY Jia OCUTYpPa pasBoj
BelllTayKe MHTENTeHIMje KOpHUCHe 1 de30efHe 3a APYIITBO 1 fla ICTOBPEMEHO ITPEIIo3Ha
oceT/pMBe 0OACTY KOje 3aXTeBajy IOflaTHY 3aKOHO/IaBHY PETY/IaTIBY.

4. 3AKJbYYAK

Pycuja ce cyouaBa ca MHTEPHNM ¥ €KCTEPHUM IIPETHaMa Koje ca COdOM HOCH 3/10Y-
noTpeda BeITauKe MHTEMUTEeHINje ¥ 0dmacTy cuxonomnike de3degrocTnn. Ocum TOTa, OBE
IpeTHe ce yIanbuso mosehaajy yrmopeso ca pacToMm MehyHapogHNUX TeH3Nja, aKTVBHOT
xudpupHor para koju nporus Pycuje Boge Cjenumene AMepuuke JIp>kaBe U BIXOBI
caBesHniy. OUUITIENHO je a ce ca yOp3aHUM pasBojeM BellTauyKe MHTEMTUTeHINje y pas-
HMM 3eM/baMa noBehasa 1 BepoBaTHONha kopuihera JOCTOBHO CBMX BPCTa BEIITAuKe
MHTe/IUTeHIMje Y HesaKoHuTe cBpxe. CTora ce Ipenopy4dyje yCIoCTaB/babe PerMoHanite
u MehyHapozHe capaze Kako Ou ce 3ajeJHO pa3BiIe Mepe 3a CYIPOTCTaB/bakbe 3/10YII0-
Tpedu BellTauKe MHTEIMIeHIMje Kajia je ped O IOfjaljyiMa O IMYHOCTH, KOja je OIlacHa 1o
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desdemHoCT cBUX ipxKaBa. OcuM Tora, MebyznpxaBHa capafma Takobe je morpedHa ga du
ce oxpenyo mebycoduu ogroc usmeby mogaraxa o IMIHOCTH U BeIITauKe MHTEUTEHIINje
u ycrocTaBuwy Mebyaycuummmuapau cranapan. VIcTo Tako, IpecyaHo je He caMo ofpe-
IOUTK CTydajeBe y KojuMa Ou ce ymorpeda mojjataka o IMIHOCTY CMaTpaa mpeKpliajem
Beh 1cTO Tako paspaguTy Mepe BIUXOBe 3aLITUTe, YK/bYYyjyhu orpanndaBame yrnorpede
U JJa/beT pa3Boja BEIITAYKe MHTEINTEHIMjE Y TI0jeIMHMUM CTydajeBuMa.

Amnanu3sa IIoKasyje fja y BeJIMIKOM dpojy ciIydajeBa 3710yIOTpede BellTauke MHTe-
JIUTEHLIMje MOfalM O TMYHOCTY CTy>Ke M Kao MpefIMeT U Kao CPeACTBO HE3aKOHUTUX
pagmu. Y Behunn cutyanuja /pyam MOry fa IIpeTpIie He caMo MaTepujanHy U QUIUUKY
mtery Beh u ncuxononiky. CaMUM THUM, M3y3€THO je BaXKHO y3€TH Y 003UP IICUXONOIIKY
de3deHOCT MojeaMHaLIa U APYIITBA y CacTaB/balhy 3aKOHOIABCTBA U jaBHE MONMUTHKE Y
odacTyu BelITayKe MHTETUTEHIIVje M 3alITUTe II0faTaka o IMYHOCTU. Brane 81 y oBaj
npolec Takohe Tpedano ma yk/pyde rncuxosore u conuonore. Ha kpajy, nogjegnako je
BaXHO OaBUTH ce ICUXOJIOLIKYIM yTUIajeM ofgMax 1 de3 ofjiarama jep he osaj mpodiem ¢
BpEMEHOM II0CTajaTi CBe 030M/BHU)I.
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