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BEIITAYKA MHTEJIMTEHLIVJA 1 MEBYHAPOJHA
BE3BETHOCT: HAJO/TA3ERA PEBOJIYIIIJA
Y BOJHUM ITOCJIOBMIMA

Caxerak. Y nocrojehoj mreparypu cse ce emhe Mory nponahm ucrTpaxmarma Koja
IOBOJie y Be3y BeIUTauKy MHTemrennnjy u Mehynaponny desdegnoct. To je pasym/buso
¢ 003MpOM Ha TO Jla TPEHJOBY Pa3Boja MOAYIApHE U TeHepaTHe BellITauKe MHTEeINIeH-
I1je 1 BUXO0Ba VIMIIEMEHTalMja Y JoMeHy 0e30eJHOCTH TIpeTe Jja JOBey 10 pajiluKajHe
TpaHchopMalje HadlHa Ha KOjI ce BOjHIU IOCTIOBY CIIPOBOJie. VIcTpa>kMBauKyl Iiy/b OBOT
paja jecTe ja IpY>Ku IIperes mocTojehyx McTpaxknBama Koja I0oBOJie y Be3y BelITauKy
uHTenmMrennujy u Mehynaponny desdemHoct 3apaj norsphusama xumorese fa pa3soj u
MMIIIeMeHTalija BellTauKe MHTe/INTeHIIje HajaB/byjy Hafonasehy peBoyLjy y BOjHUM
TIOCTIOBMMA, Koja he TpaHchopMucaTu HaunHe Ha Koje Ipy)KaBe CTYMajy y CTpaTellKe NH-
Tepakiyje 1 crposofe ux Mehy codom.

KipyuHe peun: Belmrtauka MHTemureHnyja, Mehynaponna desdenHoct, pesonyiuja y
BOjHIM ITOCTIOBMMA, TEXHOJIOLIKM IeTePMIHI3aM, CTpaTellKe CTyAuje

YBOJIHA PASMATPAIbA

Pa3Boj Bemrrauke nHTeMUreHuyuje Hehe ,,3a081hu” Hujenny chepy apymrsennx 3du-
Barba — CaMIM TIM HI1 T0j/be MebyHapopHe de3denHocTn. Vako ce nedara Mo>ke BOFUTH O
CTeIleHy yTUIaja BelITAYKe NHTEMUTEeHIMje, TPEHYTKY OTIIOYNbarha TOT YTULIAja, Ta JaK
U O ,MHTeTIMTeHIVji“ BellTauyKe MHTeNTeHI[Vje, HEMUHOBHO je fa he mweH fapy paspoj 1
MMIUIeMeHTAIlija TPOM3BECTH 3HauajHe [PYyIITBeHe MMIUTNKalyje. Harry cBakopHeBU1y
maHac je Hemoryhe 3amMycuTy de3 caBpeMeHNX TeXHONOUIKNX ajiaTa, KOjy MOCTajy cBe
HMHTETIMTeHTHUjI . Y HIMpPeM CMICITY, WIYCTPATUBAH HPYMep 3a TO Y CBOM MCTPAXKIBa-
wY npyxajy Xeupu Knucunnep (Henry Kissinger), Epux IImut (Eric Schmidt) u Jauujen
Xarennoxep (Daniel Huttenlocher), HaBogehu na je kommjyrepckn nporpam uaentudgu-
KOBA0 MEJMIIMHCKM JIEK 32 KOjJ HAYYHMIM jOLI HE 3HAjy 3aLlTO M KaKO Jie/yje, /i Jienyje
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(Kissinger et al., 2021).> MebyTum, Hujefan mporpam Hije TONMMKO MOTEHIUjATHO OMAaCaH
u pasapajyh Komiko pa3Boj BelTauke MHTeNTeHIje ¥ foMeHy MehyHaponne desden-
HOCTH, @ HAPOUNUTO 3a 1oTpede patoBocTBa. OBOM TBP/OM He XKEMTUMO Jla YMAbJIMO
3Ha4aj MMIUIEMeHTallMje BellITauKe MHTeUIeHIIMje Y APYTUM 0O/acTMa IPYLUITBEHNUX
3duBama. Hamporus, moryhe je ugentuduxoaTu MHOrodpojHe IpefHOCTH ajiit U IIPETHEe
Off MMIUIEMEHTAIIje BEIITAauKe NHTeNUTeHIje 1 Y ApyruM odmactuma. Mebytum, mpoct
Pa30opHM IOTEHIMjal KOjJi MMIUIEMEHTALN]A BEIITAYKe IHTE/INTeHIIVje MOYXKe IIPOM3BECTI
y BoMeHy MebyHaponHe Se3defHOCTH YMHM pasMaTparbe HBIXOBOT OTHOCA HEOIIXOIHVIM.

VictuHU 3a BObY, IUTabe BellITauKe MHTEMUTEHIIIje per se Hije TONMNKO ,,MeDyHa-
PonHO-0e30eTHOCHO', 1a YaK HIU ,,APYLITBEHO ", KO/IMKO je TEXHNYKO. 300T TOra, HOMasIo
je He3axBa/IHO TOBOPUTH O TEXHIYKIM aCIIEKTHMA BEIITAYKe MHTEIUIeHIYje Ca O3NIje
UCTpaXKMBaya APyITBeHNX HayKa. OBO je HAPOUMTO CITy4aj Kajja ce HalpaBM jacHa ande-
penuujanuja usmehy nmojmosa Big Data, MalMHCKOT yiewa (machine learning) n Berrauke
MHTE/IUTEeHINje, KOjU Ca ,Hallle CTPaHe AUCUNIUINHAPHOT CIEeKTPa e/Iyjy PelaTUuBHO
CeKYHIApHO y OQHOCY Ha JPYLITBeHe IOC/IeNNIle JIX0OBe UMIUIeMeHTauje. 3d0r Tora,
ocraje Hajia fa he Korere ca TeXHMUKe ,,CTpaHe IUCHUIUIMHAPHOT CIIEKTPa PasyMeTn
3a1To hemMo y 0BOM pajly BeITauKOM MHTETUTEHIVjOM CMAaTPaTH ,KOMIIjyTepPCKe CHCTeMe
CII0COdHE ia CIIPOBOJie 3a[aTKe KOju TeHEePa/IHO 3aXTeBajy JbYACKY MHTEIUTEHIIN]Y, HOIIy T
BIM3yaJIHe Ieplielliyje, Ipello3HaBama roBopa I JoHollewa ofgnyKa“ (Johnson, 2019, p.
15). TTog 0BOM, TEXHUYKM PETATUBHO OIIIMPHOM Ie(DMHUIIN]OM BeIITayKe MHTeTUTeHIVje
HOApasyMeBaMo KaKo MOJyIapHe CICTeMe BellTauke nHTenureniyje (Modular Al), xoju
Cy IIPBEHCTBEHO HAMEhEHN Y)KeM OIICETy 3a/jaTaKa, TAKO 1 TeHepasIHe CHCTeMe BeIlITauKe
unremrennyje (General Al), Koju ¢y pa3BujaHM 3a IIVPM OIICET 3aflaTaKa U KOjU Cy CIIOCOd-
HIjJ [1a ce Cyoue ca pellaBameM alcTpakTHUjuX npodieMa (Ayoub & Payne, 2016, p. 795).

Y mocrnenmbux feceTak rofyHa MpodieMaTyiKa BellITauKe MHTETUIeHIje CBe BIUIIe
3a0KyII/ba MKy ayTopa MehyHaponse desdenHocT. IToMano HETUIINYHO 3a [PYIITBEHe
HayKe, IIOCTOjJf TOTOBO YHIUBEpP3a/IaH KOHCEH3yC fa he BelnTauyka nHTeMIeHIja TPAHC-
¢dopmucaru mehynaponny nomutuxy (Goldfarb & Lindsay, 2021, p. 7). Camum TuM, K/by4Ha
HyUTama Koja ce MOCTaB/bajy jecy — y KojuM he odmacTuma 1 Ha KOjyI HauMH BelITayKa
MHTeMTUTeHIINja yTULATH Ha IpodieMatuky Mehynaponte desdegroctu. Ll oBor paga
je ma mpy>Ku OATOBOP Ha HaBefeHa INTaka KPO3 CUCTEMATU30BaH Hperey mocrojehnx
UCTpaXXMBamba Koja JOBOJie y Be3y BeLITaYKy MHTEIUTeHIjy ¥ MehyHaponHy de30eqHOCT.
IleHTpaHa XUIIOTe3a je /la pa3Boj U MIMIUIEMEHTAIMja BellTauKe MHTE/UTeHIIje HajaBIby-
jy Hagonmasehy peBonmyuujy y BojuuM mocnosuma (Revolution in Military Affairs) koja he
TpaHcpopMMCATH HAYMH Ha KOji fIpyKaBe IOCTYIIajy U CITPOBOJIE CTpaTelIKe MHTEPaKIje
meby codom.

Y cBpXYy OCTBapyBama MCTPaXXMBAYKOT LIW/ba U IOTBphH1Baba/ofdaliBama IeHTpajTHe
XUIOTe3e, OBaj Paj je OpraHn3oBaH y Tpu LenuHe. Ha ocHOBY mperyenia nocrojehe mureparype
KOja CTaB/ba y OAHOC BELITAYKY MHTeMUTeHIM)y 1 MehyHaponHy desdenHocT, ayTop y IIpBOj
LieNmHY UAeHTN(UKYje TPH 10/ba yTHUIIAja BEIITAYKe NHTEINTEHI[je Ha IPOdIeMATHKY
mebyHaponse de3degHocTin. Y Ipyroj LieuHM IpeACTaB/beH je IIojaM PeBOIyLje Y BOjHUM

2 3a npukas nomeHyTe MoHorpaduje, nornegaru Mapkosuh (Markovié, 2023) y oBom dpojy 4a-
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IIOC/TOBMMA I IIPMKA3aH HAYMH Ha KOjy IIPOMEHE y YeTUPM I10/ba YTHUIIAja HATOBEIITaBajy
HOBY PEBOJTYLIMjy Y BOjHMM Moc/1oBuMa. KoHauyHO, yMECTO 3aK/byuKa, ayTOP pasMaTpa jia
TV 3aK/bY41LIM OBOT MUCTPAXKMBaKa Ya/ajy Y KJIOIKY TEXHONOMIKOT e TEPMUHU3MA.

TPU T1IOJbA YTUIAJA BEHITAYKE MHTEJIMTEHIUJE
Y MEBYHAPOJJHO] BESBEJHOCTU

Hajounrnenuuja Be3a n3melyy Bemrauke nnrenrenuyje u mehynapopue desdepnHo-
CTH JIOXU Y JOMeHY cajdepripocTopa u cajdepdesdenHoctu u paroara. To je U TOrM4HO
€ 003MpOM Ha TO Ja BelITAYKa MHTENUTEHIN)a, KA0 elleKTPOHCKI, COPTBEPCKI a/Iart, Haj-
IIpUpPOJHIIje IIOTOfyje IeNIOBaY Y eIeKTPOHCKOM IIpocTopy. MehyTum, nurame je ga
je To yjemHO U Haj3Ha4YajHUje 3a pa3Marpame dynyhHocTu cajdepdesdegroctu. YKomIuko
nornegamo nocrojehy mureparypy, Koja JOBOAY y Be3y BEIITAUKY MHTEINTEHIN)Y 1 Mehy-
HapozHy desdenHoCT, cajdepdesdenHocT ce pehe momube M30/10BaHO OFf IIMPUX ONeparuja
y mpeocTanum foMeHnma (3a nsyserke B. Wirkuttis & Klein, 2017; Horowitz et al., 2018,
pp- 3—4; Sikos, 2019). 3ampaBo, Besa nsMely Bemrauke unTenurennyje u Mmehynaponue
desdepnoct denrhe ce 3acHMBa HA OTEHIIVj/THOM YTULIA]y y TPAAVLIMOHATHIM JOMEHIMA
u odnactuma MehyHnapopHe desdenHOCTH, 11 TO Y TpY K/bY4YHA [10/ba: [O/bY CaBPEMEHMX
dopdeHux cpecTaBa, 0daBellITajHOr pafa 1 MehyHapogHe TeruTUMHOCTH.

Y3umajyhn y 003up 1je/IOKYIIHY CIMKY, HaBefeHN 3aK/bydaK MOXK/A yKasyje Ha
3HAYajHO OrpaHMdere nocrojehe muTepaType 0 BelITAYKOj MHTEIUTEHIju 1 MebyHa-
pornHoj dezdenHocT. MehyTnM, yKe mocMaTpaHO, MOXe Ce MIeHTU(PUKOBATY K/bYYIHI
apryMeHT y KOPMCT OBAKBOT IPUCTyIA. Y CpxU cajdepmpocTopa u cajdepdesdennoctn
nexxe copTBepcka penrea. OTyna, MOXKe Ce 3aK/bYINTH f1a UMIIEMEHTAIUja BeIITauKe
MHTETUTeHIMje Y OBOM OMeHY camo Haarpabyje mocrojehn npucrym. C gpyre crpate,
PasBoj 1 MMIIEMEHTALMja KAKO MOy/IapHE, TAKO 1 FeHepasIHe, BellITauKe HTeUIeHIIje
y CBpXy yHamnpebema fefama y TpafiiOHaTHIM JOMeHuMa 1 odnactuma MehyHaponHe
des3dennocTy MOKe MX paguKanHO M3MeHNTH. Kako Bemrrauka MHTEIUTEHI[MjA MOXe
fienaTy 3HaTHO epuKacHuje 1 eeKTUBHNUjE Y TOjeMHNM CETMEHTUMA TPAUI{MOHATHIX
nyrama MehyHapopHe 0e3deHOCTH, IeHOM MMIUIEMEHTALNjOM MOTy ce peBasuhu /pyficka
OrpaHNYersa U TMe PAANKATHO IIPOMEHNUTH HAYMH HAa KOjU Ce TPAfUIMOHA/IHE [I0jaBe
u npouecu mehynapopue de3denroctu onsujajy. Kao mrro cmo Beh ncraxmu, mocrojehy
JIITEPaTyYPy MOKEMO CHCTEMATI30BATH IIpeMa YeTUPH K/bYYHa I10/ba y KOjIMA Ce OI/Iefia
YTUIL[aj BellTauKe NHTEMUTeHIMje Ha MehyHaponHy desdenHocT.

Bemrrauka mHTeNMreHMja 1 caBpeMeHa dopdeHa cpencTaa

BepoBarno HajydecTanuje pasmMaTpare ofHoca 13Mely Belrrauke MHTeNTEHIIje 11
MebyHapopHe de30eHOCTM TOYMBa Ha 3allayKamuMa yHanpebuBama caBpeMeHnx dopde-
HIIX CpeJICTaBa — OHOCHO opyba Koje Ap>kaBe Kopucte 3a HoTpede dopdeHux omepanuja.
HMako BehnHa ayTopa He KOopucTI TepMUH dOpOeHa CPefiCTBA, EBUMIEHTHO je [a Ce Ha BUX
mucnu. Majkn Xoposur (Michael C. Horowitz) u capagHuiy nctudy fa JOIPUHOC Be-
IITa4YKe MHTETUTeHIje HAL[OHATHOj OfOpaHy I0YNBa Ha yHaIpehembnuMa y TeXHOIOruju
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ocMaTpama 1 odaBellTaBama, JOMIHALIMje eleKTPOMAarHeTHUM CIIEKTPOM 1 Y CBPXY Ma-
Mana u kamydnaxe (Horowitz et al., 2018, pp. 9-10). Jowr 3HauajHuje, OHM VICTUYY YIOTY
KOjy ayTOMaTH30BaHMU CUCTEMM, VIO TIOjeIMHAYHO OMIO Y POjy, MOTYy MMATU HAPOUYNUTO ¥
yOpsaBay cripoBoberba dopdennx oneparja (Horowitz et al., 2018, p. 9). VI apyru aytopu
HaBOJle C/IMYHa 3amaxama. [lejmc [Toxcon (James Johnson) ncTnde sHauajan yTuaj Kojy
ayTOHOMHU OPY>KaHM CHCTEMI MOTY VIMAaTH Ha CTPaTeIIKy cTaduIHOCT, ogBpahame u
moryhnoct eckananyje (Johnson, 2020, p. 1). Amangun Inn (Amandeep S. Gill), ¢ gpyre
CTpaHe, MICTMYe KaKo yBoDerme BelllTauke MHTEMUTeHIIMje Y KOHBEHIIMOHATHE OpY)KaHe
cucTeMe MOYKe CKPaTUTH BpeMe IIOTPedHO 3a TPAaHCMIICH)Y ITOfjaTaKa I JaBatbe YIIyTCTaBa
3a Jlefarbe ¢ 003MPOM Ha TO Ja Ce IIe/IOKYTIaH IPOIeC MOYKe OffBIjaTH ¥ CAMOM OPY>KaHOM
cuctemy (Gill, 2019, pp. 169-171). Mepu Kammurce (Mary L. Cummings) Takohe ucruue
3Ha4aj pasBoja ay TOHOMHIX OPY>KaHUX CUCTEMA, C THM Jia, 33 PA3/IUKY Of OCTA/IUX ayTopa,
HaBOJM JIa CMO jOLI JaJIeKO Off BellTauyKe MHTeIUTeHInje cliocodHe fa n3Habe pererme y
ycnoBuma ,mare para“ Kmaysesuna (Cummings, 2017).

V3 mpeTxopHe AVUCKyCHje eBUAEHTHO je ia ce MUTarba BellITauKe NHTeIUTeHIVje 1
caBpeMeHMX SOpdeHNMX cpeficTaBa IIPEBACXOHO CBOJIE Ha YIIOTPedy ay TOHOMHIX OPY>KaHMX
cpencTaBa. MebyTim, To je caMo jefaH acIIeKT caBpeMeHUX OOpdeHMX cpefcTaBa. XOpOBUI]
U CapafHULY CY Y IPaBY KaJa UCTUIY IIVpe [M0/be Pa3MaTparma O CAMUX ay TOHOMHIX
opyXaHux cpefictasa. lllTaBuie, caBpeMeHa dopdeHa cpeficTBa He MOPajy HY>KHO OUTH
HeCTPYKTMBHA C 003MpOM Ha TO Jla Ce M HeCMPTOHOCHA OPY>Kja MOTY MHKOPIIOPUPATH
07} OBaj KOHIIENT 11 OMTH IOfjjefHaKO KOPICHA Y OfiBujamby dopdennx omepannja (Korad,
2020). ITpumkom pasMaTparba OGHOCA BEIITAYKe MHTETUTEHIINje 1 CaBpeMeHMX OopdeHmx
CpeACTaBa MHOTO je 3HaYajHuja YMbEHNIIA A BEIITAYKa MHTEIUTeHIja MOXKE YHAIIPE -
TH K/IacuyHa opOeHa CpefiCTBa HETO Jja MOXKe MOCTUhM NTOTIYHY CaMOCTaTHOCT Y pajy.
JlonpuHOC BelITauke MHTENUTEHIUje HaTpaiiby SOPOEHNUX CpefcTaBa BUILe Ce OITIefa
y UIeHTUPMKALUjI [TOAaTaKa, BIXOBOj KaTeTOPU3aLMj! I TOHOLIEHY OfTyKa, HEeTo ¥
IIOTIYHOj caMocTanHocTH y pany (Payne, 2018). IllTaBuime, ak ce u uyjeja cTBapama
BOjHMKa KIOOpra NOTEeHIIMjaTHO MOXKe IIOKa3aTy Pa3opHIjOM Off ay TOHOMHIX OPYy>KaHUX
cpencrasa (Kora¢, 2019).

Cymnpajyhn pedeHo, MOXXeMO UIAEeHTU(PMKOBATH [iBe 3HAYajHE MMITIMKALIVje NMILTe-
MeHTallJfja BellITayKe IHTeIUIeHIIje Y caBpeMeHa dopdeHa cpencTsa. I1pBo, ¢ 0d3upom Ha
TO /1a SopdeHa cpeficTBa KOja II0UMBajy MPBEHCTBEHO Ha MOJ[Y/IAPHOj BEIITAYKOj MHTE/N-
TeHIIMju MOTy odpahyBary BenmKy KOMMYMHY ITOfaTakKa 3HATHO SpiKe Off YOBeKa, O3y ce
1o dprker cripoBobersa dopdennx onepannja. Octassbajyhi ayToHOMHa Opy)KaHa CpeCTBa
0 CTPaHM, UMIIEMEHTAIMja BellITauKe NHTENMUTeHI[je Y dopdeHe cucTeMe FOBOAM 1O
eduKacHujer IpUKyI/barba 1 0dpajie ofaTaka, ITo oMoryhasa Kpahy ngeHTnduKanujy
IpaBalia fieama 1 eeKTUBHIje JOHOIIeHhe OfTyKa Ha TepeHy. YBehaBamweM creneHa
edukacHocTu 1 epexTUBHOCTH yTUM3anuje dopdennx cpencraBa nosehasa ce dp3nHa
cIpoBoberba omepannja Ha afjeKBaTaH HAUVH 1 TVIMe CTeIleH yCIENIHOCTI Ha OOjHOM OBy,
To yjenHo MMa u gpyry UMIUIMKanujy — nosehamwe pa3opHOT OTEHIVjaIa ¢ 003MpOM Ha
TO Za ce dopdeHa CpeficTBa Y TOM CIIy4ajy MOTy ydecTanuje Kopuctutu. OcuM ImoMeHyTe

* O opHocy usMmebhy edukacHOCTH, eheKTUBHOCTH 1 YCIIEIIHOCTH Y CTPATEIIKMM CTY/i/jaMa BUAETH

Komnama (Kopanja, 2022).
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IIBe MMIUIMKaIje, HocToju u Tpeha, Koja ce orefia y lelepCoOHAMM3aVji paTOBamba, a/li
Ce OHA BUIIIe OFHOCH Ha JoMeH eTrke MehyHapoznHe desdegHocTy, Hero Ha MehyHaporHy
de3demHOCT Kao TakBy (B. Korad, 2018).

Bemrauka MHTe/IMreHIMja M 0OaBeIITajHN paj,

L pyro mormbe yTuiiaja BelTauyke MHTEUTEHIMje Ha MehyHaponHy desdenHocT ornena
ce 'y YMIbeHMIIM [a pa3Boj ¥ MMIUIEMEHTallMja BellITauKe MHTe/IUTeHIIMje MOTY PafiKaTHO
tpancdopmucaTu odasernTtajuu pag. OdaBelTajHN paj] ¥ TEXHOIOLIKY HATIPEJaK TOTOBO
CY YBeK UMLK ,,pyKy noppyKy . [lITaBuine, Moxe ce pehu fa je jenaH of mpBUX KOMIjyTepa
Ha CBETY YIIPaBO pasBujeH 3a moTpede odaBelTajHOT Pajia, OLHOCHO ,,pa3dujama’ eH-
kpuniyje EAMrme — MalmHe Kojy Cy IpUIIafHUIM OPYKaHMX CHara Hanuctinuke Hemauke
KOPUCTWIN TOKOM J[pyror cBeTCKor paTa, of cTpane Amana Tjypunra (Alan Turing) un
ErOBOT TMMa Y beumn mapky. JJabu TeXHOMONIKY HaIpely, TOKOM X/IaJfHOT para, Ma-
XOM Cy &1ty Bp/io Op30 MHKOPIIOPUpaHM Y 0daBellITajHU paj, — Of IIpodoja y Kpeupamwy
CBe MamJX TeXHOJIOIIKNX a/IaTa, 1O Pa3Boja CyNepKOMIIjyTepa KOjy CY CMPOBOM CHaroM
KoMIjyTanyje pasdujamy mmdpoBaHe MOpyke. VIMIIIeMeHTalja BelTayke MHTEeTUTeHIIje
y odaBeluTajHI paf NpefcTaBba nornyan cinegehn kopak. HaBesjeHa pasmarpama HUCY
IpoMaxia 1 Mory ce mponahu y mocrojehoj mureparypu (Horowitz et al., 2018; Evangelista
et al., 2021; Bayerl et al., 2022; Ghioni et al., 2023).

BepoBarHOo HajsHa4ajHUjM ACTIEKT OSaBeLHTajHor Ppajia KojeM BEeLITAa4Ka MHTE/IUTeHIja
MO>Ke [JOIIPMHETH jecTe CerMeHT OTBOpeHux n3popa moparaka (OSINT). 3a pasnuky ox
X/TaJIHOPATOBCKOT IIepPUOJia, Kajja je IIPUCTYII ,,CUPOBUM  TOJAIMMa IIpeficTaB/bao Hajsehy
IpemnpeKy y 0daBeITajHOM Pajy, JaHAC K/bYYHI IPOS/IeM IIPeICTaB/ba €HOPMHA KOTMYIHA
HofaTaka Koja ce Mo)ke IIpoHahn y orBopenuM nspopuma. CTOTHHe Xn/bajja JOKyMeHaTa,
BII€O U ay[iM0 MaTepljajTa TOTOBO Ce CBAK! Yac IIOCTaBM Ha MHTEPHET, TAaKO fia Cy IO-
TpedHe X1bajie ¥ XUbajle IojeAMHala ja mpoby Kpos cBe mojatke fia Ou MAeHTN(MKOBAIN
perneBaHTaH MaTepujal. Yak 1 fa je Moryhe ma mojemuHan npersesia cBe IofaTke, oneT du
MOIJIE la My IPOMaKHY K/by4He Bese n3Meby nogaraka. Bemrrauka MHTeIMIeHIMja MOXKe
la HaJlOMeCT HaBeleHO OrpaHMYerbe. 3a Pas3/IMKy Off CaBpeMeHMX JOpOeHUX CUCTeMa,
y ynorpedu Bemuitauke nHTenureHmuje 3a morpede OSINT-a mopynapan Al mambe je of
KOPYICTY HEero reHepasIHy, jep je moTpedaH Behm cTelleH amcTpakiyje y pellaBamy Ipo-
dnema. MebyTum, HecyMBIBO je Ia MMIUIEMEHTAIMja BelITadKe MHTETUTEHIUje MOXKe
tpancpopmucary OSINT y mpasiy nIpuMapHOr HauMHa MPUKYI/balba 0daBeIlTajHIX
HopaTaka, ysuMajyhu y od3up unmeHnIy ja fomasu 10 eHopMHe mponndepariuje jaBHO
TNOCTYIIHUX CafipyKaja.

Vnax, Besa usMely BelrTauke MHTeNMUTeHIMje ¥ 00ABEIITAjHOT Pajia He 3aBpIIaBa
ce camo Ha OSINT-y ¢ 0d3mpom Ha To ja MOyke TpaHCPOPMUCATH U Apyre HadMHe IpU-
KyIUbakba IIoflaTaKa. VIHK/Iy3uja BelTauyKe MHTeIUTeHLMje 3HaYajHO yHanpebyje mpuky-
Ibame 1 0dpany mojaTaka u3 eeKTpoHckux tpancmucuja (SIGNIT), ca pororpaduja
(IMINT), reonpocroprux nogaraka (GEOINT), xao 1 moparaka IpuKyI/beHUX MepemheM
TeIeMeTPHjCKUX U eneKTpoHckux nogataka (MASINT/TELINT/ELINT), ogHocHO onax-
IIaBa 3aK/bY4MBam-€e HA OCHOBY IofjaTaka. Yak 1 y cerMeHTy IPUKYI/bamba IOfjaTaKa Off
nojepuuana (HUMINT) Benrtauka MHTeTUTEHIIja XUITOTETUYKI MOXKE JOTIPUHETH THMe
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o he nocnyxunn sa yrephusame BepogocTojHOCTH /bYACKUX U3Bopa. C 0d3mpom Ha
TO /la BEIITA4YKa MHTEMUIeHIIMja HIje OTpaHIYeHa NapTUKY/TapHOM cepoM eKCriepTuse,
OJfHOCHO MCKYCTBOM K0 II0jeMHIIM, BOMe e JIaKiie Mory MehycodHo nmopeantu mogaumu
IPYKYIUbEHN U3 Pa3IMIUTUX M3BOPa ¥ TUMe cTehy BakHa IIPeJHOCT Y IOTEHIIMjaTHOM
cykody. Cammm TuM, mpodnemaryka Mehynapopue de3denHocT Moxxe ce TpaHC(HOpMIUCATH
Y CMUCITY Ja ip’KaBa Koja pa3Byje M UMILIEMEHTUPA CYTIEPUOPHMjY BEIITAYKY MHTETUIEHIIN]y
y odmacTy 0daBeIITajHOT pajia MOYKe PacIIoNaraTyi paBOBPeMeHN M, KPeTNOMTHU UM 1
IIOY3aHMjUM TIOfJALiIMa V1 TYIMe OIHETH IIPeBary y CyKody.

MebyTum, nocToju jeHa BayKHa MMIUIMKaIMja Kopuiihema BelTadke MHTEUTeHIVje
3a moTpede 00aBeILITAJHOT pajia — CTeIleH HOMPUHOCA KOHTPAa0daBelITajHIM OCTOBUMA.
Y moctojehoj miTepaTypu BelITayKa MHTEMUTEHIINja YITTABHOM Ce MO0Be3yje UCKIbYIUBO
ca odaBelITajHNM a He KOHTpaodaBelITajHNM paiom. [Turame Koje ce II0CTaB/ba jecte Aa
JIV BEIITAUKa MHTEeIUT€HIMja MOKe Ha C/IMYaH Ha4d)H JOIPUHETY U KOHTPA0daBelTajHOM
pamy. Y TOM IOI7Iely IIOCTaB/bajy Ce ABa K/by4Ha uTama. [IpBo, Ha KOju HAYMH BeITavKa
VHTEJIMTeHIIMja MOYKe TOIPYMHETH NAeHTIOMKALIM] Y IIOTeHIMja/THIX areHaTa Koju eyjy
yHyTap oppebene np>xase? VI pyro, u sHauajHIje, Ha KOjU HAYMH BellTa4Ka MHTEIUIeHIIUja
Moyke STy yrnoTpedsbeHa fja IpUKpPHje TIofjaTKe KOjyi ce IIPUKYIUbajy U3 APYTUX M3BOPa,
OfTHOCHO 71a oHeMoryhu Tyhy BeITauky MHTENMUTEHIN)Y /ia VX MPUKYI/bal

Bemrauka nHTeIUreHnMja 1 MehyHapogHa nernTMMHOCT

Tpehe nome yTuiaja Bemrauke nHTeNMUreHuje Ha MehyHaponny desdegHocT HansIer,
menyje HajOennrHyje, MehyTuM oHO mocenyje HajBehy cydBepsUBHY IOTeHIMjaL. Y IOCTO-
jehoj mureparypu o mehynaponHoj desdenHOCTH MUTabe IETUTUMHOCTH Ae/Iabha 3ay31Ma
3HA4ajHO MeCTO Kao IIOTeHIjaTHO odjallberbe (He)ycrexa MehyHaponHor fenara (8. Bull,
2012; Krebs, 2015; Wendt, 2016; Goddard, 2018). To ce IpBeHCTBEHO OZHOCK Ha IOjefIHA
TeOpUjCKa pasMaTparba y OKBUPY KOHCTPYKTUBIUCTIYKE, KPUTIYKE U TPAUILINje eHITIeCKe
mkoste MehyHapogHUX OfjHOCA, IIpeMa KojiMa N Tabe IETNTUMHOCTY MebyHapoaHor fe-
Jarba IpefiCTaB/ba, y HajMatby PYKY, IOfjeIHAKO 3HadajaH (GakTop 3a pasyMeBame UCXOAa
[IOHAIlIama Ap>KaBa. ¥ cUTyalujaMa Kajia MehyHapopiHoO fieabe, caMo 1o cedu, He du duyo
nprixBaheHo Kao IErMTIMHO, ip>KaBe Cy IprderaBase pasHOMUKIAM TeXHMKaMa Kojuma du
[IpUKa3uBase CBOje MOCTYIIKe Kao OIpaB/aHe I IPUXBAT/byBe. 300r TOra ayTopy HOIyT
Bpennuja Knajua (Bradley Klein) mpase pasnuky nsmely T3B. orrepaTHBHOT HOHAIIAbA —
CTBAPHOT IIOHAMIAA APXKaBe, 1 T3B. IeK/TAPATHBHOT IIOHAIIAKA — HAYMHA HA KOjI [Ip)KaBe
CBOje IOHAlllathe MPelCTaB/bajy ocTaTky Mehynapopue 3ajegunie (Klein, 1988).

Ha npBu nioren, nsyvaBare IETUTUMHOCTY Mel)yHapoHOT flearba MMa Majio fo-
AVPHMX Tavaka ca MUTamkeM BellTauyKe MHTEIUTEHIIje jep Y OFHOCY Ha [iBa IIPETXOLHO
HaBeJjeHa 10/ba fle/lyje /1a CY PasBoj M MMIUIEMEHTALfja BellTayKe VHTENTUTeHI[yje Of ce-
KyH/[apHOT 3Ha4aja. [IprinkoM pasmMaTpama caBpeMeHNx dopOeHNX CpeAcTaBa a YaK 1
00aBeIlTajHOT pajia, TOBE3aHOCT U3Mel)y TeXHOMOLIKOr HAlIpeTKa I yCIleXa Y OBMM HO/bIMa
ounryenHa je u Hajpehum mannuma. Mebhytum, fa du Susto Koje HeKkIapaTVBHO MOHALIAE
YCIIeTIO [ia IPefiCTaBY ONlePATUBHO Kao JIETUTIMHO, TOTPESHO je MCTO 1 HOKA3aTH IIpeM
mebynapogHoM aypuropujymy. Ty Ha ClieHy CTYIAjy TeXHOMOLIKY anaTu. Bugeo n ayamo
samucn — gororpaduje, BULEO-CHUMIY, CATeTUTCKY HOGALN, CHUM/bEHU PasrOBOPHU 1
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CIMYHM JOKA3MU CITY KM CY KPO3 JOCa/lalliiby ICTOPHUjy Kao CPEefICTBa 3a OIIpaB/iaBatbe I
JNIETUTMIMU3ALV)Y PA3HOMMKIX [IOHAIIAba. TeXHOMOIIKA KOMIIOHEHTA je Y TOMe M3pakeHa C
0031pOM Ha TO [ja je HaIIpefjaK y OBOM I10/bY JOIIPUHOCKO TOME JIa Ce IOTPEdHN ,,JOKa3!
JaKIlle IpudaBe U y4uHe yBepP/bUBUjVM.

Pa3Boj BelrTauke MHTEMUTEHIMje He CaMO fia Jajbe JOIPUHOCH Beh ITOMeHYTOM Hero
U IIpeTH Ja paiuKaJHO TpaHCchOpMUILe OBO Mojbe. Ped je IpBeHCTBEHO 0 pa3Bojy anara
BellTa4yKe MHTEeJIUTeHIVje Koju oMoryhaBajy Mogudukanuje BULeO U ayAuo0 3ammca y
CKJIamy ca >Ke/baMa KopucHMKa. Kajja rosopuMo o Bujeo-3anmcuma, Takpa TeXHONOTUja
ce HasuBa deepfake. Ped je o copTBepckoM perrersy Koje omoryhasa Mmopnduxanujy mo-
crojehnx Bugeo-cagpikaja Tako fja fieyje Aa TOBOPHMK Ca MSBOPHOT CHMMKA M3roBapa
CacBMM [IPyKuuju TeKcT. TruMe ce cTBapa IIOrofiaH cafipykaj, Koju Kpeatopy omoryhasa fa
IpY>Xn ToTpedHe ,,joKase™ KojiMa SV IernTUMIICA0 COIICTBEHO (OIepaTHBHO) MOHAIIA-
me. CIMYHa cuTyaluja je 1 ca ayamo-caapskajeM ¢ 003MpoM Ha To jia ce Beh caga mory
mpoHahn anKaiuje Koje 4iHe fa Benyje fa je ofpebenn mojeuHar; M3roBOpHo XKe/beHN
tekct. Tume ce foduja ga bapak Odama wmm Jorang Tpamir usroBope koje rog moTpedHe
pedenute. MebhyTum, komOMHanja ayayo 1 BUieo cafip>kaja IIocedHO je cyOBep3uBHa jep
IpPY’)Xa IOfATHY HOTY YBEP/bUBOCTH U KPeAUOMIUTETA.

Y moctojehoj muTepaTypu mpemosHat je mpodieM Koju yrmorpeda BelTayke NHTe-
JIUTeHINje, IPBEHCTBEHO deepfake TexHOMOTMje, MOXe MMaTH y odmacTu de3defHOCTI
(Pantserev, 2020; Chadha et al. 2021). Tony1ue, pebe je oBa rexnonoruja gosobena y Besy ca
OUTakeM AocTr3amba MehyHapogHor nerntumuteTa. MelyTum, MoBe3aHOCT je eBUieHTHA
¢ od3upoM Ha To fia deepfake Texnonoruja omoryhasa jenHy op nBe cTBapy: win he durtu
yroTpedsbeHa Kao ,,I0Ka3" 3apaj IernTuMu3alje ofpeheHor onepaTuBHOr IOHALIAbA,
win he y moTmryHOCTI TOBeCcTH y MUTame OUIIO KOjit ZoKa3 u TuMe MehyHapogau nopenak
3aCHOBAH Ha KaKBUM-TAaKBUM IpaBumMa. OcUM Tora, IOCTOjU jOLI jefHa BPJIO 3HAYajHA
OIIaCHOCT. YoTpeda BelllTayKe MHTEIUTeHIIVje Kpo3 deepfake 1 cIu4He TeXHOIOTMje
Mo>ke duTu KopuinheHa 3a morpede cydpepsuje Kao KapaKTepUCTUUHE CTPATETHUje KOjy
Ip>KaBe MOy KOPUCTUTH IIPK CTpaTeIIKuM uHTepakiujama (B. Wohlforth, 2020; Kastner
& Wohlforth, 2021). AgexBaTHOM MMIUIEMEHTALIMjOM a/IaTa BEIITAYKe HHTENTUTEHIINje Ha
oBaj HauMH Moryhe je ma jemHa fApskaBa IIOApUBA BIACT M MHCTUTYLVje ApyTe pXKase y
Haziu fia he joj To momohyu fia ocTBapy COICTBeHe CTpaTellKe HTepece.

HAJIOJIA3ERA PEBOJTYIIMJA
V BOJHVM IIOCJIOBVIMA

YumeHMIa Ia pa3Boj HOBUX TEXHOIOIMja yTU4Ye Ha InTama MehyHaponue de3den-
HOCTY eBUJIeHTHa je 1 maniyma. MehyTum, HaBefieHa dnmeHnIa, caMma 1o cedu, He Impyxa
3aoBosbaBajyhe odjanrmerme Kako ¥ 3allTO [0 Tora gonasu. Y mocrojehoj mureparypu
CTpaTelIKNX CTY/Mja II0jaM PEeBOIYLIMj€ Y BOjHUM IIOC/IOBMMA OJHOCHU Ce YIIPABO Ha OB3j
¢denomen. IIpsodutHo passujeH y Cosjerckom CaBesy ofi cTpaHe reHepana Hukornaja
OrapkoBa, a KacHuje fabe passrjad y CjennmennM [IpxaBama yHyTap Kannemapuje 3a
crparernjcke npouene (Office of Net Assessments) nox Bohcrsom Enppjya Mapurana
(Andrew Marshall), oz oBuM 1ojMOM mogpasymeBa ce He CaMO TEXHOJIOLIKY Hallpenak
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Beh U TaKBU Halpeny Koji ,MOpajy ia ZoBely O 3Ha4ajHUX IIPOMEHA Y Ha4MHY Ha KOju
Cce Opy)KaHe CHare OpraHusyjy, 00y4aBajy u oIpeMajy 3a part, mpeodnukyjyhn time Haunx
Ha Koju ce Boge paroBu (Sloan, 2002, p. 3; B. Herspring, 1987; Rosen, 2010).

ITonasHa mpeTnocTaBKa Te3e O PEBOMYLMjI Y BOjHUM IOCTIOBMMA jeCTe Jja TeX-
HoJoIMja yMHOroMe ogpebyje cTparewky arenny (Buzan, 1987, p. 17). Kaxo npuxasyje
Bapu Bysan (Barry Buzan), TeXHOJIOIIKM pa3Boj je KpO3 UCTOPUjY MEHA0 U MOCTAB/HAO
CTpATEIIKy areHyIy, a/lu ¥ yTUIIA0 Ha CTpaTelllKe MHTepakiuje Mehy npxaBama mpe ceera
y odacTiMa BaTpeHe MOhu, 3aIlITUTe, IOKPET/bUBOCTY, KOMyHMKAIMja 1 0daBelITajHOr
paga (Buzan, 1987, pp. 17-26). IIpumepu 3a to mory ce Hahu y cnydajy Hamoneonose
®pannycke, Yjenpumenor Kpamesctsa, Cjenumennx Ipxasa, Janana, Kune u gpyrux
Ip>kaBa Kpo3 uctopujy (Arquilla & Karmel, 1997; Dalby, 2009; Newmyer, 2010; Le, 2018;
Hall, 2018; Liao, 2020).

Mmak, ka0 ITO CMO MCTAaK/IM, peBONYLMja Y BOjHUM ITOCTOBMMA He CBOJY C€ MC-
K/by4MBO Ha caM TE€XHOJIOIIKY Hanpenak. VIcTMHCKe peBonynyje y BOJHUM IOCIOBMMA
IpOM3NUIa3e U3 HEKCYyCa TEXHOJIOUIKOT Pa3Boja ¥ OPraHM3aLMjCKMUX M JOKTPUHAPHUX
IpOMeHa y Opy>XKaHUM CHarama ofipebene nprkase. Pasyior 3a 1o je 111T0, IpeMa 0BOM IOjMY,
TEeXHOJIOLIK] HAIIpellak MOXKe JOBECTH [0 modefie Ha SOjHOM IIOJbY TeK Kajja y HOTIIYHO-
ctu dyJie MHTETPYCaH y OpPraHM3allNjy U flefioBarbe OPY>KaHuX cHara. CaMMM THM, TI0jaM
peBoIyLMje y BOjHIM IIOC/IOBMMA OFHOCK C€ KaKO Ha CaM TEXHOJIOIIKM Pa3Boj, TAKO 1 Ha
OpraHM3alOHe U JOKTPMHAPHE IPOMEHE Yy OPY>KaHIM CHarama [0 KOjUX JTOIasy MHTe-
TpalMjoM T€ TEXHONIOTH]eE.

Capxa 110ojMa peBoyLyje y BOjHUM MOCTIOBMMA HIj€ CaMO Jla YKayKe Ha YMIbEeHNUITY Jia
TEXHOJIOIIKM HaIlpeJlak MOXKe J1a JOBeJie 1O OPTaHM3aLMOHMX 1 JOKTPMHAPHMX IIPOMEHa
y Opy»XaHIM CHarama ofipeheHe apskase, Beh 1 1a ykake Ha TO KaKo TaKBa MHTeTpaIyja
¥ IIPOMEHe MOTY yTUIIATU Ha MICXOfie Ha SOjHOM HOJbY. 3HaUajHM MCKOPAIM Y TEXHOTOTU)U
y IIOMEHYTUM IO/bMIMa BaTpeHe MOhM, 3aIlTHTe, TOKPET/bUBOCTY, KOMYHUKalMja 1 0da-
BENITAjHOT Pajia, Kao ¥ IPOMEeHe y CTPYKTYPM OPY>KaHMX CHara Koje ce JIeIaBajy ycien
X oMmoryhaBsajy pxaBaMa ja OCTBape CTPATEIIKY IIPEJHOCT KaKO Ha CaMOM QOjUIITY,
TaKo U MPWINKOM yroTpede npucuie. CaMum TuM, gp>kaBe Koje paHMje OCTBape peBo-
JIYLMjY Y COIICTBEHNM BOJHUM IIOCTOBMMaA (aKTUIKI TOCTAjy cBe MOhHIje 1 CIoCcodHMje
3a OCTBapMBakbe CONCTBEHMX MHTEPECa BOjHUM CPE/ICTBMMA. YKa3lBarbeM Ha TO Jla ce y
ofipeheHoj Ip>kaBy OffBYja PEBOMYINja Y BOjHIM IOC/IOBYMA, HEKaJ MMIUIMLIMTHO HeKajl
eKCIUIMLIUTHO, yKa3yje ce Ha YMIbeHUIY [a Ta Ap>kaBa IocTaje MOhHMja U criocodHMja
Ia CBOje HaMepe oCTBapy de3 0d31pa Ha NIPOTUB/belbe APYTUX Ap>kaBa. 300T TOra, MaKo
je MOXK[Ja peNIaTMBHO 3aII0CTAB/EHO, IINTAE PEBOIYLMje Y BOjHUM IIOCTIOBIMA JIEXKW Y
OCHOBM U3y4aBatba CTPATEIIKMX CTyAMja U IPEJCTaB/ba j€JHO Off HajpeleBaHTHMjMX I10/ba
usy4aBama MehyHaponse dezdegHocTn.

Ha ocnoBy npernena murepaType Koja y Be3y JOBOAM BEIITAYKy MHTEIUTEHLINjy
u MehyHaponHy 0e38eHOCT eBU/IeHTHe CY Ha3HaKe Ja Cy pas3Boj M MMIIEMEeHTaIlja
BeIITauKe MHTENNTEHINje jacaH 3HaK Hajlonasehe peBonynmje y BOjHUM MOCTOBYMA. Y
TIOCTIeAIbYIX HEKOMMKO TOAVMHA, Y TUTepaTypu ce Mory nmponahu civarm saxpyqnn (Brose,
2019; Thornton & Miron, 2020; Kania, 2021). Ykonuko yHOpenyuMo 1eT bysaHOBUX 1ojba y
KOjuMa ce Kpo3 MCTOpHjy MaHMdecToBaIa peBOMyLja Y BOJHUM HOCTIOBIMA C TPY [O/ba
yTHIaja BellITauKe MHTeNureHnnje Ha Mehynaponny desdegnoct, younhemo snavajan
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CTelleH IpeK/anama. Paspoj 1 MMIIeMeHTalyja BeIITaYKe NHTEIUTeHIIMje Y CBPXE yHa-
npebema caBpeMeHNX OOpdeHMX cpeficTaBa, 0daBelITajHOr pajia, IIa YaK U 3a oTpede
OCTBapyMBama Mel)yHapoHOT TerNTUMNUTETa 3HaUajaH Cy TEXHOMOIIKY MCKOPAK, KOjI MOXKe
PEBOMYIIMOHAPHO JIa TPOMEHN HaulHe Ha Koje ce BOjHM ITOC/IoBM 0daBbajy. HapasHo, 1a
SuCMO rOBOPIWIN O UCTUHCKO] PEBOYLIUjU Y BOJHUM IIOC/IOBYMA, HEOIIXOAHO je Aa mobe,
IIPBO, IO IIOTIIYHMjET Pa3Boja M MMIUIEMEHTAIVje TEXHO/IOTHje BeIITauKe MHTEINT €HIINje
3a IoTpede BOjHMX ITOC/IOBA, a 3aTVM I JIO OPTaHM3AIMOHVX ¥ TOKTPUHAPHNX IIPOMeHa
y CaMMM OpY>KaHMM CHarama.

3d0r cBera HaBeEHOT, jOII He MOXe JIa ce TBPAM [a PasBoj U UMIIIEMeHTal/ja Be-
IHITauKe MHTETUTeHIYje [IPeACTaB/ba PEBOMYLN]Y Y BOjHIM HOocmoBMMa. MehyTum, crenen
MHTETpaIje BelTayke MHTENMTEeHIje Y CYCTeMe ofidpaHe p)KaBa IIpy»Ka BUIIe Hero jacHe
HasHaKe Ja je ped o Hajonasehoj peBonynuju y BojHuM nocnosuma. Illta Ham 10 roBopu?
ITpBo, TO je jacaH MHAMKATOP MPUINKOM yTBphuBama penaTusHe guctpudymuje Mmohu
usmeby gpxaBa. OHa gprkaBa Koja paHije OCTBApy PeBOMYLIN)Y Y BOjHUM IIOCTOBMMA KOja
Ce OfIHOCH Ha BeLITa4yKy MHTEeUTeHLIU]Y, MOXe IIPEOKPEHYTU peTaTUBHY AUCTPUSYLjy
MORNN Yy CBOjy KOPUCT, IITO Y AHAIIILeM TYpOY/IEHTHOM CBETY MOKe MMATI 3Ha4YajHe I10-
cnepuue. OTyza HOTNYE U M3Y3eTHA aXKiba KOjy aMepryKy ayTopu mocsehyjy moryhoj
PEBOMYILIMjY Yy BOjHUM HOCTOBUMa oBe BpcTe Y Kuuu. JIpyro, TiMe ce Takobe nmmmimpa
Jla IIPefiCTOju HOBYU BUJ TPKe Y Haopyxamy (Maas, 2019). Beh cmo HaBenu na yBobeme
BellITayKe MHTe/IUTeHIIMje IIpefcTaB/ba Hafonasehy peBonyuujy y BOjHMM IOCTIOBMMA Koja
MOXKe IPeOKPeHYTH pelaTuBHY IUCTpudynujy Mohmn, a To mopasymena fa he ce apskase,
npe cBera Bogehe, Mebhycodno TakmuunTy fa dyny npse koje he TakBy peBomyLyjy 3aucta
u octBaputn. OTyAa, y dmkoj dynyhHoCTH MOXeMO OYeKMBaTHU IIOPACT U3Bajama 3a
UCTPAXMBae I PasBOj BellITauKe MHTENMUTeHIje 3a ToTpede paroBoacTsa. KoHauHo,
HajoBe3yjyhu ce Ha mpeTXoxHO, mocToju MoryhHocT fia mobe u mo pasymeBama Moryher
JeCTPYKTMBHOT IIOTEHIIMja/Ia KOjJi OBaKBa PEBOIYLIMja Y BOjHUM IIOC/IOBMMA IIPOM3BOIY 1
fla HaBefie Ap>KaBe Ja IIPeroBapajy o cBojeBpcHoj Koutponu Al Haopyxama (Geist, 2016).
AHaorHO HyKJIeapHOM OPYKjy, He MOYKeMO MCK/BYYNUTI MOTYNHOCT 1a Y HEKOM TPEHYTKY
y dmxoj dynyhuoctn nobe o cojespcHor START-a 3a Al kojium du fpxaBe ydmaxuie
TpKy y Al Haopyxamy 1 TuMe usderne 3aMKy de3defHOCHe Aumeme.

YMECTO 3AK/bYYKA:
KJIOIIKA TEXHOJIOUIKOT IETEPMMHN3MA (?)

Panpan IIsenep (Randall Schweller) y npaBy je xaga HaBoiu a CBeT KOju je Iper
HaMa HeMa IIpaBy McTopujcky aHanorujy (Schweller, 2022). Mako je merosa Tesa ycMepe-
Ha Ha pa3MaTpame ITamba IOMapHOCTI Y Mel)yHapoHMM OlHOCKMa, OHA je TOofIjefHaKO
peNeBaHTHA, aKO He 1 Pe/IeBaHTHYja KaJja IOCMaTpaMo PEBOTYLMjY Y BOjHMM IIOC/IOBAMA
0 KOje [Joasy yciie], paspoja 1 MMIIEMEHTalyje BellTayke MHTenurenyyje. V mopep tora
IITO CY paHMje peBOIyLVje Y BOjHMM IIOC/IOBYIMA IONIpUHe/Ie 3Ha4ajHIM TpaHCpOopMany-
jaMa y cTpaTelkuM MHTepaKIjaMa Mehy mgpxaBama, Hajonaseha peponynuja y BojHUM
IOC/IOBUMA, Bo)eHa BeIITauKOM MHTENIUTEHI[NjOM, HAaPOUYNTO je ocedHa jep MmpeTu Aa
UCK/bY4M jefIHY KOHCTAHTY — YOBEKa.
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CarnefaBarmeM rocrojehe murepaType eBUICHTHO je fla Ce BeITadKa MHTeUTeHIIN]a,
IIPBEHCTBEHO MOy/apHa, Beh MHKopIopupa y caBpeMeHe dopdeHe cucTeMe, 0daBelITajHU
paj a/y ¥ HauMHe OCTBapMBalba VN IIOIPYBaba JIETUTUMHOCTY MehyHaponHor fenama.
JemHOCTaBHO pedeHo, YKemenu MU TO cedy /ja PM3HAMO MTH He, TEXHONIOIIKM Pa3Boj AeTep-
MyHMIIe fHaMKKy MehyHapope desdenHocTu. BemTauka MHTeMIeHIMja, Ka0 HapeIHN
KOpaK TeXHOJIOLIKOT pa3Boja, He caMo fAa he merepMmuumcaru auHaMuky MebhyHapopte
desdegnoctu Hero To Beh u unHn. MehyTum, omacHOCT TakBe KOHCTATalllje jecTe MITO
HAaC BOJY BP/IO ONM3Y TEXHOONIKOM A€ TEPMIHII3MY.

3aBOZBMBOCT KOHIIEITA PeBONYLIMje Y BOjHIM IIOCTIOBUMA, en general, jecte 1ITO
Hac JTOBOAM Y TIOTEHIMjaTHy OMACHOCT fa YTIa/HeMO Y K/IOIKY TeXHOJIONIKOT Ie TePMMHI-
3Ma KOjJ TIofipasyMeBa fia Cy (TOTOBO) CBe [IpyIITBEHE [T0jaBe YCIOB/beHe TeXHOMOIIKIM
¢daxropom (3a TexHomomkny fgerepmuunsam B. McCarthy, 2013; Qureshi, 2014; Dafoe,
2015). Pasmarpajyhu nmurepaTypy o yTuiiajy BelTadke MHTeUIeHIIje Ha MehyHaponHy
de3demHOCT MpUMHUYEMO Ce Bp/IO O3y TAKBOM 3aK/BYUKy — OZHOCHO fa he y dmmkoj
dymyhnoctu npodnemaruka MehyHaponHe de3defHOCT SUTH YC/IOB/beHA UCK/BYYNBO
YCIILTHNM Pa3BojeM I MMIDIEMEHTAIVjOM BellITauKe MHTennreHnuje. Mehytum, ompes je
HEOIXOfIaH ¢ 003MPOM Ha TO /I3, MAKO je 3HAYajHA, TEXHOIOTH]ja HHje jeAVHY U UCK/bY MBI
(axTop Ha OCHOBY KOT Ce MOXe carefaBaTu mpodiaemaruka MehyHapopte desdengHocT.

Oryna, HecyMBUBO je fa he fa/bu pasBoj 1 MMIUIEMeHTAIMja BELITaYKe MHTe/INIeH-
IjMje MMaTy 3HauajHe edekTe Ha MeyHaporgHy 6e30efHOCT. Au TO HM Ha KOjy HAuMH He
du cMerto fia moipasyMeBa Jja MHOLITBO APYTUX (akTopa Koju yTU4y Ha IPOdIeMaTUKy
mebynaponue de3dennoctu Tpeda craButu ad acta. Hagomaseha pesonyumja rparncop-
Mucahe HaulHe Ha Koje ce BOjHM IIOCTIOBY OfIBMjajy U TMMe MMaTy HeMep/bUB YTUIIaj Ha
mebynaponny desdennoct. Mehytum, ona sacurypuo nehe dutu jeguun u UCK/byIuBM
dbakTop 3a pasymeBame MehynaponHe deadennocty. Kitonka TeXHOMOIIKOT leTepMIHM3Ma
y U3y4aBamby yTHIaja BelITaduKe MHTEIUTeHIINje en general 3aCUTypHO MOCTOjU He CaMo
y MebyHaponHoj desdenHocTn, 1 ncTpakuBauy Tpeda fja Symy OIpe3HM Jja He YIafHy y
TaKBY KI0IKy. HaurHe Ha Koje BellTayka MHTeINTeHIIMja TpaHCOPMMUIIIE KaKO IINTarba
Mehynapopse de3denHocTH, TaKo U APYIITBEHA NNUTalba [€HEPAITHO, IIPEKO je IOTPedHO
M3y4YaBaTy, a/y He U IIpeyBendaBaTy. 300T Tora Cy IIOTpedHa /ja/ba MCTPaKMBamba Y OBOj
odmacTy, a/ He caMo Y KOHTEKCTY aKTopa BelllTauyKe MHTeMUreHIje Beh 1 y merosom
CaflejCTBY C APYTUM peeBaHTHNM (aKkTopruMma MehyHapopHe de3demHOCTI.
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Abstract: In the existing literature it is possible to find more and more research making
a connection between artificial intelligence and international security. It is understandable
having in mind that the development trends of modular and general artificial intelligence
and their implementation in the domain of security threaten to lead to radical transforma-
tion of the manner in which military affairs are conducted. The research aim of this paper
is to provide a review of the existing research that makes a connection between artificial
intelligence and international security for the purpose of confirming the hypothesis that
development and implementation of artificial intelligence announce the upcoming revo-
lution in military affairs, which will transform the manners of the states’ entering strategic
interactions and mutually realizing them.

Keywords: artificial intelligence, international security, revolution in military affairs,
technological determinism, strategic studies

INTRODUCTORY CONSIDERATIONS

Development of artificial intelligence will not “avoid” any sphere of social happenings
— which also refers to the sphere of international security. Although there may be a debate
about the degree of the influence of artificial intelligence, the moment of the beginning of
such influence, and even “intelligence” of artificial intelligence its further development and
implementation will inevitably result in significant social implications. Today, our everyday
life is impossible to imagine without modern technological tools which are becoming “more
and more intelligent”. In broader terms, as an illustrative example for it in this research
is given by Henry Kissinger, Eric Schmidt and Daniel Huttenlocher), who state that the
computer program has modern identified a medication for which scientists still cannot say
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why and how it works, but it does (Kissinger et al., 2021).2 However, no program is poten-
tially so dangerous and destructive as development of artificial intelligence in the domain
of international security, particularly regarding the warfare needs. By this claim we do not
want to reduce the importance of implementation of artificial intelligence in other spheres
of social happenings. On the contrary, it is possible to identify multiple advantages, as well
as threats of implementation of artificial intelligence in other spheres as well. Still, the very
destructive potential that implementation of artificial intelligence may produce in the do-
main of international security makes the consideration of their relationship indispensable.

To tell the truth, the matter of artificial intelligence per se is not so “international-se-
curity” or even “social” as it is technical. That is why it is slightly unappreciative to speak
about technical aspects of artificial intelligence from the position of the social science
researcher. This is particularly the case when clear differentiation is made between the
concepts of Big Data, machine learning and artificial intelligence, which from “our side” of
the disciplinary spectrum seems relatively secondary to the social consequences of their
implementation. Therefore, the hope remains that colleagues from the technical “side” of
the disciplinary spectrum will understand why in this paper we will refer to artificial in-
telligence as “computer systems capable of conducting tasks that generally require human
intelligence, such as visual perception, speech recognition and decision-making (Johnson,
2019, p. 15). Under this definition of artificial intelligence, relatively extensive in technical
terms, we imply both modular systems of artificial intelligence (Modular AI), which are
primarily intended for a narrower scope of tasks, and general systems of artificial intelli-
gence (General AI), which have been developed for a broader scope of tasks and capable
of encountering the resolution of more abstract problems (Ayoub & Payne, 2016, p. 795).

In the past ten years or so, the issue of artificial intelligence is increasingly attracting
the attention of authors writing about international security. Slightly non-typical of social
sciences, there is almost a universal consensus that artificial intelligence will transform
international politics (Goldfarb and Lindsay, 2021, p. 7). Thus, the key questions posed
are — in which spheres and in what manner artificial intelligence will affect the issues of
international security. This paper is aimed at answering the above-listed questions through a
systematic review of existing research that makes a connection between artificial intelligence
and international security. The central hypothesis is that development and implementation
of artificial intelligence announce the upcoming revolution in military affairs that will trans-
form the way in which the states act and conduct strategic interactions with one another.

For the purpose of achieving the research aim and confirming/refuting the central
hypothesis, this paper is organized in three segments. In the first segment, according to the
existing literature that connects artificial intelligence with international security, the author
identifies three spheres of influence of artificial intelligence on the issue of international
security. In the second segment, the concept of revolution is presented in military affairs
and ways are shown in which changes in four spheres of influence indicate a new revolu-
tion in military affairs. Finally, instead of a conclusion, the author considers whether the
deductions of this research fall into a trap of technological determinism.

2 For the review of the mentioned monograph, see Markovi¢ (2023) in this issue of the journal

(note by editor-in-chief).
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THREE SPHERES OF INFLUENCE OF ARTIFICIAL
INTELLIGENCE IN INTERNATIONAL SECURITY

The most evident connection between artificial intelligence and international security
lies in the domain of cyberspace, cybersecurity and warfare. That is quite logical having
in mind that artificial intelligence, as an electronic, software tool, suits most naturally the
action in electronic space. However, the question arises whether it is at the same time the
most relevant thing for considering the future of cybersecurity. If we look at the existing
literature that connects artificial intelligence with international security, cyber-security is
less frequently mentioned separately from broader operations in the remaining domains
(for exceptions, see Wirkuttis & Klein, 2017; Horowitz et al., 2018, pp. 3-4; Sikos, 2019).
In fact, the relationship between artificial intelligence and international security is more
frequently founded on the potential influence in traditional domains and areas of inter-
national security, namely in three key spheres: modern combat instruments, intelligence
work and international legitimacy.

Taking into account the entire picture, the above-mentioned conclusion may point to
a substantial limitation of the existing literature on artificial intelligence and international
security. However, in narrower terms, a key argument in favour of such approach may be
identified. In the essence of cyberspace and cybersecurity there are software solutions. That
is why it can be concluded that implementation of artificial intelligence in this domain only
builds on the existing approach. On the other hand, development and implementation of
both modular and general artificial intelligence for the purpose of improving action in
traditional domains and spheres of international security can radically change them. Since
artificial intelligence can act much more efficiently and effectively in certain segments of
traditional matters of international security, its implementation can overcome human limi-
tations and thus radically change the manner in which traditional phenomena and processes
of international security proceed. As we have already pointed out, the existing literature
can be systematized by four key spheres in which the influence of artificial intelligence on
international security is reflected.

Artificial intelligence and modern combat instruments

Probably the most frequent consideration of the relationship between artificial intel-
ligence international security is founded on the observations regarding the improvement of
modern combat instruments - i.e., the tools used by the countries for the purpose of combat
operations. Although most authors do not use the term “combat instruments”, they evidently
refer to them. Michael C. Horowitz and associates point out that the contribution of artificial
intelligence to national defence lies in the improvements in technology of reconnaissance
and notification, domination of electro-magnetic spectrum and for the purpose of baiting
and camouflage (Horowitz et al., 2018, pp. 9-10). More importantly, they emphasize the
potential role of automated systems, either individually or collectively, in the acceleration
of the conduct of combat operations (Horowitz et al., 2018, p. 9). Other authors also list
similar observations. James Johnson emphasizes the substantial influence of autonomous
armed systems can have on strategic stability, deterrence and the possibility of escalation
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(Johnson, 2020, p. 1). Amandeep S. Gill, on the other hand, points out that the introduction
of artificial intelligence in conventional armed systems can shorten the time necessary for
data transmission and fiving instructions for action, having in mind that the entire process
can proceed in the armed system itself (Gill, 2019, pp. 169-171). Mary L. Cummings also
emphasizes the importance of developing autonomous armed systems, whereas, unlike
other authors, she states that we are still far from artificial intelligence capable of finding a
solution in the conditions of Clausewitz’s “fog of war” (Cummings, 2017).

From the above discussion it is evident that the matters of artificial intelligence and
modern combat instruments are primarily reduced to the use of autonomous weapons.
However, it is only one aspect of modern combat instruments. Horowitz and associates
are right to point out the broader field of consideration than the autonomous weapons
themselves. In addition, modern combat instruments are not necessarily destructive, since
even non-lethal weapons can also be incorporated under this concept and be equally use-
ful in the course of combat operations (Kora¢, 2020). When considering the relationship
between artificial intelligence and modern combat instruments, it is much more relevant
that artificial intelligence can both improve traditional combat instruments and also achieve
complete independence in work. The contribution of artificial intelligence to the upgrad-
ing of combat instruments is reflected more in data identification and categorization and
decision-making than in the complete independence in work (Payne, 2018). What is more,
even the idea of creating cyborg soldier can potentially prove to be more destructive than
autonomous weapons (Kora¢, 2019).

To sum up, we can identify two important implications of implementing artificial
intelligence in modern combat instruments. First, since combat instruments relying primar-
ily on modular artificial intelligence can process a large amount of data much faster than
humans, combat operations can also be conducted faster. Leaving autonomous weapons
aside, implementation of artificial intelligence in combat systems leads to more efficient
data collection and processing, which enables shorter identification of directions of action
and more effective decision-making in the field. By increasing the degree of efficiency and
effectiveness of the combat instruments utilization, the speed of conducting operations
is also increased adequately, and thus the degree of success on the battlefield.’ It also has
another implication - the increased destructive potential, since combat instruments in that
case can be used more frequently. Apart from the two above-mentioned implications, there
is a third one reflected in the depersonalization of warfare, but it refers more to the domain
of ethics of international security than to international security as such (see Kora¢, 2018).

Artificial intelligence and intelligence work

Another sphere of influence of artificial intelligence on international security is re-
flected in the fact that the development and implementation of artificial intelligence can
radically transform intelligence work. Intelligence work and technological progress have
almost always gone “hand in hand”. Moreover, it can be said that one of the first computers

> About the relaiton between efficiency, effectiveness and success in strategic studies, see Kopanja

(2022).
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in the world was developed for the very needs of intelligence work, i.e., “breaking” the
encryption of Enigma - the machine used by the members of Nazi Germany’s armed
forces during World War Tw - by Alan Turing and his team in Bletchley Park. Further
technological achievements during the Cold War were generally quite quickly incorpo-
rated in intelligence work — from the breakthrough in the creation of smaller and smaller
technological tools to the development of supercomputers that broke coded messages by
raw power of computation. Implementation of artificial intelligence in intelligence work
constitutes a logical next step. The listed considerations were not omitted and can be found
in the existing literature (Horowitz et al., 2018; Evangelista et al., 2021; Bayerl et al., 2022;
Ghioni et al., 2023).

Probably the most important aspect of intelligence work to which artificial intelligence
can contribute is the segment of Open-source intelligence (OSINT). Unlike the Cold War
period, when the approach to “raw” data constituted the greatest obstacle in intelligence
work, the key problem today is the enormous amount of data to be found in open sources.
Hundreds of thousands of documents, video and audio materials can be put on the Internet
at any moment, so that it takes thousands of individuals to go through all the data in order
to identify the relevant material. Even when it is possible for an individual to look at all
the data, he/she could still miss the key connections between data. Artificial intelligence
can compensate for the above-mentioned limitation. Unlike modern combat systems, in
the use of artificial intelligence for OSINT needs, modular Al is less useful than general
Al because a higher degree of abstraction is needed in solving problems. However, imple-
mentation of artificial intelligence can indisputably transform OSINT towards the primary
method of collecting intelligence data, taking into account the fact that there is enormous
proliferation of publicly available contents.

However, the relationship between artificial intelligence and intelligence work does
not stop only with OSINT, since it can also transform other manners of data collection.
Inclusion of artificial intelligence significantly improves the collection and processing of
data from electronic transmissions (SIGNIT), from photographs (IMINT), geospatial data
(GEOINT), as well as data collected by measuring telemetric and electronic data (MASINT/
TELINT/ELINT), i.e,, it facilitates data-based concluding. Even in the segment of data
collection from individuals (HUMINT), artificial intelligence can hypothetically contrib-
ute as it serves for establishing the validity of human sources. Since artificial intelligence
is not limited by a particular sphere of expertise, or experience, like individuals are, it is
easier for the mutual comparison of data collected from various sources and thus gain an
important advantage in a potential conflict. Therefore, the issue of international security
can be transformed in terms of the state which develops and implements superior artificial
intelligence in the sphere of intelligence work can have more timely, credible and reliable
data and thus get the upper hand in a conflict.

However, there is an important implication of the use of artificial intelligence for the
needs of intelligence work — the degree of its contribution to counter-intelligence activities.
In the existing literature, artificial intelligence is mainly connected solely with intelligence
rather than counter-intelligence work. The question arises whether artificial intelligence
can similarly contribute to counter-intelligence work as well. In that respect, there are two
key questions. First refers to the manner in which artificial intelligence can contribute to
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the identification of potential agents acting within a certain country. Secondly and more
importantly, what is the manner in which artificial intelligence can be used to conceal the data
collected from other sources, i.e., to prevent foreign artificial intelligence from collecting them?

Artificial intelligence and international legitimacy

The third sphere of influence of artificial intelligence on international security seems
to be the most benign, but it has the greatest subversive potential. In the existing literature
on international security, the question of legitimacy of action takes an important place as
a potential explanation of s8ccess (or failure) of international action (8. Bull, 2012; Krebs,
2015; Wendt, 2016; Goddard, 2018). This primarily refers to certain theoretical considera-
tions within the constructivist tradition, critical tradition and tradition of English school of
international relations, according to which the matter of legitimacy of international action
is, in the least, an equally important factor for understanding the outcomes of the states’
acting. In situations when international acting in itself would not be accepted as legitimate,
the states tended to resort to various techniques in order to prove their actions as justified
and acceptable. That is why the authors such as Bradley Klein distinguish between the so-
called operational conduct - the actual conduct of the state, and the so-called declarative
conduct - the way in which the states present their conduct to the rest of the international
community (Klein, 1988).

At first sight, the research into the legitimacy of international acting has few contact
points with the matter of artificial intelligence because, in comparison to the two pre-
viously-mentioned spheres, it seems that development and implementation of artificial
intelligence of secondary importance. In the consideration of modern combat instruments,
and even intelligence work, the connection between technological progress and success
in these spheres is obvious even to the greatest laymen. However, in order to succeed in
presenting any declarative conduct operationally as legitimate, it is necessary to prove the
same to the broader international audience. That is where technological tools appear on the
scene. Video and audio recordings — photographs, video-clips, satellite data, conversation
transcripts and similar evidence have served throughout history as means for justifying
and legitimizing various behaviours. The technological component is pronounced in it
since progress in this field contributed to necessary “evidence” being more easily acquired
and made more convincing.

Development of artificial intelligence not only contributes further to the above-men-
tioned, but also threatens to radically transform this sphere. This primarily concerns
development of artificial intelligence tools which enable the modification of video and
audio recordings in line with the users’ wishes. When speaking of video-recordings, such
technology is called deepfake. It is a software solution that enables the modification of
existing video-contents so that it seems as if the speaker from the original recording artic-
ulates a completely different text. This creates a suitable content that enables the creator
to provide necessary “evidence” for the sake of legitimization of his/her own (operational)
behaviour. A similar situation refers to audio-contents since it is already possible to find
applications that make it appear that an individual has said the desired text. In this way it is
possible to make Barack Obama or Donald Trump say any sentences necessary. However,
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the combination of audio and video contents is particularly subversive because it gives an
additional doze of plausibility and credibility.

The existing literature recognizes the problem that the use of artificial intelligence,
primarily of deepfake technology, may have in the sphere of security (Pantserev, 2020;
Chadha et al. 2021). To tell the truth, this technology has been rarely connected with the
question of gaining international legitimacy. However, the relationship is evident taking
into account that deepfake technology make one of these two things possible: either it will
be used as “proof” for the sake of legitimizing certain operational conduct, or it will com-
pletely bring to question any proof and thus the international order based on any sort of
rights. Besides, there is yet another quite important danger. The use of artificial intelligence
through deepfake and similar technologies can be intended for the needs of subversion as a
characteristic strategy applied by some states in their strategic interactions (see. Wohlforth,
2020; Kastner and Wohlforth, 2021). By adequate implementation of artificial intelligence
tools, this is how a state can undermine another state’s power and institutions hoping that
it will help it to realize its own strategic interests.

THE UPCOMING REVOLUTION IN MILITARY AFFAIRS

The fact that development of new technologies affects the issues of international secu-
rity is also evident to laymen. However, the stated fact itself does not provide a satisfactory
explanation as to how and why it occurs. In the existing literature of strategic studies, the
concept of revolution in military affairs refers precisely to this phenomenon. Originally
developed in the Soviet Union by General Nikolai Ogarkov and later on elaborated in the
United States of America by the Office of Net Assessments, led by Andrew Marshall, this
concept implies not only technological progress, but also such accomplishments that “must
lead to significant changes in the manner in which armed forces are organized, trained
and equipped for war, thus reshaping the manner of waging wars” (Sloan, 2002, p. 3; see
Herspring, 1987; Rosen, 2010).

The starting proposition of the thesis about the revolution in military affairs is that
technology largely determines the strategic agenda (Buzan, 1987, p. 17). As shown by Barry
Buzan, technological development has changed throughout history and established the stra-
tegic agenda, but also affected strategic interactions among the countries, primarily in the
spheres of firepower, protection, mobility, communications and intelligence work (Buzan,
1987, pp. 17-26). The examples illustrating it can be found in Napoleon’s France, the United
Kingdom, the United States of America, Japan, China and other countries throughout history
(Arquilla & Karmel, 1997; Dalby, 2009; Newmyer, 2010; Le, 2018; Hall, 2018; Liao, 2020).

Still, as we have pointed out, the revolution in military affairs is nor reduced solely to
technological progress itself. True revolutions in military affairs derive from the nexus of
technological development and organizational and doctrinal changes in the armed forces
of a certain country. The reason for it is that, according to this concept, technological
progress can lead to the victory on the battlefield only when it has been fully integrated in
the organization and action of armed forces. Thus, the concept of a revolution in military
affairs refers both to technological development itself, and to organizational and doctrinal
changes in the armed forces caused by integration of such technology.
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The concept of a revolution in military affairs does not serve only to point to the fact
that technological progress can lead to organizational and doctrinal changes in the armed
forces of a particular country, but also to point to how such integration and changes may
affect the outcomes on the battle field. Important accomplishments in technology in the
above-mentioned fields of firepower, protection, mobility, communications and intelli-
gence work, as well as change in the armed force structure occurring due to them, enable
states to gain a strategic advantage both on the front itself and in the use of force. Thus, the
countries that undergo an earlier revolution in their own military affairs actually become
increasingly powerful and capable of achieving their own interests by military means. By
pointing to the fact that in a particular country there is an ongoing revolution in military
affairs sometimes implicitly and sometimes explicitly points to the fact that the country is
becoming more powerful and capable of realizing its intentions regardless of the objection
of other countries. Therefore, although it may be relatively neglected, the question of a
revolution in military affairs is in the basis of researching strategic studies and constitutes
one of the most relevant fields of research of international security.

According to the review of the literature that connects artificial intelligence with in-
ternational security, there are evident indications that development and implementation of
artificial intelligence are a clear sign of the upcoming revolution in military affairs. In the past
few years, it is possible to find similar conclusions in the literature (Brose, 2019; Thornton
and Miron, 2020; Kania, 2021). If se compare Buzan’s five fields in which a revolution in
military affairs has manifested throughout history with three spheres of influence of arti-
ficial intelligence on international security, we will see a significant degree of overlapping.
Development and implementation of artificial intelligence for the purpose of improving
modern combat instruments, intelligence work, and even the need for gaining international
legitimacy, are an important technological step forward that can revolutionize the ways in
which military affairs are conducted. Of course, in order to speak of a true revolution in
military affairs, first there should be more complete development and implementation of
artificial intelligence technology for the needs of military affairs, and then organizational
and doctrinal changes in the armed forces themselves should take place.

Because of all the above-mentioned, it is still impossible to claim that development and
implementation of artificial intelligence constitute a revolution in military affairs. However,
the degree of artificial intelligence integration in the defence systems of different countries
provides more than clear indications that there is an upcoming revolution in military affairs.
What does it tell us? First, it is a clear indicator when establishing the relative distribution of
power among states. The state that undergoes earlier a revolution in military affairs which
refers to artificial intelligence can redirect the relative distribution of power in its favour,
with significant consequences in today’s turbulent world. This is the source of exceptional
attention dedicated by the American authors to a potential revolution in military affairs
of this type in China. Second, this also implies the occurrence of a new form of arms race
in the near future (Maas, 2019). We have already stated that the introduction of artificial
intelligence constitutes the upcoming revolution in military affairs that may redirect the
relative distribution of power, which implies that the states, primarily the leading ones,
will compete in being the first to realize such revolution. Hence, in the near future we may
expect increasing investments in the research and development of artificial intelligence
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for the needs of warfare. Finally, in addition to the previously-said, there is a possibility to
reach the understanding of perhaps destructive potential produced by such revolution in
military affairs and to make the states negotiate about the specific control of AI weapons
(Geist, 2016). Analogous to nuclear weapons, we cannot exclude the possibility of a spe-
cial START for Al emerging at some point in the near future, with which the states would
mitigate AT armament race and thus avoid the trap of the security dilemma.

INSTEAD OF A CONCLUSION:
THE TRAP OF TEHNOLOGICAL DETERMINISM (?)

Randall Schweller is right to state that the world before us does not possess a true
historical analogy (Schweller, 2022). Although his thesis is directed towards considering
the issue of polarity in international relations, it is equally relevant, if not even more rel-
evant, when we look at the revolution in military affairs resulting from development and
implementation of artificial intelligence. Although earlier revolutions in military affairs
contributed to significant transformations in strategic interactions among the states, the
upcoming revolution in military affairs, guided by artificial intelligence, is particularly
relevant because it threatens to exclude the only constant — man.

From the examination of the existing literature, it is evident that artificial intelligence,
primarily modular Al is already incorporated in modern combat systems, intelligence work,
as well as the manners of gaining or undermining the legitimacy of international action.
Simply put, whether we want to admit it or not, technological development determines the
dynamics of international security. Artificial intelligence as the next step in technological
development, will not only determine the dynamics of international security in the future,
but is already doing it. However, the danger of such statement is that it takes us rather close
to technological determinism.

The seducing appeal of the concept of the revolution in military affairs, en general, is
what puts us into potential danger from falling into the trap of technological determinism
which implies that (almost) all social phenomena are conditioned by the technological
factor (for technological determinism see McCarthy, 2013; Qureshi, 2014; Dafoe, 2015).
Considering the literature about the influence of artificial intelligence on international
security, we come quite close to such a conclusion — namely, in the near future, the issue
of international security will be conditioned exclusively by successful development and
implementation of artificial intelligence. Nevertheless, caution is necessary having in mind
that, although important, technology is not the only and sole factor on the basis of which
the issues of international security can be considered.

Hence it is indisputable that further development and implementation of artificial
intelligence will have important effects on international security. Still, that must in no way
imply that a multitude of other factors affecting the issues of international security should
be put ad acta. The upcoming revolution will transform the manners in which military
affairs are conducted and thus it will have an immeasurable influence on international
security. However, it definitely will not be the only and sole factor for understanding
international security. The trap of technological determinism in studying the influence
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of artificial intelligence en general definitely exists not only in international security, and
that is why researchers should be cautious not to fall into such trap. The ways in which
artificial intelligence transforms both the matters of international security and the social
matters in general, must be studied without delay, but not exaggerated. That is why further
research is necessary in this field, not only in the context of artificial intelligence, but also
in its coordination with other relevant factors of international security.
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