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HAHOTEXHOJIOTUJA M1 UHTEPHET HAHOCTBAPU:
BEHE®OUTHU U PU3INIIN

Caxerak: HanoTexHoIOr1ja Ipy>ka HOBa pellierba 3a OpojHe allINKalje Koje Majy
3HavajaH yTHIaj Ha CKOPO CBAKM ACTIEKT HAIlle 33jefiHNIIe, YK/bYIYjyhu MeUITNHY, TaMeTHe
TpajioBe, BOjCKY, MO/BOTIPUBPENY U MHAYCTpHUjy. MehycodHo moBesuBame ypehaja HaHo-
pasMepa ca mocTojehyM KOMYHMKAIIMOHNM MpeXKaMa IIPeKO MHTepHeTa Ae(uHuIIe HOBY
HapajiirMy yMpe)KaBarba II0j; Ha3BOM MHTEPHET HAHOCTBAPHU U YK/bY4Yyje BEIUKY dpoj
HAHOCEH30Pa KOjIi IPYXKajy MpelnsHuje 11 AeTa/bHIje NHOpMaIje y peaHOM BpeMeHy
0 3[IpaBCTBEHOM CTamY JbYACKOT OPIaHNM3Ma, XIBOTHE CpefinHe MIu ofipeheHor odjexra.
Y pany cy aHanm3upaHe MOryhHOCTY yIIoTpede HaHOTEXHOJIOTHja ¥ MHTePHeTa HAHOCTBApH,
Kao ¥ pasHe WUXOBE all/IMKallMje y maMeTHuM rpajosuma. Ha kpajy, cnenn juckycuja o
PUSHIIMMA, N3a30BMMA 11 de30efHOCHNM IIMUTAmbVIMA KOje OBe JIBe PEBO/TYIIMOHAPHE TeXHMKe
MOTY JIOHETU YOBEYAHCTBY.

Kiby4He peun: HAHOTEXHO/IOIMja; MHTEPHET HAHOCTBAPY; MHTEPHET CTBAPY; TAMETHI
TPpafoBy; HAHOCEH30PM; pr3nLy; deHepuTH

YBOJ

Pa3Boj HAHOTEXHOJIOIW]ja, MHTEPHETA CTBAPH, MHTEpHeTa HaHOCTBapy nmahe He-
CYMBBUBO BE/IVKM YTHIIAj HA HAIIPEaK 1 Pa3Boj y cBUM cepama xuBoTa y dyayhuocru,
ykpydyjyhu mamerse rpagoe. Tpu Tiila HoKpeTada IaMeTHUX IPAfioBa — 3ajeHNULIA,
TEXHOJIOTMja, [OINTHKE — [IOBE3AHM CY Ca [T XKe/bEHMX MCXOMA — IIPOJYKTUBHOCT, OfP>KI-
BOCT, IPYUCTYIAYHOCT, JIATOCTabe, YCTIOBH JOOPOT KBA/IITETA KUBOTA, KAO I YIIPAB/bahe
(Yigitcanlar et al., 2018).

Ycnepn anTpomnomnpecnuje, mopehane ypdanusaiuje uam KIMMaTCKUX IPOMEHa, a y
CMICTTY TIOCTM3aka OfPKMBOT Pa3Boja, KOHIEIT ,[IaMETHOT Ipajia“ HyAM pellerha Kpo3
kopuiheme yMmpexxeHUX MHGPACTPYKTYPHUX CHUCTeMa 3a MOO0/bIIahe eKOHOMCKE It
noMMTIYKe e(pUKAaCHOCTM, Kao U APYIITBEHOL, KyITypHOr 1 ypdanor passoja (Hollands,
2008; Ahvenniemi, et al., 2017; Trindade et al., 2017). CBeodyxBaTHMU IpeT/Iey TUTEpAType
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UIeHTUUKOBAO je 43 neduHNIMje TaMeTHUX IpajioBa 1 dpOjHe YK/bY4dyjy CBe TPU JYIMEH-
3Mje OfIPXKUBOCTH — €KOJIOLIKY, eKOHOMCKY U counjanny (Toli & Murtagh, 2020).

Hedunniuje koje HUCY YK/by4uBasle OGP>XMBOCT K0 jeflaH Off CTPaTelIKNUX L/beBa
ITaMeTHOT Tpajia, IIoCMaTpaje Cy MaMeTaH Tpaj] Kao Tpaji Kojy KOPUCTY NMHGOPMAIMOHe
" KOMYHUKaIoHe TexHornoryje (Information and Communication Technology - ICT) 3a
CTBapame MHTEePAKTUBHYjUX M e(PUKACHUjUX KOMIIOHEHATa ¥ yCIyra KpUTU4He nHpa-
crpykrype (Azakuna, 2012). [TameTHsM rpajjoBy he KOpMCTUTY KOMYHMKALVIOHE U CEH30PCKe
moryhHocTy yrpaheHe y nHppacTpyKTypy rpaza, a TakBe TexHonoruje 0desdehyjy npocrop
3a MHTepakiyjy usmeby rpahana, Bmacty, npegyseha 1 gpyrux akrepa, Kako Ou ce aKkTUBHO
YK/BYYMIIN Y IIpOLlece IIPOjeKToBamba I IaHupama (Batty et al., 2012).

CMaTpa ce la HAHOTEXHOJIOTHja Kao IJIaBHA NTOKpeTauKa cHara 21. Beka Moxke fia
HOHY/Y OF[TOBOPE Ha CBe M3a30Be ca KOj/IMa Ce YOBEYaHCTBO cyouasa. HaHoTexHOMOTMja
IpeJiCTaB/ba PEBONYLMOHAPHY ¥ MYITUANCINIUIMHAPHY HAayYHY IUCHUIUINHY 1 oMoryhasa
pasyMeBame (peHOMeHa U MaTepujana Ha HaHocKanu. CTBapame 1 Kopuithemwe CTPyK-
Typa, HallpaBa 1 CUCTEMa KOjI Cy CauMEbeHN Off HAHOMATepHujajia MMajy HoBe 0COOMHe 1
byHKIMje ycrien BIXOBe BEIMYIHE 1 MOTY [ja Ce KOPICTe y CBUM HayYHUM AUCLMIUIMHAMA
Kao IITO Cy d1ororuja, xemuja, pr3nka nim nHxemepcTBo. CXOHO TOMe, a 3axBabyjyhn
jemMHCTBEHVM KapaKTepUCTHMKaMa, HAHOTEXHOJIOIMje JOBOJE 4O 3HaYajHNUX IPOMEHa y
VHYCTPUjU, €HepreTULIN, IO/bOIIPUBPENN, MeIVIIVHY, KBaJIUTETY )XMBOTA I 3alITUTH
XUBOTHE cpenmHe. OBa XeTeporeHa TeXHONMOTHja lepMHUCAHA je TI0 CKamy — mpeduKc
»HaHO“ 03HauaBa MyIMjapguTy feo Metpa (0,000000001) 1, cxomHO TOMe, oMoryhasa
MaHUITY/IALMjy CYIICTAHLM IPAKTUYHO HAa aTOMCKOM HMBOY y auMeHsujama 1-100 nm
(Drexler et al., 1993). ITopebema panu, /pyacka Birac mmpoka je oxko 80.000 nm, npBeHO
KPBHO 3pHIje oko 7.000 nm, a Bermr4yyHa aromMa kpehe ce oko 0,2 nm. EBporncka komucuja
je y mpenopyuu of 10. jyna 2022. xopuroBana fepunHniujy us 2011. roguHe 1 y HajHO-
BUjeM IpepIory neduHMIje HaHOMaTepujata HaBou: , HaHoMarepujanu cy npuponsu,
CITy4ajHO OOUjeHM MU ITPOU3BEfeHN MaTepHjasi KOji ce CacToje Off YBPCTUX YECTHIIA,
KOje ce HaJjlase MIM CaMOCTAIHO M/IM KaO KOHCTUTYTHUBHE YeCTUIIE Y arperaTuma nin
armoMeparyMa Koje ce MOTY MIEHTU(PUKOBATH Y KOjOj jefjHa MU BUILIe CIIO/bHUX IIMEH3Mja
JecTHle crazga y omcer of 1 nm go 100 nm...“ (European Commission, 2022, pp. 4-5).

Y cpx1 KOHIIEITa TaMeTHOT Ipajia Halade ce MH(POPMAIIOHEe U KOMYHUKALIMOHe
texnonoryje (Information and Communication Technology - ICT) (Graham & Marvin,
2001). Hosa texnomoruja ICT, unrepuer crBapu (Internet of Things — IoT), cmatpa ce
HOBJM KOHIIETITOM KOjU TodMja OTpOMHY IIOIIYJIAPHOCT Y CBETY MOJICPHUX OeXMIHIX
TenekoMyHuKaryja. IoT, ymecTo camo cjeumaBarma KOMIjyTepa I by, eBOTynpa y YHHI-
¢duKanyjy maMeTHuX odjeKaTa UM CTBapy y peanHoM ceeTy Kopunrthewem ICT (Ashton,
2009; Gubbi et al., 2013; Bresciani et al., 2018).

Hajuemrhe ciomumaHe rpylie, y 3aBUCHOCTY Off YHOTpede, Y OKBUPY UHTEpHETa
CTBapl jecy: MHTepHeT MHQPACTPYKTypa (IpuMapHO Kopuurhemwbe y TaMeTHUM I'PajjOBUMa,
Kao IITO CY MHPPACTPYKTYPATTHU CEH30PM U CUCTEMI MEHAIIMEHTA), KOMepILMjanusanuja
(ynotpeda y 35paBCTBEHOj 3alITUTH, TPAHCIIOPTHO] MHAYCTPHjI), BOjHA yroTpeda (podori,
IPOHOBM, IMYHA 3AIITHUTA), MHAYCTPHUja (IPOU3BOIHY U €HEPTeTCKY CEKTOP) ¥ MOTPOLIAYN
(3a cBakopHeBHY yroTpedy, Ha mpuMep, KyhHI amapaTi, OcBeT/bee).
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KomodmHaIujoM HaHOTEXHOIOTHja U MHTEPHeTa CTBapy Aodmia ce HOBa 0dmacT
nHTepHera HaHOCTBapy (Internet of Nano things — IoNT). [maBHo rpagusHo Tk1BO IoONT
jecy HaHOTeXHOJIOruje, ofHOCHO HaHoypebaju koju ce kpehy y omcery 1-100 nm (Akhtar
& Perwej, 2020). [oNT kopucTtu HajcoducTuIIpanmje 1 HajHAIpeIHNje METOROOTHje 3a
IpUKYIUbakbe IIofaTaka, To My oMmoryhasa ia mpoupu cBojy nocrojehy dasy na mmmpn
KPYT HOBMX U HaIpeJHNUX aIUIMKaluja y nopebermy ca mHTEpHETOM CTBapH.

I[TOPEKJIO HAHOTEXHOJIOUIIKE ITAPAIVITME

JenmaH of HajsaHMM/BMBUjUX IIPUMepa HAHOTEXHONIOTHje Y aHTUYKOM CBeTy Oua je
JIuxyprosa 4aura (4. BeK), Koja ce Haja3! y KOMeKuju BpuraHckor Myseja u peacTaBba
HajCTapyju IpyMep AUXPOMYHOT CTaK/Ia, Koje Merba d0jy y onpeheHnM ycnoBuMa ocseT/berba
(Dekker, 2021). Hayunniu cy 1990. rofuse aHamM3yupay Mo/by HOMORY TpaHCMUCHOHE
eJIEKTPOHCKe MUKPOCKOIINje U YOUeHY AUXPOoy3aM MOCTIeILIA je IPUCYCTBAa HAHOUeCTHIIA
cpedpa u 3mata npeunnka 50-100 nm (Freestone et al., 2007). IIpucycTBo HaHOYeCTHIIA
3aderexxeHo je Ha MPO30PUMa CPeHOBEKOBHIIX [[PKaBa, KOJI OTOMAHCKIX TyCTepa I JIaM-
mu (o 9. o 16. Beka), peHecaHCHe KepaMuKe, Wiy nak cadpy u3 JJamacka Koje cy umare
nocedny uspcrohy (Bayda, 2019).

Pey ,HaHOMeTap“ IpBM je MpeRIOXMO aycTpujcky xemudap Puxapn Kurmonpu
(Richard Zsigmondy), nodutauk Hodemose Harpaze 3a xemujy 1925. rogute y odmactu
u3y4aBama KOIOU/A U MHBEHIMje YITPaMUKpocKoa. VImaK, 3acayra 3a KOHIEITYaTHO
yTeMe/berbe cajlalliibel HaHOCBeTa npumaja fodutHuky Hodenose Harpaze 3a ¢pusuxy
Puuapny ®ejumany (Richard Feynman). Ha rogummeM cacTaHKy AMepUYKOT IpYIITBa
¢dusnyapa, ogpxxanoM 29. geuemdpa 1959. ronune Ha KanndopHujckoM TeXHOMOMKOM
nHcTUTyTY, OejHMAH je ogprkao roBop ,,Iloctoju MHOTrO MecTa Ha fuY (There’s plenty of
room at the bottom), nocrasspajyhu, nsmeby ocrasor, 1 nurame 3aIITo He OXICMO MOIIN
nena 24 toma Enyuxnoiieguje bpuitianuke fa CMECTMMO Ha ITOBPIIVHY BeJIMYNHE ITIaBe
unone (Feynman, 1960). Y uyBeHOM IIpefiaBarby OH je 00jacHNO IIpoliec y KojeM 811 Hayy-
HMIY MOITIM JIa KOHTPOJIUIITY aTOMe ¥ MOJIEKY/Ie I MaHUITY/IUIITY EIMa.

TepMuH HaHOTEXHOJIOTMja IIPBYU IYT je yHoTpeduo mpodecop Tokmjckor HayIHOT
yunsepsurera (Tokyo University of Science) Hopuo Tanuryun (Norio Taniguchi) Ha me-
bynaponHoj KOHepeHIVjU JamaHCKOT [pYLITBa 3a Ipeln3Ho NHKewepcTBo (The Japan
Society of Precision Engineering) y Toxnjy 1974. rogune (Hulla, 2015; Sadhu, 2006). ¥
CBOM pafy I1of; HacoBoM ,,OCHOBHM KoHIlenT HaHoTexHooruje (On the Basic Concept of
Nanotechnology), peu HaHOTeXHOIOTMja YIIOTPedHO je fja OMMILIe IIPOLiece KOjU Ce JlelIaBajy
Ha HAHOMETAPCKOj CKaJIlL, a TUUY ce odpaje, cermapanuje, KOHCOMMaarje u feopmanuje
Marepijajia aToM [0 aTOM WK MojieKy 1o Moekyn (Taniguchi, 1974).

371aTHa epa HAHOTeXHOJOTrMje novena je 80-ux, kaga cy Xapong Kporto (Harold Kroto),
Pyraapn Cvomn (Richard Smalley) u Podept Kepn (Rober Curl), nnade nodutnuim Hodenose
Harpafe 3a xemnjy 1996. roguse, 3ajenHo ca cryfeHTuma Llejmcom Xurom (James Heath)
u lllonom O’Bpajerom (Sean O’Brien) orkpumn dynepene (Kroto et al., 1985). Dynepen je
MOJIEKYI KOjIi je cacTaB/beH of 60 aToMa yribeHnKa, nopceha Ha dpyndancky nonry, cacta-
B/bEH je Off IeTOYIVIOBA U LIeCTOYITIOBa. POMaHTUYHY XeMU4apy MOIIU CY Jia BUJie IPBY
mwiycrpanujy dynepeHa Kojy je Hauprao Jleonapno ma Bunun mox HacnmoBoM ,,Ycocedron
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Abscisus Vacuus® y kwusu boxancka ipoiopyuja (De Divina Proportione) Jlyke ITadonmja
(Luca Pacioli), koja je odjaBmena y Beneruju 1509. rogunae (Martin, 2019, str. 736).

VcrakHyTo Mecto Meby muoHNprMa HaHOCBeTa HeCyMIbIBO 3ay3uma 1 Epuk Jlpexcrep
(Eric Drexler) ca uyBeHor MHcTuTyTa 32 TexHONOrNjy y Macagycercy (Massachusetts Institute
of Technology — MIT) koju je 0djaBuo kmury 1986. ropyse oz HasyusoM Ilokpeitiay citisaparea:
Hacinyiajyha epa nanoitiexronoiuje (Engines of Creation: The Coming Era of Nanotechnology)
(Drexler, 1986). [IpexciepoBa Bu3slja HAHOTEXHOJIOIMje YeCTO Ce HasVBa ,,MOJIEKy/IapHa Ha-
HOTEXHOJIOTHja‘, a 3aCHNUBA Ce Ha KOHIIENTY ,,bottom up’, OXHOCHO MPOM3BOAY IpeAMeTa
aTOM II0 aTOM, VIV Ha KOHIENITY ,,top down', OfHOCHO M3TPaJbI II0 CUIA3HOj TUHUJIL.

Y CA]Jl ®ejHMaHOB KOHILIENT MaHUITy/allMje MaTepUjoM Ha aTOMCKOM HIBOY MIMao
je mpecyfHy y/Iory y 0d/MMKOBaby npuopuTeTa y Haynu. Y MapTy 1999. ronuHe HayqHUK
Muxann Poko (Mihail Roco) odparno ce caBetHunmma ripepcennmka bua Knnnrona pagu
IPOMOBNUCama U PMHAHCHPaba HAHOTEXHOJIOIMja. YCIIeO je — BeroB Impepyior je foduo 490
MIIVOHA fjonapa (camo 10 MIIOHA Matbe Off TPaXKeHoT ), a HamyonamHa nHMIMjaTNBa 32
HaHoTexHonoryjy (National Nanotechnology Initiative — NNI) 3Bann4Ho je modesna na pagu
y jayapy 2001. roguse (Hulla ef al., 2015). Harpmonania nHMIMjaTBa 32 HAHOTEXHOMIOTH]Y
¢dbopmammsoBaHa je 2003. rofguHe 3aKOHOM O UCTPAXKVBAILY I Pa3B0Ojy HAHOTEXHOJIOTHje Y
21. Bexy (21st Century Nanotechnology Research and Development Act).

Takobe, nedunnrmja HaHOTeXHOIOrMja? fOrOBOPEHa je Y mepuony 1998-1999, Hakon
KOHCY/ITalyja ca CTpydmanumMa y Buie off 20 3eMasba, U IocTuUIa je ofpehenn cremnen meby-
HapOJHOT IpuxBaTama. HakoH 1mTo je oko 60 3eMasba pasBIIO HAHOTEXHOIONIKE aKTVBHOCTI
usmeby 2001. 1 2004. ronuHe, IIOCTANIO je jacHO fia ce de3 oBe feduHMLIMje 1 ofroBapajyhe
Lyropo4He Bu3Jje HAHOTEXHOJIOrMja He 0¥ pas3Byjajia Ha MICTOM YOP3aHOM, KOHLIENTYa/IHO
odjenmmyjyhem u tpanchopmuinyhem myTy (Roco, 2011, p. 428). Y 1cToM Heprony BeIKu
dpoj 3emaspa y cBeTY yCIIOCTABHO je IpOrpaMe Ha HALYOHATHOM HUBOY, Ie/IMIMUYHO MHCIIN-
pucaHe yIu MOTVBUCaHe HallMoHaTHOM VHUIIMjaTYBOM 33 HAHOTEXHOJIOT)Y.

Kpasmescko gpymrso (UK’s Royal Society) 1 KpabeBcka akageMuja MH>KembepCTBa
Bemuke bpuranuje (Royal Academy of Engineering - RS/RAE) odjasumi cy 2004. ronmHe
Ba)KaH U3BEIITaj 0], HACIOBOM ,,HaHOHayKa I HAHOTeXHOJIOTMja: MOTYhHOCTH 11 HensBe-
CHOCTU, y KOjeM ce jacHO meduHule pasnuka n3Mehy HaHOHAayKe U HAHOTEXHOJIOTH]e.
[Tpema 0BOM M3BelITajy, HAHOHAYKa ce daBM M3ydaBameM (peHOMEeHa M MaHUITY/IALMjOM
MaTepujana Ha aTOMCKOj, MOJIEKY/ICKOj VI MaKpOMOJIEKY/ICKOj PaBHM, IIPU YeMy ce
ocoduHe MaTepyjaia 3Ha4ajHO Pas3/IMKyjy Off OHUX Ha Behoj pasMepy, a HAHOTEXHOIOIMja
IpeJCTaB/ba AM3ajH, KapaKTepu3aljy, IpOU3BO/bY U IPUMeHY OfiroBapajyhux cTpyKrypa,
cucteMa 1 ypebhaja, Koja ce IOCTIDKe KOHTPO/IMCabeM OO/INMKa Vi BeMUUYIHA Y HAHOMETaPCKOj
pasmepu (RS/RAE, 2004).

Muxann Poko, mizep y 0d7acTi HaHOTEXHOJIOTHje, IPEeNo3Hao je YeTnpu dase y pa-
3BOjy HAaHOTEXHOJ/IOLIKMX IIPOM3BOJA, 1) macuBHe HaHOCTPYKType (2000-2005) - y mpBOoM
IIepMOJy ITaCMBHA CBOjCTBA HAHOMaTepujajia ajy Bullle MOIyhHOCTH 3a 0OHOBY POM3BOfA

> HaHoTexHOJIOTHja je CIOCOOHOCT fla e KOHTPOJIMILEe M PeCTPYKTYpUIle MaTepyja Ha aTOMCKOM

¥ MOJIEKY/IapPHOM HUBOY Y OIICeTy off TpudmokHo 1-100 nm, 1 MCKOPUCTE PasINdYNTa CBOjCTaBA 1
(beHOMEHN Ha TOj CKa/M y Topeherby ca OHVMMA y Be3U ca IojeAMHaYHIM aTOMMMa WJIV MOJIeKY/IiMa
wm noHamameM y Behoj popmu. Lnsb je kpenpame MaTepujana, ypehaja u cructema ca dyHaMeH-
TaJIHO HOBUM CBOjCTBMMA U QYHKIIjaMa CTBapameM mbiuxoBe Maje cTpykrype (Roco, 2011, p. 428).
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3a CBaKOJJHEBHM JKMBOT; TTACKBHE HAHOCTPYKTYpe [iU3ajHMpaHe Cy 3a 0daprbambe jeflHOT
3a/]aTKa; 2) aKTMBHE HaHOCTPYKType (2005-2010) — MocTajy akTMBHE y 0BOj a3y 1 Memajy
CBOje CTabe TOKOM yIoTpede Ha HauMH KOjy Ce MOXKe IIPeIBU/ETI; 0dyXBaTa aKTUBHE Ha-
HOCTPYKTYpe 3a BUIIIEHAMEHCKO JIe/IOBalbe, LITO IOApasyMeBa pa3Boj BUCOKOC(PUKACHNX
ceH3o0pa, aKTyaTopa 1 ypebaja 3a ucriopyky sexosa; 3. cucremu HaHocrcrema (2010-2015)
- y THX IIeT TOiMHa CKyIoB) HaHoopyba cy dyHKuMOHMCcamm 3ajeqHO fa O MOCTUIIN
KOHA4YaH I[W/b; TO 3HAYM BEMKYU HAaIIPelaK y podOTHIIN, SMOTEXHOIOIMj I M MHPOPMAIV-
OHUM TeXHOJIOTHjaMa HOBe IeHepanyje; 4) MoneKynapHy Hanocuctemu (2015-2020) — oBa
(asa yK/bydyje MHTEIUICHTHY [U3ajH MOJIEKYIapHNX 1 aTOMCKUX ypebaja, mto goBosn
II0 ,pasyMeBarba des IpeceaHa 1 KOHTPOJIe Hafj OCHOBHIM I'PaIMBHUM e/IeMeHTIMa CBUX
IPUPORHNX 1 CTBApH Koje je Harrpasuo 4oBek (Roco et al., 2011; Nayyar et al., 2017).

BYIYRHOCT HAHOTEXHOJIOTMJA

3a HAaHOHAYKY U HAHOTEXHOJIOTMjy cMaTpa ce fla ToCeyjy OrpOMaH MOTeHLMjasl fja
IOHeCy foOpodUT IoTpolladNMa 1 MoIpaBe KBATUTET IOCTOjehnx MHAYCTPUjCKMX IIpo-
usBopa. Passoj HoBux gocturuyha xpehe ce ox gujarHose domecT 1 KO3METHKe, T1a CBe
JI0 eKOJIOLIKOT 03fipaBjberba mmm hemmjckor ropusa (Colvin, 2003).

Hapounto ox mancupama Hanuonanne naunujatuse 3a HaHotexHonorujy y CAJJ
pasBMjeHM Cy HOBM a/laTu ¥ MOTYhHOCTM 3a Mofienpate, 13pajy, KapakTepusarujy u
MHTeTpalyjy HaHoMaTepujana y ypebaje u cucteme. [TokpeHyTa je mTaBuHA ¥ UCTPAKUBAY,
YacOBIU HAHOTEXHOJIOTWja, KYPCeBI, Ofie/berba, ITa YakK 1 (paKyaTeTy 1 mKorte. VIMimkanyje
HaHOMaTepyjaja Ha >KUBOTHY CPEIVIHY, 3ipaBibe 11 de3deHoCT dorbe cy cxBaheHe, a loCTy-
IaH je ¥ IIMPOK CIIeKTap pecypca Kaja je ped o HaHodesdenHocTu. Takobe, Mehynapopman
CTaHJAPAMU CY YCIIOCTaB/beHN fia U ce yOp3aia KoMepIyjannsaruja.

ITocras/ba ce olpaBIaHO MUTabeE 3aILTO B/Iajja TONMKO MHTEPECOBAlbe 33 HAHOTETHO-
noruje. Muxann Poko HaBOAM TpM OCHOBHA pasjiora: 1) MCTpakyBambe HAaHOTEXHOJIOTYje
TIOMa’ke Jla ce TIOITYHM Be/uKa MpasHIHa ¥ QyH/JaMEHTaTHOM 3HamlY O MaTepuju, jep cy
KOHBEHIIMOHA/THA XeMMja, OMOIOTHja U MH>KEHEePUHT TIOHY/U/IN 3HAalbe O MaKpOMaTepy-
jamMMa 1 CUCTeMNUMa; 2) APYTH PasyIor jecTe Taj 1ITo heHoMeHM HaHopasMepa odehaBajy
¢dyHIaMeHTa/THO HOBe IpMMeHe; MOryhu puMepu yK/by4yjy XeMHUjCKy IPOU3BO/HY,
Kopuirhemwe OM3ajHUPaHNUX MOJIEKYTapHUX CKIOIOBA 3a JeTeKUNjy XeMUKayja WiIn
duoarenaca kopuurhemeM caMoO HEKONMKO MOJIEKY/Ia, OTKPUBaIbe I Jiedehe XPOHNIHNX
donectu cymhenyjckuM MHTepBeHIMjaMa, PereHepalnjy TKUBa U Hepapa, M0dosbIambe
ydewa 1 Ipyre KOTHUTUBHE Ipoliece pasyMeBameM ,,JPYLITBA“ HeypoHa U/MIN MaK
uynrhere KOHTAMIHIPAHOT 3eM/bUIITA [U3AjHUPAHNM HAHOYECTUIIaMa; 1 3) OYeTaK
VHJYCTPUjCKE U3pajie IPOTOTUIIOBA U KOMepLja/M3alije i TO IITO BIaJie INMPOM CBeTa
HacTOje Ia pasBujy HaHOTeXHOJOrujy wTo je dp>xe Moryhe (Roco, 2007, str. 3—-4).

Cynehn no nHBeHTapy norporava HaHonponssoga (Nanotechnology Consumer
Products Inventory — CPI) xoju Bomu ,,IIpojext o Hagonasehum HanotexHomornjama“ (The
Project of Emerging Nanotechnologies - PEN), mpr Woodrow Wilson International Center
for Scholars, 2006. roguue 3adenexxeHo je 212 pasmMYUTUX IPOU3BOJa, a 2008. romyze 803
nponssopa. JIo 20. jyra 2010. ropvHe 3adenexxeHo je oko 1.015 HaHOTEXHOJOIMIKYX ITPOU3BOJiA
u3 24 3embe U3 oko 485 xommanuja (Woodrow Wilson International Center for Scholars, 2010).
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Vance et al. (2015) HaBojie fja ce Ha /Ty HaTasy 1.814 IponsBojia MPOKe HOTPOLLIE
u3 622 xoMmnanuje u3 32 3emme. Kareropuja ,,3apassbe u puTHeC cafpykyl HajBULLIe IIPOU-
3Bogia (762 wmm 42% op ykymHor dpoja). Cpedpo je Hajuenthe kopuirheHy HaHOMaTepuja
(435 mpowmsBopa, nmm 24%). Mebhytum, 49% npoussoza (889) yxpyuenux y Viusentap CPI
He Jlaje cacTaB HaHOMaTepujaa Koju ce Kopuctn y wuma. Oko 29% CPI (528 npoussopa)
caJip>KM HAHOMaTepujaje CyCIIeHJ0BaHe Y PasINIUTUM Te€IHUM MefIjiMa ¥ CXOHO TOMe
IepMaJ/IH/ KOHTAKT je HajBepOBAaTHU)jU CLEHaPMO U3/I0KEHOCTU Ko IIOC/IEUIIA IbIXOBe
ynorpede. Behuna (1.288 npoussopa, wm 71%) npousBoia He HyAM TOBO/BHO ImpaTehnx
uH(pOopMaIja Koje 811 MOTBpANIe TBPAY fIa ce KopucTe HaHoMaTepujanu. Tpeda nmatn
Ha yMy 7la OBO HUje KOMIIZIeTHa dasa ImojjaTaka HaHOMaTepHjasa C 093MpoM Ha TO Jia ce Ha
TPXXMINTY Ha/lase MIPOMU3BOJM ca IPeUKCOM ,HAHO- KOji He cafjpy)ke HAaHOMaTepljae
(Dekkers et al., 2007). PEN je nporenno ga he dutn npoussenero 58.000 MeTpUUYKIX TOHA
HaHoMaTtepujana y ceeTy og 2011. o 2020. rogune.

KomepuujanHo TOCTYIIHM HAHOIPOM3BOAU 0dyXBaTajy XpaHy, IeCTHUII e, KO3Me-
THKY, ofichy oTIIOpHY Ha Mpibe, doje 3a ayToMOdMIIe, CHOPTCKEe MPOU3BOJIE U AUTUTANIHE
kamepe. Hacympor oB1M jefHOCTaBHIM HAaHOIPOU3BOAMMA, dyayha prMeHa HAHOTEXHO-
JIOTMje JOHOCHU 3Ha4dajHe APYLITBeHe KOPYUCTY, YK/by4yjyhy MeIMIIMHCKY AMjarHOCTUKY U
3/IpaBCTBEHE TPETMaHe, BENMKY Y/IOTY Y CMamelby IIOTPOLI-€ eHepruje, Ha IpUMep, Kpo3
eMKacHOCT IPOM3BOJIbE U TOJObINAbE CKIAMINTE A, IIPOV3BOMIbE 1 UyBarba eHepIuje,
Kao 1 OpiKe, maKxiie u jepTiHMje MaTepujae 1 eneKTpoHcKe mpoussope (Perkel, 2002; Roco,
2003; Royal Society and Royal Academy of Engineering [RS/RAE], 2004; Mehta, 2008).
3aHMM/BYB IpUMep KOMeplLiujalHe IIpMMeHe HAHOHTEXHOJIOTje, Y CMUCTY TT000/bIIIamha
eHepreTcKe e(pMKaCHOCTH 3rpaja, jecy MaMeTHM IIPO30pH, Koju cy yrpaheHu Ha MHOTUM
aepoppomuma y CAJl. VictpaknBaun Koje je moppskana Hannonanua madoparopuja sa
OOHOBJBYIBY €HEPIjy PasBIIM Cy HAHODWIIM, KOjU MOXKe Jia e MHKOPIIOpUILe Y IPO30pe U
arcopdyje mwin pedexryje cyndeny cBetnoct (National Science and Technology Council,
2021). ITporymrameM CyHYEBX 3paKa y IPOCTOPY)Y Y XTa/fHUjeM TIepUofy U pedieKcrjoM
TOKOM TOIUIMjUX MeCeIlM, AMHAMIYHM ITPO30PH MPYKajy eHepreTCcKM e(pUKaCcHO pellerne
Y CMICILy peTyiucama TeMIepaType y sTpaiil U pefyKyjy IOTpoLIy eHepruje 5o 20%.
Taxobe, HaHOTeXHOIOIMja ¥Ma MOTEHIUjaI fa TT0dO0JbIIIA SKUBOTHY CPEIUHY Yy CMUCTY
peMenujanyje, MOHUTOPUHTA 1 GUITPUpPaa BOJE, Ipolieca fecalTMHu3alllje Bofie, Kao
U yMamema I0/bOIpUBpefHNX 3arahema.

[Tpouena koHcynTaHTCKe pupme Lux Research rmacu ga he go 2015. rogune godapa
Koja 00yXBaTajy HaHOIIPOM3BOJe OUTU IIPOV3BELEHO Y BPeSHOCTH Off 2,6 TPU/IMOHA aMepuy-
KIX JfO7apa, To Ou M3HOCKUIO 15 mpoljeHara yKyIHe riodanHe npousBopie (Lux, 2006).
Byirer NNI 3a 2018. rogmuny nsHocuo je 1,2 Munmjappe fonapa 3a HojgpuUIKy HaHOHAYIN,
UI>KelepUHTy 1 TexHonoruju (Bayeda, 2019).

MHTEPHET HAHOCTBAPIU

Konnent IoNT npepnoxnu ¢y Wjan Axjunpns (Ian Akyildiz) n [Tosen Xopuer
(Josep Jornet) ca Texmmuxor macTuTyTa U3 Iloprmje (Georgia Institute of Technology) y
pany ,,/IHTepHeT HaHOCTBapy . OHM Cy HaBe/IM HOBY MPEXXHY [TapajurMy U HajcaBpeMeHIjy
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elleKTPOMarHeTHY KOMyHMKa1ujy 1u3mMehy ypebaja Ha HaHOCKa/M U IIPeJIOKIIN TePMUH
nHTepHeT HanocTBapu (Akyildiz & Jornet, 2010).

ITpnmena IoNT y maMeTHOM rpajy Ipy>ka MHTePaKIMjy ¥ KOMyHUKaLMjy ca Kyh-
HUM anapaTuMa, CEH30pMMa 3a MOHUTOPMHT HOTyTaHaTa, HA/[30PHUM CEH30pUMa UK
KaMepaMa, aKTyaTOpiMa, ayTodycuma mny ayromodunuma. llltasume, IoNT moxe ma
HPY>XM MHOTO JieTa/bHuje, jedTUHMje U aXKypHHUje CIUKe TPajjoBa, JoMOBa 1 padpuka.
VsBaHpemHO BenmMKa KOMMIMHA NHGOpMaIija MoXe ce MPUKYINTH Y PeaTHOM BpeMeHy
nomohy Benmkor dpoja HaHOCeH30pa paay yHanpebhemwa KBalIuTeTa )KMBOTA, 3PaB/ba,
uHPPACTPYKTYpe, Kao U jaBHUX KOMyHanHuX ycryra (Jarmakiewicz & Parobczak, 2016).

OBy MuHUjaTypHI CeH30pH, MehycoOHO IoBe3aHM IPeKo HAHOMPEKa, MOTY 1a PUKYTIe
HozaTKe yHyTap odjeKaTa I 13 TeLIKO JOCTYIHNX 0O/IacTH, IIITO JOBOMM 10 HOBMX OTKpyha
u npumeHa. OpHocHo, cBpxa IoNT cacroju ce o kamarurera 3a MehycodHo noBe3uBame
pasnmumunTUX THIOBA ypebaja pasBMjeHMX Ha HAHOpasMepaMa y KOMYHMUKALMOHY MPeXYy,
o oMoryhaBa IpMKyIbakbe OfjATaKa Ha MECTUMA KOja Cy TeIIKO HOCTYITHA.

ITpsa n Bogeha mpumena IoNT y cMucty MoHUiliopuHia 3gpasna y cajialilibe Bpeme y
CBeTY je MpeKa ceH30pa y /byfcKoM opranusmy (Body Sensor Network — BSN) xoja odyxsara
HaHOCeH30pe yrpaheHe y /byfcKy OpraHu3aM Koju MMajy K/by4HY YOIy Y IPUKYIbamby 1
MOHUTOPYHIY OMOIOMIKMX aKTMBHOCTH U JPYTUX JieTa/ba y Be3U ca 34paBCTBEHNM CTa-
beM IanyjenTa. HaHoceH30pu Koju ce KOPUCTe Y MPEXM CEH30Pa Y JbYICKOM OPTaHU3MY
Ipy>Xajy TIoflaTKe Y peaTHOM BpeMeHY Te TIOMaXy JeKapuma fja fodujy dmarospemeHe
nudopmanuje o 3gpasmpy nanujerra. IoONT Huje IPOCTO IpoIIMperbe 1 HACTABAK TPa-
AMIVOHATHUX MPeXa KOMyHUKalllfja HA HAHOHMBOY, HETO MMOTIYHO HOBU HUBO U MOJIEN
KOMYHMKaIVje y KOjeM Cy IIpoLiecyt KOMyHUKaIyje dasipaHy Ha IPUPOSHIM OMOTOMIKIAM
nporecuma (Akhtar & Perwej, 2020). ITpumep mehycodne Bese koja ce ycrocrasba nsmeby
pasnuunTrx ypebaja, kao u HaHOCEH30pa KPO3 HAHOMpEXe, ca LinmbeM fa ce ode3dere
dutHe nHPOpMaLyje y 0dIacTIMAa KOje Cy CTIOXKeHe 3a IPUCTYIL, jeCy HAaHOCEH30pU Ha TeTy
ocode koju Mory fia 0de3denie enexTpokapauorpadcke U Apyre CUrHAJIE paja YHY TPALIBIX
opraHa (Balasubramaniam & Kangasharju, 2013). Takobe, Mory ce mocMarpaTu mapameTpu
Kao IITO CY XO/IeCTepOI, ITYKO3a 1 HATPUjyM, W IToMohy HaHOCeH30pa MOT'Y Ce OTKPUTI
TYMOPU KOj/ U3a3MBajy paK U gpyru wreTHy arencu (Atlam et al., 2018).

Kopumrhewe IoNT y nmpojexkTiMa maMeTHMX rpajjoBa MOXKe IPATUTY pas/InduTe Ia-
paMeTpe Kao LITO Cy KBa/IMTET BasjlyXa U BOJie y UNTaBOM rpapny. Hanocensopu y jomeny
HUBOUiHE cpegue MOTY Ha 0de3dene MHPOpPMalMje O IIATOreHMM CYIICTaHI[AMa I ajlepre-
HIIMa Ha OTBOPEHUM I/IN Y 3aTBOpeHnM npocropuma (Balasubramaniam & Kangasharju,
2013). HaroceH30pu MOTY ce IIOCTaBUTH Ha jaBHA MeCTa Kao, Ha IIpMMep, Ha JKeNIe3HIUKY
U ayTOOYCKY CTaHUILY, Y XOTeJI, peCTOPaH MM KaHIlesiapyje 1 1a 0daprbajy MOHMTOPIHT
y peanHoM BpeMeHy. Ca IoNT HaHOCeH30pU ce MOTY KOpPUCTUTH 3a Tpahere 1 ugeHTudu-
Kal[yjy oKalyja 3araherma OTKPUBEHNX Y Bas[lyXy Y BUCOKOj KOHLIEHTPALVjJ1 Y IOKpeTatbe
HaHOCeH30pa 3a uninheme Te creryduyHe nokanuje (Kamel Boulos & Al-Shorbaji, 2014).

Ouexyje ce fa he IoNT TpyxuIiITe IOPACTIL Ca OKO IIeT MIWIMjAPAI AMEPUYIKIX HO/Iapa
y 2016. Ha 10 munujappy o 2020. ropyse, Kao 1 10 CTOIM Off Buile of 24,12% 3a TpeHyTHU
Iporosupany nepuogp o 2016. fo 2025. ropure (Akhtar & Perwej, 2020, p. 142).
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PU3NMIN YIIOTPEBE HAHOTEXHOJIOTUJA

JMaxo HaHOTEXHOJIOIMja MMa MOTYRHOCT fia 0 0JbIIa YKUBOT, HEOIIXO/IHO je HAITACUTI
U IeHe PU3JKe U MHBECTMPATH BIIIle PUHAHCHU]CKUX CpeficTaBa fia 811 ce dosbe pasymerno
KaKo Jja ce KOHTPOINUIITY 1 CIIpede Moryhe mociesuiie HAHOTEXHOIOTHje Ha 3[[PaBIbe, KU~
BOTHY Cpel1Hy, Kao 1 Ha de3demHoCT u 3apasibe Ha pany (Dimitrijevié, 2011).

MHoryu HayYHUIM [IOCTaB/bajy OIIPaBlaHa INTamba y Be3M ca IPON3BONHOM HAaHOMa-
Tepujajia ¥ leHNM eeKTUMa Ha IOTPOLIade, pafHy CHAry u ucTpaxusade. VictpaxnBama
TI0Ka3yjy fla ce 0COdMHe MPON3BEfeHNX HAHOUECTUIIA 3HATHO BUIIe PA3/TUKYJy Off 0COOMHa
mrxoBux Behux gpopmi, mTo ce odjammasa Behom criocodnonrhy HaHOUecTHIIa Ja Ipohy
Kpo3 IpupognHe dapujepe Kao mTo cy TKuBa 1 hemuje. CxomHo TOMe, IpousBobhaun Mopajy
y3eTu y 003up pasjmKe y TOKCMYHOCTY M3Meby Behux decTuira u HaHOYeCTUI[A MCTOT
XEeMMjCKOT cacTaBa. MHOIM HayYHMIIM CMATPajy Ia MOTEHLIMja/IH! YTUIAj)1 HAHOYeCTHIIA
VTV HaHOLIeBM TMPEKTHO 3aBUCe TIPe Of TOTa Jla JIU ce Hajlase y CTOQOTHOM O0O/IUKY HEeTo
Off TOTa Jia U Cy QUKCUpaHY WM MHKOpIopupanu y camu Matepujan (RS/RAE, 2004).
Jodpo je mo3HaT mopaTak fia yecTuile Mame ofi 100 nm Mory ja mpofpy Kpo3 MeMOpaHy
hennje, one koje cy mame of 40 nm mpopupy y henmjcko jenpo u, Ha Kpajy, 4ecTulie Marme
ofi 35 nm Mory mpohu Kkpos MoxxzaHy dapujepy.

[ITo ce BuIlle HAHONIPOM3BO/A TI0jaB/byje Ha TPKUIUTY, 3A0LITPEHM]je Ce ITOCTaB/ba
IMTambe BIUXOBOT YTHUIIAja Ha )XUBOTHY cpenuny. Y 2006. rogunu PEN je mporenno ga he
dutu npoussesero 58.000 MeTpUUKMX TOHA HaHOMaTepujana y ceety of 2011. mo 2020.
ropune. Enppy Mejuapn (Andrew Maynard), Bogehn nayunux koju croju n3a PEN-osor
IIPOjeKTa, M3Pa3no je y CBOjoj CTYAUjM 3adpMHYTOCT Aa 81 TO MOITIO MMATH yTUIIaj Ha
JKIBOTHY CPeIIMHYy eKBMBa/IeHTAaH M3HOCY Off IIeT MIIMOHA MEeTPIYKIX TOHA NIV MOXK/A
vak 50 MIWIMjapAu TOHa KOHBEHIVOHAIHOT MaTepujana (Maynard, 2006).

bema kebura amepudke AreHnyje 3a samTuty xusorHe cpefuse (The U. S. Environmental
Protection Agency - EPA) u3 2007. rogyHe ykasyje Ha Moryhy cynduny HaHOMaTepujana y
BasyXy, BOIM U 3eM/BMIITY, J TO Ha: 1) dromerpananijy, OMOfOCTYITHOCT ¥ OMoaKyMyIia-
LVIjy HaHOMaTepujaja; 2) HOTeHIMjaIHy TpaHcOopMaLyjy HaHOMaTepujaia y TOKCMYHIje
MeTadonute; 1 3) Moryhy mHTepakIujy HaHOMaTepujasa U [PYTUX eKOMOMIKIX KOHTaMI-
Hazara (EPA, 2007, p. 33).

IMoTeH1MjaTHO UCTIYINTabe HAHOMATEPUja ¥ )KMBOTHY CpeAMHy 00yXBaTa AMPEKTHO
/I MHAMPEKTHO NCITYIITambe ca MeCTa IIPOM3BOJIbEe I 0dpajie HaHOMaTepujaa, XeMuj-
CKuX 1 (papMaliey TCKMX IPOUSBOHIX Hpotieca, hydpusa yxpydyjyhu nporece canarnmje
KOHTAaMMHMPAHIX MECTa, Kao 1 Kopuithemwa 11 ofjlarama IIOTPOLIAYKIX IIPOU3BOA KOjI
cagpsxe Hanomarepujaie (NIOSH, 2007; Rui ef al., 2016; Verma et al., 2018; Bahroum, 2022).

[lpyre cTynuje ykasyjy Ha To fa cpedpo, Koje ce cMaTpa HeTOKCUYHVIM MEeTaJIOM 1
Koje ce KOPMCTI y MegMLMHY ¥ oMahmHCTBYMA Kao cTepuuayjyhn aresc, kaga ce Hahe
y HaHOOO/MKY MOXe Jia yOuje ITeTHe daKTepuje y MallMHaMa 3a Ipambe Bemna. Takobe,
nocroju dojasaH fa jouu cpedpa, jerHOM Kafia ce Hahy y cucTeMuma 3a mpepajiy OTIagHUX
BOZa, MOTy youtu u fodpe dakrepuje Koje ce KOPUCTe Y SMOIOIIKOM TpeTMaHy OTIafHIX
Boga (Choi et al., 2008; Luoma, 2008).

JenmaH o HauMHa 3a IPUOdMjatbe MOBEPerba jaBHOCTM JIEXM Y CTPUKTHOj perynaTu-
BU HaHOTEXHOJIOIIKNX ITPOM3BOfA Koju 11 0de3denmnu de3denHoct 1 epmKacHOCT HOBe
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texHonoruje (REACH, 2008). EBporncka yuuja 1 CAJ] MMajy ycTaHOB/beHe PeryaToOpHe
CHUCTeMe 3a IPOIeHy pU3MKa 1 Xa3ap/a Off HaHOTexHosornja. EBporcka komucuja je ycra-
HoBwia 1 [IpaBnia nonamama (Code of Conduct), xoja mponmucyjy ofroBopHO oHaIIabe
Ha [10/by HAHOTEXHOJIOTH]ja. Y CBMM CIIy4ajeBUMa y KOjiMa je IIYH OIICeT pM3JKa HEello3HaT,
Iy je 3adpUHYTOCT BPJIO BEJIMKA, 3aXTeBa Ce CIIpoBObhere Mepa MeHAIIMeHTa PU3UKa, Kao
IITO je CIy4aj ca HaHOMaTepujanuMa. Te Mepe cy yrimaBHOM dasupaHe Ha MepaMa IIpefio-
crpoxunocty (Dimitrijevi¢, 2011).

PU3NIN YIIOTPEBE
MHTEPHETA HAHOCTBAPU

CmMarpa ce la MHTepHeT HAHOCTBApU KOjIf laje HeorpaHudeHe denedure, TP U
onpebene nsazose koje Tpeda pemnty fa du ce omoryhmo fa IoNT dyze ecenunjaman
CerMeHT 3a jbype y dmickoj dymyhHocTn des nkakBux orpanndersa. Pusuk on IoNT nocroju
y CBaKOIHEBHOM XXIBOTY, Y IIpeIMETIMa Kao 1ITO Cy TenedoH, kyhHu amaparn, ceHsopu,
BO3WIA, MHPACTPYKTYPHN CUCTEMH, U MMa AUTUTAIN30BaHe IPOLeype KOHTPOIe 1
Haj30pa IOBe3aHe ca MHTEePHeTOM, LIITO OTBapa OpojHa IIMTama y Be3u ca de3degnomhy
u npuBaTHOUhY.

Ouexyje ce na he IoNT ypebaju mpoxxumaTit 4nTaBO TKMBO APYLUITBEHO-TEXHUYKOT
cucTeMa, yK/pydyjyhu maMeTHe rpajioBe, anu 1 JelI0BAaTU MOTEHIIMjaTHO MHBA3VBHO Ha
JbYLCKA Te/Ia Kajja je ped o 34paBcTBeHoj 3amtuTy. OBO MPUPOLHO OTBapa MHOra de-
30eHOCHA VI eTIMYKa IINTaba, Kao U UTama IIPUBATHOCTY Koja Tpeda pemnTy fa du ce
yOmaxuia 3adpUHYTOCT jJaBHOCTH V1 3ALITUTI/IV OCET/BYBY ITOfALIM IIPUKYIUBEHN TIPEKO
HaHoceHsopa (Miraz, 2018).

Jeman on HajBehux n3azosa passoja [oNT jecte cUrypHOCT TTofjaTaKa Koju ce IpeHoce
MHTEPHETOM, Kao IITO Cy, Ha IpUMep, 3fpaBcTBeHN nogamu. Crora, desdenHocHe MeTozie
Mopajy duTu npuMemeHe Ha Mpexxama 4G 1 5G, nocedno y IoNT, koju je oceT/p1B Ha cBe
BpCTe Hamafia ¢ 0d31poM Ha To fia ypehaju Hemajy koHcTanTaH Hanzop (Akhtar & Perwej,
2020). Hamap mo>xe dutu u3BpieH KpahoM ceHsopa, oMmeTameM Kopuirhera KoMIjyTepa
WV IPOMEHOM KOMYHMKAIMjCKUX Be3a HAHOMPEXXa, jep CTaHfapAHe de30eqHOCHe TeXHIKe
He MOTY OUTH IpUMebeHe Ha HAHOMPeXKe Koje Pajie Ha TeTPaxepIiHIM TalacuMa.

[Tpumena IoNT y HaHOMe[UIIVMHY IIpefcTaB/ba BeOMa 3Ha4ajHO I0O0/bIIabe — YHA-
npebhnBame 3ipaB/ba /byIU Ha HOBE HaulHe, IIOCESHO y NIPEBEHIIVj I, TPOAKTIBHOM IIpa-
hemy, ynpas/pamy xpoHndHNM donectuma. HaHo 1 MUKpo Mpexe ceHsopa omoryhasajy
KOHTUHYMpaHO npaheme 3apas/ba 11 eBUIEHTIPatbe BUTATHUX lTapaMeTapa [aljijeHara 1
IIPEHOCe OCET/bUBE MOfATKE HA LIEHTPAIM30BAHY JIOKALV)Y i€ MOXKe [ MX [TPaTu 1 odpa-
byje odydeno ocodswe. Vimajyhu y Buny na cucremn e-3gpaBctBa uyBajy u odpabyjy Beoma
oceT/bUBe TOAATKe, TAKBY CUCTeMH Tpeda [ja MMajy ofroBapajyhu okBup 1 MexaHusMe
de3degnocTy u npuBarHocTy (Omanovié-Miklicanin ef al., 2015). 3gpaBcTBeHN ORI
Mopajy durtu 3amTuhenn nporus HeoBmamrheHOT MPUCTYIIA KOjII MOXe MMATy 0301/bHe
nocrepuiie 1o jbyge. Crora, M3a30ByM KOjIi Ce OfHOCE Ha IIPUBATHOCT MOPajy OMTI peleHy
fa du ce 0de3demuia onrosapajyha ynorpeda oceT/puBMX ITOfaTaKa IPUKYIUBEHNUX IIPEKO
ypebaja 3a muuHM 3;paBCTBEHU MOHUTOPVHT.
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BopHi pecypcu cy oceT/buBYM Ha d1oTepopucTiuKe Hamazie. Kaa je ped o onprkaBamy
KBaJIVITeTa BOJie, HAHOCEH30PY MOTY IIOC/TY>KIUTHU 32 MOHUTOPYHT 11 IPOHAJIAKEeHbe OIIACHIX
duornomkux areHaca. MehyTum, Hamragad O MOrao fja mycTy COICTBEHe HAHOCEH30PE V3,
Ha IIpYMep, aHTPAKC CIIope [ja U3a30Be MakcuMayHy mreTy (Atlam, 2018).

Kopuutheme Mpexa 3a IPUKYIUbatbe IPUBATHUX U IMYHIUX [OaTaKa YMHY OBE MPEXXe
MHTepecaHTHMM 3a Hamajl. Crora, IIoTpedHe cy HOBe de30e[HOCHE TeXHMKe 3a 3aIUTUTY
OCeT/BMBIX MOfATAKA IPUKYIbeHNX HOMONY HaHOCEH30pA.

3AK/bYYAK

CBeIpyCy THOCT HAHOTEXHOJIOTHja ¥ MCTPaKMBAYKOM 1 Pa3BOjHOM OKpYy»Kemy odehasa
maxie, upihe n GyHKIMOHaTHMje MaTepujae, JOBO/BHO XpaHe, YMCTY BOAY, dopdy ca
KIMMATCKVM IIPOMEHaMa, pelllaBambe OTIIAa, HOBE HAYMHE CKJIAAUIITEHA 1 MaHI/IHy}IaIH/Ije
uHpopMalujaMa, Kao ¥ pasBoj HOBUX Tepanyja y MeguuuHu. 300r ydp3aHe ypdaHusa-
I[yije 11 OTpaHMYeHe JOCTYIHOCTY OOHOB/BMBYX U HEOOHOBJBMBIX PECypca, HEOIIXOLHO je
Ia rpafoBy OyAy onp>KMBM U TaMeTHU. HaHOTeXHO/MOIMja MMa [TOTeHLIMjall ja TpajjoBe
YUMHY ITaMeTHUM KOpuIThemeM pas3In4nTiX HaHOMaTepyjaa 3a CKIaIUIITehe eHepruje,
U3rpajiby IIaMeTHUX 3rpajia, MHPPACTPYKType, 3a IaMeTHY MEAULVHCKY Tepalujy WK
peMenujanujy XUBOTHE CpeJHe.

YOp3aHa KoMepIyjam3anyja Ipou3Bojia Koji capyKe HAHOMaTtepyjaje Hifje afleKBaTHO
npahena crygujaMa o pusunuMa 1 TokcgHoCTI. OBY IpodieMu Mory duTy npeBasubeHn
Kpo3 MehyHapopiHy capafiiby 1 MCTPaXMBAYKy CTPATETVjy y HOCTH3ambY OY3[aHIX IPOLleHa
pM3MKa, MepaMa IPeoCTPOKHOCTY 1, HAPABHO, TIOMITOBABEM Pery/laTiBe.

HaHorexHosornja Moxe fia yHarpenu nepgopmance u Moryhnocru ypebaja nu-
TepHeTa CTBapy KpeupameM MHTepHeTa HaHOCTBapu. To oMmoryhaBa cTBapame MamlX,
eUKaCHUjMX U Pa3HOBPCHUjUX CEH30pa, aHTeHa I Iipoliecopa. OBa yHanpehemwa Bofe 10
Behe mpeny3HOCTI, eHepreTcKe eUKaCHOCTY ¥ pa3HOBPCHOCTH all/IMKaINja, YK/bYdyjy-
hu ynorpedy Hanocensopa 3a nmpaheme 3paBCTBEHOT CTarba OpraHN3Ma, MHILYCTPUjCKI
MOHMTOPYHT, Ka0 ¥l MOHUTOPVHT IIOTyTaHaTa y 3aTBOPEHO] MM aMOVjeHTa/THOj CPEeVHIA

MebyTum, nocToje 13a30BU M OrpaHNYeHa yIOTpede MHTEpHeTa HAHOCTBAP,
YK/bY4yjyhn eTruKa NUTamba, NUTaba 3alITUTe IPMBATHOCTY U de3demHOCTI. 3a IpeBa-
3M/IaKerhe OBJX 113a30Ba HEOIIXO/IHO je /la Ce HacTaBe NCTPaKMBaba I Pa3Boj CTpaTernja.
KonBepreHnuja HaHOTeXHO/IOTHje VI MHTEPHETa CTBApU HOCHU Be/IUKa OYeKMBamba off dy-
nyhHocTH. PeanHo je o4ekuBaTy ia OBe IBe TEXHOJIOIMje U BIXOBe aIlIMKallJje HacTaBe
Jla ce pa3Bujajy ¥ y HApeJHUM IOV HaMa.
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NANOTECHNOLOGY AND THE INTERNET
OF NANOTHINGS BENEFITS AND RISKS

(Translation In Extenso)

Abstract: Nanotechnology provides state-of-the-art solutions to a number of appli-
cations that have a significant impact on almost every aspect of our community, including
medicine, smart cities, army, agriculture, and industry. The intertwining of nanoscale devices
with the existing communication networks through the Internet defines a new network-
ing paradigm referred to as the Internet of nanothings, which includes a large number of
nanosensors providing more precise and more detailed information on a person’s health,
the environment or a particular structure in real time.

This paper analyses possibilities for the use of nanotechnologies and the Internet of
nanothings, as well as their different applications in smart cities. Finally, this paper pre-
sents a discussion on the risks, challenges, and security issues that these two revolutionary
techniques may bring to mankind.

Keywords: nanotechnology; Internet of nanothings; Internet of things; smart cities;
nanosensors; risks; benefits

INTRODUCTION

The development of nanotechnologies, the Internet of things and the Internet of
nanothings will undoubtedly have an enormous impact on the progress and development
in all areas of life in the future, smart cities included. There are three types of smart cities
- community, technology, politics — and these are connected with five desirable outcomes,
namely productivity, sustainability, accessibility, wellbeing, liveability, as well as management
(Yigitcanlar et al., 2018).

Due to anthropopressure, increasing levels of urbanisation and climate change, these
being relative to accomplishing sustainable development, the “smart city” concept offers
solutions entailing networked infrastructure systems, whose aim is to improve economic
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and political efficiency, as well social, cultural, and urban development (Hollands, 2008;
Ahvenniemi, et al., 2017; Trindade et al., 2017). A comprehensive overview of extensive
references has identified 43 definitions of smart cities, of which many include three dimen-
sions of sustainability - ecological, economic, and social (Toli & Murtagh, 2020).

The definitions not including sustainability as one of the strategic goals of the smart city
perceive it as a city which utilises information and communication technology (ICT) for the
purpose of creating interactive and more efficient components and services related to critical
infrastructure (Azakuna, 2012). Smart cities will use communication and sensor options
that have been integrated in the city’s infrastructure, with such technologies making room
for interaction between persons, authorities, companies, and other players, in order for all of
them to be actively included in the processes of designing and planning (Batty et al., 2012).

It is considered that nanotechnology, as the main driver in the 21* century, may
offer answers to all challenges with which mankind is faced. Nanotechnology stands for a
revolutionary and multidisciplinary science and makes it possible to understand nanoscale
phenomena and materials. Creating and utilising structures, devices and systems made of
nanomaterials have new properties and functionalities and, due to their size, they may be used
in all science disciplines, such as biology, chemistry, physics, or engineering. Accordingly,
and thanks to their unique properties, nanotechnologies have prompted significant change
in industry, energy systems, agriculture, medicine, liveability, and environmental protec-
tion. This heterogeneous technology is defined based on a scale - the “nano” prefix means
one-billionth part of a meter (0.000000001) and consequently allows for manipulation of
substances virtually on atom level in terms of dimensions 1-100 nm (Drexler et al., 1993).
By way of comparison, a human hair is approximately 80.00 nm wide, a red blood cell ap-
proximately 7,000 nm, while the size of an atom is around 0.2 nm. In its reccommendation
of 10" June 2022, the European Commission revised its definition of 2011, and in the latest
draft definition of nanomaterials, the wording is as follows: “Nanomaterial means a natural,
incidental or manufactured material consisting of solid particles that are present, either
on their own or as identifiable constituent particles in aggregates or agglomerates, which
are identifiable, in which one or more external dimensions range between 1 nm and 100
nm..” (European Commission, 2022, pp. 4-5).

The core of the smart city concept is information and communication technology
(ICT) (Graham & Marvin, 2001). The new ITC technology, or the Internet of things (IoT),
is considered a new concept that is gaining huge popularity in the world of modern wireless
telecommunications. IoT, rather than just integrating people and computers, evolves to
unification of smart structures and things in the real world, with the use of ICT (Ashton,
2009; Gubbi et al., 2013; Bresciani et al., 2018).

The most frequently mentioned groups within the Internet of things, depending on
their use are: the Internet, infrastructure (its primary use in the smart cities, such as infra-
structural sensors and management systems), commercialisation (use in healthcare and the
transport industry), military applications (robots, drones, personal protection), industry
(manufacturing and energy sectors) and consumers (for day-to-day use, e.g., household
appliances, lighting fittings).

A combination of nanotechnologies and the Internet of things has resulted in a new
field of the Internet of nanothings (IoNT). The main building blocks of the IoNT are

135



Dejana N. Jovanovi¢ Popovi¢, Nanotechnology and the internet of nanothings benefits and risks

nanotechnologies, i.e., nanodevices, whose size ranges between 1-100 nm (Akhtar & Perwej,
2020). The IoNT uses the most sophisticated and the most advanced methodologies for
data collecting purposes, which allows it to expand existing database to a wider range of
new and more advanced applications, as compared to the Internet of things.

ORIGINS OF THE NANOTECHNOLOGY PARADIGM

One of the most striking examples of nanotechnologies in the ancient history was the
Lucurgus Cup (4" century), which is kept in the British Museum collection. It represents
the oldest example of dichroic glass, which changes colour depending on whether light
is passing through it or not (Dekker, 2021). In 1990, scientists analysed the cup with the
use of transmission electronic microscopy and found that it being dichroic is a result of
the presence of nanoparticles of silver and gold. The diameter of these particles is 50-100
nm (Freestone et al., 2007). The presence of nanoparticles was found on the windows of
medieval churches, as well as in the Ottoman chandeliers and lamps (9" to 16" century),
Renaissance ceramics and even sabres from Damascus, which were particularly resistant
to shattering (Bayda, 2019).

The word “nanometer” was coined by the Austrian chemist Richard Zsigmondy, the
Nobel Prize winner in chemistry in 1925 for his research of colloids and invention of the
slit-ultramicroscope. However, credit for laying foundations of today’s nanoworld goes to
the physics Nobel Prize winner Richard Feynman. At the annual meeting of the American
Physical Society, held on 29" December 1959 at the California Institute of Technology, Feynman
delivered the speech entitled “There’s plenty of room at the bottom” In it, among other
things, he also raised the issue of why we would not fit all 24 volumes of the Encyclopaedia
Britannica on the head of a pin (Feynman, 1960). In his famous lecture, he explained the
process whereby scientists could control atoms and molecules and manipulate them.

The term “nanotechnology” was first used by Professor Norio Taniguchi of the Tokyo
University of Science at the conference of The Japan Society of Precision Engineering in
Tokyo in 1974 (Hulla, 2015; Sadhu, 2006). In his paper entitled “On the Basic Concept of
Nanotechnology”, he used the word nanotechnology to describe processes that occurred on
a nanoscale and were relative to the processing, separation, consolidation, and deformation
of materials by one atom or one molecule (Taniguchi, 1974).

The golden era of nanotechnology started during the 1980s, when Harold Kroto,
Richard Smalley and Rober Curl (who in 1996, together with the students James Heath and
Sean O’Brien, won the Nobel Prize in chemistry), discovered fullerenes (Kroto et al., 1985).
The fullerene is a molecule that consists of 60 atoms of carbon, its shape is similar to that
of a football ball, and it is made up of pentagons and hexagons. Chemists from the era of
Renaissance could see the first illustration of the fullerene, which was drawn by Leonardo da
Vinci and is called Ycocedron Abscisus Vacuus. The drawing was first seen in a book by Luca
Pacioli De Divina Propotione, which was published in Venice in 1509 (Martin, 2019, p. 736).

In addition, a prominent figure among the pioneers of nanoworld is certainly Eric
Drexler, of the famous university MIT (Massachusetts Institute of Technology), who in 1986
published a book entitled Engines of Creation: The Coming Era of Nanotechnology (Drexler,
1986). Drexler’s vision of nanotechnology is frequently called “molecular nanotechnology’,
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which is based on the bottom-up approach, i.e., the production of atoms atom-by-atom,
but also on the top-down approach, which refers to the build-down from the top.

In the U.S.A., Feynman’s concept of manipulating matter at the atomic level played
a decisive role in the shaping of priorities in science. In March 1999, scientist Mihail
Roco went to the advisors to President Bill Clinton and pitched nanotechnology, at the
same time requesting that it be promoted and financed. He succeeded in this - he got 490
million dollars for his proposal (which was only 10 million less than he requested), and as
a consequence, the National Nanotechnology Initiative (NNI) was officially launched in
January 2001 (Hulla et al., 2015). The National Nanotechnology Initiative became formal
in 2003 when the 21* Century Nanotechnology Research and Development Act was passed.

Moreover, the definition of nanotechnology® was agreed upon during the period
1998-1999, after consultation with experts from more than 20 countries, when a certain
level of international reception was reached. When approximately 60 countries developed
nanotechnology activities between 2001 and 2004, it became clear that without this defi-
nition and the appropriate long-term vision, nanotechnology would not be developing on
the same accelerated, conceptually unifying and transforming lane (Roco, 2011, p. 428). At
the same time, a large number of countries worldwide set up national-level programmes,
which were in part inspired or motivated by the National Nanotechnology Initiative.

In 2004, the UK’s Royal Society and Royal Academy of Engineering - RS/RAE pub-
lished an important report entitled “Nanoscience and nanotechnologies: opportunities and
uncertainties’, in which the difference was defined between nanoscience and nanotechnol-
ogy. According to this report, nanoscience is the study of phenomena and manipulation of
materials on atomic, molecular, and macromolecular scales, where properties of materials
differ significantly from those on a larger scale; nanotechnologies are the design, charac-
terisation, production and application of structures, devices, and systems by controlling
shape and size on a nanometre scale (RS/RAE, 2004).

Mihail Roco, leader in the field of nanotechnology, recognised four phases in the
development of nanotechnological products: 1) passive nanostructures (2000-2005) - in the
first period, passive properties of nanomaterials offered more possibilities for the renewal of
products necessary for everyday life; passive infrastructures were designed in order to perform
one task; 2) active nanostructures (2005-2010) - in this phase they became active and adaptive
during their use, in a manner that could not be predicted; it includes active nanostructure
for multiple action, which means the development of highly efficient sensors, actuators, and
drug delivery devices; 3) nanosystems (2010-2015) - during the five years, sets of nanotools
worked together so as to accomplish the ultimate goal; this means major advancement in
robotics, biotechnology and new generation information technologies; 4) molecular nano-
systems (2015-2020) - this phase involves intelligent design of molecular and atomic devices,
which leads to “unprecedented understanding and control over the basic building blocks of
all natural things manufactured by man (Roco et al., 2011; Nayyar et al., 2017).

2 Nanotechnology is the ability to control and restructure matter at the atomic and molecular levels,
within a range of approximately 1-100 nm, and utilise the same properties and phenomena on this
scale, compared to those which are connected with individual atoms or molecules or behaviour on a
larger scale than the mentioned one. The objective is to create materials, devices and systems with fun-
damentally new properties and functionalities by creating their small structures (Roco, 2011, p. 428).
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FUTURE OF NANOTECHNOLOGIES

Nanoscience and nanotechnology are considered to have an enormous potential to
bring wellbeing to consumers and improve the quality of existing industrial products. The
development of new solutions ranges from disease diagnostics and cosmetics to environ-
mental remediation or fuel cell (Colvin, 2003).

Especially after the launching of the National Nanotechnology Initiative in the U.S.A,
new tools have been developed for modelling, production, characterisation, and integration
of nanomaterials in devices and systems. This started an avalanche of research, nanotech-
nology classes, courses, departments, even faculties and schools. Implication of nanoma-
terials on the environment, health and safety are understood better, while a wide variety of
resources are available as regards nanosecurity. Additionally, international standards have
been established so as to accelerate commercialisation.

The question rightfully arises as to why interest in nanotechnologies is so strong.
Mihail Roco mentions three fundamental reasons: 1) nanotechnology research helps fill
major void in the fundamental knowledge of matter since conventional chemistry, biol-
ogy and engineering provided knowledge of macro materials and systems; 2) nanoscale
phenomena hold promise of fundamentally new applications; possible examples include
chemical manufacturing, utilisation of molecular detection of chemicals or bioagents with
the use of just a few molecules, discovery and treatment of chronic diseases with subcellular
intervention, tissue and nerve regeneration, improvement of learning and other cognitive
processes through understanding “society” of neurons and/or remediation of contaminated
soil with specially designed nanoparticles; and 3) the beginning of industrial prototyping
and commercialisation and the fact that governments worldwide are trying to develop
nanotechnologies as quickly as possible (Roco, 2007, pp. 3-4).

According to the Nanotechnology Consumer Products Inventory (CPI), which runs
the Project of Emerging Nanotechnologies (PEN) at the Woodrow Wilson International
Center for Scholars, in 2006 there were more than 212 different products, whereas in 2008
there were 803. Until 20* June 2010, as many as 1,015 nanotechnology products were
registered in 24 countries, manufactured by 485 companies (source: Woodrow Wilson
International Center for Scholars, 2010).

Vance et al. (2015) state that the list contains 1,814 consumer goods products, man-
ufactured by 622 companies in 32 countries. The health and fitness category contains the
largest number of products (762, which accounts for 42% of the total number). Silver is the
most commonly used nanomaterial (in 435 products, i.e., 24%). However, 49% of products
(889) included in the CPI Inventory do not disclose the composition of nanomaterials used
for their manufacturing. Approximately 29% of CPI (528 products) contain nanomaterials
that were suspended in various liquid media and accordingly, dermal contact is the most
likely scenario for exposure as a result of such products’ use. The majority (1,288 products,
i.e., 71%) do not provide sufficient accompanying information that would corroborate the
manufacturers’ claims regarding the use of nanomaterials. We should keep in mind that
this is not a full nanomaterial database since in the market one may find products with
the prefix “nano’, without such products actually containing any nanomaterials (Dekkers
et al., 2007). According to an assessment by the Project on Emerging Nanotechnologies
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(PEN), 58,000 metric tons of nanomaterials would be manufactured in the world between
2011 and 2020.

Commercially available nanoproducts include food, pesticides, cosmetic products,
stain resistant clothing, car paint, sporting goods, and digital cameras. Unlike these simple
products, future applications of nanotechnologies bring substantial societal benefits, including
medical diagnostics and treatments, a major role in the consumption of energy, e.g., through
efficiency of production processes and streamlined warehousing, energy production and
savings as well as faster, lighter and cheaper materials in electronics products (Perkel, 2002;
Roco, 2003; Royal Society and Royal Academy of Engineering [RS/RAE], 2004; Mehta,
2008). An interesting example of commercial application of nanotechnology, in terms of
improving energy-efficiency of buildings, are smart windows, which are installed at many
airports in the U.S. Researchers supported by the National Renewable Energy Laboratory
developed a smart nano film which can be incorporated into windows to absorb or reflect
sunlight (National Science and Technology Council, 2021). On cold days, they let heat in
the rooms and reflect it during the warmer months, in which way these dynamic windows
offer an energy-efficient solution in terms of regulated temperature in buildings whilst
saving energy consumption by as much as 20%. Furthermore, nanotechnology has a strong
potential for improving the environment regarding water remediation, monitoring and
filtering, desalination processes, as well as diminishing agricultural pollution.

Lux Research consultants made an estimate that by the year 2015, goods that incorpo-
rate nanoproducts would amount to EUR 2,600 billion (Lux, 2006), which would account
for 15 percent of global manufactured goods The National Nanotechnology Initiative
budget for the year 2018 was 1.2 billion dollars, which amount was allocated for support
to nanoscience, engineering, and technology (Bayeda, 2019).

INTERNET OF NANOTHINGS (IONT)

The IoNT concept was first used by lan Akyildiz and Josep Jornet of the Georgia
Institute of Technology in their paper The Internet of Nanothings. They coined this new
networking paradigm and the state-of-the-art in electromagnetic communication among
nanoscale devices and suggested the term “Internet of nanothings” (Akyildiz & Jornet, 2010).

Application of the IoNT in smart cities provides interaction and communication with
household appliances, pollutant sensors, with monitoring sensors or cameras, actuators,
buses, or cars. In addition to this, the IoNT provides a much more detailed, cheaper, and
updated picture of the cities, homes, and factories. An extraordinarily huge amount of
information may be collected in real time with the use of a large number of nanosensors
in order to improve liveability, health, infrastructure as well as the public utility services
(Jarmakiewicz & Parobczak, 2016).

These miniature-sized sensors, which are interconnected via nanonetworks, can
collect data within various structures and poorly accessible areas, which leads to new
discoveries and applications. As a matter of fact, the purpose of the IoNT consists of its
capacity to interconnect resources of various types of devices, developed on nanoscale into
a communication network, which enables data collection at poorly accessible locations.
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The first and leading present-day application of the IoNT in the world is related
to health monitoring, for which a network of sensors in the human body is used (Body
Sensor Network - BSN). This entails multiple nanosensors within the human body, whose
crucial role is to collect information and monitor biological activity and other details that
are connected with the patient’s health. Nanosensors used in the sensor network in the
human body provide real-time information thus helping doctors to obtain information on
the patient’s health in a timely manner. The IoNT is not merely an expansion or extension
of traditional communication networks on the nanoscale, it is a completely new level and
communication model in which communication processes are based on natural biological
processes (Akhtar & Perwej, 2020). An example of connection which is established between
various devices, as well as nanosensors, through nanonetworks in order to ensure important
information in the areas difficult to access, are nanosensors on the body of a person. These
nanosensors can provide electrocardiographic and other signals of organs in the human
body (Balasubramaniam & Kangasharju, 2013). Furthermore, the levels of parameters such
as cholesterol, glucose, sodium can be monitored, or nanosensors can be used to discover
cancer-causing tumours as well as to detect other harmful agents (Atlam et al., 2018).

The use of the IoNT in smart city projects can monitor various parameters, such
as quality of the air and water in the entire city. Nanosensors in the field of the environ-
ment can provide information on pathogens and allergens, both outdoors and indoors
(Balasubramaniam & Kangasharju, 2013). Nanosensors can be installed in public areas,
such as, railway stations or bus stations, hotels, restaurants, or offices, where they can
perform real-time monitoring. With the IoNT, nanosensors can be used to monitor and
detect locations of air pollutants in high concentrations and trigger nanosensors used to
clean the contaminated air in a particular location (Kamel Boulos & Al-Shorbaji, 2014).

It is expected that the IoNT market would grow from USD five billion in 2016 to
USD ten billion in 2020, at the rate of more than 24.12% for the current forecast period,
i.e., between 2016 and 2025 (Akhtar & Perwej, 2020, p. 142).

RISKS OF THE APPLICATION
OF NANOTECHNOLOGIES

Although nanotechnologies have a potential to improve lives, it is necessary to ac-
knowledge their risks and invest more funds so as to better understand how to control and
prevent potential consequences of nanotechnologies on health, the environment, as well
as workplace safety and security (Dimitrijevi¢, 2011).

Many scientists have rightfully asked questions regarding the manufacturing of
nanomaterials and its effects on consumers, labour force and researchers. Research has
shown that the properties of manufactured nanoparticles are far more different from their
bigger counterparts, which is explained with nanoparticles being able to penetrate natural
barriers such as tissues and cells. Accordingly, the manufacturers must keep in mind dif-
ference in toxicity between bigger particles and nanoparticles of the same chemical com-
position. Many scientists argue that potential effects of nanoparticles and nanotubes are
directly dependent upon being found in the free form or rather than on being attached to
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or incorporated in the material itself (RS/RAE, 2004). It is a well-known fact that particles
smaller than 100 nm can penetrate the cellular membrane, while those that are smaller
than 40 nm can penetrate the cellular nucleus, and finally, particles which are smaller than
35 nm can penetrate the brain barrier.

The more nanoproducts there are in the market, the more serious the issue becomes
of their impact on the environment. In 2006, the PEN made an assessment that 58,000
metric tons of nanomaterials would be manufactured in the world between 2011 and 2020.
In his study, Andrew Maynard, the leading scientist behind the PEN project, expressed
concerns about this potentially having an impact on the environment, this impact being
the equivalent of 5 million metric tons, or perhaps even 50 billion tons of conventional
materials (Maynard, 2006).

In the U.S. Environmental Protection Agency’s (EPA) Nanotechnology White Paper
of 2007, potential future of nanomaterials in the air, water and soil were described, these
having an impact on: 1) biodegradation, bioavailability, and bioaccumulation of nanoma-
terials; 2) potential transformation of nanomaterials into more toxic metabolites; and 3)
possible interaction between nanomaterials and other environmental contaminants (EPA,
2007, p. 33).

A potential release of nanomaterials in the environment entails direct and/or indirect
release from the sites where nanomaterials are manufactured and processes, chemical and
pharmaceutical manufacturing processes, fertilisers, including remediation of contaminated
sites, as well as the use and disposal of consumer goods products which contain nanoma-
terials (NIOSH, 2007; Rui et al., 2016; Verma et al., 2018; Bahroum, 2022).

Other studies show that silver, which is considered a non-toxic metal, and which is
used in medicine and households as a disinfectant agent, when found in the nanoform may
kill harmful bacteria in washing machines. Besides this, there are concerns that silver ions,
once they are found in wastewater processing systems, can also kill the good bacteria used
in the biological treatment of wastewater (Choi et al., 2008; Luoma, 2008).

One of the ways for the public to gain trust is the introduction of strict legislation
applicable to nanotechnology products, which would ensure safety and efficiency of the
new technology (REACH, 2008). The European Union and the U.S. have in place regulatory
systems that are applicable to nanotechnology risk and hazard assessment. The European
Commission has established the Code of Conduct, which stipulates responsible behaviour
in the field of nanotechnologies. In all cases in which the full scope of risks is unknown, but
there is reason for major concern, it is required to implement risk management measures,
which is the case with nanomaterials too. These measures are mainly based on precautions
(Dimitrijevi¢, 2011).

RISKS OF THE USE OF THE INTERNET NANOTHINGS

It is believed that the Internet of nanothings (IoNT) offers unlimited benefits but that
it is faced with certain challenges that need to be resolved so as to ensure that in the near
future the IoNT is the essential segment for people, without any limitations. In everyday
life, there are risks of the IoNT, in objects such as the telephone, household appliances,
sensors, vehicles, infrastructure systems, and there are digitised control and monitoring
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procedures that are connected onto the Internet, which raises a number of issues regarding
security and privacy.

It is expected that IoNT devices will permeate all building blocks of the social-technical
system, including smart cities, but that they will also potentially have an invasive impact on
the human body in terms of healthcare. Naturally, this raises multiple security and ethical
issues, as well as privacy issues that need to be resolved so as to diminish public concerns
and protect sensitive data collected through nanosensors (Miraz, 2018).

One of the biggest challenges of [oNT development is data security, referring to data
that are transmitted via the Internet, such as health-related data. Therefore, data security
measures must be applied in 4G and 5G networks, in particular in the IoNT, which is vul-
nerable to all types of attacks given the fact that devices are not continuously monitored
(Akhtar & Perwej, 2020). Attacks may take the form of a theft of sensors, interference
with the use of computers or change in nanonetwork communication connections since
standard security techniques cannot be applied to nanonetworks, since they are based on
terahertz waves.

Applications of the IoNT in medicine stands for a very significant enhancement -
improvement of human health in new ways, especially in terms of prevention, proactive
monitoring, management of chronic diseases, etc. Sensor nano and micro networks allow
continuous monitoring of health and registering the patients’ vital parameters, and also
transmit sensitive data to a centralised location, where properly trained staff can monitor
and process them. Since e-Health systems store and process very sensitive data, such sys-
tems should have the suitable framework and security and privacy mechanisms in place
(Omanovi¢-Mikli¢anin et al., 2015). Health-related data must be protected against unau-
thorised access, which may have serious consequences on people. Therefore, challenges
related to privacy must be resolved in order to resolve appropriate handling of sensitive
data collected through devices that are used for personal health monitoring.

Water resources are vulnerable to bioterrorist attacks. As regards the quality of water,
nanosensors may serve the purpose of monitoring and detecting hazardous biological
agents. However, an attacker could release his/her own nanosensors that contain, e.g.,
anthrax spores and cause maximum damage (Atlam, 2018).

The use of networks for the purpose of collecting private and personal data makes these
networks appealing to potential attackers. Hence, it is necessary to introduce new security
techniques so as to ensure the protection of sensitive data collected through nanosensors.

CONCLUSION

Extensive presence of nanotechnologies in the R&D environment holds promise of
lighter and more solid materials with more functionalities, sufficient quantities of food,
clean water, combatting climate change, resolving waste management issues, new ways of
data storing and handling, as well as the development of new therapies in medicine. Due to
accelerated urbanisation and limited availability of renewable and non-renewable resourc-
es, it is necessary for cities to be sustainable and smart. Nanotechnology has a potential
to make cities smart by using various nanomaterials for storing energy, construction of
smart buildings, infrastructure, for smart medical therapy and environmental remediation.
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Accelerated commercialisation of products containing nanotechnology is not accom-
panied by adequate studies of underlying risks and toxicity. These issues may be overcome
through international cooperation and research strategy for achieving reliable risk assess-
ments, precautions, and certainly compliance with relative legislation.

Nanotechnology can enhance performance and functionalities of the Internet of
things devices by creating the Internet of nanothings. This allows the design of smaller,
more efficient, and diverse sensors, antennae, and processors. These enhancements result
in higher precision, energy efficiency, and diversity of applications, including the use of
nanosensors for monitoring human health, industrial monitoring, as well as pollutant
monitoring, both indoors and outdoors.

Nevertheless, there are challenges and limitations regarding the use of the Internet of
nanothings, including ethical issues, the issues of privacy and security protection, etc. In
order to overcome these challenges, it is necessary to continue research and strategy devel-
opment. Convergence of nanotechnology and the Internet of things holds high expectations
for the future. It is realistic to expect that the two technologies and their applications will
continue to develop in the years to come.
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