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AHAJIM3A COIMOTOMIKNX ACITEKATA
MHOOPMAIIMOHE BE3BEJHOCTI
ITPMUMEHOM HAIS-Q MOJEJIA

Caxerak: Llnb paza je ucTpaskuparme COIMOMOIIKNX aclieKaTa MHGopMaInmoHe de-
30enHocTy Kpo3 HAIS-Q moper, Ha DakynreTy 3a MIDKEHEPCKM MEHAIIMEHT. VIcTpaxuBabe
je CIIpoBeleHO AaHOHMMHO, Y BpPeMEeHCKOM OKBYIPY Off YeTUPU Mecelia, Ha Y30pKy of 179
ucnuranuka. HAIS-Q mopern je usrpaben op ceam pokycHux 0dmacti, Koje Ipo>KuMajy
Bapujadie 3Hatbe, CTABOBI I [IOHAIIAA, JOK Ce IIPEMETHO MCTPAKUBAbE YCMEPIIIO Ha
¢dokycHy odnact ,,ynorpeda nHTepHeTa . AHanusupajyhu Bapujadie ca HajHIDKMM OLleHaMa
y jenHoj ox cenaM GOKYCHUX 0O/IacTU OBOT MOJ€/a, CTPAXKYjy ce HeOCTALM Y CBECTI
o uHdopmaronoj desdegnoctu Mehy samocnennma. Paj rcTde MMIDIMKALMje OBUX
He[JOCTaTaKa 3a OPraHM3aALUOHY Oe30eHOCT 1 3aIUTUTyY MHPOPMALH]ja, ca AKLIEHTOM Ha
BaKHOCT yHarnpehema Bapujadnu ca HajHIDKUM oljeHaMa. CBeodyXBaTHUM pa3MaTparmbeM
COLIMOTIOIIKNX AuMeH3Hja nHdpopMarmoHe de30eMHOCTI, TOIPUHOCH ce HO/beM pasyMeBamy
OBe Ba)KHe 00/1aCTH JaHAIIber AUTUTAIHOT H00a.

Kipyune peun: uadopmanmona dezdegnoct, HAIS-Q moper, cBect 0 mHGOPMALIMOHO]
desdepnoctu (VICA), meprieniija pusmka, opraHusanyona de3degHocT

YBOJ

Y maHaumeM AMIUTATHOM OKPYXKeIby, Ifie Cy MHpOopMaIyje IocTaje HajBpefHmju
pecypc, mpenyseha ce cyouasajy ca pamusoruhy 1 cse Behum dpojem npermu. Ranas (2020)
HaI/IalaBa ia MHPOpMaIoHa 0e30eTHOCT MMa KIBYYHY YIOTY Y OfipyKaBarby MIPOLYKTHUB-
HOCTM U ycrexa npenyseha. Ykomiko nsocrane npumarobena nomuryka nHOpMaIoHe
desdemHocTy, penyseha cy n3no>keHa pU3KKYy Off IyOUTKaA MIM KOMIIPOMUTOBAbA ITOJA-
TaKa, puHAHCKjCKMX TyduTaKa, omTehema penyTanuje, Kao u mpaBHuX npodrema. Crora
je HEeOIIXOJHO YCIIOCTaB/bambe eprKacHNX Mepa nHpopMauoHe de3deqHOCTIL, KaKo du
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npenysehe duno y moryhHOCTHM f1a OCUTYpa KOHTUHYUTET CBOT IIOCTIOBaha U 3aLITUTI
CBOje IToJJaTKe.

Cajdep desdennoct je pactyha u 3HauajHa 0dmact KojoM ce daBe pasInyuTe UCTPa-
x1mBauke cTyanje. OHo mTo ce y odnactu cajdep de3degHOCTN UCTpaXyje jecTe U KaKo
YHAIIpeOUTH cBecT o cajdep desdemnoctu, poxycupajyhnu ce Ha one pakTope Koju cy
HajsHauajHMj| y mocTu3amy oBor 1ba (Kovadevic et al., 2020). Kpyrep n cap. (Kruger et
al,, 2010) y cBoM UCTpaXXMBamby OIICYjy CTYAHUjY 3a TecTupame MoryhHocTy Kopumrhermsa
TeCToBa peuHMKa desdegHoctn nHpoOpMaIuja 3a IPOLEHY HIBOA CBECTH I II03HABAbA
de3deHOCHNUX TepMuUHa IJie je Wb MAeHTU(UKALMja TOTOAHNUX IOPYYja U TeMa 3a IIPo-
rpame moausama cBecT o nHpopmaonoj desdegnoctu. An-Ilanadu n An-Illoypdarm
(Al-Janabi and Al-Shourbaji, 2016) cripoBen cy UCTpa>kuBarbe O HUBOVMA CBECTH O MH-
($hopMaLOHOj CUTYPHOCTH ¥ TIOBE3AHMM PU3NIIVIMA, KA0 1 O YKYITHOM yTHUIIAjy MHCTUTY-
yje, Mehy cryaenTIMa 11 0COd/beM y OKBIPY 00pa30BHOT OKpPY>Kerba Ha BiIicKOM MCTOKY.
Jecke n Ban llajk (Jeske and Van Schaik, 2017) cipoBenu cy uctpaxmparme Ha y30pKy
UCHUTUBAKbA KOJU CY YMHIIIN YICHNUIM Ca PA3INYUTUM IPEeTHhaMa Ha MHTEPHETY, I7ie Cy
UM TIpeficTaB/beHe leUHMIIMje IPEeTHU U 3aTPAXKEHO Jja HaBef[y KOMMKO CY YIIO3HATH ca
cBaKoM of Bux. Ipanujan u cap. (Gratian et al., 2018) cripoBenu ¢y ucTpaxxuBame Koje
ce GoKycupano Ha JbyAcKe KapaKTepPUCTHUKe, I7ie CY U3/IBajay CKIIOHOCT Ka IIpey3yMa-
Iy PU3NKa, CTUIOBUMA JOHOLIEHA OIIyKa, fleMorpaduju u 0coduHaMa TMIHOCTH, Ca
HaMepaMa IOHalIama y odrmacTu cajdep dezdemnoctu Mehy crymenTnma u ocodpeM Ha
Ip>KaBHOM yHUBep3utery. Moanem (Moallem, 2019) je cipoBeo cTynujy cBecTu o cajdep
desdennoctu Meby crypentuma y Kanudopuuju (Silicon Valley), kao Hajranpennujem
TEXHOJIOLIKOM OKPY>KelbY, ITie je ayTOp M3BECTUO [a MAKO CTYIeHTI BEPYjy [ia Cy oCMa-
TPaHU U Jla HUCY Oe3deHM Ha MPeXU, HICY OV CBECHU Ha KOji Ha4MH Jja 3alITUTe
cBoje mopaTke. I[lapcoHc u cap. (Parsons et al., 2017) ankeTupanu cy cryfenre momohy
cBor uHcrpyMenra HAIS-Q, ok ¢y uctu cTygeHTI Takohe y4ecTBOBaIM Y eMIMPUjCKOM
phishing excrieprmenty. HAIS-Q je 3acHOBaH Ha MOfieTy 3HaF-a-CTaBOBHU-ITOHAIITAbA, TIPH
YeMy Cy ayTOPM Y CBOjUM IIPETXOFHIM UCTPAKMBABIMA II0OKA3a/IN CHAKHY 1 TO3UTUBHY
Besy usMeby 3Hama, cTaBoBa 1 HoHalIama (Parsons et al., 2014; McCormac et al., 2017).
AnBap u cap. (Anwar et al., 2017) ucTpa>kuBajy Cy KONKKO je 3HadajaH GakTop mOny
THOT7IeNy yBepera U MOoHallamka 3arocneHux y cajdep desdenHoctu. Keju n cap. (Cain et
al.,, 2018) aHanuaupany Cy 3Hame O Cajdep XUTHjeHN O KOHI[eNTHMA Vi TOHAIIAbY KPajEBIX
KOPUCHIKA, Ifie CY M3BECTIIM fIa ITOCTOje CTATUCTUYKI 3HaYajHe POJHe Pas/iiKe y HOITIe-
Iy sHama. Vicrpaxxupauku 1ieHTap Pew je cipoBeo ucTpaXkuBame Ieplenimje, Kpiema
desdenHocTn 1 moHamama AMepUKaHala y moreny cajdep desdegHocTy, rjae HaBofe Aa
naKo je BehunHa AMepyKaHala J0XX1Bea Kplierbe MOfjaTaka I HIUCY BepOBa/IV CaBPEMEHUM
MHCTUTYIMjaMa Koje OM IITUTH/IE HBIUXOBE IMYHE MOfjaTKe, OHU CaMU HUCY IIPUMEHNIN
Hajdome mpakce y cajdep mpocropy (Olmstead et al., 2017). Cse nomenyTe cTyauje ce dase
koMmIiekcHouhy ¢eHomeHa cajdep de3degHocT U 3ajeHMYKA UM je upeHTHDUKaLMja
pasnmnunTyx $akTopa KOjU yTUYy Ha CBeCT 0 cajoep de3demHOCTM, U HACcTOje fa odjacHe
MehycodHy ycrmoBmeHOCT hakTOpa, Kao IITO je IepIieniuja, KpIeme de3demHoCTH, ToHa-
1mae, 3Hame 1 gemorpadcke kapakrepuctuke (Kovacevié et al., 2020).

Kosauesnh u cap. (Kovacevi¢ et al., 2020) HacTojanu cy y CBOM UCTPaKMUBAGY Aa
TeCTHPajy eeKTe pasnMInTUX GaKTopa I MOKYIIA/IN [ja OTKPUjy Ha KOjJI HA4MH OHN (Kao
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ITO Cy conuogemorpaduja, mepununmpana cajdep de3defHOCT, MpeTXoaHa UCKYCTBA Kp-
IIera, yioTpeda MHGOPMALVIOHUX TeXHOJIOTMja 1 3Hakbe) MOTY II0jeIMHaYHO VIV 3ajefHO
Ia yTHYy Ha IIOHalIame y cajoep de3demnoctu. To je duta mpBa aHKeTa crposefieHa Meby
crypertuMma y Cpduju y odmacty anammse pasmnautux GakTopa Koju yTudy Ha CBECT O
cajdep desdemnocTn. ITokasaso ce na cy edekTu neprenuyje, 3Hamba 1 MCKycTaBa o cajdep
de3demHocTH jaun of epekaTa coupongeMorpadCckmx NofjlaTaka Ha IOHAIIAka Y Be3U ca
MOOMIHUM TeNlepOHOM, OZHOCHO J1a Cy ce ynoTpeda 1 3Hame 13 001acTu MHPOPMALVO-
HIX TeXHOJIOTHja TI0jaBIIM KAO 3HAYAjHM NPEFUKTOPY MOHAIIAbA Y Be3V Ca MOOVITHUM
Terie)OHOM.

Cae ce BuIlle IpM3Haje fja Ce MHOTe MPEeTHe 110 PaIyHAPCKe CUCTeMe OpTaHu3aluje
MOTy IpUIINCAaTy NOHAIIaby KOPUCHNUKA padyHapa (Parsons et al., 2014). ITapcoHc u cap.
Cy HaCTOjamu fja KBaHTUQWKY]y OBe PalbMBOCTU MHPOPMAIVOHe de3deHOCTH, Koje Cy
3aCHOBaHe Ha JbYAMMA, U Ka0 Pe3y/ITaT HACTAO je YIIUTHUK O Jby/ICKIM acIeKTnma de3dep-
HocTy MH(popmanuja (HAIS-Q). Llws wuxosor pasia je duo fja ce olpTa KOHLENTyaTHN
pasBoj HAIS-Q mopena, ykpyuyjyhn BaMaHOCT U TOY3AHOCT, [OK je ca Apyre CTpaHe
/b OMIO J1a Ce MCIUTA OFHOC n3Mel)y IIo3HaBama MOMUTIKE U IPOLeAYPa, OFHOCA TpeMa
TOZIMTHLIY U IpOLieflypamMa 1 IIOHaIIaa Ipy Kopuithemwy pajHOr padyHapa.

HAIS-Q Mmopern je pasBujeH Kao ajaT 3a Mepelbe M aHaIn3y /byACKUX pakTopa Koju
yTH4y Ha MHpOpMaIoHy desdeHOCT. Pa3BujeH je Ha OCHOBY eMIIVPUjCKIX MCTPaKMBatba
U BaJIMJaLMja, Koje Cy My IPY>KI/le BCOK HIBO MOY3[JaHOCTU U Ba/baHOCTH.

Kako odjammasajy Ilapconc u cap. (Parsons et al., 2017), 3armocienn HajBulie fo-
npuHoce nHGopMannoHoj deadegHocTu mpexpyseha kpos 3Hama, CTaBOBE U MMOHAIIAbA
Ha cnefehy HaumH:

« 3Hame — Heomxo/Ho je fja 3amocieHu nocenyjy ogrosapajyhe sHame o nHpopma-

II1I0HOj 0e30eHOCTH, KaKo Ou pasyMenu MOTEHIMjalHe IPETHe, a IOTOM I KaKo
Oul 3HA/M KaKO Jia Ce Off HhUX 3alITUTE.

« CraBoBu - CTaBOBU 3aIOC/IEHUX NTpeMa NHQOpMannoHoj desdegHoctu Takobhe
uMajy BaxHy yory. [losutusaH cTaB mpema nH(opMarMoHoj desdegHocTu mog-
pasyMeBa CBECT O B)XHOCTH 3allTHUTe MOfIaTaKa ¥ CIPEMHOCT i Ce TIPefy3My
noTpedHe Mepe 3auITuTe. 3amoC/IeHy ca TO3UTUBHUM cTaBoM he dutu MoTHBICaHN
Za ce IpUApKaBajy de3deHOCHNUX paBuIa U ja OyLy OLIPe3HN Y CBOM pafiy, KaKo
Su cMamuIM pUsHUK off de30eHOCHMX MHIUTeHATA.

« [Tonamnrame - [ToHamrame 3aM0CTeHNX Y Be3u ca MHpopMannoHoM de3denHourhy
je KJbY4HO 1 OJTHOCH Ce Ha IIPaBIU/IHO PYKOBakbe OCET/bUBIM MHPOPMaIjama, Ko-
puinherme CUrypHOCHMX TO3VHKY, U3deraBame nocehnBama CyMbUBIX IMHKOBA,
Kao I PeOBHO axypupame coprBepa. HeoxomHo je ma 3anocieHn Syay OATOBOPHU
y BesU ca 3aLITUTOM [OfjaTaKa I fja ce IPUAPKaBajy Oe30eJHOCHNX IpaBmIa 1
Ipolieypa, Koje yCIocTaB/ba MOMUTNKa MHGOopManmoHe 6e30eTHOCTI.

PesynraTy uctpaxxusama Koje ¢y crposenu Ilapconc u cap. (Parsons et al., 2014),
Ha y30pKy oj; 500 aycTpa/injcKuX 3all0C/IEHNX, II0Ka3yjy /ia je II03HaBatbe IOANUTHUKE U
Ipolnefypa MMajo jauyu yTHUIAj Ha CTaB IpeMa IIOIMTULIM U IPOLeAYPY HErO TIOHALIAIbE
Koje cy camu npujaBuan. Ibuxos Hamas je cyrepucao na he odyka u odpasosame dutn
eduKacHMjM YKONMMKO Ha3HAYe OHO IITO ce OueKyje (3Hame) U IIPY>Ke pasyMeBabe 3allITO
je To BaXKHO (cTaB).

233



Henag M. Jestuh, Jenena [I. Payt, Ananusa coyuonowxux acilekaitia ungopmayuote...

[Tpumena HAIS-Q ynutHmka fonocu dpojae xopuctu opranusanujama. HAIS-Q
omoryhasa npoueny eprKacHOCTH IIpOrpamMa CBeCTI 0 NH(POPMAIIOHOj 0e30eTHOCTI 1t
upeHTUUKALNjy 0d/IacTy Koje 3axTeBajy modospurame (Parsons et al., 2017). PasymeBamem
crieruUUHNX HEJOCTATaKa Y 3HAKY 1 CTAaBOBMMa Koju Tpeda fa Syay yHampehenu, opra-
HM3alyje MOTY IIPUIATOAUTH CBOje MHUIMjaTUBe CBCTH O de30emHOCTI MHPpOpMaIIja KaKo
du dorpe oprosapare morpedama cpojux sanocnennx. HAIS-Q omoryhasa opranusarujama
Jia yIIOpefie CBOjY CBECT 0 0e3deMHOCTH ca MHAYCTPUjCKUM CTAaHAAPAMMA I HajOO/BIM TIpaK-
cama (Parsons et al., 2017). Ilopebhemem pesynraTa ca gpyrum opraHmusanujama y MCTOM
CeKTOpY, opraHmsanuje cy y MmoryhHoctn fia dorbe pasyMejy cBoje peraTusHe nepdopMaHce
n uneHTHUKY]y 0dmacTi y Kojuma 3aoctajy mnu ce uctuay (Roberts, 2021). HAIS-Q mpy»xa
opraHmsanyjaMa KBaHTUTATUBHY MePy CBECTH O 0e30eHOCTY CBOjUX 3aIIOCTIEHNX, OMOTY-
hasajyhu npaheme nanpetka Tokom BpemeHa (Parsons et al., 2017). braut (Blunt, 2022) je
cBOje ucTpaxuBame cuposeo y CjenumennM AMepuyuknuM JIp>kaBama, Ha y30pky ofi 306
ucnnranuka, kopucrehu HAIS-Q mMopern, rie cy My pesyaTaTyl IIOKa3au fa 3all0CIeHN
AMepuKaHIV UMajy BUCOKY CBecT o deadefHOoCTU MHOPMaIUja, ca 3HAYajHOM BE30M
usMeby cTaBoBa 0 MOMMTUIIN U NpOIleflypaMa, Kao 1 lbUXOBOM Kopuirhemwy, Koje Huje
CKJIOHO pu3¥KYy. PenoBHUM cripoBobemem nporeHa myrem HAIS-Q mopena, opranusaryje
cy y MoryhHoCTH Jja TpaTe eMKACHOCT CBOjUX MHUIIUjaTUBa CBECTN O de3defHOCTI 1 fia
JIOHOCe OJITyKe KOje Cy 3aCHOBaHe Ha ITOoflallIMa, KaKo OM KOHTVMHYMPAHO 10do/bIIaBasie
cBOjy MH(popMannoHy de30eIHOCT.

Ouexyje ce gia he pesynraryt 0 MHGOPMAIMOHOj CBECTH 3aTIOCNIEHNX IIPYKUTU OCHOBY
3a NHPOPMIICaHO TUTAHNparbe ¥ MMIUIEMEHTaINjy Mepa 3a yHanpeheme nadopmanmoHe
desdennHocTy Ha DaKynTeTy 3a MH)KEEePCKU MEHAIIMEHT, YHUBEP3NUTET ,, YHIOH — Hukoma
Tecna®, anme he ce cmamuTy pusniy of de3degHOCHNUX MHIfMEHATA Y Be3U ca MHPOP-
MalujaMma.

CBECT O MTHOOPMAIIMOHO] BE3BEMHOCTU
TTOJEIIMHIIA, KAO JEOUHUINY BRI
ACITEKT CABPEMEHOT JIPYIIITBA

Y caBpeMeHOM [pyIuTBY, nHpOpMannoHa desdegHoct foduja cBe Behn 3Havaj 3a
HeoMeTaHO (yHKIMOHNUCame npexgyseha.

Kaxo cy napopmarmje uecto moBepsprBe U MpuBaTHe (HIIP. TMYHY IOAALN, IOCIOBHE
TajHe, MEIUIIMHCKe MHPOpMaIuje...), 09yBarmbe HBUXOBe IT0BEP/BIBOCTY K/bYYHO je 3a 3a-
HITUTY IPUBATHOCTH U CIpedaBatbe 3moynorpede (Parsons et al., 2014). Mndopmannona
de3deHOCT ce OMHOCK I Ha OUyBakbe MHTEIPUTETA IIOJATAKA, IITO MMIUIMI[UPA [ja Ce UH-
¢dopmarmje He CMejy HEMIOXKE/BHO Meaty yin yHumrapatu. Viudopmannona deadegHoct
nogpasyMesa fa nudopmanuje dyay ocTymHe oHAa Kafa ¢y norpedue. Hamazu, kao 1mro
cy DDoS (Distributed Denial of Service) mory oHecrmocoduty Mpe>xHe cepBrCe ¥ OMETATH
edpuxacHoO QyHKIMOHMCake opraHusamnyja (Singh et al., 2020). Kako ce y caBpemMeroM
IPYLITBY BeMMKM dPOj TpaHCaKIMja U MOCIOBHUX aKTUBHOCTY OfiBJja OHJIAjH, HEYCIIeX
y 3amtutu nHopMalmja Moxe IpOy3pPOKOBATU BeMKe eKOHOMCKe TyOUTKe, KaKo 3a
npenyseha, Tako 1 3a mojenuHie. Kako TexHOMOrMja HacTaB/ba Ia ce Pa3Buja y3/IasHOM
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myTamoM, ce Behu dpoj ypehaja mocraje nosesan ca nnrtepHerom (Internet of things - IoT),
mto nosehasa mospiuuny Hanaza (Laghari et al., 2021). Kako du ce ouyBana curypHoct
oBakse BpcTe ypebaja u cucrema, nndopmaloHa de3deHOCT MOCTaje HeOIXOAHA. 3aKOHU
0 3aIITKUTY TOATaKa, Kao 1ITO je Ha mpyuMep Ormuta ypenda o samtuty nofaraka (GDPR),
IIOCTaB/bajy CTPOTe 3aXTeBe 3a 3alUTUTY INYHKX ofaTaka rpahana (Serrado et al., 2020).
BesdegnocT nudopmanyja nMa yTulaj Ha MOBeperbe jaBHOCTH [IpeMa OpraHmsanujama
U MHCTUTYIUjamMa. VIHIngeHTH y Be3n ca de3denHomhy mHbOpMaIyja MOTy OIITETUTH
penyTanujy npenyseha u goBectu o ryduTKa moBeperma i KOPUCHNUKA I KIMjeHaTa.

Vudopmanmona §e3defHOCT je HEOIXOfHA 3a OUyBakbe CTAOWTHOCTI, IPUBATHOCTH 1
(YHKIMOHATHOCTY caBpeMeHor ApyiTa. Heocrarak ajjekBaTHe samTuTe MHpOpManuja
MOXKe ¥IMAaTy IIOC/IeiuIie Ha MHAVBU/IyaTHOM HUBOY Ca jelHe CTPaHe, U Ha [PYIITBEHOM
1 eKOHOMCKOM HUBOY, Ca Ipyre CTpaHe.

Vndopmarnmona de3defHOCT vMa TyOOKe COLMOONIKE UMIUIMKALYje jep yTHYe Ha
Ha4MH KOMYHMKaIje Mehy rmojequuiuma, Ha Ha4MH BHUXOBE capasibe, Kao 1 Ha ocehaj
CUTYPHOCTI Y JUTUTATTHOM ApyLITBY. Kpo3 odyBame moBeperba U 3alITUTY IPUBATHOCTH,
nHpopmaona de38efHOCT FOIPUHOCH COLMjATHOj AVHAMUIIN U CTAOVMITHOCTH FPYIITBA.

CsecT 0 nH(OpPMaLNOHO] de30efHOCTY KOJ 3aII0C/IEHNX pelllaBa Hu3 mpodieMa
CaBPEMEHOT JPYILITBA.

Epykanmja 3anocieHux o nH$opManmnoHoj de3defHOCTI ITIOMaXe y CMamberby pi-
3MKa Off YHY TPAILbYX IPETHI, Ka0 LITO CY HeCAaBECHU WV 37IOHAMEPHN 3aII0C/IEHN KOjIt
MOTY TOKYIIATH JIa OLITeTe MIN YKpajy MmocnosHe nHpopmManuje (Soomro et al., 2016).
Ca fipyre cTpaHe, 3aIIOC/IEHI Cy YeCTO ,IIpBa JINHMja ofdpaHe IPOTUB cajdep Hamaza, a
cBecT 0 NH(OPMAILNOHOj de30efHOCTI UM ITOMaXKe [ja TPETIO3HAjy MOTEHI[MjaTHO OITacHe
cuTyanuje 1 ja HOCTYIajy OATOBOPHO, Kako du dunnm y MoryhHOCTH fia Cripede Hamafe.
Kako 3amocienn nmajy npuctyn oceT/bMBUM MHpOpMaLujaMa npenyseha, pasymeame
IPaBWIHOT PYKOBaba THM MH(GOpMaIjaMa [IOMa)ke y 3aLITUTI TIOCIOBHUX TajHM, UH-
¢dbopmManyja KmjeHaTa 1 Ipyrux IOBep/bUBUX mofataka (Soomro et al., 2016). Ipeurke koje
IOjeMHI[Y HATIPaBe MOTY OBECTH [0 TyOUTKa MH(OPMALja U CIMIHUX IpodjIeMa y Besn
ca nHpopmanyonom desdepnomhy. Odyka samocneHux o de3deHUM IpaKcaMa yTide
HO3KUTHBHO Ha CMatbetbe OBAaKBUX pusuka. Onpebenn cekTopu, HOMyT 3ApaBCTBa U (PUHAH-
cuja, MOAJIOXKHM CY CTPOKIM 3aKOHJMA U perynaribaMa o MHGOpMaIMoHoj desdemHocTn
(Soomro et al., 2016). Cect 0 nHbOpMaLMOHOj de3deTHOCTY ITOMaXKe OpraHu3alyjama
Zia ce IPU/P>KaBajy OBUX IIpaBIIa U ja U30erHy IpaBHe Ipodeme.

Csect 0 MHGOPMALMOHOj Oe38eTHOCTH KO, 3aII0C/IeHNX JOIIPUHOCY epUKACHM)Oj
3aIITUTU OPraHM3ALVjA O YHYTPAIIbBUX U CIO/BALIBIX IPETHI U yTUYe Ha CMabehe
pU3UKa U LITeTe KOjIi CY y Besl ca cajoep desdeprourhy, unumMe YMHM APYIITBO CUTYPHUUM
Y AUTUTATHOM J09Y.

Kako dpojHa nctpakusamwa noTephyjy fa cy /byzicke rpemke Hajuemhn y3pok Ha-
pyuaBama nHpopmanyone desdegnoctu (Liginlal et al., 2009; Schultz, 2005), Ilapconc u
capagnuuy (Parsons et al., 2017) umanu cy 3a Wb Jja pa3BUjy IPeTeXKHO KBAHTUTATUBHY
aJIaT 3a ImUTama de3degHoCTN MHPOpPManyja. VTepaTvBHM IIPOLIEC y IBUXOBOM UCTPAXKIMBADY
IOHEO je XUIIOTe3y Aa Ce HUBO 3Hatba KOPUCHNKA O padyHapuMa Tude de30efHOCHE IO/ -
THKe I IIPOLeAyPa, BUXOBOT OFHOCA ITpeMa yHarpehermy monnTrka 1 mpolefypa, mro du
Tpedaro fa ce npesefe y de3deHOCT MHPOPMalMja, KOja je CKIIOHNja PU3MKY ITOHAIIAba.
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HAIS-Q mopen mpy>ka KBaHTUTATVBHIU IPUCTYII MepebY 3Haba, CTaBOBa 1 IIOHAIIA-
a y Be3u ca nHpopmanonom dezdennorrhy (Parsons et al., 2017). OBaj Mogen Kopuctu
YIUTHUK ca CKajaMa Koje oMoryhaBajy ImperysHo KBaHTUMKOBabe OBUX Bapujadnn,
wto omoryhasa feramHujy anammsy un nopehere pesynarara. Ca gpyre crpane, HAIS-Q
MOfeJI y3UMa Y 0031p 1 KOHTeKCTyaIHe (paKTope KOjit MOTY yTULATY Ha MH(POPMALOHY
de3denHocT. Mopen uneHTHUKYje pasmndnTe acekTe bYACKMX GakTopa, yKbydyjyhu
cBecT 0 0e30eJHOCTY, MOTUBALINjY, 3HAEbE VI IIOHALIAKE, U aHATM3UPA IBVIXOBY IHTEPAKIIN]y
ca OpraHmM3alMoOHNM OKpYy>kemeM (Bohren, 1998). Ananmu3sa oBor KOHTeKCTa oMoryhasa
dorbe pasyMeBarbe HAYMHA HA KOjII OPraHM3aLMOHM (PaKTOPH YTUUY Ha IOHAIIAbE YN
y Be3u ca undopmaronom desdengnornhy. HAIS-Q mopen je pasBujeH Kpo3 puroposan
VICTPKMBAYKI IIPOLIEC KOjU j€ YK/bYUMBAO KOHLENITYaIHU Pa3BOj, TECTHPatbe BAIU/THO-
cTu u TecTupame noysganoctu (Parsons et al., 2017). Mopet ce cacToju ox 63 cTaBKe Koje
Hpolewnyjy ceraM GOoKyCHUX 00lacTi Y Be3u ca MOMUTUKOM MH(POpMaIoHe de3deHocTn
u noHamameM 3anociennx (Parsons et al., 2017).

Kao mwro je y ysogy Hasnageno, HAIS-Q mopern, Kpos sHame, CTaBOBe U IIOHALIA-
Ba, Ipolewyje cenaM GpokycHux odmactu. Ha npumep, pokycHa 0d1acT npujaB/buBame
MHILMfIeHaTa je fepuHMCcaHa Kpo3 Tpu Bapujadie (mogodmacTu) y odmacTy 3Hamwa, Kpo3
Tpu Bapujadie (mogodmactu) y odmactu ctaBoBa 1 Kpo3 Tpu Bapujadie (mogodmactu) y
od/acTy MOHaIIAka, OFHOCHO KPO3 IeBeT Bapujadin Koje ce OI7Iefiajy y YKYIIHOj OLleHn
HJBOA CBECTH 3aII0C/IeHNX Y GOKYCHOj 00/1acTy IpMjaB/byBatba MHIM/ICHATA.

[Tapconc u cap. (2017) upenrudukosam cy cefaM GOKYCHUX 0OTACTI KOje ITPOXKI-
Majy 3Hame, CTaBOBe U IIOHAIlIakba, I7ie CBaka POKYCHA 001acT MMa TP MOf0dIacTH, ITO
IOBOJY IO YKYIIHOT dpoja of 63 Bapujadiie, Koje Cy ayTopu fedyHucanmm Kpos 63 murama
y MHCTPYMEHTY UCTPaXXMBama, KoK he mogodmactu ¢poxycHux odmacTu Sutu mpukasaHe
y HaCTaBKy.

doxkycHa 0drmacT ynpasbarbe T03MHKaMa MopasyMeBa:

o Kopuirheme 1CTe TO3MHKE,

o [le/betbe JIO3MHKE U

o kopuutheme cHaxxHe mo3uHKe (Parsons et al., 2017).

doxkycHa odmact kopuirherme NHTEpHETA HOAPa3yMeBa:
o IIPUCTYIIAbe CYMIBVBUM Bed JIOKaLjama,

o IIpeysuMarbe ($ajrosa n

o cTaB/bambe MHPOpManyja ornajH (Parsons et al., 2017).

doxycHa odmacT kopunrhere eIeKTPOHCKe IIOIITE MOfPa3yMeBa:

« nocehnBarme MMHKOBA Y €IEKTPOHCKO] IIOLITI Off IIO3HATUX MOLINM/bAIALIA,

o tocehnBarbe TMHKOBA Y €/IEKTPOHCKO] MOLITY Off HEIIO3HATIX IIOIIM/bAIALiA I

* OTBaparbe IPIUIOra Y eIeKTPOHCKOj IIOLITH Off HEIMO3HATHX Ioubanana (Parsons
etal., 2017).

doxycHa odmact kopuirhere APYLITBEHNX MPeXXa IIOfpasyMeBa:
* HIOJIeIIaBatbe IIPUBATHOCTI,

o IIpMXBaTakbe IIOCEANIIA 1

o IoCTaB/bate nHpopmanuja o nociy (Parsons et al., 2017).
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DoxycHa 0d/1aCT yIpaB/batbe T03MHKaMa II0fipa3yMeBa:

o Kopuirherme CHOKHMX TO3MHKI,

o HeJle/berbe TO3MHKI I

o Kopuihemwe pasIMUNTUX JTO3UHKY 3a pasmuaute Hanore (Parsons et al., 2017).

DokycHa 0O/1aCT MHIMAEHT N3BElLITABabe [IOf[Pa3yMeBa:
o [IPUjaB/bMBaIbe CYMIbUBUX IIOHALIAHA,

o UITHOPMCAke HeaeKBATHOT TIOHAIIAha KOJIeTa 1

o pujaBspMBatbe MHIMAeHaTa (Parsons et al., 2017).

DoxycHa odmact ynpaspame nHGpOpMalLjaMa HofpasyMeBa:
o OI/Iarame OCET/bMBOT MaTepljaa,

 yMeTame IIpeHoCKBIUX ypebaja u

« OCTaB/bame oceT/buBOr Matepujana (Parsons et al., 2017).

HAIS-Q Mozen ce cMaTpa pe/ieBaHTHMM U KOPYCHMM a/IaTOM 32 Meperbe /bYICKUX
¢daxrTopa y KOHTeKCTY nHpopMmannore dezdegnoctu. Iberose npegHocTu ce ornenajy y
HOJPIIIY HAa OCHOBY eMITMPUjCKUX MOAaTaka, MoryhHoCTV KBaHTUMKALMje, aHAIN3K
KOHTEKCTa M1 Y BUCOKOM HMBOY Hoy3aHocTi. OBaj MOJIeN TOIPUHOCK d0/beM pasyMeBatby
U yIIpaB/bamy bYACKUM dakTopuMa y 0dmactyt nHPopMarioHe de3defHOCTI, ITO HOMasKe
OpraHMsaIjaMa jja yHaIrpesie CBoje CTpaTeruje u mpoMoBuIry 6e30efHOCHY KYATYpY.

Csecr 0 desdegnocTn nundopmanuja (ISA — Information Security Awareness) fu-
HaMITYKI je TIPOLieC 11 300T Tora je oTpedHO f1a dy/e KOHTUHYMPAHO MEPEH I YIIPaB/baH
(Kruger et al., 2006). HAIS-Q mopen npy>ka MOryhHOCT fja ce Ha OCHOBY YIIUTHMKA MepU
spenoct VICA xop 3anociennx 1 Ha ocHoBY VICA pesynraTa npy>ku yBuj, y HOTeHIMjalaH
HeJI0CTAaTaK CBECTI KOJ 3alI0C/IeHNX Y OKBUPY ofpebeHnx acrekara, OGHOCHO QOKYCHIX
odmacTiu.

ITpodnem xoju pemrasa VICA pesynTaT jecTe yrBphuBame HIBOA CBECTY KOJ, 3aLI0CTIe-
HMX 0 MH(POPMAIMOHO]j de3deHOCTH jep je y MOryhHOCTH [ja 1A KBAaHTUTATMBHE pe3y/Tare
0 TOMe KOJIVIKO CY 3aII0CJIeHM CBeCHY Ba>KHOCTI MHpopManyone dezdenHocTu. Ca gpyre
cTpaHe, y MOryhHOCTH je ja KpO3 KBAaHTUTATMBHU Pe3y/ITaT UAeHTUPUKYje odmacTu 3a
nodosbIIame.

HAIS-Q mopen xpo3 VICA pesynratr npy»xa gydbe pasyMeBame cBeCT! 0 MHDOP-
MannoHoj de3deguocTn meby 3amocnennma 1 nnenTnUKyje Kopake 3a yHanpebheme
uHdopmanyoHe desdegHOCTU Kpo3 00yKe U afieKBaTHe HULVjaTUBE.

AHAJINM3A VICA PE3YJITATA
SAMAEHTNOUKALIN]Y KOPAKA 3A YHAIIPELEILE
NHOOPMAIIMOHE BESBEJHOCTH

ITpenycnos 3a cipoBobheme VICA Tecta duio je rectupame HAIS-Q mopena. Y oxsupy
ONIIVPHHUjeT UCTPaXKMBaIba, Ha DaKy/ITeTy 3a MH>KebepCKI MeHalIMeHT TecTypad je HAIS-Q
MOJI€JI, OHOCHO, U3BPIIEHO je aHKeTUpambe 179 3anocnenux — HaCTaBHO U HEHACTaBHO
ocodrpe. Hajmpe je moTBphena craTncTiyky 3HavajHa Kopenaiyja u3Mehy sHama, craBoBa
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U TIOHAIlIAkha, HAKOH 4era je OTBpheHa CTaTNCTHYKY 3HAYajHA Koperarja usmMehy cemam
¢dokycHux odnacty koje rpage HAIS-Q mopern. To je duo npenycios 3a n3pauyHaBamwe VICA
pesynrara, Koju he dutnu npuxasann y HactaBky. ¥ Tadenu 1 duhe npuxasann pesynratu
YIUTHUKA, KOHBEPTOBaHM Y ITOeHe, Kako du Oyumit foOMjeHN KBaHTUTATUBHI Pe3y/ITaTi
Ha OCHOBY JIMKepTOBe CKase.

Kao mmto ce moxxe Bupetn u3 Tadere 1, yKyTaH pesy/iTar 3a HUBO CBECTI 3aII0C/IEHNX
nsHocu 84,5278.

HakoH 1ITO je yNIUTHUK KOHBEPTOBAH Y IOEHe, ja d1 ce KBaHTU(UKOBAIN pe3yI-
tatu momohy JInkepToBe cKase, OHM Cy Knacu¢ukosanu kopuurhewem Kpyrepose ckase
Mepema cBecTH o desdegHocTy MHpOpMaIMja ITie ce OLjeHe TyMade Ha ciefehy HauyH:

o modpa - oz 80 mo 100 donosa,

o mpoceyHa (morpedHa modospirama) — oy, 60 1o 79,99 doposa,

o omIa (3axTeBa AMPEKTHY akuujy) — of 0 go 59,99 (Cindana, 2019).

V3 Tadene 1 Moxe ce 3aK/by4UTH Ja cBe POKyCHe odmacty, ocuM GOKycHe 0dmacTu
yIpaB/bare MHTEPHETOM, UMajy fodpe ouene. PokycHa 0dmacT ynorpeda MHTEPHETOM
UMa IpocedHy oneHny (79,37927), xoja 3axreBa nodosplnama. Takohe, Moxe ce yBumeTn
fa $hoKycHa 0d/1acT yIpas/batbe HHTEPHETOM 3aXTeBa I0d0/bIlIaba y 0O/IacTi CTaBOBA
(67,9702), xoju cy gepuuucanu cnegehum Bapujadmama:

* JJOK CaM Ha PaJJHOM MecTy, He &1 Tpedajio fa pucTynam ogpeheHnm Bed okanujama,

e CaMo 3aTO LITO He MOTY fia IPUCTYIIaM ofpeheHoj Bed MOKalyji Ha pafHOM MeCTY,

He 3HA4M Ja je oHa de3denHa,
o Kajja IIPUCTYIIaM HTEePHETY Ha palHOM MecTy, mocehyjem duo kojy Bed moxawujy.

Hucke ouene Bapujadmu y odmacTu cTaBoBa, GOKYCHE IpyIie YIIPaB/batbe IHTEPHETOM,
CyTepHUIITY JIa 3aTI0CTIEHM HUCY Y JOBO/BHO] MEPY CBECHY PU3MKA ¥ BAKHOCTU MH(OPMaIoHe
desdenHocTu Ha cBOM pagHOM MecTy. Hemoctarak cBecTn foBoanu fo nosehanor pusuka
or cajdep mpetsu. Hiicke omene Bapujadmn ykasyjy 1 Ha HEOCTaTaK pasyMeBarba O TOMe
Jla orpaHMYeH IPUCTYII ofpeheHNM Bed oKaljaMa He 3HAUM HYXKHO fla Cy Te JIoKaluje
desdenne. 3amocenn du Tpedao na pasymejy ga ofpehere Bed nokanuje koje cy momyna-
pU30BaHe, MOTY IPeACTaB/baTy pUsKUK 1o uHpopMmanuony desdenHoct npenyseha. Hucka
OlieHa y 0BOj 0O/IACTH CyTepullie Ia 3alI0CTIeHN He IPAKTHUKYjy OATOBOPHO IIOHAIIabe Ha
MHTEPHETY [IOK CYy Ha PaJHOM MECTY, IIITO CBAKAKO YK/by4yje IOCETy HECUTYPHUM Bed
JIoKalljaMa VI PU3MK Off Ipey3JMarba MajiBepa.

YHuanpebeme olleHa HadpojaHuX Bapujadiy MOTEHIIMjaTHO OCUTypaBa nosehany
CBECT 11 OffTOBOPHO IOHAIIIAbE, KOje CMatbyje PUSMK Off cajdep Hamaja, ,,l[yperma’ HofgaTaKa
u apyrux desdegHocHux nHnyaeHara. Hegocrarak nHdopmanmone de3defHOCTIE MOXKe
YTPOSUTH PeIyTaLjy OpraHu3aliyje, MITO MOXKe Pe3yITUPaTH IyOULVIMa Ha TPXKULITY 1
IyOUTKOM HOBepema KiyjeHara. Takohe, HegocTaTak nHGOpManyoHe de3defHOCTI MOXKe
IOBECTH 0 MpodjIeMa ca 3aKOHCKUM perylaTiBaMa O 3alITUTY MOJaTaKa, IITO MOXe
Pe3yITUPATH M Y BUCOKMM HOBYAHUM Ka3HaMa.

Kpos oprannsosane odyke o nHdpopmannoHoj desdegHocTy, Kako Oi ce 3aroc/IeHn
OCHAXWWIN 1a dO/be PasyMejy pUsKKe I IIPAKCe, MOXKe Ce IOTEHIIja/IHO Y TULIATY Ha Bapujadie
KOje Cy OlielbeHe Kao IIPOCedHe Ia JOCTUTHY HUBO oljeHe fodap. VIMIuteMeHTanmja jacH1X
U TIOTIMTHKA U TIPOLieAypa 3a Kopulithele MHTepHETa Ha PaJIHOM MeCTY, KOja OTpaHMYaBa
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npucTyn ofpebennm Bed mokanujama Takobhe MO3UTUBHO yTIUUE HA JOCTU3AME OL[eHe 10-
dap. Ha camoM Kpajy, HeoIIXofiHa je peloBHa KOMYHMKAaIIJja O BOKHOCTI MHPOPMAILMOHe
de3demHOCTH, Kao M IIPOMOBIICatbe OATOBOPHOT MOHAlIaba Meby 3arociennma. YHanpeherme
CBECTY KPO3 CTaBOBE 3aIIOC/IEHNX 0 MHPOPMALIMOHO]j 0e30eHOCTU KJbYYHO je 3a CTBapa-
e de3deHOr paHOT OKPY>Ketba 1 3aIUTUTY OPTaHU3alMje Off TOTEHIVjaTHUX IPETHIL.

YKO/IMKO ce OpraHusalmja He IpUAPIKaBa IPeIOKEeHNX Kopaka, Moxke fohu mo
IoC/euLa He caMo Y GOKYCHOj odmacTu yrnoTpede MHTepHeTa Hero 1 y ApyruM GpOKyCHUM
odmactima, ca Kojuma je HoKycHa 0d/1acT ynoTpeda MHTEpPHeTa y CTATUCTUYKY 3HAYAjHO]
KOpeauuju.

Ha ocHoBy npeio)keHnx Kopaka, 3aK/by4yjeMO Jia jeé HEOIIXOHO la OpraHus3anuja
YTBPAY IPOLIEAYPe 3a CIPOBOberbe ICTHX. YKOMKO He yTBPAY, TO he JOBeCT 0 HeraTMBHIX
yTunaja Ha GOKycHy odacT ypassbame MHbopMalyjaMa 1 GpoKycHy od1acT IpujaBrbi-
Bame MHIUJIEHATa jep Cy oBe /1Be POKYCHe 0OIacTy y CTAaTUCTNIKIM 3HAUajHOj TO3UTUBHO]
Kopenanuju ca poxycHom odnamrhy ynorpeda nnrepaera. AHamusupajyhu cratuctiaxu
3HaYajHy Kopeanujy koja mocroju usmeby doxycue odmactu ynorpeda nxreprera u ¢o-
KyCHe 00/IacTH yIpaB/batbe MHPOpMaljaMa, HeflocTaTaK HalpeTKa y odmacTu yrnorpede
MHTEPHEeTa MOYKE HETaTVBHO YTHUIATH Ha e(pUKACHOCT U CUTYPHOCT yIIpaB/barba nHdpopma-
IMjaMa, IITO MOTeHIWja/THO MOXKe TOBECTH 0 IpodiieMa ca npahemeM, CKIaIuIITeheM 1
3allITUTOM IOflaTaKa, OffHOCHO Moxke fohu 1o nosehara pusuka off rydutka nudopmarja.
Ca fipyre cTpaHe, CTaTUCTUYKY 3Ha4YajHa 03U TUBHA Koperanuja usMmehy dokycne odmactn
ynorpeda uHTepHeTa ¥ POKYCHe 0d/IacTU NpYjaB/b/Babe MHIMICHATA, HeJOCTaTaK CBECTI
0 de3demHOCTM Ha MHTEPHETY MO>Ke JOBECTH IO IIPOIYLITakha BKHUX MHGOpMAIja O
MHIVJEHTVIMA, IITO MOXKe TIPOJY>KUTHU BPeMe pearoparba Ha TaKBe CUTYyalyje.

Henocrarak HampeTka y odmactu ¢pokycHe 0dacTu ynorpeda nHTepHETa MOXe
HOTEHIIMjaTHO JOBECTI /O OIIITET CMambemha MH(POPMaLoHe 0e30eIHOCTI Y UCTIUTH-
BaHOj OpraHM3aLMjyl I CTBOPUTYU ParmUBOCTY Koje OU HaIlagady MOIJIM Jia UICKOPYCTe 3a
HaIafie Ha CYCTEeM.

Kaxo 6u ce cripeunie moTeHIMjaTHe HeraTUBHE MOCIIENIIE, BXKHO je IPEy3eTH Mepe
3a yHarpebheme GpokycHe 0dmacTu yrorpeda MHTEpHETA 1 OAM3abe CBECTH 0 de30eTHOCTI
Ha MHTepHeTy Meby 3anmociennMa, mTo ce Mo>ke nocTnhy Kpo3 KOHTMHYUPAHY 0dYKy U
eflyKaLujy, Kako O ce OCUTYPaIo [ja 3alI0C/IeHI pasyMejy U IPUMebYjy Hajdosbe mpakce
nndopmanyone desdegHocTy 1 de3deTHOCTI Ha MHTEPHETY.

3AK/bYYAK

Y pajy cy IoKasaHM pe3y/ITaTi NCTPaKUBakba COLIMOTIOMIKIX aclieKara MH(opMa-
1L110He 0e3defHOCTH, Koje je cripoBesieHO Ha Paky/TeTy 3a MIDKembepCKy MeHaMeHT. Kpos
ananusy HAIS-Q mopena u ;yOMHCKY aHamusy pesy/nTara, pasMaTpaHa je BOKHOCT Meperba
CBECTH, CTaBOBA U IIOHAIIAkha 3aMI0CTIEHNX Y Besy ca MHpopMannoHoM de3denHomrhy Ha
aKaJleMCKOj MHCTUTYLIjI.

HAIS-Q mopien ce mokas3ao Kao KOPMCTaH MHCTPYMEHT 3a UIeHTNUKAI}Y HOKy-
CHIX OO/IaCTH KOje 3aXTeBajy aXIby Y KOHTeKCTy nHpopManmone desdegnoctu. VMaxo cy
pesy/nTaTy yKasanu Ha 1odap HIMBO 3HAIba, CTABOBA M [IOHALIAKA, 4 CAMMUM TUM U CBECTI
3anoc/eHnx, y Behunm gpoxycHux odmacty, mocedaH je akijeHaT CTaB/beH Ha POKYCHY 0d/macT
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yrorpede MHTEPHETA, KOja je OlleH-eHa Kao ITPOCeyHa, ca MoTpedoM 3a modomkirameM. OmeHa
Te POKYCHe 00/1aCTH je JOAATHO MCTAK/Ia HEOCTATaK CBECT O 0e30efHOCTI Ha MHTEPHETY
Meby samocnennma. Heocratak cBecTy MOXKe TOBECTH 10 OCTIEANIIA, KAO 1IITO CY TOTEH-
IjajTHe cajdep MpeTbe, Lyperbe OCeT/bUBIX IOfaTaKa U KpIIehe 3aKOHCKMX Pery/iaTuBa.

Y KOHTeKCTy aKajieMCKe MHCTUTYIIje, yHaIpeleme olleHa y Be3u ca yIoTpedoM
MHTEpPHeTa I CBECTN 0 §e30eTHOCTY Ha MHTEPHETY je Off CYIITNHCKOT 3Hauaja. [Ipeioxeno
je MHCTUTYLMj! Ha KOjOj je CIIpOBefIeHO NCTPaXKVBatbe Ia ce CIpoBefy odyke 0 MHpoOpMa-
LMOHOj Oe3defHOCTI, KaKo 0¥ ce OCHaXKIIY 3aIIOCTICHM /i afieKBaTHHUje pasyMejy pU3uKe 1
IpaBIWIHE ITpaKce. VIMIUIeMeHTalIja jaCHNX MO/INTUKA 1 IPOLIEAypa 3 YIIOTPedy MHTepHeTa
Ha pa[HOM MeCTy MO)Ke 3HaYajHO IOIPMHeTH 0do/bllaky nHdopMannoHe de3deHOCTN.
Takobe, 3HaYajHO je KOHTMHYMPAHO KOMYHUIIMPATH O BAXHOCTI MH(GOpMaLnoHe de3del-
HOCTY 1 IPOMOBICATH OFOBOPHO MOHamIame Meby 3anociennma. Heocrarak HampeTka
y odacTu ynoTpede MHTepHeTa MOYKe HETaTUBHO yTULIATY Ha e(DMKACHOCT ¥ CUTYPHOCT
yIlpaB/bama MHpOpManujaMa Ha GaKy/ITeTy, IITO MOXe JOBECTH 1o IIpodieMa y ipahersy,
CKIAMIITE Y U 3AIITUTI TOIATaKA.

Kpos npenysumame npennoxxeHux Mepa, GakynareT 3a MHKEHEPCKU MEHAIMEHT
MO>Ke YHAIIPEAUTH CBOjy 0e30efHOCHY KYATYPY M afileKBaTHO Ce 3aIITUTHU Of MOTEHIIN-
janHux cajdep mpetmiu, unMe he 0de3denntu curypHo u de3denHO OKpyKeme 3a paj 1
y4erbe Y JUTUTATHOM CBETY.

DakynTeT 3a MHXEHEPCKM MEHAIMEHT, Kao aKajleMCKa MHCTUTYI1ja Koja je OMO-
ryhua cnpoBobere oBakBe BpcTe NCTpaXkuBatba y OKBMPY CBOjMX IPaHMIIA, IPey3nMa
MHULVjATUBY nufepa y odmactu nHpopmannoHe dezdennocti. PakynTeT je mpernosHao
B)XHOCT MH(popMaIone 6e30efHOCTH U KPO3 OBAaKaB IIPUCTYII II0Ka3ao mocsehenoct
MHCTUTYLIMje APYLITBEHOj OATOBOPHOCTY 1 OPU3Y O 3aIITUTU MH(POPMALUja YHYTap CBOT
okpyxema. OBakaB IpucTym he nMaTy IMpeKTaH yTHUIIAj Ha 0dpasoBame U IOAN3abe
cBeCTV 0 MHPOPMAIVMOHO]j de3defHOCTM KaKo KOJ| CTyfeHaTa, TAKO U KOJ 3aIT0CTTeHNX
Ha ¢akynrety. CrymenTn he crehn npunuky ma yue o BaxxaocTn nmHGopMaImone de-
30eIHOCTH U pasBUjajy BELITHHE M CBECT O 3aIITUTI MHPOpManyja, fok he 3amocneHn
yHanpebusaru cBoje pasymeBate MH(MOpMAIOHe de30eTHOCTI 1 OTOBOPHOCT IIpeMa
10j. VIHpopManmoHa de3deHOCT je K/bydHa 3a 3aLITUTY pelyTaluje CBake akaJeMCcKe
uHcTUTyuje. OBa MHCTUTYIIMja II0OKa3yje CIIPEMHOCT Jia IIPEeNo3Ha U afipecupa MOTeH-
L1MjajHe PU3MKe YHYTap CBOT OKpYXKera, dnMe ce 0desdelyje MHTerpuTeT MHCTUTYILIMjE
U TIOBepeme CTyeHaTa, 3all0CIeHNX 1 japHOCTH. Kpos yHampebeme cBecTn n 3Hama
0 nHPOPMAIVIOHOj de30efHOCTU YHYTap CBOjUX OKBMPA, GaKy/ITeT JOIPUHOCK dOJBOj
IpUIIPEMU CBOjUX CTYEHATa 3a paji Y CaBPeMEHOM AUTUTATHOM OKPYXey, to he ce
OflpakaBaTy Ha HIXOBY KOHKYPEHTHOCT Ha TPXXMIITY Pajia M BIXOBY CIIOCOOHOCT Aa
ponpuHecy samtuTy nHopmanuja y ceoMm dynyhem npodecnoHaTHOM OKpYKemwy. 3a
3arroc/ieHe Ha aKynTeTy, CBeCT 0 MHGOPMAIIMOHOj de30efHOCT 3HaUN JIa UMajy CUTYPHO
PaJiHO OKpYIKelbe, Tfie Ce IbIXOBe MH(OpMallje 4yBajy I IUTHUTE Ha afleKBaTaH HadulH, qiMe
ce OCUTypaBa BIXO0BA IPOAYKTUBHOCT 1 8e30efHOCT YHYTap MHCTUTYIH]E.

OBaj cormonommKy acneKT nHpopMaIyoHe de3deHOCTY ofjpaXkaBa Jyd/by IPYIITBEHY
OZITOBOPHOCT M JINAEPCTBO Y OMEHY 3allTUTe MH(OPMAaLMja I HaIIaIIaBa KOIUKO je 3Ha-
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Abstract: The aim of the paper is to research the sociological aspects of information
security through the HAIS-Q model, at the Faculty of Engineering Management. The re-
search was conducted anonymously, within a time frame of four months, on a sample of
179 respondents. The HAIS-Q model is built from seven focus groups, which pervade the
variables of knowledge, attitudes and behaviours, while the subject research is focused on the
focus area “use of the Internet”. By analyzing the variables with the lowest scores in one of the
seven focus areas of this model, gaps in information security awareness among employees
are explored. The paper highlights the implications of these deficiencies for organizational
security and information protection, with an emphasis on the importance of improving the
variables with the lowest scores. Through a comprehensive consideration of the sociological
dimensions of information security, this paper contributes to a better understanding and
management of this important field, emphasizing its importance in today’s digital age.

Keywords: information security, HAIS-Q model, information security awareness
(ISA), risk perception, organizational security

INTRODUCTION

In today’s digital environment, where information has become the most valuable
resource, enterprises encounter vulnerability and an increasing number of threats. Ranas
(2020) emphasizes that information security plays the key role in maintaining productivity
and success of enterprises. Without an adjusted information security policy, enterprises are
exposed to the risk of data loss or data compromise, financial losses, reputation damage, as
well as legal problems. Therefore, it is necessary to establish efficient information security
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measures in order to make the enterprise able to ensure the continuity of its operations
and to protect its data.

Cyber security is a growing and significant area dealt with by different research
studies. What is researched in the field of cyber security is also how to raise cyber security
awareness, focussing on the most important factors in achieving this goal (Kovacevi¢ et al.,
2020). In their research, Kruger et al. (2010) describe a study for testing the possibilities
of using tests of the information security glossary for the assessment of awareness level
and knowledge of security terms, where the goal is to identify adequate areas and topics
for the programs of raising information security awareness. Al-Janabi and Al-Shourbaji
(2016) conducted the research about the awareness levels regarding information security
and related risks, as well as about the overall impact of the institution among the students
and staff within the educational environment in the Middle East. Jeske and Van Schaik
(2017) conducted their research on a sample of the respondents who were students with
different threats on the Internet, where they were presented the definitions of threats and
asked to state if they were familiar with each of them. Gratian et al. (2018) conducted the
research focused on human characteristics, where they distinguished the inclination towards
risk-taking, the styles of decision-making, demography and features of a person, with the
intentions of behaviour in the area of cyber security among students and staff at a state
university. Moallem (2019) conducted a study about cyber security awareness among the
students in California (Silicon Valley) as the most advanced technological environment,
where the author reports that, although the students believe that they are being watched
and are not secure on the network, they were not aware of the manner of protecting their
data. Parsons et al. (2017) interviewed the students with their HAIS-Q instrument, while
the same students also participated in the empirical phishing experiment. HAIS-Q is based
on knowledge-attitudes-behaviours model, whereas in their previous research the authors
showed a strong and positive correlation between knowledge, attitudes and behaviours
(Parsons et al., 2014; McCormac et al., 2017). Anwar et al. (2017) examined the importance
of the gender factor in the employees’ beliefs and behaviours in cyber security. Cain et al.
(2018) analyzed the knowledge of cyber hygiene, of the concepts and behaviours of end
users, and reported that there were statistically significant gender differences regarding
knowledge. The Pew Research Center conducted research into the perception, security
breach and behaviour of Americans regarding cyber security, where it is stated that almost
the majority of Americans experienced data breach and did not trust modern institutions
supposed to protect their personal data, they themselves did not apply the best practices in
cyber space (Olmstead et al., 2017). All the above-listed studies deal with the complexity
of the phenomenon of cyber security and what they have in common is the identification
of different factors affecting cyber security awareness, and they try to explain mutual con-
ditionality of the factors, such as perception, security breach, behaviour, knowledge and
demographic characteristics (Kovacevi¢ et al., 2020).

In their research, Kovacevi¢ et al. (2020) tried to test the effects of different factors
and to discover ion what manner they (such as socio-demography, perceived cyber secu-
rity, previous experiences of breach, use of information technologies and knowledge) may
individually or collectively affect cyber security behaviour. It was the first survey conducted
among the students in Serbia in the area of the analysis of different factors affecting cyber
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security awareness. The effects of cyber security perception, knowledge and experiences
proved to be stronger than the effects of sociodemographic data on behaviours regarding the
mobile phone, i.e., that the use and knowledge from the field of information technologies
have emerged as significant behaviour predictors regarding the mobile phone.

It is increasingly admitted that organizations can ascribe numerous threats to com-
puting systems to computer users’ behaviour (Parsons et al., 2014). Parsons et al. tried to
quantify these vulnerabilities of information security based on people and, as a result, the
Human Aspects of Information Security Questionnaire (HAIS-Q) was developed. The aim
of their paper was to outline the conceptual development of the HAIS-Q model, including
validity and reliability, while, on the other hand, the goal was to examine the relationship
between the knowledge of the policy and procedures, the attitude towards the policy and
procedures, and the behaviour in the use of the work computer.

The HAIS-Q model was developed as a tool for measuring and analyzing human
factors that affect information security. It was developed on the basis of empirical research
and validations that provided it with a high level of reliability and validity.

According to Parsons et al. (2017), the employees contribute most to the organizations
information security through knowledge, attitudes and behaviours in the following manner:

o Knowledge — The employees need to have adequate knowledge about information
security in order to understand potential threats and also to known how to protect
themselves from those threats.

o Attitudes — The employees’ attitudes towards information security also play an
important role. A positive attitude towards information security implies aware-
ness of the importance of data protection and willingness to undertake necessary
protection measures. The employees with a positive attitude will be motivated to
observe security rules and be cautious in their work in order to reduce the risk of
security incidents.

 Behaviour - The employees’ behaviour regarding information security is crucial
and it refers to the proper handling of sensitive information, the use of security
passwords, the avoidance of visiting suspicious links, as well as regular software
updating. The employees need to be responsible regarding data protection and to
observe security rules and procedures established by the information security policy.

The results of the research conducted by Parsons et al. (2014) on a sample of 500
Australian employees show that being familiar with the policy and procedures had a
stronger effect on the attitude towards the policy and procedure than behaviour reported
by the employees themselves. Their finding suggest that the training and education will
be more efficient if they state what is expected (knowledge) and offer understating about
why it is important (attitude).

The application of the HAIS-Q questionnaire brings numerous benefits to organiza-
tions. HAIS-Q ensures the assessment of efficiency of the information security awareness
programs and the identification of the areas that need improvement (Parsons et al., 2017).
By understanding specific deficiencies in knowledge and attitudes to be improved, organi-
zations may adjust their initiatives regarding information security awareness in order to suit
them better to the needs of their employees. HAIS-Q enables organizations to compare their
security awareness with the industrial standards and best practices (Parsons et al., 2017). By

243



Nenad M. Jevti¢, Jelena D. Raut, Analysis of sociological aspects of information security using...

comparing the results with other organizations in the same sector, organizations are able to
understand better their relative performances and to identify areas in which they fall behind
or excel (Roberts, 2021). HAIS-Q provides organizations with a quantitative measure of their
employees’ security awareness, enabling them to monitor progress over time (Parsons et
al., 2017). Blunt (2022) conducted his research in the USA on a sample of 306 respondents,
by using the HAIS-Q model, where the results showed that employed Americans had a
high degree of information security awareness, with a significant correlation between the
attitudes about the policy and the procedures, as well as their use, which is not risk-prone.
Thanks to the regular assessment conducted through the HAIS-Q model, organizations
are able to follow the efficiency of their initiatives regarding security awareness and to
make data-based decisions in order to continuously improve their information security.

The results about the employees’ information awareness are expected to give the basis
for informed planning and implementation of the measures for improving information
security at the Faculty of Engineering Management “Union - Nikola Tesla”, which will
reduce risks from security incidents related to information.

INFORMATION SECURITY AWARENESS
OF AN INDIVIDUAL AS A DEFINING
ASPECT OF MODERN SOCIETY

In modern society, information security is becoming increasingly important for the
unobstructed operations of enterprises.

Since information is often confidential and private (e.g., personal data, trade secrets,
medical information...), keeping their confidentiality is key to privacy protection and misuse
prevention (Parsons et al., 2014). Information security also refers to the preservation of
data integrity, which implies that information must not be changed or destroyed arbitrarily.
Information security implies that information is available when necessary. Attacks, such
as Distributed Denial of Service (DDoS) may disable network services and disturb effi-
cient functioning of organizations (Singh et al., 2020). As a large number of transactions
and business activities in modern society take place online, failure to protect information
can cause huge economic losses both to enterprises and to individuals. Since technology
continues its upward development, an increasing number of devices is connected to the
Internet (Internet of things — IoT), which increases the surface of attacks (Laghari et al.,
2021). In order to preserve security of this type of devices and systems, information security
is becoming indispensable. Data protection laws, for example the General Data Protection
Regulation (GDPR), stipulate strict requirements for citizens” personal data protection
(Serrado et al., 2020). Information security affects the trust of the public towards organiza-
tions and institutions. Incidents related to information security may damage the reputation
of an enterprise and lead to the loss of trust, as well as of users and clients.

Information security is necessary for maintaining stability, privacy and functionality of
modern society. The lack of adequate information protection may have consequences at the
individual level, on the one hand, and at the social and economic levels, on the other hand.

Information security has deep sociological implications because it affects the manner
of communication among individuals, the manner of their cooperation, as well as the feeling
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of security in digital society. By maintaining trust and protecting privacy, information
security contributes to social dynamics and stability of society.

Information security awareness among employees resolves a series of problems of
modern society.

The employees’ education about information security helps to reduce the risk of internal
threats, such as negligent or malicious employees who may try to damage or steal business
information (Soomro et al., 2016). On the other hand, employees are often the “first line of
defence” against cyberattacks, and information security awareness helps them to recognize
potentially dangerous situations and to act responsibly in order to be able to prevent attacks.
Since employees have access to the enterprise’s sensitive information, understanding how
to handle this information properly helps to protect trade secrets, clients’ information and
other confidential data (Soomro et al., 2016). Mistakes made by individuals can lead to
information loss and similar problems related to information security. Training employees
about secure practices has a positive effect on the reduction of such risks. Certain sectors,
such as healthcare and finance, are subject to stricter laws and regulations regarding infor-
mation security (Soomro et al., 2016). Information security awareness helps organizations
to observe these rules and avoid legal problems.

Information security awareness among employees contributes to more efficient
protection of organizations from internal and external threats and leads to the reduction
of risks and thus makes society more secure in the digital era.

As numerous studies confirm that human mistakes are the most frequent cause of
disturbing information security (Liginlal et al., 2009; Schultz, 2005), Parsons et al. (2017)
set the goal of developing primarily quantitative tools for information security matters. The
iterative process in their research has led to a hypothesis that the users’ level of knowledge
about computers refers to the security policy and procedures, their attitude towards the
improvement of such policies and procedures, which should be translated into information
security as more prone to the behaviour risk.

The HAIS-Q model provides a quantitative approach to the measurement of knowledge,
attitudes and behaviours regarding information security (Parsons et al., 2017). This model
uses the questionnaire with scales that enable precise quantification of these variables, thus
ensuring a more detailed analysis and comparison of the results. On the other hand, the
HAIS-Q model also takes into account the contextual factors that may affect information
security. The model identifies different aspects of human factors, including security awareness,
motivation, knowledge and behaviour, and analyzes their interaction with the organizational
environment (Bohren, 1998). The analysis of this context enables a better understanding of
the manner in which organizational factors affect people’s behaviour regarding information
security. The HAIS-Q model was developed through a rigorous research process which
included the conceptual development, validity testing and reliability testing (Parsons et
al., 2017). The model consists of 63 items which assess seven focus areas in relation to the
information security policy and the behaviour of employees (Parsons et al., 2017).

As stated in the introduction, the HAIS-Q model assesses seven focus areas through
knowledge, attitudes and behaviours. For example, the focus area of incident reporting is
defined through three variables (sub-areas) in the area of knowledge, through three var-
iables (sub-areas) in the area of attitudes, and through three variables (sub-areas) in the
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areas of behaviours, i.e., through nine variables reflected in the total score of the employees’
awareness level in the focus area of incident reporting.

Parsons et al. (2017) identified seven focus areas that pervade knowledge, attitudes
and behaviours, where each focus area has three sub-areas, which leads to the total of 63
variables defined by the authors through 63 questions in the survey instrument, while
sub-areas of the focus areas will be shown below.

The focus area of password management involves:

« using the same password,

« password sharing, and

« using a strong password (Parsons et al., 2017).

The focus area of the Internet use involves:

o access to suspicious web locations,
 downloading files, and

o placing information online (Parsons et al., 2017).

The focus area of electronic mail use involves:

» visiting links in e-mails from known senders,

« visiting links in e-mails from unknown senders, and

« opening attachments in e-mails from unknown senders (Parsons et al., 2017).

The focus area of social media use involves:

« privacy settings,

« accepting consequences, and

« placing information about someone’s work (Parsons et al., 2017).

The focus area of password management:

« using strong passwords,

« not sharing passwords, and

« using different passwords for different accounts (Parsons et al., 2017).

The focus area of reporting incidents involves:

« reporting suspicious behaviours,

« ignoring coworkers’ inadequate behaviour, and
o reporting incidents (Parsons et al., 2017).

The focus area of information management involves:
« sensitive material disposal,

« insertion of portable devices, and

« keeping sensitive material (Parsons et al., 2017).

The HAIS-Q model is considered a relevant and useful tool for measuring human
factors in the context of information security. Its advantages are reflected in support based
on empirical data, the possibility of quantification, the context analysis and in the high
level of reliability. This model contributes to a better understanding and management of
human factors in the area of information security, which helps organizations to improve
their strategies and promote security culture.
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Information Security Awareness (ISA) is a dynamic process and that is why it should
be continuously measured and managed (Kruger et al., 2006). The HAIS-Q model offers
the possibility of measuring the degree of ISA among the employees based on the ques-
tionnaire and, using the ISA results, to give insight into potential lack of awareness among
the employees within certain aspect, i.e., focus areas.

The problem resolved by the ISA result is establishing the degree of the employees’
information security awareness because it is able to give quantitative results about the ex-
tent to which the employees are aware of the importance of information security. On the
other hand, through the quantitative result it is able to identify the areas for improvement.

Through the ISA result, the HAIS-Q model ensures a deeper understanding of ¢
information security awareness among the employees and identifies steps for improving
information security through trainings and adequate initiatives.

ISA RESULT ANALYSIS FOR THE IDENTIFICATION
OF STEPS FOR INFORMATION SECURITY IMPROVEMENT

The prerequisite for conducting the ISA test was testing the HAIS-Q model. Within
an extensive research study at the Faculty of Engineering Management, the HAIS-Q model
was tested, i.e., 179 employees - teaching and non-teaching staff — were surveyed. First
the statistically significant correlation was confirmed among knowledge, attitudes and
behaviours, and then the statistically significant correlation was confirmed among seven
focus areas that constitute the HAIS-Q model. It was the prerequisite for calculating the ISA
results which will be shown below. Table 1 will show the questionnaire results converted
into points in order to get quantitative results according to the Likert scale.

As it can be seen from Table 1, the total score for the employees’ awareness level is
84.5278.

After converting the questionnaire into points in order to quantify the scores with the
aid of the Likert scale, they were classified by using Kruger’s scale of measuring information
security awareness, where the scores are interpreted in the following manner:

«» good - 80 to 100 points,

o average (improvements necessary) — 60 to 79.99 points,

« bad (direct action required) - 0 to 59.99 (Cindana, 2019).

From Table 1 it can be concluded that all the focus areas, except for the focus area
of the Internet management, have good scores. The focus area of the Internet use has the
average score (79.37927), which requires improvements. Furthermore, it can be seen that
the focus area of the Internet management requires improvements in the area of attitudes
(67.9702), which are defined by the following variables:

o While I am at work, I should not access certain web locations,

o Just because I cannot access a certain web location at my work place, it does not

mean that it is secure,

o When accessing the Internet at my work place, I visit any web location.

The low scores of the variables in the area of attitudes, the focus group of the Internet
management, suggest that the employees are not sufficiently aware of the risks and importance
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of information security at their work places. The lack of awareness leads to an increased risk
of cyber threats. The low of the variables also point to the lack of understanding of the fact
that limited access to certain web locations does not necessarily mean that those locations
are secure. The employees should understand that some web locations which have been
popularized may pose a risk for information security. A low score in this area suggests that
the employees do not practise responsible behaviour on the Internet while they are at work,
which definitely involves visiting insecure web locations or a risk of downloading malware.

The improved scores of the listed variables potentially ensure increased awareness
and responsible behaviour, which reduces the risk of cyberattacks, data “leakage” and other
security incidents. The lack of information security may jeopardize the reputation of an
organization, which may result in its losses in the market and in losing its clients’ trust. In
addition, the lack of information security may lead to problems related to legal regulations
on data protection, which may also result in high fines.

Through organized trainings about information security, intended to empower the
employees for a better understanding of risks and practices, it is possible to affect the variables
assessed as average and make them reach a good score level. The implementation of clear
policies and procedures for the Internet use at the work place, which limits access to certain
web locations, also has a positive effect on reaching a good score. At the very end, regular
communication is necessary about the importance of information security, as well as the
promotion of responsible behaviour among the employees. The improvement of awareness
through the employees’ attitudes regarding information security is crucial for creating a
secure working environment and the protection of the organization from potential threats.

If an organization does not observe the proposed steps, consequences may occur
not only in the focus area of the Internet use, but also in other focus areas with which the
subject focus area of the Internet use is in a statistically significant correlation.

Based on the proposed steps, we conclude that an organization needs to establish
the procedures for the implementation of these steps. In case it fails to do so, it will lead to
negative effects of the focus area of information management and the focus area of incident
reporting because these two focus areas are in a statistically positive correlation with the
focus area of the Internet use. By analyzing the statistically significant correlation that exists
between the focus area of the Internet use and the focus area of information management,
the lack of progress in the former focus area can negatively affect the efficiency and safety
of information management, which can potentially lead to an increased risk of information
loss. On the other hand, in the statistically significant positive correlation between the focus
area of the Internet use and the focus area of incident reporting, the lack of information
awareness on the Internet may lead to omitting important information about incidents,
thus prolonging the response time in such situations.

The lack of progress in the focus area of the Internet use may potentially lead to a
general reduction of information security in the analyzed organization and create vulner-
abilities that may be used by hackers to attack the system.

In order to prevent potential negative consequences, it is important to undertake
measures for improving the focus area of the Internet use and for raising Internet security
awareness among the employees, which can be achieved through continued training and
education so as to enable the employees to understand and apply the best practices of
information security and the Internet security.

248



Socioloski pregled | Sociological Review, vol. LVIII (2024), no. 1, pp. 231-252

CONCLUSION

The paper shows the results of the research of the sociological aspects of information
security which was conducted at the Faculty of Engineering Management. Through the
analysis of the HAIS-Q model and the in-depth result analysis, the importance was consid-
ered of the importance of measuring the employees’ awareness, attitudes and behaviours
regarding information security at an academic institution.

The HAIS-Q model has proved to be a useful instrument for identifying focus areas
that need attention in the context of information security. Although the results indicate a
good level of knowledge, attitudes and behaviours, and thus of the employees’ awareness,
in most focus areas the emphasis is laid on the focus area of the Internet use, which has
been assessed as average, with the need for improvement. The assessment of this focus
area has further pointed to the lack of the employees’ security awareness on the Internet.
This lack of awareness may lead to consequences, such as potential cyber threats, sensitive
information leakage and the breach of legal regulations.

In the context of the academic institution, it is of crucial importance to improve the
assessments regarding the Internet use and security awareness on the Internet. The institution
at which the research was conducted was advised to organize trainings about information
security in order to empower the employees in adequate understanding of risks and proper
practices. The implementation of clear policies and procedures for the Internet use at work
may significantly contribute to the improvement of information security. Moreover, it is also
important to communicate continuously about the importance of information security to
promote responsible behaviour among the employees. The lack of progress in the area of the
Internet use may negatively affect the efficiency and security of information management at
the faculty, which may lead to problems in data monitoring, storage and protection.

By undertaking the proposed measures, the Faculty of Engineering Management can
improve its security culture and adequately protect itself from potential cyber threats, thus
providing a safe and secure environment for working and learning in the digital world.

The Faculty of Engineering Management, as an academic institution allowing the
realization of this type of research within its competences, assumes the leading initiative in
the area of information security. This Faculty has recognized the importance of information
security and, through this approach, it has shown the commitment of this institution to social
responsibility and care for information protection within its environment. This approach will
directly affect the education and raising of information security awareness both among the
students and the staff at the faculty. The students will have the opportunity to learn about
the importance of information security and to develop skills and awareness in relation to
information protection, while the staff will improve their understanding of information
security and responsibility for it. Information security is key to protecting the reputation
of every academic institution. This institution shows willingness to recognize and address
potential risks within its environment, thus ensuring the integrity of the institution and the
students’ trust, employees and the public. By improving the awareness and knowledge of
information security within its frameworks, the faculty contributes to the better preparation
of its students for working in the modern digital environment, which will be reflected in
their competitiveness in the labour market and their ability to contribute to information
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protection in their future professional environment. For the faculty staft, information security
awareness means having a secure working environment, where their information is kept and
protected adequately, thus ensuring their productivity and security within the institution.

This sociological aspect of information security reflects deeper social responsibility
and leadership in the domain of information protection and emphasizes how important it
is to educate and empower all members of society, including students and employees, to
understand and apply the best practices within this area.
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APPENDIX / ITPMJIOT

Tadena 1. ICA pesyniniat (pesyniiaiui ayiiopa)
|/ Table 1. ISA result (the authors’ result)

Bapwjabne cBecTtn

®okycHa obnact / Awareness variables

/ Focus area 3Hatbe / | CtaBoBu / | MoHawama /
Knowledge | Attitudes | Behaviours

YKynaH
pe3ynTat
/ Total result

Ynpasmate N03NHKOM

/ Password management
YnoTpeba eneKkTpoHCKe notuTe
/ Use of electronic mail

@m HA3A[ | YnoTPedaurTepHera 84,80447 | 67,9702 | 8536313 79,37927
/ Use of the Internet

84,69274 | 83,9851 84,80447 84,4941

85,92179 | 8595903 | 85,69832 85,85971

@ BACK j"&‘;;p;izggﬁ?;:”x Mpexa 86,7784 | 8577281 | 852514 85,9342
mgm:‘gga‘féi’ v 84,39479 | 8476723 | 8547486 84,87896
ymmzt*:’:n“;fssg:;?:tma 855121 | 8573557 | 84,54376 84,90379
IpnjasruBarbe MHU/ACHaTa 84,43203 | 8573557 | 84,54376 84,90379

/ Reporting incidents

YKynaH pesysitar 3a H1Bo CeecTy 8521947 | 83,0008 | 8536313 84,5278
/ Total result for the awareness level
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