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COIIMIOJIOMIKN ACIIEKTU PYKOBOBLEILA 1 YCKIIABEHOCT
ITIOHAIITAIbA CA BE3BEJJHOCHVM ITOJIMTUKAMA - YIIOTA
CBECTU 3AITIOCJ/IEHUX O BE3BETHOCTHN Y HAMEHCKO]
MHOYCTPUIN

Caxxetak: Y gururanaoM fody desdegnoct nHpopmanyja noduja Behn sHavaj, mo-
cedHO y HameHCKoj MHAYCTpuju. OBa CTyAMja MCTPaKyje TOBE3aHOCT CTHIOBA PyKOBODhema
U yCcK/IaheHOCT MoHalIama 3aloc/IeHnx ca de3demHocHNM nomuTukama. Ll crypuje je
aHa/IM3a MOCPENHOT YTHIIaja TPaHCHOPMAIMOHOT MN/IepCTBA Ha yCKaaheHOCT moHamama
3aTI0CTIeHNX ca 0e30efHOCHNM MOMUTIKAMa, TOCPENCTBOM KOPYCTH Off CBECTH 3aTI0CTIe-
HuX 0 de3depHocHUM npoTtrBMepama. Kopumrhesr je XbM Moper, mputaroheH HaMeHCKOj
MHAYCTPUjN. Y MCTpaKuBamy je yuecTsoBamo 300 MCTMTaHNKa, U3 YeTupu npexpyseha.
Vpentudukosane cy 3aBucHOCTU n3Mehy MoTuBanuje mmpepa 1 CBeCTH 3aII0C/IEHUX O
edrkacHOCTY IpuMeHe de30eJHOCHNX IPOTUBMepa. PesyTaTi ykasyjy Ha K/by4He Tauke
3a yHampebeme, Harmamasajyhy KOHTUHYMPaHY egyKalyjy ¥ MOTUBALUjy TUAEPa y U3-
rpagmu 0e3defHOCHe KY/IType, LITO je Off CYIITMHCKOT 3Havaja 3a ycIeX y MehyHapoznHOj
TPTOBMHMI ITPENVISHOM MEXaHNKOM.

Kipyune peun: napopmanmona de3desHOCT, HAMEHCKA MH/YCTPUja, CTUIOBU PYKO-
BoDema, cBecT 0 de3denHocT, de3denHOCHE Mepe

YBOJI

Y caBpeMeHOM IMUTUTATHOM KOHTEKCTY uHpopMarmona desdenHoct foduja Behn
3Ha4aj, HAPOUNTO y CEKTOPUMa KOjU Ce OCIIabajy Ha eIeKTPOHCKY 00pajy MofaTakKa, Kao
IITO je HaMeHCKa MHAyCTpuja. CTumoBu pyKoBobhema y 0BOj MHAYCTPUjU MMajy 3HAYAjHY
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Y/IOTY y OOIMKOBaY CBECTH 3aIIOCIEHNX O BOXXHOCTY HH(GOpMaLOoHe 0e30eHOCTH, HITO
MO>Ke YTHLIATH Ha YCKIaheHOCT BIXOBOT MOHAIIamba ca de3demHocHM nommtrkama (Jevtic
& Alhudaidi, 2023). locaparume cTyAnje Cy HEFOBO/BHO UCTPAXKIIE TIOCPETHIIKI Y T[]
CTIIOBA pyKOBoDera Ha ycKIah)eHOCT MoHalIamka 3a0C/IeHNX ca 0e30eHOCHNM MO/IUTH-
KaMa ITyTeM CBeCTH 3aIlOC/IeHNX O MHPOPMAIMOHOj Oe38eTHOCT, T0CeOHO Y HAMEHCKO]
uHAycTpuju. McrpaxkuBame Koje ¢y ciposenn Xymauau u bamakpumraan (Humaidi &
Balakrishnan, 2015) ycMepeHo je Ha MCIIUTHBabe IOCPEHIYKOT YTHUIIja CTUIOBA PYKO-
Bohema Ha yckmal)eHOCT ToHaNTamka 3aII0CIeHNX ca de30eTHOCHNM TIONNTIKAMa, aln y
37IpaBCTBEHOM CEKTOpY. IbuxoBo McTpaxmBame je IT0Ka3aso /ia Cy CBECT O 030M/BHOCTH
U KOPUCT Off CBECTH O Oe30eTHOCHIM IPOTVBMepaMa, Kao ABa Of TPU eleMeHTa CBeCTH
3aIoc/ieHnx o nHpopmManyonoj dezdegnoctu (Cnuka 1), 3HauajHY 3a ycKIaheHOCT IIOHA-
IIama 3aIocIennx ca desdegnocunm nomrukama. Crpykrypy XbM mopena (Crmka 1)
YJHe IBa CTUJIA JIMIEPCTBA — TpaHCHOpMAaLMOHY (MHCIMPMUIIE ¥ MOTVBHIIE 3aII0C/ICHE
KpO3 BU3Njy U IpOMeHe) U TpaHcaKunoHu (poKyc Ha HarpahuBame 1 KaXKmbaBame 3a
[OCTHU3akbe KOHKPETHUX [I/beBa), TP eIeMEHTa CBECTH 3aM0CIEHNX O NHPOPMAIVIOHO]
de3demHOCTH (CBECT O 030M/BHOCTH — 3aMIOC/IEHN Pa3yMejy BaXHOCT MHPOPMAI[MOHe
desdemHOCTN M TTOCTIEUITE IPOITYCTA, CBECT O OCET/LMBOCTH — 3aIIOC/IEHN PasyMejy Koje
nHpOpMaIje 3aXTeBajy ocedHy 3aITUTY, KOPYCTH Off CBECTH 3aTI0CTIEHNX O 0e30eTHOCHIM
npoTuBMepaMa — do7ba IpeBeHIja pU3MKa y3 04yBamhe OpraHM3aIoHe de3deTHOCT)
u ycxaaheHoCT moHalama 3aI0C/IeHNX ca 0e30eJHOCHIM MONNTUKaMa (IpUApKaBabe
de30eHOCHNUX MOJIUTUKA Off CTPaHe 3allOCTICHNX Y CBAaKOJHEeBHIUM aKTMBHOCTMMA).
Y crynuju Paxenuja u capaguuka (Raheli et al., 2020), nuctpakusaun cy HacTojanu aa
MCINTAjy Ha KOjU HAYMH eJIeMEHTI CBECTI 3aIIOC/IEHNX 0 NH(OPMALOHOj de3deqHOCTI
yTH4y Ha IOACTUIIaje 3a ouyBame Bofe. Jlopao (Lordo, 2018) je fao ananmusy nocrojeher
CTarba MHTePAVICIMIUIMHAPHOCTY 1 TOTpede 3a pa3dBojeM MHTepAUCLIIIHAPHE Teoplje,
I7ie je HacTojao a Kopuctu Mogern yBepema o 3apasspy (Health Belief Model - XBM) 3a
KOj! CMaTpa [a je orpaHIdeH y IPUMEeH/BMBOM 00MMY 300r cBOjiX KOHCTpykuja. Kpos
CBOje OICEKHO MCTPaXUBambe U MHTePAUCHUIUINHAPHY IPUCTYI, Y UMIUIMKALMjaMa 3a
Jajba MCTPAXMBamba je IPEIOKIO UCTPpaKBaduMa jja Kpo3 XbM pasMemyjy 3Hama y
pelraBamy HeKMx Off HajBehnx usaszosa apymrsa. XBM Moxe y MOTIYHOCTH fia 0dja-
CHU CJIOXKEHOCT ¥ BUIIEAMMEH3NOHATHOCT NHAUBYUAYaTHOr MoHammama (Yazdanpanah,
Komendantova, Shirazu, Linnerooth-Bayer, 2015), crora ce nsBoay 3ak/by4ax fia je XbM
ofiroBapajyhu Mofien 3a CTpaKuBambe jep MoXke 1a 0djacHU 300T Yera I0jeIMHIN OfTYdyjy
Ia He YYeCTBYjy Y IPeBEHTMBHOM IIOHAIIAIbY.

Llwp npenMeTHOT UCTPa’KMBabka je aHa/IM3a MHAVPEKTHOT yTuliaja TpaHchopMa-
LIMIOHOT CTUJIa PyKOBODema, Kao jefHor off iBa cTuIa pykosobema Kxoje npepsuba Mozen
HCTPKNUBAKa, Ha yCKIaheHOCT MOoHalIaka 3aII0CIeHNX ca de30efHOCHUM ITONMNTHIKAMA,
TIOCPEICTBOM KOPUCTH Off, CBECTH 3aII0C/IEHNX O Oe3de[HOCHMM IMPOTUBMepaMa, Kao jefHOT
Off TPM YMHIOLIA CBECTH 3AII0C/IEHNX 0 MH(POPMAIIOHOj de3denHOCTH, Koju mpensuba Mo-
Ien MCTpaXKuBama rpefcras/beH Ha Cnuy 1. Hactoju ce ma oBu Hamasu dygy of Kopuctu
3a KOJIeTe MICTpakuBave, MeHalIMeHT OpraHM3alnja, Kao ¥ CTpydmake 3a UHPOPMAIVIOHY
desdegnoct, omoryhasajyhu um ga yHanpepe crpareruje ynpasspata curypHouthy nugpop-
Malyja ¥ yHaIpefe 8e30eqHOCT y CBOjUM OpraHu3alyjama.
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YTULA] CTMJIOBA PYKOBOLEILA HA
YCKIIABEHOCT ITOHAITAIbA 3AIIOCJIEHUX
CA BE3BEJHOCHUM ITIOJIMTKAMA

JloK cy criopaliibse IpeThe TpaguLnoHanHo due GOKyc de3deNHOCHNUX HaIopa,
MCTpaXMBama Cy IT0Ka3aja Jla Cy yHYTpallllhe IPeThe II0CTa/le Haj3sHa4YajHMju U3BOP
pusnuka 3a opranmsanyje (Ahmad, Desouza, Maynard, Naseer, Baskerville, 2020; Diesch,
Plaff, Krcmar, 2020; Da Veiga, Astakhova, Botha, Herselman, 2020; Hugles-Lartey, Botchey,
Qin, 2021). YHyTpanime IpeTibe IPOUCTIYY U3 JbYACKNUX IPellaKa, HelaXbe, IPYIITBeHNX
HOPMI WM HAMEPHYX IIPOITyCTa 3all0C/IeHNX y opranusanyju (Jevti¢ & Raut, 2024). Ilejmc
Mexkrperop Bepus (James MacGregor Burns) je mpBu npefcTaBuo KOHIENT TpaHchopMa-
IIVIOHOT JINJIEPCTBA, Ifie PasiMKYje TPaHCAKIIMOHO INAEPCTBO Koje je S/MCKO KITacuIHOM
pykoBohemy on TpaHC)OPMANMOHOT MTUAEPCTBA, KOje YKIbYdyje BU3W]Y, MHCIIMPALUjy
U MOTHUBIHCambe ClefdeHNKa f1a JOCTUTHY BMIle HUBOE MocBeheHoCT y KpeaTuBHOCTI
(Burns, 1978). bepnapp bac (Bernard Bass) je mpormmnpuo oBy Teopujy 1 UCTPaXKUBao
KaKo TpaHC(OPMAIMOHM JIMfIepy MOTY YTULIATH Ha II0jeiNHaYHe TepdOopMaHce, ajii I Ha
opraHusaluoHe pesynTate. Iberos paji jacHo Harmanmrasa ia TpaHCQOPMALVIOHN TUAEPH
KOMOMHYjy 3aJaTKe yIIpaB/bamba ca INIEePCKIM 0COOMHAMA, OHOCHO fIa TPaHCHOPMALIIOHN
CTII He ofidallyje aKTMBHOCTH PyKoBobema (MeHajlepcKe akTUBHOCTH), Beh mx gomymyje
JIMIePCKUM eJIeMeHTVIMA, KaKo O IIOCTUTao Lydoke MpoMeHe y opranmsanuju (Bass, 1985).
Teopuje xoje cy mpepcrasnumu Bepus 1 bac mokasyjy fa TpancpopMaL Moy CTUI MHTe-
Tpullle PyKOBOAM/IAYKE 3a[aTKe ca TUePCKUM CIOCOOHOCTUMA, YnHehn ra xudpugHum
IPUCTYTIOM KOjJ je erKacaH y KOHTEKCTY OPTaHN3AIMIOHNX IIPOMeHa. Y 0BOM KOHTEKCTY,
CTUJI PyKOBODea y opraHnsalyji 1Ma BaKHY yJIOTY y IPOMOBUCAHY CBECTH 3aIIOC/ICHNX
o nHpopManyonoj desdegnoctn (Humaidi & Balakrishnan, 2015). Counornouike Teopuje
JIMfiepCTBA IPYXKajy Lyd/be pasyMeBarbe HaUMHA Ha KOjI PasIMINUTH CTUIOBY pyKoBohema
MOTY yTHUILIATH Ha [PYIITBEHE OfHOCE V1 KONIEKTUBHO ITOHAIIakbe 3alI0CTIeHNX Y HAMEHCKO)]
nugycrpuju (Bolden, Gosling, Hawkins, 2023; Hirschi, 2015; Cook, Cheshire, Gerbasi,
2018). CounonouKy aceKkT! pyKoBohemwa, Kao LITO Cy [PyIITBeHe HOPMe, TPYIIHNU Off-
HOCH, KY/ITypa J OpraHU3aI[1IOHe BPE[HOCTH, HOATHO YTy Ha ycKah)eHOCT moHaInama
3anocnenrx ca desdenHocHuM nomutukama (Morris, Hong, Chiu, Liu, 2015). BesdentocHe
HONMUTHKE Te(pVHNUITY OKBMP IpaBIIIa, TOCTYIIaKa, Mepa M KOHTPO/Ia Koje OpraHusanuja
IpUMelbYyje pafy 3alliTUTe CBOjMX MHPOPMAIMOHNX CUCTeMa. YCKIaheHOCT oHamama
3aII0CTIeHNX Ca de30eJHOCHNM ITONIMTHKAMA 3aBUCK Off BbUXOBE CBECTU 0 MH(POPMAIN-
OHOj de3defHOCTH, IITO je 3HAYAjHO 3a CMamehe MOIyNHOCTM JbY/ICKMX TpelIaka Koje
Ty desdenHoct yrpoxanajy (Von Solms & Von Solms, 2004). Buiy HuBoO cBecT 3amo-
C/IeHuX 0 MHGOPMALMOHO] de30eMHOCTY MOTHUBHIIE 3aIlI0C/ICHE [Ia YCBOje de3denHOCHO
OZITOBOPHA MOHAIIAKA, YMMe Ce TIoApKaBa ycKmaheHocT ca de3deHOCHNM TonMTIKama
(Puhakainen & Siponen, 2010). [TosuTrBaH rpynHu OpUTHCAK ¥ YIOTa IUfepa jadajy of-
FOBOPHO IIOHAIIAbe, JOK TNAEPCKHU IPUCTYIL Y CKIA/y Ca COLMOMOIIKIM IIPUHIINIINMA
MOXKe JOIIPUHETHU KOJIeKTUBHOj OATOBOPHOCTH 3a IPUAPKaBabe de30eTHOCHUX Mepa, 1IITO
je KJIbYYHO 3a ofp)kaBambe KyniType dezdenHocTn y opranusauyuju (Bhatti, Irfan, Ozturk,
2023; Misi¢ & Markov, 2012). beadegHoCHe Mepe IpefcTaB/bajy IPAKTUYHY MMIUIEMEHTa-
1ujy desdenHocHMX monuTrKa, 0de3dehyjyhn fa ce cmepHuLe u cTaHmapAy OpraHKsarnyje
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CIIPOBOJie KPO3 TEeXHUUKe, OpraHmsarote u ¢pusndke kourposne (Puhakainen & Siponen,
2010). IbuxoBa epMKaCHOCT 3aBUCHU Off CTelleHa YCKIaheHOCTN MOHAlIaba 3al0C/ICHUX
ca de3deHOCHIM NOMUTHKAMa, KOje je Y Be/IMKOj Mepy YCI0B/beHO CBelllhy 3all0CTIeHIX
o0 3Havajy nHpopmanyone de3degnocru. Kipyuna pasmmka usmeby desdegnocue mepe u
desdemHOCHe IpoTUBMepe je ia de3delHOCHe Mepe JieNyjy IIpeBeHTUBHO y CKIafy ca de-
30€JHOCHVM MONUTHKAMA, JOK de30eHOCHe IPOTUBMepe JIeTyjy Kao PeaKTUBHE aKiyje
KOje J{0/1a3e HAaKOH JeTeKI[yje IIPETbI VI NHIMAEHTA. YK/bydnBatbhe OBIX aclleKara y
MCTPaKMBAYKM MOJie/l oMoryhaBa MCIIMTUBambe TI0OCTAB/bEHOT ITPeIMeTa UCTPAXKMBamba.
ITpenMeT MCTpaXkMBamba je aHa/IM3a MOCPETHOT YTHUIIaja CTUIOBA pyKoBohema Ha
yckmaheHOCT MoHalIama 3al0C/IeHNX ca IIoMUTHKaMa nHpopManmoHe de3deHoCTn
IyTeM CBECTM 3aMoCeHNx o nHdopMaroHoj desdegnoctu. Kako Mopien ncTpakuparma
pasiukyje Tpu pakTopa Koja UiHe CBeCT 0 MH(POPMAIMOHO]j de3deqHOCTI U ABa CTUIA
JMfiepCTBa, HACTOjasIo Ce fla Ce MpeMeT UCTPaXKMBakba JOATHO KOHKPeTu3yje Kpo3 ¢o-
KyC Ha MOCPEeIHIYKM yTHUIIAj TPaHCHOPMALMOHOT MUAIePCTBA Ha yCKIaheHOCT moHalama
3aI0CTIeHNX ca 0e30eJHOCHNM MO/IUTIKAMA, IIyTeM jeflHOT (hakTopa CBecTy 0 MHPOpMa-
I[I0HOj 0€30eHOCTI — KOPUCT Off CBECTH 3aMOC/IEHNX O 0e30eIHOCHNM IIPOTUBMEpaMa.
XBM Mopen je MHUIIMjaTHO KOHIIMIIMPAH 33 aHAa/IN3Y IOHAllaba y 3APaBCTBY, a/ln
ce II0Ka3a0 Kao KOPMCTAH a/laT y UCTpakuBamwyMa nHpopMauoHe dezdegnoctu (Anuar,
Shah, Gafor, Mahmood, Ghazi, 2020). XbM mopen uctude akrope Koji 0ONMUKY]y IIOHa-
IIarbe [I0jefjIHALIA Y Be3) ca 3alITUTOM nHpopMarja, 4nMe ce 0TBapajy MoryhHocTu 3a
[IpUMEHY Y HAMEHCKOj MHAYCTpuji. Moen ncTpaxxnBama, Iprukasa Ha Cruny 1, Koju
cy passwiu Xymanuay u banakpuinnan (Humaidi & Balakrishnan, 2015), y mpegmeTHOM
MCTpaXMBamy IpuiaroheH je Hamenckoj nugycrpuju. Omoryhasa anannsy HaumHa Ha
KOj¥I Pas/IMYNTH CTUIIOBY pyKoBoDhema (TpaHCcaKIMOHM ¥ TpaHCHOPMAIIMOHM) YTUYY Ha
yckial)eHOCT IoHalIamba 3aoC/IeHNX ca de30eTHOCHUM MOMUTUKaMa ITyTeM CBECTM 3a-
HoCeHNX 0 MHpopMannoHoj de3demHOCTI (CBECT 0 030M/BHOCTH — CBECT 3alIOC/IEHNX O
BaKHOCTY MH(OPMaLVoHe de3defHOCTY 1 MOTeHIMjaTHUX ITOC/IEeUIIA KOje HealeKBaTHO
yipasipame desdeqHolnhy Moyke MMaTH Ha OpraHU3aINjy, CBECT O OCET/bMBOCTH — Pasy-
MeBambe 3aII0C/IeHNX KOje BpCTe nHPpopMaja Cy HoCeSHO OCeT/bIBe I1a UX je IOTPedHO
3aIUTUTH Off HeoB/alnheHor IPUCTYIIA, MAaHUITY/IALMje MM OTKPUBatbha, U CBECT 0 de3dep-
HOCHVIM IIPOTMBMepaMa — y HacTaBKy he durtu seta/pHO odjalrmeHo Kpo3 Bapujadye Koje
je unHe) u nepuunupanux dapujepa. TpaHchOPMALMOHO ¥ TPAHCAKIIVOHO TUEPCTBO Ce
IIOCMATPajy Kao er3oreHy KOHCTPYKTH, IepLUNupaHe dapujepe 11 CBECT 3aIOCTIEHNUX O
MHQOPMaLNOHOj 0e30eIHOCTI Kao MOCPeHMIY, a ycKIaheHOCT IoHalIama 3alI0C/IeHIX
ca 0e38eTHOCHMM MOINTYIKAMA K0 €H/JOTeH) KOHCTPYKT.
KoHcTpykT TpaHcdopmanuoHo mupepctBo unHe cnefehe Bapujadne (Humaidi &
Balakrishnan, 2015):
 MOj /ufiep Ipefy3uMa CTPOre Mepe IPOTHUB OHMX KOj! He IOIITY)y IOMUTUKY
nHdopMaimoHe desdefHOCTU OpraHusanyje,
* MOj NUJiep IIeHNU yCBajame NMPaBIIHOT IOHAIIakba y Be3u ca MHPOPMAI[MOHOM
desdepHourhy,
« MOj mupiep cMatpa fia he ce Moj pajHM y4MHAK OSOJBIIATY aKO YCBOjUM MPABUITHO
HOHalIambe y Be3u ca nHdopmauyonom dezdenHouhy.
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Bapnjadie koje 4nHe KOHCTPYKT KOPHCT Of CBECTH O de30eHOCHNM IIPOTUBMepaMa
(Humaidi & Balakrishnan, 2015):
* CBECTAH CaM Jia je IpyuMeHa MH(GOPMALNOHe de3deMHOCTU epMKACHA Y CMAbehY
dpoja de3deTHOCHNX MHLIN/IEHATA y MOjOj OPraHM3aIVju,
o CBeCTaH caM ja je nHbopMaloHa de3demHOCT eduKacHa Mepa 3allTITe TOfATaKa
Moje opranusanyuje,
* CBeCTaH caM Jia je kopuirhere jakux T03MHKY ePpUKACHO Y CIIpedaBarmy HeOBIa-
mheHor npucTyma,
e CBECTAH caM Jia pefloBHA IIPOMEeHa JI031MHKe e(UKACHO CIpeyaBa HeopyalnheHn
IPUCTYIL,
* CBECTAH CaM Jia je peloBHO Kopuinherwe aHTUBUPYCHOT IporpaMa e(pUKacHo y
3alTUTHU MOT padyyHapa,
* CBECTAH CaM Jia je peJOBHO aXXypHparme aHTUBUPYCHOT IporpaMa e(puKacHo y
3alITUTH MOT payyHapa,
« CBECTaH CaM Jia je CKeHMpabe JaToTeka ypebaja mpe ynorpede epykacHO y samTuTu
MOT padyHapa.
ITpeny3Hmju pe3yaTaTi NCTPKUBaba IIPON3/Iase U3 Ipunarohasara Mojiena cIie-
11IIHIM 3aXTeBMMA HAMEHCKe MHAYCTpUje, LIITO OCUTYpaBa ia pe3y/ITaTi UCTPAXKIBabha
Syny npuMeH/bMBY Y KOHKPETHOM KOHTEKCTY, a TO JOIIPUHOCH BIMHOCTH MOJiera.

METOI MCTPAXVIBAIbA

Ocnamajyhu ce Ha peneBaHTHe cTyauje mupepcTsa (Aarons, 2006) 1 Mozera yBeperba
o 3apasspy (Ifinedo, 2012), oBo ncTpaxkuBame mpornpyje mocrojehe 3Hame o hakropuma
KOj¥ yTUYy Ha IIOIITOBakbe de30eHOCHNX TONMNTIKA Y HAMEHCKOj MHAYCTPUju. Y CKIIajy
Cca [MOCTaB/beHVM IIPEMETOM U IIWJ/beM MCTPAXKIBakha, TOLIIO Ce IO OIIITE XUIIOTe3e:

OX: Csect 3anocneHux o de3denHocTu nHGOpMaLyja Iocpenyje y ogHocy nsmeby

CTUIIOBA pyKoBobemwa 1 yckmaheHOCTH MOHalIamba 3aI0CTIeHNX ca de3denHo-
CHUM IIOJIMTUKAMA Y HAMEHCKOj MHYCTPUjI.

Ha Cruny 1 ce Moxxe BupieTu ia Mofien npenBuba nocraspamwe 16 mocedHux xu-
notesa, MebyTum, MpeTxoaHoO je HaBefeH (HOKYC IPEMETHOT UCTPAXMBAA, KOjI X CBE
He npepsuba. Hakon HaBeeHNX TeXHMKa KOpUITheHUX y UCTpaXuBamwy, drhe HaBefeHe
noTBpheHe mocedue xumorese (of ucnuTaHUX 16) jep je ympaso jefHa mocedHa xumoresa
(I1X3) umm ucTpaxknpama, fok ra I1X16 gogatHo notsphyije.

Yrurauk Ciiunosu pykosoherva u ionauiaree ycainauiero ca Sesdegrouihty urngopma-
yuja: iocpegruuku epexaiti urgpopmavuone deadegrocitiu (Leadership styles and information
security compliance behavior: the mediator effect of information security) (Humaidi &
Balakrishnan, 2015) mpwarobet je cprickoM jesyky ca eHITIECKOT je3yKa. YIIUTHUK je IIOfe/beH
y nBa ofierbKa. [IpBu ofie/bak umHe eMorpadcka mnTama — CTapocCT, 0N 1 00pasoBame.
Ilpyru ofe/pak MpoLembyje CTUIOBE PYKOBODema, CBECT 3aI0C/IeHNX 0 NH(OPMAIIOHO]
desdenHocTy 1 yckmaheHOCT MoHalIakba 3anoceHnx ca de3degHOCHUM nonuTrkama. Ceu
nHAMKaTopu (27) y APyroM Ofie/bKy Cy MepeHU IIeTOCTEIIEHOM JIMKepTOBOM CKAajIoM, ca
PACIIOHOM 0ff jefiaH (YOIILTe ce He C/IaXKeM) [0 TeT (MIOTIIYHO Ce CTakKeM).
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Y3opak cy unHWM 3anocienn y Jyroummnopty — CIIIP, bopdenum crnosxerum cu-
cremnma, Kpyummky Bameo 1 Cnodonu All Havax, JOK je y30pak MCIMTAHMKA JleTa/bHO
npencTasbeH y Tadenu 1. Y uctpaxkusamy je yuecTBoBano 300 MCIUTaHMUKA.

IIpBo je cipoBesieHa Yoduuajena mertopna npucrpacHoct (Common-Method Bias
— CMB). 3atum, ciposepeH je XapmaHoB jegHodaktopcku tecT (Harman's single-factor).
Y IpefMeTHOM UCTPaKUBABY Hifje NAeHTI()UKOBaH JOMIUHAHTHY (aKTOp Koji odjalbaBa
Bumre o 50% BapujaHCe, IITO yKa3yje Ha TO Jla HeMa BUCOKe KOHI[eHTpaliyije BapujadymHo-
cTi Koja 81 Mora cyrepucary npucyTHoct CMB y noganmma. HegocTatak JOMMHAaHTHOT
¢daxTopa cyrepuiile ja HeMa jefMHCTBEHe IPUCTPACHOCTH Koja du Morma mponusahu us
MeTOfie IPUKYIUbaka MOflaTaKa UM JPYTUX 3ajefHNYKNX pakTopa. VgeHTndukopana
cy #Ba ¢pakTopa Koja odjalimaBajy sHa4ajaH Jeo BapyjadMIHOCTH, IITO yKasyje Ha CJIo-
xeHMje cTpykrype y moganuma (Tadema 2). IIpernegana cy dakropcka ontepehema,
xoMnosutHa noysganoct (Composite Reliability - CR) u n3By4yeHa npoceyna BapujaHca
(Average Variance Extracted - AVE), kako du d1ra npolierseHa KOHBEpreHTHA Ba/IMIHOCT.
VisBepeH je 3ax/pydak fa ¢y pakropcka onrepehersa 3a cBe pakTope BUIIIa OF IPEIOpydeHe
BpenHOCTHM 0of 0,5 — mocMaTpase Bapujadie odpo mepe marentHr daxrop. CR 3a cBakn
KOHCTPYKT IIpeniasy BpeHocT o7 0,7 IITO yKasyje Ha BUCOKY IOY3[JaHOCT Mepeiba JIATEHT-
HIX pakTOpa. KOMIO3UTHE MOy31aHOCTM 3a CBaKM KOHCTPYKT Cy ce KpeTaine of 0,835 o
0,943. AVE 3a cBaky KOHCTPYKT je By off 0,5 — mocMarpaHe Bapujadie odjalnmaBajy
3HaYajaH Jeo BapujaHce TaTeHTHOT (akTopa. AVE 3a cBaky KOHCTPYKT je Bumuy of 0,5, ITo
yKasyje Ha TO Jia IocMaTpaHe Bapujadie odjalImaBajy 3Ha4ajaH 1eo BapyjaHce IATeHTHOT
¢axropa. AVE KoHCTPYKT ce KpeTao of 0,559 0 0,797, KpUTUIHE BPEFHOCTU OCUTYPABAjy
Zla CKyIl MHAMKATOpa odjallmbaBa HajMame 50% MIU BUIIIe BapyjaHCe Y KOHCTPYKTY. OBI
pesynTaty moTBphyjy KOHBepreHTHY BaIMIHOCT MOJiea, LIITO MMIUIMIMPA Jja TOCMaTpaHe
Bapujadie odpo Mepe IaTeHTHM (AKTOP U [a MOZIEN HOoOPO OINUCYje eMIMpHjcKe MOfaTKe,
IITO la/be MMIUIMIIVPa Jia je paKTOpCKa aHa/lu3a HOTBpAHA (Mogier je fodpo yckiaheH ca
IoflallyMa) U Jia je TeOPUjCKU MOJieT KOjU TeCTUpPa BepOoCTOjaH U BasbaH. ClipoBefieHa je
Kponbdaxosa ancda yHyTpanime KOH3UCTEHIMje, KaKo O ce TIPOIIeHMIO KOMKO Cy CTaBKe
y ckanmu MehycodHo moBesaHe 11 KOH3UCTEHTHE Y Meperby UCTOT KOHCTPYKTA (IIPUKa3aHOT
Ha Crmuuy 1). Bpegnoctu cy ce kperarne ox 0,748 o 0,931, ogHOCHO TpaHCHOPMAIIIOHO
nupepcTBo Hocu BpepHocT 0,85, Tpancakimono mmnjgepctso 0,839, ceect 0 oceT/buBOCTI
0,846, cBect 0 03dmpHOCTH 0,862, CBecT 0 desdenHocHnM npoTrBMepama 0,871, mepuyumm-
pane dapujepe 0,931 u ycxmaheHocT noHamama ca deadegHocHNUM nonutukama 0,748. Ose
BPEJHOCTY Cy yKasasie la Cy CTaBKe y CKaJIii XOMoreHe 11 Todpo ycknmabene, Te fa 3ajemHo
YJHE [I0y3/laHy MEPHY jeIMHNUI]Y 3a IV/baHM KOHCTPYKT. Brcoka BpeHOCT IOY31aHOCTH
IIpy>Ka II0oBepelbe y Ba/baHOCT Pe3y/ITaTa UCTPaKMBamba KOji Ce TeMe/be Ha OBMM CKajlaMa.
[Mocnenmy Kopak je mpolieHa ANCKPUMUHATUBHE BaTUTHOCTH, YMji C€ Pe3yITaTy MOTYy
Bupetu y Tadenu 3. Pesynrar cyrepuiie fa ce CBaku KOHCTPYKT jaCHO pasIMKYyje Off ApY-
TUX, IITO IOTBpDHYje 1a Mepere Htje CKPYB/bEHO IPUCYCTBOM CYBUIIHNX Bapujadiu wim
IpeKTanameM KOHCTpyKara. OBYM je OCUTYpaHO fia BapHjadiie afleKBaTHO IIPOIEhYjy CaMo
OHO IIITO je HaMepaBaHo, de3 KoHPy3uje n3Mely pasmrunTnx koHcTpykara. HakoH oBora,
HEOIIXO/{HO je SUIO YTBPAUTH IVHeapHy Be3y n3Mel)y saBucHe 1 HesaBuCHe Bapujadie,
rzie je yrBpheHo fia Be3a jecTe muHeapHa, myTeM pacumama (Scatter plot). IlorBpheno je
ZIa je pacrofiena mojjaTaka HOpMasIHa, HAKOH yera je ypabeHa sqrt Tpancdopmanyja. Taga
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CY UCIIyBeHM IPefyCI0BY 3a IPOCTY JMHeapHy perpecujy. ¥ Tadenu 4 mory ce BumeTn
pe3ynTaTy perpecioHe aHam3e, e ¢y morsphene cienehe nmocedue xumorese, Koje npo-
n3nase n3 mojena Ha Ciaunm 1:

o [TX3 - ITocToju cTaTHCTUYKY 3HAYAjHa Be3a usMeby Bapujadimu TpanchopMartoHo
NNUIEPCTBO U KOPUCT Of CBECTH O 0e38eJHOCHNM IPOTUBMepaMa.

o [1X4 - TTocToju CTaTUCTUYKY 3Ha4YajHa Be3a uaMehy Bapujadmu TpaHcakImoHO
NMIEPCTBO U CBECT O 030V/BHOCTH.

o [IX5 - TTocToju CTaTUCTUYKY 3Ha4YajHA Be3a uaMehy Bapujadmu TpaHcakImoHO
JIUJIEPCTBO U CBECT O OCET/bUBOCTH.

o [IX7 - ITocToju CTaTHCTUYKM 3HaYajHa Be3a n3Mel)y Bapujadmu cBecT 0 0301MBHOCTH
u yckmaheHocT ca de3defHOCHNM MmOMUTHKAMA.

o [1X8 - TTocToju cTaTUCTUYKM 3Ha4YajHA Be3a u3Melhy Bapujadmu cecT 0 oceT/bi-
BoCTI 1 ycKkIaheHOCT oHamrama ca 0e30efHOCHNM HOIUTHKAMA.

o [IX14 - ITocToju CTaTMCTUYKY 3HavajHA Be3a usMehy Bapujadnm TpaHCAKI[MOHO
NUAEPCTBO U ycKIaheHoCT noHalama ca de3deHOCHNM HONMUTIKaMa, HocMaTpajyhn
Bapujadiry CBeCT 0 030M/BHOCTH Kao IIOCPEIHUYKY Bapujadiry.

« [IX16 - ITocToju cTaTMCTMYIKY 3HaUajHA Be3a usMeby Bapujadie Tpancdopma-
LYIOHO TUAEPCTBO U yckaaheHoCT noHalnama ca de30eJHOCHUM MONNUTUKAMA,
nocmarpajyhn Bapujadiry KOpUCT off cBecTH 0 8e30efHOCHNM IIPOTHBMepaMa, Kao
MOCPENHIIKY Bapyjady.

Ha ocHoBy mopataka u3 Taderne 4, Moxxe ce M3BeCTH 3aK/by4aK O IIOTBpheHOCTH ormiirTe
xumnorese. [1X3 ykasyje Ha CTaTUCTUYKM 3Ha4ajHy Be3y usMeby Bapujadie Tpancdopma-
LIVIOHO JINIEPCTBO ¥ KOPUCTH Off CBECTM 3aIIOC/ICHNX O de30e[HOCHUM IPOTMBMepaMa,
nok ITX16 ykasyje Ha CTaTUCTUYKM 3HauajHy Be3sy usMely Bapujadie rpancdopmalono
TUAEPCTBO U ycKmal)eHOCT TOoHaNTamka 3aII0C/IeHNX ca de3deTHOCHNM MONMNTHKaMa, TI0-
cMarpajyhu Bapujadiy KOPUCT Off CBeCTH 3aIOCTIeHNX O 0e30eHOCHIM IPOTIBMepaMa
Kao MefVaTVHT Bapyjadiry. OBUM je MICIYHeH /b UCTPAXIBAKbA, OFHOCHO JOKA3aHO je
fia TpaHC(HOPMALIVIOHO ITUAEPCTBO MMa IIOCPETHMYKN YTIIAj Ha YCKIaheHOCT MoHaamka
3aII0C/IeHNX Ca de38eIHOCHUM MOINTUKAMA II0CPECTBOM KOPUCTH OF, CBECTI 3aII0CTIEHIX
0 de3denHocHuM npoTtuBMepama. Y II1X3 TpanchopMannoHo 1uaepCTBo je I0CMaTPaHo
Ko He3aBJICHA, 0K je yCKIaheHOCT NOoHAIIamba 3aII0C/IeHNX ca de30eJHOCHNM IO TIKaMa
IIOCMaTpaHa Kao 3aBUCHa Bapujadia, Ipu demy je 94,1% Bapujanuje y 3aBICHO]j Bapujadin
00jalllbeHO He3aBIICHOM, IITO ce MO>Ke BUIeTH Ha OcHOBY P kBapipatse (R square) BpemHOCTH
u3 Tadene 4, xoja nsHOCcK 0,941. Y IIX16 je TpanchOpMaLVIOHO MMAEPCTBO IOCMATPAHO
Ka0 He3aBJCHA, YCK/Ial)eHOCT IToHalIama 3a10C/IeHNX ca de3deTHOCHUM MOMNTHKaMa Kao
3aBIICHA, a KOPVCTH Off CBECTH O de30efHOCHIM IIPOTUBMepaMa Kao IOCPeIHIYKA Bapu-
jadma, mpu yemy je 78,9% Bapujanuje y Bapujadnu yckmaheHoCT moHalnama 3aoCcIeHnx
ca de3deHOCHNM TTONMTUKAMA 0jallibeHO BapujadioM TpaHCPOPMALMOHO TUEPCTBO
U BapujadlioM KOPUCTHU Off CBECTY 3aIIOC/IEHNX O 0e30eTHOCHUM IpoTuBMepaMa. Tume
CY MCIYIeHU CBU YC/IOBU 3a cripoBobeme Crosstab anamise koja he ugentudukosatn
Bapujadie Koje Cy MCIUTAHNIY OLEHV/IN HAjHIDKUM OLjeHaMa, ITO Cy odnactu Koje he
duty upeHTN(UKOBaHe Kao K/by4He Tadke 3a yHanpebheme.
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PE3YJIITATU NCTPAJKMBAIbA

Crosstab ananmsa je omoryhma nctpaxuparme OBe3aHOCTY KaTeTOPUIKYX Bapyjadim
U IPY>KIMJIa YBMZIE Y OHAIIakbe U KapaKTepUCTIKe VCTpaKuBaHe nonynanyje. Y Tadenu
5 cy npukasanu pesyntatu Crosstab aHanmmse. Y JTadenu 5 cy usocTaB/beHe CTaTUCTUYKU
3HauajHe 3aBMCHOCTY Y KOjUIMa Ce HajBUIIIe CIIMTAHMKA Y TIOTIIYHOCTH C/IaXKy ca 0da CTaBa,
TOK Cy UCTaKHYTe CBe OCTaJle CTATYCTUYKM 3HaYajHe 3aBYCHOCTL.
YTBpheHo je 1a MOCTOjM CTATUCTMYKY 3HAYajHA 3aBUCHOCT Kafia je y IMTamY CTaB ,MOj
NUiep Me CTalTHO MOTUBMIIIE [Ia Ce IPUApKaBaM MOMUTHKe MH(POpMaLoHe de30eHOCTI
Hallle opraHmsanyje” u crefehnx craposa:
e CBECTaH CaM Jia je Kopuirhemwe jaKuX TO3MHKN epUKACHO y CIIpeYaBarby HEOBIa-
mwheHor npuctyna (p — Bpegnoct = 0,000) (1),

 CBECTAH CaM Jia je peJOBHO aXXypMpame aHTUBUPYCHOT ITporpaMa e(pUKacHo y
3aIUTUTU MOT padyHapa (p — BpegHoct = 0,000) (2),

« CBECTaH CaM Jia je CKeHUpame laToTeka u ypebaja mpe ymorpede eduxacho y 3a-
IITUTU MOT padyHapa (p — BpegHocT = 0,000) (3).

IMako BehyHa McuTaHMKa IeTMMIUYHO TTOAPXKaBa CTaB Jia X IVMAepY MOTVBUIITY A2
ce puApKaBajy 0e30efHOCHUX MOMUTHKA, MOXe Ce YBUMIETU Jja ICTOBPEMEHO MOCTOju
BIUCOK HIBO IOJIPIIIKe 3a IpujpxaBame ofpehennx desdennocHux mpotusMepa. OBo
cyrepuire fa du $oKyc nujepa Ha IOACTUIIAY MOMTOBama 0e30eTHOCHNX MOMUTHKA
MOTa0 SUTH Off K/byIHOT 3HaYaja.

Ca zmpyre cTpaHe, yTBpheHO je fa MOCTOjM CTATMCTUYKY 3HAaYajHA 3aBUCHOCT Kajla
je y mUTamYy CTaB ,MOj TUjiep HEIPeCTaHo Tpara 3a yHanpehewuma y nomurumy uadop-
ManyoHe desdegHocTu opranmsanuja“ u cnegeher crasa:

« CBECTaH CaM Jia je CKeHUpame laToTeka u ypebaja mpe ymorpede eduxacho y 3a-

IITUTM MOT padyHapa (p — BpegHocT = 0,000) (4),
« CBECTaH CaM Jia je IpMMeHa MHQOPMAIOHe de3deqHOCTU eUKacHa Y CMabery
dpoja de3demHOCHNX MHIMAIEHAaTa Y MOjoj opranmsanyja (p — BpegHoct = 0,000) (5);

Kao I ,MOj /Ifiep Me KOHTMHYMPAHO efyKyje O 3Hauajy IpyMeHe MOMMTUKe MHPOPMaIOoHe
desdennoctu y opranusanuju” n cnefehux craBosa:

* CBECTAH caM Jja pefloBHa IIPOMeHa JI03MHKe epUKacHO cipedaBa HeosialnheH
npuctyn (p - Bpegroct = 0,000) (6),

o CBECTAH CaM Jia je CKeHuparbe fatoreka 1 ypebaja mpe ynorpede edukacHo y 3a-
IITUTU MOT padyHapa (p — BpegHocT = 0,000) (7).

OB JieTa/bHIj 1 YBUAY OCBET/BABAjy CTIOKEHOCT [OBe3aHOCTH M3MeDy cTaBa muzepa,
KOPUCTH Off CBECTH 3aMOCTIEHNX O de30eHOCHIM IIPOTUBMepaMa 11 ycKiah)eHoCTH IToHa-
IIama 3al0CIeHNX ca e3defTHOCHNM MmoNMuTNKaMa. YTBphuBame oBux Besa omoryhasa
opraHmsaljama ia npenyusHyje uieHTurKyjy odnactu 3a modobliiare 1 pasBujy LyjbaHe
cTparernuje 3a yHanpebeme dezdenHoCcHe KynType.
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IMCKYCHJA

Ha ocnoBy fodujenux pesynrara Crosstab ananuse 3a craBose (1), y Tadenu 5 ce
MOXKe BUJeTH fa je 62 of 300 ucnuraHuKa AeIMMIYHO IIOAPIKAJIO IIPBU CTaB, IOK Ce y
MOTIYHOCTU CIakKe ca pyruM ctapoM. OBo 4MHM HeluTo Bulle off 20% MCIUTaHMKA KOju
I0Ka3yjy BIUCOK HIBO CBECTH O B&)KHOCTH jaKMX JIO3UHKM, iyt ocehajy JemMMIIHy MOfpIIKy
JMpepa y moriefy MoTuBaluje 3a yckaaheHoCT moHararma ca §e30efHOCHIM IOUTUKaMA.
OBo cyrepriile fa 3aII0C/IEHN MIMajy CBECT O KOHKPETHUM Je30eIHOCHUM MPOTUBMepaMa,
anu HUXoBa MOTUBALMja Off CTPaHe JIMJiepa OCTaje Ha YMEPEHOM HUBOY, IITO YKa3yje Ha
HOTeHIMjaIHy 00acT 3a yHanpebeme y BUAy jadama TpaHCPOPMALMOHOT TUAePCTBA.
Beha yxpydenoct mupepa du Mora noguhy HUBO MOTMBALIVje 3aII0CTIEHNX 1 YHAIIPEI-
TI ycKnabeHoCT noHamama ca de3degHocHyM nonmurukaMa. Kako naBoge XodHajcrep n
cap. (Hoftneister et al., 2014), miuepu koju OKa3yjy nueanu3obaHe aTpudyTe, HOCTIDKY
dorbe pesynTate y cMuCITy 0e30efHOCT Ha pafHOM MECTY jep 3aIlOC/IeH) BUILIE MOIITY)Y
de3deHOCHE IONMMTHKE KaJja Cy MOTMBUCAHM TaKBYM JIMfiepyMa. 3ajlaTak Iporpama pa-
3BOja muaepcTBa Tpeda fa dyne yHampeherme MojenMHaYHNX eleMeHaTa TMAEPCTBa, Kao
IITO Cy OCHOBHE BPEHOCTH, IIOHAIIakha Koje IPOMOBUITY 0e30e[HOCT U IO CTUIIabe
yckmabenocTn noHamama ca de3deHocHuM nonutukama. Hapasbe, aHamisa sa cTaBoBe
(2) moxasyje fa je HajBuIle MCIUTAHNUKA (63) M3PASIIO JEMMMUYHY CATTIACHOCT Ca IIPBUM,
a IIYHY CaIlacHOCT ca [PYITUM CTaBOM. YIIPKOC TOMe IITO 3aIlOCTIEHN Y BENMKOj Mepu
IPeIo3Hajy epIKACHOCT PeIOBHOT AXXyPHpamba aHTUBUPYCHOT cOPTBepa, MOTUBALINjA O
CTpaHe nujepa ja ce IPUAPIKaBajy OBUX 0e30eJHOCHNUX IPOTUBMeEPA OCTaje Ha YMepPEeHOM
HIBOY. JIupiepy MOTy KOPUCTUTH CTpareruje Koje yKpydyjy demrhe nogcehare Ha 3Hadaj
aXypupama de3deHOCHIX cucTeMa 1 00yJaBarbe 3all0CIeHIX O PU3UIIVIMa KOji IPou3/Iaze
U3 Hea)XypUpaHUX aHTUBUPYyCcHMX nporpama (MacMillan, 2021). Cneneha ananusa (3),
rzie je 45 op 300 ucnMTaHMKA IETIMMUYHO CaIJIacCHO ca 0da cTaBa, IIpy>Ka YBUJ, Y YMEPEHY
MOTHUBALMjy OF] CTpaHe JIUJepa ¥ YMEPEHY CBECT 3alIOCTIEHMX O BaKHOCTH OBe de30eHOCHe
npoTuBMepe. 3aloC/ieHN pa3yMejy 3Ha4aj CKEHMpPamba, alli He Jodujajy OBOLHO MOfIP-
IIKe M MOTMBALUje Off TUjiepa 3a OCTIeAHY IpUMeHy oBe de3demHocHe mporusMepe. OBO
ce MO>Ke ITOOO/bIIATI KPO3 MOACETHIKE 0 BaKHOCTH de3ddenHocHe nomuTrKe (Johnson,
2024). Jama anannsa (4) mokasyje aa ce 50 McnuTaHMKa y IOTIYHOCTH CIaXKe ca IPBUM
CTaBOM I [IeIMMUYHO ca APYyruM. Bucoka noppiika IpBoM CTaBy IOKasyje /la 3all0C/IeHN
IIPeIIo3Hajy HAIlOp /Mfiepa fia yCK/Iaje MOHalIamba ca de30eJHOCHUM IIO/IMTUKAMA, LITO
je mo3UTUBaH MHAMKATOP HocBeheHOCTN MUAEepcTBa NMH(GOPMALOHOj de30efHOCTH.
CoLMoNIOUIKY aCHEKT IMJIEPCTBA KOjI Ce OITIEfla y jaCHOj KOMYHUKALIMj!U U CTa/IHOj efy-
Kanmju, Tpeda fa dyae ycMepeH Ha KOHKpeTHMje aKIyje ¥ eMKaCHNjy MMILIeMEeHTaIjy,
KaKo QM CBeCT 3aIl0C/IeHNMX 0 MHPOopManmoHoj de3denHocTy dwra gomaTHo nosehana (Hu,
Dinev, Hart, Cooke, 2012; Kesi¢, Radojevi¢, Dzeletovi¢, 2022; Luknar, 2022). YrBphena
CTaTMCTIYKY 3HayajHa Beda naMeby craBosa (5), mpu 4emy je 42 MCHUTaHNUKA U3PA3IIIO
MOTIIYHO CIaTame ca MPBUM CTaBOM U JIEMMMUYHO Carame ca IpyIM, OTKpUBa Infep-
CKe yJIoTe y IIOfjU3atby CBECTY 3allOC/ICHNX U yKasUBamwby Ha KOPUCTY OF de38eTHOCHUX
nporyuBMepa. Vnak, unmeHnIa 1a ce 42 UCIMTAaHMKA JITMMITYHO ClIaXe ca euKkacHoIhy
nprMeHe de3deJHOCHNX IIPOTUBMEpA y CMakbelby MHIMIeHaTa CyTepHuIlie la MaKo JIMAepCKa
HOJpIIKA TOCTO]j !, 3aIIOCTIEHN MOXK/]a HUCY Y TIOTITYHOCTY yBepeH! Y e(pMKACHOCT CaMMX
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de3denHOCHUX MpOTUBMepa y Ipakcu. AHanu3a cTaBoBa (6), Ifie je 42 MCIIMTaHUKA U3pa-
310 MOTIIYHO C/Iararbe ca IIPBYUM CTaBOM I Je/IMMIYHO C/Iarame ca [PYIiM, yKasyje Ha
crienm¢uuHe 13a30Be Y IpuMeHM de3deHOCHUX IpOoTHBMepa Mehy 3anocnennma. Jako
3aII0CTIEHM BYICOKO BPEHYjy KOHTUHYUPAHY efyKalujy Kojy UM IIpy>Ka ITujep, BbIXoBa
IeMMMMUYHA MOAPIIKA UiejIi O BAXXHOCTHU PefOBHE IIPOMEHE JIO3MHKM CYTepHIIIe 1a MOXK/a
HICY y HOTIIYHOCTH CBECHU NOTEHIIMja/THIX PU3NMKa II0Be3aHNX Ca CTaTMYHMM J03MHKaMa.
Amnanmsa craBosa (7), 52 UCIIUTaHMKa Ce IMTMMIYHO CTaKy ca 00a CTaBa, yKasyje Ha u-
HaMMKy n3Meby emykarnuje Kojy muepy Ipy»ajy ¥ CBECTI 3allOCTIEHNX O de30efHOCHUM
Mepama. Jako ce Benuky dpoj MCINTAHUKA JeTMMUYHO C/IaXKe Ca OBMM CTaBOBUMA, OBO
II0Kasyje [a IIOCTOjI CBECT O BXHOCTH CKeHMpama ypebaja mpe ymorpede, anu moxzaa
¥ HeJlOCTaTaK MOTIIYHOT IIOBePetba MM aHI)KOBalba y IPUMeHM oBe de3deHOCHe mpo-
TBMepe. PesyTaT MoXKe yKasuBati Ha TO fia effyKaljyja Iiuepa Huje JOBO/bHA fja O ce
MOCTHUIJIA TOTITYHA CAaITIACHOCT ca cBUM de3defHOCHUM IpoTuBMepama. JIugepu Tpeda
Zla IpUJIaTofie CBOj CTU/ pyKoBobema Ha HauMH Koju he T0do/pIIaTy CBECT 3alI0CTIeHNX O
desdennocunm mporusmepama (Zhu, Feng, Lian, Tsui, 2023). To ce OfHOCK HA aKTUBHY
" KOHTMHYUpaHy KOMYHUKAIMjy KoOja je ycMepeHa Ha odjallliberbe CBaKe IPOTUBMEpE 1
IbeHe BaKHOCTH 3a de3demHocT opranmsanyje. Ly u cap. (Zhu et al,, 2023) npenopyuyjy
NMuAepuMa fia pasBujajy KyITypy Koja IieH! MHPOPMALMOHY de30efHOCT Kao KIbyIHM
elleMeHT OPraHM3aIMjCKOT yCIexa, rfie he samocnenn oceharu ogrosopuoct u yveuthe y
yHanpebemny de3denHoCHNX mONMMTHKA.

3a ycnex y npuMeHr nHpopManoHe de38eIHOCTI HeOIIXOHO je [a JIUiepy He CaMo
nopctudy Beh 1 akTUBHO pas3B1jajy KYATYpy Koja BpenHyje MH(popMannony de3defHOCT
Kao0 K/bYYHIU €/IeMEHT OPTaHM3aIMjCKOT YCIIeXa, CTBapajyhi okpyxKemwe y KojeM 3aIl0C/IeH N
ocehajy ogroBopHocT 1 y4eithe y modospiamy de30eIHOCHNX TTOUTHKA.

3AK/bYYAK

Pesynratu ucTpakuBama ykasyjy Ha 3HadajHy Be3dy usMehy rpancdopmarionor
NUpiepcTBa U yCcKIaheHOCTY ToHallIamba 3al0CeHNX ca 0e30efHOCHNMM MOTUTHKAMA, TI0-
CPEICTBOM KOPUCTH Off CBECTH 3aIIOCTIeHNX 0 0e30eJHOCHIM MepaMa, y3 IPEeNnopyKy 3a
IOfIaTHe HAIIOpe KaKo O11 ce MOCTHUITIA HOTITYHa ycKtaheHOCT moHamrama ca cBuM de3def-
HOCHMM nojmTuKaMa. bynyha ncrpakuBama Mory odyxBatutu GakTope Koju yIidy Ha
yHampebherme KOMyHMKalyje pusyKa Kpo3 KOHKpeTHe puMepe de3deIHOCHVX MHIIieHaTa.
JTupsepuma ce mpenopydyje fa MOTUBMUINY 3allOC/IeHEe KOHTVHYMPAHUM eyKaTUBHUM
aKTMBHOCTHUMA, Kao IITO Cy PaJMOHMUIIE, a TI0CedHO CUMYIIalje Koje IIPUKa3yjy peanHe
pU3UKe U IIOC/IEULIE HeyCIlexa y IpuMeHu de3defHoCcHNX mpoTuBMepa. OBaKaB IPUCTYII
MO>Ke JonpuHeTH Behoj cBecTy 3aII0C/IeHnx 0 KopucTuMa off 0e30e[HOCHIX IPOTUBMepa
u nosehatu gocnegHOCT y BUX0BOj puMeHy. OrpaHnyerba CIIPOBEeSeHOT UCTPAKBAbA
YKIbYUYjy HEKONMKO acliekara Koju Tpeda jja Oyfy pasMOTpeHM y KOoHTeKcTy dymyhux
crymuja. Ysopak of 300 ncnmuTaHmuKa, MaKo pernpe3eHTaTNBaH 3a HAMEHCKY MHYCTPHjY,
MO>Ke SUTH OTpaHUYeH y CMUCITY OIICeTa Pas3IMINTIX MHAYCTPHja, IITO MOXKe YTULIATY Ha
YHUBeP3alHOCT pedynrara. CrenpuIHOCTY Pa3IMINTUX CEKTOPA W/IM BeIMYIHA Opra-
H3all}ja MOTY JOBECTH [O Pas3/IMYUTUX CTAaBOBA I IPAKCY Y Be3U ca MHPOPMAIVIOHOM
desdennomrhy. Hagasmbe, mpenopydyje ce ncTpakuBambe HaulHa Ha KOjU TEXHOJIOTMje Kao
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IITO Cy BEIITAauKa MHTEMUTeHIMja VM S/IOKYejH MOTY YTHUIaTH Ha epuKacHOCT nHdopMa-
IoHe 0e3deMHOCTH U MMiepCKe YIoTe Y TUM IpoliecuMa. KoHauHo, BaXKHO je MCTpakuTn
He CaMO MOTHBALMjy 3amociennx Beh u Mexanusme koju omoryhasajy ogpxxaBame 1
yHampeheme MOTuBanMje Ha JIyTe CTase.

Ha ocHoBY aHanmmse pe3ynTaTa NCTpaX1MBamba O ITOCPETHOM YTHIIAjy TpaHChopMa-
LIMOHOT JINfIePCTBa Ha ycKIaheHOCT MOoHallIaba 3aII0C/IeHNX ca §e30eHOCHOM MOTIUTUKOM,
TIOCPEZICTBOM KOPHCTH Off, CBECTH 3aIIOC/IEHNX 0 0e30efHOCHNM IIPOTMBMEepaMa, MOXKe ce
U3BECTY 3aK/by9aK Jla aHA/IM3MPAHM CTaBOBY VIMajy 3Ha4YajHe COLMOMIOUIKE ACIIEKTE KOjU
ce MOTy IPMMEHUTHU Y KOHTeKCTY MHAYCTpuje MehyHapoiHe TProBiHe IperusHoM Mexa-
HyKoM. OBO HCTpaXKuBambe Ipy)Ka yBUJ, y MehycodHy ycmoB/beHOCT Kby4HMX Bapujadmiu,
uctrayhn fa BaXHOCT MMepcKe MOTHBAIMje Y IOACTUIIAKY YCKIaheHOCTH TToHaNTamba
3aII0C7IeHNX ca 0e30eTHOCHMM TTONMMTHUKAMA TIPEfICTaB/ba COIMOIONIKM ACIIEKT OpTaHM3a-
1yuoHe Kynrype. J/lugepn od/mKyjy BpefHOCTH U IPHOPUTETE YHYTap OpraHu3aluje, Ipu
YeMy HBUXOB IPYMMep ¥ HOpPIIKa U3BpIIaBamky de30eTHOCHUX IPOTUBMepa AMPEKTHO
yTU4y Ha CTaBOBE 3aII0OCTIEHUX.

Enyxaryja muzepa o 6e30eTHOCHIM MONMTHUKAMA jaua HBIXOBY CTIOCOOHOCT MPEeHOIIeH:a
BKHOCTH Oe30eTHOCHMX Mepa Ha 3aIloC/IeHe, IITO je Off TT0CeOHOT 3Havaja y T7I0daTHOM
OKpY>KElbYy Ca Pas/IMIUTUM KYITypaMa U 3aKOHOJABHUM OKBMPUMA. Y MPELU3HOj MEXaHUIY,
KOja ToffpasyMeBa OceT/buBe MOfaTKe ¥ KPUTUIHY TOTpedy 3a OUyBameM MHTETpUTeTa
noflaTaka, KOHTMHYVPaHa nsrpajmba 0e30eTHOCHe KyNType IOCTaje K/byJHa 38 CUTYPHOCT
U Ofip)XKaBambe ToBepera y Mel)yHapoiHIM MOCTIOBHIM OKPYKemhIMa.
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Abstract: In the digital age, information security is gaining greater importance, especially
in dedicated industry. This study investigates the relationship between leadership styles and
employees’ behaviour compliance with security policies. The aim of the study is to analyze
the indirect effect of transformational leadership on employee compliance with security
policies, through the benefits of employees’ security countermeasure awareness. The HBM
model, adapted to dedicated industry, was used. The study involved 300 respondents from
four companies. Dependencies between leaders’ motivation and employees’ awareness of
security countermeasure effectiveness were identified. The results indicate key points for
improvement, emphasizing continuous education and motivation of leaders in building a
security culture, which is essential for success in international trade in precision mechanics.

Keywords: information security, dedicated industry, leadership styles, security aware-
ness, security measures

INTRODUCTION

In today’s digital context, information security is gaining greater importance, par-
ticularly in those sectors relying on electronic data processing, e.g., dedicated industry.
Leadership styles in this industry play an important role in shaping employees” awareness
of information security importance, which may affect their behaviour compliance with
security policies (Jevti¢ & Alhudaidi, 2023). So far, studies have insufficiently explored
the mediator effect of leadership styles on employees’ behaviour compliance with security
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policies through employees” information security awareness, particularly in dedicated in-
dustry. The research conducted by Humaidi and Balakrishnan (2015) is directed towards
exploring the mediator effect of leadership styles on employees’ behaviour compliance with
security policies, but in the healthcare sector. Their research shows that severity awareness
and benefit of security countermeasure awareness as two of the three elements of employ-
ees’ information security awareness (Figure 1), are important for employees’ behaviour
compliance with security policies. The HBM model structure (Figure 1) is made of two
leadership styles — transformational (which inspires and motivates employees through
vision and changes) and transactional (focused on rewarding and punishing for achieving
specific goals), three elements of employees’ information security awareness (severity
awareness — employees understand the meaning of information security and consequences
of omissions; susceptibility awareness — employees understand what information requires
special protection; benefits of employees’ security countermeasure awareness — better risk
prevention with the maintenance of organizational security) and employees’ behaviour
compliance with security policies (employees adhering to security policies in everyday
activities). In the study conducted by Raheli et al. (2020), the researchers tried to explore the
manner in which elements of employees’ information security awareness affect incentives
for water conservation. Lordo (2018) provides the analysis of the existing state of interdis-
ciplinarity and the need for developing an interdisciplinary theory, while trying to use the
Health Belief Model (HBM) which he considers limited in the application scope due to its
constructs. Through his comprehensive research and his interdisciplinary approach, in the
implications for further research, Lordo advised researchers to use HBM in their exchange
of knowledge for the purpose of resolving some of the greatest societal challenges. HBM can
fully explain the complexity and multidisciplinarity of individual behaviour (Yazdanpanah,
Komendantova, Shirazu, Linnerooth-Bayer, 2015), and that is why a conclusion is drawn
that HBM is an adequate research model because it can explain why individuals choose
not to practise preventive behaviour.

The subject research is aimed at analyzing the indirect effect of the transformational
leadership style, as one of the two leadership styles stipulated by the research model, on
employees’ behaviour compliance with security policies through the benefits of employees’
security countermeasure awareness, as one of the three factors of employees’ information
security awareness stipulated by the research model shown in Figure 1. Efforts are made
to make these findings useful to fellow researchers, organization management, as well as
information security experts, enabling them to improve information security management
strategies and to increase security in their organizations.

THE EFFECT OF LEADERSHIP STYLES ON EMPLOYEES’
BEHAVIOUR COMPLIANCE WITH SECURITY POLICIES

While external threats have been the traditional focus of security efforts, research
shows that internal threats have become the most important source of risks to organizations
(Ahmad, Desouza, Maynard, Naseer, Baskerville, 2020; Diesch, Plaff, Krcmar, 2020; Da Veiga,
Astakhova, Botha, Herselman, 2020; Hugles-Lartey, Botchey, Qin, 2021). Internal threats
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derive from human errors, negligence, social norms, or deliberate omissions of employees in
an organization (Jevti¢ & Raut, 2024). James MacGregor Burns was the first to introduce the
concept of transformational leadership, where he distinguishes transactional leadership, which
is close to classical management, and transformational leadership, which involves followers’
vision, inspiration and motivation to achieve higher levels of commitment in creativity (Burns,
1978). Bernard Bass expanded this theory and investigated how transformational leaders might
affect individual performances, as well as organizational results. His paper clearly emphasizes
that transformational leaders combine management tasks with leader characteristics, i.e., that
the transformational style does not reject management activities (managerial activities), but
complements them with leader elements in order to achieve profound changes in the organi-
zation (Bass, 1985). The theories proposed by Burns and Bass show that the transformational
style integrates managerial tasks with leader abilities, making it a hybrid approach efficient in
the context of organizational changes. In this context, the leadership style in the organization
plays an important role in promoting employees’ information security awareness (Humaidi
& Balakrishnan, 2015). Sociological theories of leadership provide deeper understanding
of the manner in which various leadership styles may affect social relations and collective
behaviour of employees in in dedicated industry (Bolden, Gosling, Hawkins, 2023; Hirschi,
2015; Cook, Cheshire, Gerbasi, 2018). Sociological aspects of management, such as social
norms, group relations, culture and organizational values further affect employees’ behaviour
compliance with security policies (Morris, Hong, Chiu, Liu, 2015). Security policies define
the framework of rules, procedures, measures and controls applied by an organization for
the purpose of protecting its information systems. Employees’ behaviour compliance with
security policies depends on their information security awareness, which is relevant for re-
ducing the possibility of human errors that threaten such security (Von Solms & Von Solms,
2004). A higher level of employees’ information security awareness motivates employees to
adopt security-responsible behaviours, which supports compliance with security policies
(Puhakainen & Siponen, 2010). A positive group pressure and leaders’ role strengthen
responsible behaviour, while the leaders’ approach in line with sociological principles may
contribute to collective responsibility for adhering to security measures, which is crucial for
maintaining cultural security in an organization (Bhatti, Irfan, Ozturk, 2023; Misi¢ & Markov,
2012). Security measures are the practical implementation of security policies, ensuring the
implementation of guidelines and standards of organization through technical, organizational
and physical controls (Puhakainen & Siponen, 2010). Their efficiency depends on the level
of employees’ behaviour compliance with security policies, which is largely conditioned by
employees’ awareness of the importance of information security. The key difference between
security measures and security countermeasures is that security measures act preventively
in compliance with security policies, while security countermeasures are reactive actions
following after the detection of threats or incidents. Including these aspects in the research
model ensures the examination of the established research subject.

The research subject is the analysis of the indirect effect of leadership styles on employees’
behaviour compliance with information security policies through employees’ information
security awareness. Since the research model distinguishes three factors involving informa-
tion security awareness and two leadership styles, efforts were made to specify the research
subject further through the focus on the mediator effect of transformational leadership on
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employees” behaviour compliance with security policies through one factor of information
security awareness — benefit of employees’ security countermeasure awareness of.

The HBM model was initially devised for analyzing behaviour in healthcare, but
it has proved to be a useful tool in the research into information security (Anuar, Shah,
Gafor, Mahmood, Ghazi, 2020). The HBM model emphasizes the factors shaping indi-
viduals’ behaviour in relation to information protection, thus opening possibilities for the
application in dedicated industry. The research model, shown in Figure 1 and developed by
Humaidi and Balakrishnan (2015), is adapted to dedicated industry in the subject research.
It enables analyzing the manners in which various leadership styles (transactional and
transformational) affect employees’ behaviour compliance with security policies through
employees’ information security awareness (severity awareness — employees’ awareness of
the importance of information security and potential consequences of inadequate security
management may have on an organization; , susceptibility awareness — employees” under-
standing of the type of information that is particularly sensitive and needs protection from
unauthorized access, manipulation or disclosure, and security countermeasure awareness
- below, it will be explained in detail through the variables making it) and perceived barri-
ers. Transformational and transactional leadership are seen as exogenous constructs, while
perceived barriers and employees’ information security awareness are seen as mediators, and
employees’ behaviour compliance with security policies is seen as an exogenous construct.

The transformational leadership construct consists of the following variables (Humaidi
& Balakrishnan, 2015):

« My leader undertakes firm measures against those who do not adhere to the organ-

ization’s information security policy,

« My leader appreciates the adoption of proper behaviour in relation to information

security,

o My leader believes that my work performance will improve if I adopt proper be-

haviour in relation to information security.

The variables making the construct of the benefit of security countermeasure aware-
ness (Humaidi & Balakrishnan, 2015):

« I am aware that the application of information security is efficient in reducing the

number of security incidents in my organization,

« I am aware that information security is an efficient data protection measure in my

organization,

o I am aware that the use of strong passwords efficiently prevents unauthorized access,

o I am aware that changing the password regularly will efficiently prevent unauthor-

ized access,

o I am aware that the regular use of an anti-virus program will efficiently protect my

computer,

o [ am aware that updating the anti-virus program regularly will efficiently protect

my computer,

o [ am aware that scanning files and devices before its use will efficiently protect my

computer.

More precise research results derive from adapting the model to specific requirements
of dedicated industry, which ensures the applicability of the research results in a specific
context, thus contributing to the model validity.
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RESEARCH METHODOLOGY

Relying on the relevant studies on leadership (Aarons, 2006) and the Health Belief
Model (Ifinedo, 2012), this research expands the existing knowledge of the factors affecting
the adherence to security policies in dedicated industry. In line with the established research
subject and aim, the following general hypothesis has been reached:

GH: Employees’ information security awareness mediates in the relationship be-
tween leadership styles and employees’ behaviour compliance with security
policies in dedicated industry.

In Figure 1, it is possible to see that the model envisions the proposal of 16 special
hypotheses; however, the focus of the given research is first stated, which does not envision
all these hypotheses. After the above-listed techniques used in the research, the special hy-
potheses that have been confirmed will be given (out of a total of 16 analyzed hypotheses)
because one of them (ITX3) is exactly the research aim, while ITX16 confirms it further.

The questionnaire Leadership styles and information security compliance behav-
iour: the mediator effect of information security effect of information security (Humaidi &
Balakrishnan an, 2015) has been adapted from Serbian into English. It is divided into two
sections. The first section contains demographic questions - age, gender and education.
The second section assesses leadership styles, employees’” information security awareness
and employees’ behaviour compliance with security policies. All 27 indicators in the second
section are measured by the five-point Likert scale, ranging from one (I strongly disagree)
to five (I strongly agree).

The sample included the employees of Jugoimport - SDPR, Borbeni slozeni sistemi,
Krusik Valjevo, and Sloboda AD Cacak, and the detailed sample is shown in Table 1. The
research involved 300 respondents.

The Common-Method Bias (CMB) was first applied, and then Harman’s single-factor
test. In this research, no dominant factor has been identified accounting for more than
50% variance, which indicates that there is no high concentration of variability that could
suggest the presence of CMB in the data. The absence of a dominant factor suggests that
there is no single bias that might derive from the data collection method or other common
factors. Two factors have been identified that account for a substantial part of variability,
which indicates more complex structures in the data (Table 2). Factors loadings, Composite
Reliability (CR) Average Variance Extracted (AVE) have been examined in order to assess
convergent validity. The conclusion has been drawn that factor loadings for all the factors
are higher than the recommended value of 0.5 - the analyzed variables measure the latent
factor well. CR for each construct exceeds the value of 0.7, which points to high reliability
of latent factor measurement. Composite Reliability for each construct ranges from 0.835
to 0.943. AVE for each construct is higher than 0.5 - the analyzed variables account for
a substantial part of the latent factor variance. AVE for each construct is higher than 0.5,
which indicates that the analyzed variables account for a substantial part of the latent factor
variance. AVE construct ranges from 0.559 to 0.797; critical values ensure that the set of
indicators accounts for minimum 50% or more of variance in the construct. These results
confirm the convergent validity of the model, which implies that the analyzed variables
measure the latent factor well, and that the model describes the empirical data well, which
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further implies that the factor analysis is affirmative (the model is well harmonized with the
data) and that the theoretical model it tests is valid and proper. Cronbach’s alpha of internal
consistence has been applied to assess how much the items on the scale are interrelated and
consistent in the measurement of the same construct (shown in Figure 1). The values ranged
from 0.748 to 0.931, where transformational leadership accounts for 0.85, transactional
leadership accounts for 0.839, susceptibility awareness accounts for 0.846, severity aware-
ness accounts for 0.862, security countermeasure awareness accounts for 0.871, perceived
barriers account for 0.931, and behaviour compliance with security policies accounts for
0.748. These values indicate that the items on the scale are homogeneous and well-coor-
dinated, and together they make a reliable measurement unit for the targeted construct.
High reliability value proves trust in the validity of the research results which are founded
on these scales. The last step is the assessment of discriminant validity, the results of which
may be seen in Table 3. The result suggests that each construct clearly differs from others,
which confirms that measurement is not distorted by the presence of superfluous variables
or by construct overlapping. This ensures that the variables adequately assess only what has
been intended, with no confusion between different constructs. After this, it was necessary
to determine a linear relationship between dependent and independent variables, where it
was established that the relationship was linear, through the scatter plot. It was confirmed
that data distribution was normal, and then square root transformation was performed.
In this manner, the prerequisites for simple linear regression were fulfilled. In Table 4 it is
possible to see the results of the regression analysis, where the following special hypotheses
have been confirmed to derive from the model in Figure 1:

o PH3 - There is a statistically significant relationship between the variables of trans-
formational leadership variable and the benefit of security countermeasure awareness.

o PH4 - There is a statistically significant relationship between the variables of trans-
actional leadership and severity awareness.

o PH5 - There is a statistically significant relationship between the variables of trans-
actional leadership and susceptibility awareness.

« PH7 - There is a statistically significant relationship between the variables of severity
awareness and compliance with security policies.

o PH8 - There is a statistically significant relationship between the variables of sus-
ceptibility awareness and behaviour compliance with security policies.

« PH14 - There is a statistically significant relationship between the variables of
transactional leadership and behaviour compliance with security policies, when
looking at the variable of severity awareness as a mediator variable.

« PH16 - There is a statistically significant relationship between the transformational
leadership variable and behaviour compliance with security policies, when looking
at the variable of the benefit of security countermeasure awareness as a mediator
variable.

According to the data in Table 4, a conclusion can be drawn about the confirmed general
hypothesis. PH3 points to the statistically significant relationship between the variables of
transformational leadership and benefit of employees’ security countermeasure awareness,
while PH16 points to the statistically significant relationship between the variables of trans-
formational leadership and employees’ behaviour compliance with security policies, where
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benefit of employees’ security countermeasure awareness is seen as a mediator variable. In
this way, the research aim has been achieved, i.e., it has been proved that transformational
leadership has a mediator effect on employees’ behaviour compliance with security policies
through the benefits from employees’ awareness of security policies. ¥ TTX3, transformational
leadership is seen as an independent variable, while employees” behaviour compliance with
security policies is seen as a dependent variable, with 94.1% of variation in the dependent
variable being explained by the independent variable. This can be seen from R square
value in Table 4, which amounts to 0.941. In ITX16, transformational leadership is seen as
an independent variable, employees’ behaviour compliance with security policies is seen
as a dependent variable, while benefit of security countermeasure awareness is seen as a
mediator variable, with 78.9% of variation in the variable of employees” behaviour com-
pliance with security policies being explained by the transformational leadership variable
and the benefits of employees’ security countermeasure awareness variable. This fulfils all
conditions for performing the Crosstab analysis which will identify the variables rated as the
lowest by the respondents, namely the areas to be identified as key points for improvement.

RESEARCH RESULTS

The Crosstab analysis enabled research into the relationship between categorical
variables and provided insights into the behaviour and characteristics of the analyzed
population. Table 5 shows the results of the Crosstab analysis. In Table 5, statistically
significant dependencies have been omitted, in which most respondents fully agree with
both attitudes, while all other statistically significant dependencies have been emphasized.
A statistically significant relationship has been established between the attitude “My
leader constantly motivates me to adhere to our organization’s information security policy”
and the following attitudes:
o I am aware that using strong passwords is effective in preventing unauthorized
access (p - value = 0,000) (1),

o I am aware that regularly updating my antivirus program is effective in protecting
my computer (p - value = 0,000) (2),

« I am aware that scanning files and devices before use is effective in protecting my
computer (p - value = 0,000) (3).

Although the majority of respondents partially supports the attitude that leaders
motivate them to adhere to security policies, it can be seen that, at the same time, there is
a high level of support for adhering to certain security countermeasures. This suggests that
the leaders’ focus on encouraging the adherence to security policies might be of crucial
significance.

On the other hand, a statistically significant dependency has been established be-
tween the attitude “My leader is constantly looking for improvements in the organization’s
information security policy” and the following attitude:

o I am aware that scanning files and devices before use is effective in protecting my

computer (p - value = 0,000) (4),
« [ am aware that the implementation of information security is effective in reducing
the number of security incidents in my organization (p - value = 0,000) (5);
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The same refers to the dependency between “My leader continuously educates me
about the importance of applying the information security policy in the organization” and
the following attitudes:

o [ am aware that regular password changes effectively prevent unauthorized access

(p - value = 0,000) (6),
o I am aware that scanning files and devices before use is effective in protecting my
computer (p - value = 0,000) (7).

These detailed insights highlight the complexity of the relationship between the lead-
ers attitude, the benefits of employees’ security countermeasure awareness and employees’
behaviour compliance with security policies. Establishing these relationships enables or-
ganizations to identify more precisely improvement areas and to develop targeted strategies
for security culture improvement.

DISCUSSION

According to the data obtained from the Crosstab analysis for the attitudes (1), in
Table 5 it is possible to see that 62 out of 300 respondents partially supported the first
attitude, while fully agreeing with the second attitude. This accounts form slightly more
than 20% respondents who show a high level of awareness regarding the importance of
strong passwords, but who feel leaders’ partial support regarding motivation for behaviour
compliance with security policies. This suggests that employees are aware of specific secu-
rity countermeasures, but motivation by their leaders remains at a moderate level, which
points to a potential area for improvement in the form of strengthening transformational
leadership. Leaders’ larger inclusion might raise the level of employees’ motivation and
improve behaviour compliance with security policies. According to Hoffneister et al.
(2014), leaders who show idealized attributes achieve better results in terms of workplace
security because employees adhere to security policies more when they are motivated by
such leaders. The task of the leadership development program should be the improvement
of individual elements of leadership, such as fundamental values, behaviours promoting
security and encouraging behaviour compliance with security policies. Furthermore, the
analysis for the attitudes (2) shows that most respondents (63) expressed partial agreement
with the first attitude and full agreement with the second one. Although employees largely
recognize efficiency of regular anti-virus software updating, their being motivated by
leaders to adhere to these security countermeasures remains at a moderate level. Leaders
may use strategies which include more frequent reminding of the importance of updating
security systems and of employees’ education about risks deriving from the failure to update
anti-virus programs (MacMillan, 2021). The following analysis (3), where 45 out of 300
respondents partially agree with both attitudes, gives an insight into moderate motivation
by leaders and employees’ moderate awareness of the importance of this security coun-
termeasure. Employees understand the importance of scanning, but they do not receive
sufficient support and motivation from their leaders for a consistent application of this
security countermeasure. This may also be improved through reminders of the importance
of a security policy (Johnson, 2024). The following analysis (4) shows that 50 respondents
fully agree with the first attitude and partially with the second one. High support to the
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first attitude shows that employees recognize leaders’ efforts to harmonize behaviours with
security policies, which is a positive indicator of leadership’s commitment to information
security. The sociological aspect of leadership, reflected in clear communication and per-
manent education, should be directed towards more specific actions and more efficient
implementation in order to additionally raise employees’ information security awareness
(Hu, Dinev, Hart, Cooke, 2012; Kesi¢, Radojevi¢, Dzeletovi¢, 2022; Luknar, 2022). The
statistically significant relationship established between attitudes (5), where 42 respondents
fully agree with the first attitude and partially with the second one, reveals leaders’ roles in
raising employees” awareness and in pointing to the benefit of security countermeasures.
However, the fact that 42 respondents partially agree with the efficiency of the security
countermeasures application in the reduction of incidents suggests that, although leaders’
support exists, employees might not be completely convinced of the efficiency of security
countermeasures themselves in practice. The analysis of attitudes (6), where 42 respond-
ents fully agree with the first attitude and partially with the second one, points to specific
challenges in the application of security countermeasures among employees. Although
employees value highly education provided by their leader, their partial support to the idea
of the importance of changing passwords regularly suggests that they might not be fully
aware of potential risks related to static passwords. The analysis of attitudes (7), with 52
respondents partially agreeing with both attitudes, points to the dynamics between educa-
tion provided by leaders and employees’ awareness of security measures. Although a large
number of respondents partially agrees with these attitudes, this points to the existence of
awareness of the importance of scanning devices before their use, and perhaps to the lack
of full trust or engagement in the application of this security countermeasure. The result
may indicate that leaders” education is not sufficient to achieve full compliance with all
security countermeasures. Leaders need to adapt their leadership style in such a way as to
raise employees’ awareness of security countermeasures (Zhu, Feng, Lian, Tsui, 2023). This
refers to active and continued communication directed at explaining each countermeasure
and its importance for the organization’s security. Zhu et al. (2023) recommend leaders to
develop the culture that appreciates information security as a key element of an organiza-
tion’s success, where employees will feel responsible and willingness to participate in the
improvement of security policies.

To succeed in the application of information security, leaders need not only to en-
courage, but also to actively develop a culture which values information security as a key
element of an organization’s success, thus creating the setting in which employees feel
responsibility and willingness to improve security policies.

CONCLUSION

The research results point to an important relationship between transformational
leadership and employees’ behaviour compliance with security policies, through the ben-
efit of employees’ awareness of security measures, with the recommendation for further
efforts in order to achieve full behaviour compliance with all security policies. Future
research may encompass the factors affecting the improvement of risk communication
through specific examples of security incidents. Leaders are recommended to motivate
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employees through continuous educational activities such as workshops, and in particular
simulations which show real risks and consequences of failure to apply security counter-
measures. This approach may contribute to employees’ greater awareness of the benefits of
security countermeasures, and increase consistency in their application. The limitations of
the conducted studies include several aspects which should be considered in the context
of future studies. The sample of 300 respondents, although representative for dedicated
industry, may be limited in terms of the scope of different industries, which may affect
the result universality. Specific features of different sectors or organization size may lead
to different attitudes and practices in relation to information security. Furthermore, it is
recommended to investigate the manner in which artificial intelligence or blockchain may
affect the efficiency of information security and the leaders’ role in those processes. Finally,
it is important to investigate not only employees’ motivation, but also mechanisms enabling
the maintenance and improvement of motivation in the long-run.

According to the research results about the indirect effect of transformational lead-
ership on employees’ behaviour compliance with the security policy through benefits
from employees’ security countermeasure awareness, a conclusion may be drawn that the
analyzed attitudes have significant sociological aspects which may be applied in the context
of international trade in precision mechanics. This research provides an insight into the
interdependency of key variables, emphasizing that the importance of leaders’ motivation
in encouraging employees’ behaviour compliance with security policies constitutes the
sociological aspect of organizational culture. Leaders set values and priorities within the
organization, whereas their personal example and support to the implementation of security
countermeasures have a direct effect on employees0 attitudes.

Leaders’ education about security policies strengthens their ability to transfer the
importance of security measures to employees, which is of particular relevance in the
global setting with different cultures and legislative frameworks. In precision mechanics,
which implies sensitive data and a critical need for preserving data integrity, a security
culture being continuously built becomes crucial for the safety and maintenance of trust
in international business settings.
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Table 1. Sample of respondents (the authors’ result)
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Op 41 no 50/ From 41 to 50 110
On 51 o060/ From 51 to 60 58
Mpeko 61/ Over 60 19

OBPA30BAHE NCTTMTAHUKA / EDUCATION OF RESPONDENTS
YeTBpTU CTENeH obpa3oBatba /

Fourth level of education 238
Cepmu cTeneH obpasoBatba / Seventh level education 58
Ocmu cTeneH obpasoBamba / Eight level of education 8

Tadena 2: Pesume axitiopcke ananuse 3a CMB itieciti (pe3ynitiaiti ayisiopa)
/ Table 2: Summary of the factor analysis for CMB test (the authors’ result)
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3 1.857 6.879 69.764 1.857 6.879 69.764
4 1.518 5.622 75.386 1.518 5.622 75.386
5 1.463 5418 80.804 1.463 5418 80.804
6 1.172 4.342 85.146 1.172 4.342 85.146
7 1.150 4.261 89.406 1.150 4.261 89.406
Tadena 3: Juckpumunaitiuena sanugHocii (pesynitiaii ayiiopa) /
Tabela 3: Discriminant validity (the authors’ result)
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CBecT 0 036UbHOCTY / Severity Awareness

013 | .815

810

.829

YoueHe 6apujepe / Perceived Barrier

.032 | -.039

-078

-.051

.893

KopucT op cBecTn 0 6e36eHOCHMM
npoTrBmepama / Benefit of Security
Countermeasure Awareness

.790 | .017

.015

026

.048

839

YcknaheHoCT noHaluama ca
6e36e4HOCHUM nonuTukama /
Behaviour compliance with security
policies

023 | .729

713

7197

-.054

.034

748

Tadena 4: Pesynitiaitiu iieciiuparea xutioie3a (pesynitiaiii aywopa)
/ Table 4: Results of hypothesis testing results (the authors’ result)

X/H

Xunotese — KOMNOHeHTe /
Hypotheses — components

R kBagpat /
R square

g

p —BpefgHocT3a 3/
p - value for

Pesynrtatn /
Results

TpaHcpopmaLmoHo NuaepcTBo -->
Kopucr op cBecTn 0 6e36egHOCHUM
npotusmepama / Transformational
Leadership --> Benefit of Security
Countermeasure

0.941

0.941

0.000

MoppikaHo /
Supported

TpaHcakuvoHo nuaepcTeo --> CBecT 0
036msbHOCTM / Transactional Leadership
--> Severity Awareness

0.836

0.848

0.000

Mopp»aHo /
Supported

X5/H5 | X4/H4 | X3/H3

TpaHcakumnoHo nuaepcTso > CBecT o
ocembuBoctr / Transactional Leadership
--> Susceptibily Awareness

0.868

0.868

0.000

MoppxaHo /
Supported

X7 /H7

CBecT 0 036UbHOCTU --> YcknaheHocT
noHalama ca 6e36eHOCHM
nonuTukama / Severity Awareness -->
Behaviour compliance with security
policies

0.843

0.843

0.000

MoppaHo /
Supported

X8/H8

CBecT 0 0ceTbMBOCTU > YcknaheHocT
noHaluaka ca 6e36egHOCHNM
nonutrkama / Susceptibily Awareness
--> Behaviour compliance with security
policies

0.908

0.873

0.000

Mopp»aHo /
Supported

X14/H14

TpaHcaKkLMoHo nugepcTBo --> CBecT o
036u/bHOCTU --> YcknaheHoCT noHalarba
ca 6e36eJHOCHMM NonuTKama /
Transactional Leadership --> Security
Awareness --> Behaviour compliance with
security policies

0.857

0.253

0.000

MoppraHo /
Supported

X16/H16

TpaHchopmaLoHo NMAepCTBo -->
KopucT of cBecTn 0 6e36eAHOCHNM
npoTrBMepama --> YcknaheHocTt
noHaluama ca 6e36eHOCHUM
nonutrkama / Transformational
Leadership --> Benefit of Security
Countermeasure Awareness --> Behaviour
compliance with security policies

0.789

0.756

0.000

Moap»aHo /
Supported
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Tadena 5: Crosstab ananusa (pesynitiaiti ayitiopa)
/ Table 5: Crosstab analysis (the authors’ result)

19. CBecTaH cam fAa je Kopuwhere jakux No3nHKM
eduKacHo y cnpeyaBatby HeoBnawheHor npucTyna.
/19.1am aware that using strong passwords is yKy”H?
effective in preventing unauthorized access. /Tota
1. Moj nngep me cTaiHo MOTUBULLIE 1 2 3 4 5
Aa ce npuapKasam NoanNTNKe 2 8 15 0 0 25
|/|Hc|>opma|_w|9He 6e36eAHOCTM Halle 3 2 2 n 0 20
opraHu3sauuje./ 1. My leader constantly
motivates me to adhere to our 5 14 41 19 0 80
organization’s information security 0 0 0 22 62 84
policy. 0 1 9 33 28 71
YkynHo / Total 1 27 87 85 920 300
22. CBecTaH cam fAa je pe[JoOBHO axypyipatbe
aHTUBMPYCHOT Nporpama epuKacHo y 3alTuT Mor
@am HA3AL padyHapa. / 22. 1 am aware that regularly updating | YkynHo
my antivirus program is effective in protecting my / Total
computer.
@ BACK 1. Moj nngep me cTasHO MOTUBULLIE 1 3 4 5
[la ce NpuApKaBam NosTrKe 2 14 0 0 25
mmbopmaumpHe 6e36egHOCTY HaLle 3 19 1 0 20
opraHusauuje./ 1. My leader constantly
motivates me to adhere to our 7 13 39 21 0 80
organization’s information security 0 1 0 20 63 84
policy. 0 2 8 32 29 71
YkynHo / Total 12 32 80 84 92 300
23. CBecTaH caMm [ia je CKeHupatbe aatoteka v ypehaja
npe ynotpebe epuKacHoO y 3alUTUTW MOT padyHapa. /
23.1am aware that scanning files and devices before YKyI'IHIO
use is effective in protecting my computer. /Tota
1. Moj nnpep me cTanHO MOTUBULLE 1 2 3 4 5
Aa ce npuap»KaBam NoanTrKe 6 4 10 4 1 25
MH(I)opmaumgHe 6e36eHOCTL Halle 5 12 2 0 0 20
opraHu3sauuje./ 1. My leader constantly
motivates me to adhere to our 9 19 24 28 0 80
organization’s information security 2 1 17 45 19 84
policy. 0 1 15 33 22 71
YkynHo / Total 23 37 86 119 42 300
23. CBecTaH caM fa je CKeHupatbe faToTeka u
ypebaja npe ynotpebe ebukacHo y 3awututi Mor
pauyHapa. / 23. | am aware that scanning filesand | Ykynno
devices before use is effective in protecting my /Total
computer.
2. Moj nupep HenpecTaHo Tpara 1 2 3 5
3a yHanpeherbuma y nonutmum 5 3 4 0 12
MH¢opmauM9He 6e36e,u,Hocn{| 6 14 1 o8
opraHu3sauuje. / 2. My leader is
constantly looking for improvements in [ 23 3 13 0 70
the organization’s information security 3 5 23 44 19 94
policy. 0 0 24 50 22 96
YkynHo / Total 23 37 88 110 42 300
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17. CBecTaH caMm Jja je nprmMeHa nHGopmaLuoHe
6e36eHOCTM edUKaCHa Y CMatberby b6poja
6e36eAHOCHMX VHLMAEHAaTa Y MOjoj opraHm3aumjn./

17.1am aware that the implementation of yKynHIO
information security is effective in reducing the /Tota
number of security incidents in my organization.
3. Moj nnpep me KOHTUHYnpaHo 1 2 3 4 5
efyKyje 0 3Hauajy NprYMeHe NonTnKe 3 3 5 0 0 1
qud)opmauvuor.ie 6e36egHOCTU 9 6 - 0 1 57
y opraHusauuju. / 3. My leader
continuously educates me about the 18 22 31 7 4 82
importance of applying the information 0 16 15 21 38 90
security policy in the organization. 0 0 20 42 28 90
YkynHo / Total 30 47 82 70 71 300
20. CBecTaH cam fja pefloBHa MPOMEHa I03VHKe
edviKacHo cnpeyasa HeosnawheH Npuctyn. /
20. 1 am aware that regular password changes yKyI'IHIO
effectively prevent unauthorized access. /Tota
3. Moj nupep me KOHTUHYnpaHo 1 2 3 4 5
efyKyje 0 3Hauajy NprMeHe NoUTHKe 3 3 5 0 0 1
MH¢opmaumor.|e 6e36egHOCTU 5 1 0 1 57
y opraHusauuju. / 3. My leader
continuously educates me about the 18 22 31 7 4 82
importance of applying the information 0 16 15 21 38 90
security policy in the organization. 0 0 20 42 28 90
YkynHo / Total 30 47 82 70 71 300

23. CBecTaH caM fa je CKeHuparbe faTtoTeka u
ypehaja npe ynotpebe epukacHo y 3alwTuTii Mor
padyHapa./ 23.1am aware that scanning filesand | Ykynuo

devices before use is effective in protecting my / Total
computer.

3. Moj nngep me KOHTUHYnpaHo 1 2 3 4 5

eflyKyje 0 3Hayajy npvMeHe NonuTmKe 2 1 5 3 0 11
I/IH(])OpM&LWIOI:ie 6e36egHOCTU 5 12 4 0 27
y opraHusauuju. / 3. My leader

continuously educates me about the 12 17 34 16 3 82
importance of applying the information 3 12 24 35 16 90
security policy in the organization. 1 1 13 52 23 90
YkynHo / Total 23 37 88 110 42 300
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