JoBana M. banosuh' 342.738:004.056

YruBepsutert y beorpany, ®akynreT de3demHOCTH 004.738.5:351.083.8
Beorpag (Cpduja) Ipeinegnu nayunu pag
VIBana M. PapgucaspeBuh? [punmen 12/02/2025
Yuusepsuter y beorpany, IIpaBun dakynter Visweren 28/02/2025

’ [Tpuxsahen 28/02/2025

Beorpay (Cpduja) doi: 10.5937/socpreg59-56730

ITPBATHOCT, 3AILITUTA IIOJATAKA O JIMYHOCTU
U IUTUTATHO OOBA - JEHAH (KPMUBMTYHO)IIPABHU
»OMHUBYC*

Caxerak: Ycras Penydnnke CpOuje ITUTH ITPaBO HA IPUBATHOCT KPO3 HEKOMUKO
acnekaTa. EBpoIicka KOHBEHI[Nja O 3aLITUTU JbYACKUX IIPaBa I OCHOBHUX CNI0JOfa, Ta-
kobe. 3aKOH 0 3aIITUTHM TOJATAKA O TMIHOCTH, YCBOjeH 2018. rofnHe, MATUYHM je Y OBOj
odnactu. KpuBM4HM 3aKOHUK, Y CKIAfy ca ultima ratio KapakTepoM KPUBUYHOT IIPaBa,
HITUTY OBe MOfaTKe Kaja gobe 0 Hajo3dMbHMjUX MOBPEfa, a Y CK/IaAY ca 3aKOHUKOM O
KPMBUYHOM NOCTYIKY. MehyTum, cBe 0Bo monpuma gpyrauu;jy, ,, AUTUTANHY  [UMEH3U]y
ca CBaKOJJHEBHOM €KCIIaH31[jOM HayKe, TEXHMKE M MHOBATUBHUX CPEICTaBa ONIITEHA,
CHUMama 1 CIM4HO. PasyMip1BO, OBa TeH/EHIINja 3aXTeBa M3BeCHa IpuIarohaBama, Kako
y CaMMM TIPOINCUMA, TaKO U Y IJIXOBOM TyMadewy 1 puMeHn. Ayropke he y oBom pagy
HACTOjaTy Jja yKaxy Ha OUTHe ofjpeide MOMeHYTHX IPOIINCa I BUXO0BO cajaliibe 1 dyayhe
pasyMeBambe y KOHTEKCTY IMTUTATHOT APYIITBA, Ca HAPOUUTUM OCBPTOM Ha KPUBUYHO-
mpaBHe floMeTe. CBe ce TO TOJATHO yC/I0KIbaBa pa3BojeM BelllTayKe MHTENUIEHIINje KOja,
II0 CBOjOj IPUPOJY, IOApasyMeBa yoTpedy Benuke KonuuuHe noparaka. Iuws paja je na
JIoLMpa HeKe Off KPYLMjalHNX elleMeHaTa y 3allITUTH IIpaBa Ha IIPUBATHOCT, a TOCeOHO
OHMX KOj! Ce TUYY IoflaTaKa O MMYHOCTY KOjU CY HajHENOCPe/IHNje Be3aH! 3a YOBeKa, I
OTBOPM INTalbe IOTEHIMjaTHIX 3aKOHO/IJABHIUX M3MEHa.

Kbequ peun: IpMBATHOCT, ITIOJANUN O IMYIHOCTMN, HeoBJalIheHo IIpUKyIl/babe,
HeoBantheno CHYIMAa€, KpUBUYIHOIIpaBHA 3alITUTA

YBOIHA PASMATPAIbA

Pasnuunty gomahn n MehyHapopHM JOKYMEHTI TOCPERHO MIIM HETIOCPERHO IIpe-
[03Hajy IPMBATHOCT KA0 OCHOBHO JbY/ICKO IIPABO KOje IIPeCTaB/ba IPaBO MOjeANHIa W
rpyIie HojefjiHALIA [ja 3aIUTUTe CBOj IIPMBATHI >KMBOT I IIPUBATHO OKPY)Kelbe, YKIbydyjyhn
u vH}popMmarje o cedn. CaBpeMeHO JUTMTAIHO 1002 0Baj [10jaM HY>KHO IIPOLINPYje TAKO
fa odyxBaTa M IPUBATHOCT Y JUTUTATHOM OKPYXemnY (,,e-IpUBaTHOCT ) I, LITABULIIE,
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cyrepulle fja ra Tpeda ocMaTpaTy Kao He3aBJCHO IIPABO Koje 3aCiIy Kyje IPaBHY 3aIUTUTY
camo 1o cedu (Romansky & Noninska, 2020, 5288-5289).

Ycra Perrydnuke Cpduje (,Cnyxdenn rmacuux PCS dp. 98/2006 u 115/2021, y
TajbeM TeKCTY: YCTaB), 3a pas/uKy of EBpolicke KOHBeHIIMje 3a 3alITUTY JbYACKUX IIpaBa
1 OCHOBHUX crodoza (0djaB/beHe ca JOJaTHNM IPOTOKOMMMA Y ,,Ciryxdenom mucty CLT
- Mebynapoguu yrosopu, dp. 9/2003, 5/2005 u 7/2005 - ucmp. u ,,Cry>xdeHn ITacCHUK
PC - Mebynapopuu yrosopu’, dp. 12/2010 1 10/2015, y samem Texcty: EKJBII), mosHaje
IPaBO Ha IPUBATHOCT, a/Ii T'a He POPMY/IMIIIe TAKO eKCIUIMLIUTHO Kao LITO TO Y/HM ITOMe-
HyTi gokyMeHT CaBeta EBporne. Hanwme, wi. 8. EKJ/BII neduHue ,,ipaBo Ha MOIMITOBambe
IPUBATHOT 1 HOpOoANYHOr XuBoTa“. OHO 00yXBaTa YeTUPU CETMEHTA, U TO: IIPUBATHI
JKVBOT, IOPOAVYHY KUBOT, JOM U IIPEMNCKY, KOje IIaK HIje YBeK TaKO JIAKO Pa3iBOjUTH
(Besirevi¢ i dr., 2017, str. 160). Cprcku Ycras, ca Ipyre cTpaHe, 0Ba 4eTupu pparMeHTa
paspabyje y Buiite nojenuuadHux ofgpenada, a 3a TeMy HallleT pajia HajBOXXHU)I CY WI. 41. 1
42. Thuma ce mITHTeE TAjHOCT MIICaMa I IPYTUX CPefiCTaBa OIIITerba Y IIOAIN O IMYHOCTI.

MaTu4HM 3aKOH Y 001aCTH 3alITHTE ITOfjaTaKa je 3aKOH O 3alITUTHU IIOflaTaKa O
manoctn (,Caysxdenn rmacuux PCY dp. 87/2018, y masem texcry: 33I11) u oH, y Haj-
mpem cMuciy, ypebyje npukymnpame, fpxame, 0dpaiy u Kopuihemwe 0BIX IOfaTaKa y
CBpXe 3a KOje Cy HaMeHeH, Te HU3 IIPaBIIa ¢ V/beM CIIpedaBama IhIX0Be 3/I0yIoTpede.
HenospenuBocT TajHOCTH McaMa U JPYTUX CPeNCTaBa OIIITemka Ce la/be HEITOCpeHIje
perynuile MHKpUMMMHALMjaMa 13 41, 142, 143. n 144, a mofjaTaka o IMYHOCTY YIaHOM 146.
Kpusnunor sakonuxa (,,Cryxdenn rmacuauk PCY dp. 85/2005, 88/2005 — ucmp., 107/2005
- ucnp., 72/2009, 111/2009, 121/2012, 104/2013, 108/2014, 94/2016, 35/2019 n 94/2024,
y pabeM TeKcTy: K3). OBo HuCy jenyiHa KpMBIYHA fIela KOjJMa ce IITUTY IIPaBo Ha IIpM-
BaTHOCT, I1a CY y TOM CMICTTy pe/ieBaHTHA ¥ KpUBWYHA fiea 13 4. 138a (mporamarme), 141.
(neosmamrheno oTkpuBame TajHe) 1 145. (Heopnamheno odjaB/puBatbe 1 MPUKA3UBAHE
tyber cnnca, mopTpera u cHumka) (Buire o Tome: MiloSevi¢, 2021, str. 124-126). Kako
hemo ce y oBoM papy daBuTH IIOjaIMMa O IMYHOCTY Y KOHTEKCTY [IpaBa Ha IPUBATHOCT,
to he xprBmuHO femo u3 wi. 146. K3 dutn ocHoBHU mpenmeT 0dpaje.

Y cBaKOM CiIy4ajy, 3alITITa IOfjaTaKa ce paHuje TpeTypaa Kao ieo IIpaBa Ha IIpU-
BAaTHOCT, a IaHac je 3agodma odpuce camocraaHor KoHuenTa (Blume, 2010, str. 153), ma
Jak 11 3acedHe rpaHe npasa (Andonovi¢ & Prlja, 2020, str. 54). Y Tom cmucy hemo dokyc
pazfa ycMepuTH IIPeBacXOfHO Ha IOJATKe O TMYHOCTH, IPeMAa TO HeCIIOPHO MOfjpa3yMeBa
U IIPaBO Ha IIPMBATHOCT.

Kapa je y nuramy gururanHa ,,okonuHa®, Bpemy uctahu fa je caga seh wysena Ypenda
GDPR (Regulation /EU/ 2016/679 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal data
and on the free movement of such data, and repealing Directive 95/46/EC, y fajbeM TekcTy:
GDPR) ysena y 0d3up UHTEpHET OKpY>Kerbe KpPO3 pery/ucame ,lIpaBa Ha 3ad0pas, OfH. Opi-
came” 13 wI. 17 GDPR.? A koje ¢y crennpUIHOCTH 3aLITUTE TOffATAKA Y AUTUTAIHO]j epr?

3 HpaBo Ha 3a60paB ce ne(br/ml/m.[e Kao ,ITpaBO /1a C€ 3aXTE€BA YK/Iahab€ INYHMX II0JIaTakKa ca Bed-

-CajToBa WIN IIPETPAKIBAY4, TOCeOHO Ka/ja Cy TV IIOfjALl/ HEPe/IeBAHTHN, 3aCTaPEII, IITEeTHIU U/
HapyIaBajy IPMBATHOCT Win focTojaHcTBO nojennHua“ (Gill, Redeker, Gasser, 2015, str. 8). Fbume
ce fraje MoryhHoCT mojepMHIy 1a 3aXTeBa OrpaHMYeHN IPYUCTYI IPOUTUM nHpOpMaLjaMa Koje
LIIKOJie HeTOBUM CafjalimbyuM 1 dygyhum mHTepecuma, SprcareM i N3MeHOM TAKBIJX MOATAKA.
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(CTAPU) M3A30BM HOBOT JIOBA

ITpen cam kpaj mpouutor MunteHnjyma, bepman u Manuran (Berman & Mulligan)
00jaBIIM Cy IOHEK/Ie peBOMYLIMOHAPaH paj] y KojeM Cy yKasalu Ha TO Jla MHTepHeT, Taja
jOII ,,y HacTajamy" 3a IIMPY HOIIy/NaIHNjy, Aaje HOBY BUSYPY IIPOd/IeMY 3aIlTUTE IPUBAT-
HocTu. OHM Cy IpeNo3HaM TP K/byYHe Tauke Ha OBOM IUIaHY, U TO: IOPACT CTBapama 1
IPUKYIUbakba MoflaTaKa; [710damn3alyjy MHpopMalja 1 BUX0BO IINMPehe; HeJoCTaTaK
LleHTpa/Ii30BaHe KOHTPOJIe HaJl 3alUTUTOM mopaTaka (Berman & Mulligan, 1999, str.
554-556). V1 mocre 4eTBPT Beka, OBM IIPOdIeMM He caMo fia Cy aKTyenHu Beh ¢y u jogatHo
YCIIO>KEbeHU KOHCTAHTHYM PasBojeM U JOCTynHomhy Kako MHTepHeTa, TaKo U IPyTe JUTHU-
TaJTHE TEXHOJIOTH]je KOja CTBapa MPaKTUYHO HOBYU COLIMja/THV OKBYP JbYACKOT JIefoBama.*

HecmnopHo je na mopary ,,ofmase y eTap” HemoCcpegHOM BOJBHOM PajilboM JIMIIA Ha
Koje ce ofHOCe (HIIp. yHeheMo TofiaTKe O IMYHOM VIMEHY, aIpecH, jefMHCTBEHOM MaTVYHOM
Spojy UTH. IPUINKOM perucTpanyje 3a fodujame KapTHlie 3a MOITyCTe Y OMUBEHO] Pafiby
VTV KYTIOBUHM HOJIVICE OCUTYparba IIPIMIMKOM Of/Tacka Ha 3uMoBabe). MehyTum, Bemkn
dpoj mozjaTaka ce CBaKOJHEBHO TIPMKYIUbA, He TOMMKO de3 Hallle BOJbe, KOMMKO de3 Hallle
CBECTH O TOMe, V/IM jOII TIpenu3Huje — des odpaharma makme (HIIp. CUTYPHOCHE KaMepe,
HeKaJla ca jaCHIM YII030pereM Jia je IPOCTOp IIOJ BUMIeO-HaI30pOM, a HeKajia 11 0e3 mera;
IIOTOM, Malle KpeTama npuimkoM Kopuithewa GPS ypebaja xoju cy zoctymnHn Ha roroso
cBakoM ModunHoM ypebajy; ymorpeda ,mamernux ypehaja“ y nomahuucTBy kojuma ce
ympassba myTeM WiFi koHekIvje Ha Ja/buHy; OMOMETPHjCKM TIOJAIM 3a ,,OTK/bydaBame
MOOMIHYX TeneoHa 1 cYHO (0 ocTojeheM IpaBHOM 1 CTBAPHOM CTaIby Y OBUM 0O/1a-
cTuMa, Buille y: Petrovié, 2024; Ruzié, 2024).

VHTepHeT je ,,IaHeTa 0e3 TpaHUIA®, Te Ce OBY MOAAIM TPAKTUYHO Mory Hahm y cBa-
KOM JIeTTy CBeTa I1a YaK, CIMKOBNUTO roBopehn — u ncnon wera. Takas je mpumMep yrmorpede
deep n dark web-a, Ha KojuMa ce HE3aKOHUTO MOYKE TPTOBATHU PA3IMIUTUM PeCypcuMa
(’bymu, opysxje, apora...), a ¥ TMIHUM HofanumMa. IIpumepa pajgu, ga du ce 3aodue
Mepe ycMepeHe Ha CIIpedaBarbe IIpama HOBIIA, a Koje MOfipa3yMeBajy MOTIYHY UIeHTH-
¢duKaumjy KopucHmKa ycayra, Mory ce kymurtu noceduu KYC (Know Your Customer) Kits
¢ nbeM 13deraBama ,lI03HaBaba', OTHOCHO OTKPUBakba CTBAPHOT KOPUCHUKA. Y OBOM
»CETY" HepeTKO ce MOTy HadaBUTI CKOPO KOMIUIETHY ITOfIALIY O TMYHOCTI KOjU Cy HeKaza
M3MUILUBEHY, a 4eCTO U cTBapHy, aimu yKpageun (Elliptic, 2024, str. 27)°.

OBO 1paBO ce POAWIIO YIPABO Ca Pa3BojeM TeXHOJIOIMje ¥ KOMYHVKAIMOHUX CPEJICTaBa, a TAKaB CTaB
je sayseo u EBporcku cyx 3a /byAcka mpasa. Bue o Tome: Case of Hurbain v. Belgium, Application
no. 57292/16, July 4th, 2023, §191 et seq.

* MoxeMo Ka3aTy Ja Cy JaHac IOCTYIIHE TeXHOJIOTUje Koje Cy Y BpeMe HacTaHKa [IUTYPAHOT pajia
HPaKTIYHO duyle y JoMeHy Hay4He daHTacTuKe. VinycTpaTusaH je mpumep us ¢uama ,,Iletn enemenT”
u3 1997. ropyHe y KojeM cy nerehu ayroModum pukasaHu Kao yodudajeHo IIpeBo3HO cpeacTso. Takse
ayTOMOJIJIE jOLII YBEK HEMaMo, aJIii C€ YBE/IMKO Pa3Blijajy ¥ KOPUCTE T3B. ayTOHOMHA Bo3mIa. O HeKUM
IMTabUMa OATOBOPHOCTH 3a HE3TOfie Y KOjuMa y4ecTBYjy camoBosehn ayromoduny, Buie y: Banovic,
2023, str. 41-43. IlItaBuute, y Perrydmny Cpduju je o 2. 12. 2023. ropuHe y npyumMenn IIpaBuiHuK o
ycmoBuMa 3a 0daB/barbe ayTOHOMHe BOXKbe (,Crysxdenn rmacHuk PCS Op. 104/23) umju je mpeBacxoHu
npenMet ypebema mpoleypa 1snaBama 03BOJIE 3a TeCTHpambe (sic!) ayTOHOMHOT BO3WIIA.

° VIHTepecaHTHO je Ja je y HaBe[leHOM IPMPYYHMKY Kao IIpUMep jefiHe IIOHYyHe 3a KYIIOBUHY, IO-
per ofaTaka o IIPOJABILY M LieHM, IIOCTaB/beHa U ¢poTorpaduja muuHe KapTe usfiare y Pemydmmim
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Kapa je y nmuTamy HeoCTaTaK IieHTpalIM30BaHe KOHTPOJIe 3alTuTe nogaraka, GDPR
je 3HauajHO fonpuHeo yHuUKanyju oBux npasmia. V cprcku 33111 je moHece 110 y30-
py #Ha GDPR n 138B. [Tormuujcky supektusy (Directive /EU/ 2016/680 of the European
Parliament and of the Council of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data by competent authorities for the purposes of the
prevention, investigation, detection or prosecution of criminal offences or the execution of
criminal penalties, and on the free movement of such data, and repealing Council Framework
Decision 2008/977/JHA). IlomMeHymu cMO Jja HOBeNMpameM 1 0Baj aKT KyAUKaMO IIPaTy
caBpeMeHe pa3BojHe TOKOBe, MehyTuM, 11 IojeiHaYHe 3eM/be MOPajy Aa Y3UMajy y 0d3up
CBEOIIIITY JUTUTAHU Pas3Boj.

3amTuTa NofjaTaka, Hopey HOpMaTUBHIIX, CBe BUIIE IIOIpa3yMeBa J TeXHIYKA YHa-
npebema. Tako ce, mpuMmepuile, pasBoj MHTEpPHETA MOXe OINCATH Kpo3 Tpu dase: read
(Webl) - read, write (Web2) - read, write, own (Web3). Peujy, y pBoj asu, nHTepHeT je
duo gusajuypaH Tako fa omoryhy KoprcHUIMMA CaMO KOH3yMupame rnocrojeher, ann He
U Kpeupare HOBOT cafipxkaja. [Ipyra pasa je odenerxxeHa cTBapameM APYLITBEHNX MPeXa
(Facebook, Google, Wikipedia...) u gaBamem moryhHoCTHU KOpUCHMIIMMA [ja KPEUPajy
cazpxaj (T3B. user generated content). OBakaB MeXaHM3aM je Pe3YATUPAO ZOOPOBO/BHUM
IIOCTaB/babeM BEeIMKOT dpoja IIofaTaka Koju Cy ce HoxpamuBany Ha BehuM cepBeprma, a
LIOTOM JOBEJIN ¥ [10 jeAHOT (peHOMeHa KOjit ce 30Be ,,L{I/baHa PeK/IaMa yCMepeHa Ka KOH-
KpeTHOM KOpMcHUKY . Ha 0Baj HauMH ce IPUKYIUba U 1yBa OrpoMaH dpoj nHpopmanuja
0 IOjefMHI[MMA, IITO OTBapa IpocTop u 3a ofpebene smoynorpede.* Y ocHOBM TaKBUX
He3aKOHNTUX Je/I0Balba jecTe YIIPaBo LeHTPaIN30BaHN CUCTEM Ha KOjeM Ce YyBajy CBU
TU TIOfAllM KOjU C€ OCTaB/bajy UM MPUKYIbajy. Kasla cy, Kpo3 eKCIlaH3ujy AUIUTaIHe
MMOBIHE, ITIOTBpheHe CBe MHOBATUBHE IIPETHOCTH /IOKUEjH TEXHOTIOTHje, Tafla ce pasBuja
ujieja o Kojoj O 1 MHTEepHeT Tpehe reHepanuje — Web3, morao fia mounBa Ha JieljeHTpa-
ym3anyju. To du sHaum0 fa Benmuke mwiardopme nmonyT Google, Amazon u ci., He du dmte
»aIICOTyTHE TOCTIOapuiie” MHOIITBA IT0faTaKa, Beh 811 To 6110 caM KOPUCHMK Kao HBIXOB
cornctBeHuK (owner) (Stackpole, 2022).

Ympaso 3dor Tora, y HacTaBKy paja hemo ce mosadaButy HeomaurheHUM IPUKY-
IUbaeM MOaTaKa y pasmndnuTuM Gpopmama.

Cpduju ca, yucTuny, femmMnyHo 3amrunheHnM nogamyma (BepoBaTHO yC/ie HEIIO3HABAbA je3UKa U
hypumrdkor mvcma, CBOjepy<HM IOTIINC je OCTA0 BI/BUB, I1a 811 Ce Ha Taj HaUVH UEHTUTET 0code
Ylja je IMYHa KapTa ,3aBpIINIa‘ Ha TPXKUIITY MOTa0 OfPEeNUTI).

¢ Hup. Cyg npaspe EBporicke yHuje je zoHeo npecyny y noctynky Google LLC, successor in law to
Google Inc. v Commission nationale de U'informatique et des libertés (CNIL) u yTBpano noBpeyny mpasa
Ha IIPMBATHOCT YC/Iefl HelOCTaTKa TPAHCIIAPEHTHOCTY Iie IyITT Huje jacHO M pasyMIBMBO 0djacHMO
KOPUCHMIIMMA KaKO Ce BIXOBY IOAAIM IIPUKYIUBajy 1 0dpabyjy; morom, HeoBo/BHOCTH MHGOP-
Maljyja Kajia Hofamy o odpajiu HUCY OMIIN JIaKO JOCTYIIHMY, IIa Cy KOPUCHUIIM MOPAJIM Jia Ipojase
Kpo3 BUIIle KOpaKa fia 811 odumm kbydHe MHPOpMaIije o Kopuinhemwy BHIXOBUX IOfaTaKa; U Ha
KOHIIY, HeaJleKBaTHe CaIJIaCHOCTH 3a IlepCOHanu3oBaHe ornace jep Iy Huje mpudaBuo BamugHy
CaIJTacCHOCT KOPUCHMKA 3a 00pajiy BMXOBMX IOfjaTaKa y CBPXy IlepCOHanusalje ormaca, dynyhu fa
OHa Hitje dua JOBOJBHO crienudyHa 1 jefHosHauHa. Judgment of the Court (Grand Chamber) of 24
September 2019, available at: https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex:62017CJ0507
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KPVMBMYHO ITPABO Y IPYIITBY ,,HA KJIMK*

KpuBuyHO MaTepujanHO 1 IPOLECHO NTPaBO, KA0 YOCTA/IOM I pyre IpaHe Ipasa,
HY>KHO Tpeda Jia IIpare pasBoj AUTUTATHOT PYIITBA U ca BuMe ce ycknabyjy y ogrosa-
pajyhoj Mepu. Mapia 3akoHOfIaBHe MHTepBeHIMje YIMbeHe Y IPOTEKIOj JeLieHUj ) He WY
y IpMJIOT TOME, KPMBUYHO MaTepHjaIHO IIPaBo je Mame IMHaMIYHa TpaHa IIpaBa y K0joj
CYBMIIIE YECTE M3MEHE HIICY IIOXKe/bHE. Y TOM CMUCITY, Kajia Cy y IUTaby II0jefiliHa KPYBUYIHA
Jiena 4mja ce odenmexja CBe BUIIE MPEMeITajy Y AUTUTATTHO OKPYXKerbe, MIIaK MMa MecTa
M3MeHaMa KakKo Ou ce n3deriie Hello3BO/beHE aHANIOTHje Y TYMaduey y CUTyallMjaMa Kaja
KOHKpeTHa HopMa HefocTaje. Har ¢pokyc he npumapHo duty Ha ,, ;UM TanHIM acreKTiMa“
KPUBMYHOT fiea u3 4. 146. K3, a y ogpebenoj mepu u wi. 143. ncTor 3aKoHuKa.

Heosnamheno npukymsame
nnaHuXx nmogaraka (wi. 146. K3)

KpuBnuHo feno 3 Hac/oBa oBe Lie/MHe pajia Cafp>Ku IO jeflaH OCHOBHM, TOCedHU
U TeXU 0OMNK. VI3BpIIMiIal 0CHOBHOT 0dIMKa MOXKe OMTI OMI0 KO KO ITpefy3Me HeKY Off
TPM AJITePHATUBHO IIPOMIICaHe pafitbe: HeoBnamheHo Mp1dapjbatbe, CAONIITaBabE JPYTOM,
WM yroTpeda mofaTaka y CBpXy 3a Kojy HUCY HaMereHI. O0jeKT n3Bplleha KPUBUIHOT
Jiefa Cy MOJAIy O IMYHOCTY KOjU Ce TIPUKYIUBajy, 0dpabyjy 1 KopucTe Ha OCHOBY 3aKOHA.
To cy mopanu Koju ce 3aKOHNMTO Ha/lase y MOCefy pyKosaowa mnu odpahupaya (mwuxose
medpuuunyje canpxxu 3311 y un. 4. ct. 1. Tau. 8. 1 9), anu Koju mpefy3uMameM jeqHe Of
HaBeIeHMX Pafiibyl M3BpIIeHha JOCIeBajy fo HermospaHor nuia (Milosevié, 2022, str. 65).
C 0831poM Ha UMIbEHNUITY A Ce JaHAC BeMMKU Opoj IofaTaka CKIAUIITA Y IPEHOCH Y
purutanHoj popmu (Mandi¢, Putnik & Milosevié, 2017, str. 25), mojaBHM 0OIMLIM OBOT
KPVBUYHOT Jie/a Cy CBe ,JUTMTaTHuju .

Xumnotetnyku ropopehu, mogany o TMYHOCTH Ce Y OBAKBOM OKPYXKEHY MOTY
npudaBuUTH Ha pasmrdanTe HaurHe. Hip. XakoBamweM dasa mofaTaka, Tj. HeoBmaurheHM
HPUCTYIIOM pauyHapCKUM CUCTEMIMA, LITO ce Hajuelrhe YMHY YHOIICHEM PadyyHAPCKMUX
BUPYCa; U3[iBajambeM MofaTaka us3 ,cloud” cucrema — Kpo3 HeopantheH MPUCTYIT HA/O3UMa
Ha IIaTdopMama 3a CKIaguinTeme nogaraka (Google Drive, Dropbox) paju mpeysumama
VTV KOTIMpParba MOofjaTaKa O IMIHOCTY; OeCKOHTAKTHO CKeHMpambe C LIM/beM IPp1daB/bamba
HofjaTaKa ca IMYHUX JOKyMeHaTa MM IUTATHUX KapTuiia momohy ypebaja koju dexrdano
ounTaBajy nogarke. Jlake, oBie je ped o MojaIiMMa Koji Cy IpeTXOJHO 3aKOHUTO IMPUKY-
IUBEHN, JTU VX U3 dase Y K0joj Cy 3aKOHUTO CKTIUIITeH) HeKO HeoBnanrheHo prdasba.
OBo cy prMepu y KojiMa je caM HauMH Ip1daBIbatba MOfjaTaka KaXmbIB, de3 0d3upa Ha
OKOJIHOCT JIa /I je ped 0 MOofjaliuMa O TMYHOCTH, 1 Huje. CTora, dutHO je nctahm fa ce
Ha 0Baj HAUMH MCTOBPEMEHO MOTY YIMHUTH U [[pyTra KpPUBIYHA JIe/Ia, T1a Y KPYBUIHOIIPAB-
HOM cMucry (Hajuenrhe) roBOpMUMO 0 IpaBOM CTUILIA)Y, OyAyhu fa ce MCTUM MOHAIIAkIMA

7 Ocum Tora, MoryhHOCTU 08pajie BemKe KOMMUMHE MOJjaTaka ce KOHTMHYMPAHO IIVpe ca Pa3BojeM

BeILTAYKe MHTEMTEHIIje, T1a U Y CUCTEMIMA Y KOjIIMa ce PYKYje ca HAPOUUTO OCET/bYBYM MOfALMMA.
Taxo ce HIIp. JaHAC BeLITAYKa MHTEMMIEHIja KOPYUCTY 3a aHA/IN3Y IIPABHIX JOKyMEHATa, yToBOpa,
CYJICKe TIPaKce, JOKa3a UTH., KaKo Oy ce O/laKIIasm 1 ydpaasm npaBHu caodpahaj u cyacku moCTymm
(Mati¢ Boskovi¢, 2024, str. 482-483).
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HaIlaajy pasmmauTy 0djeKTy 3amTnTe. Y 0031p TaKo [o/a3e IPeBacCXOHO KpUBIYHA Jieia
U3 IpyIe poTuB de30eTHOCTI padyHapCKIX ofaTaka® (IIpaBjbelbe 1 YHOLICHe PaTyHapCKIX
BUpYCa, HeoB/alheH IpKUCTyI 3amTrheHOM padyHapy, padyHaPCKOj MPEXXI I e/IeKTPOHCKO]
odpasu moparaka... (o Tome Bumetn u Kox: Putnik, Milo$evi¢, Cvetkovi¢, 2022, str. 331),
IPOTUB MIMOBIUHe (IIpeBapa), IPOTYB IP)KaBHMX OpraHa (JTaXKHO IpefcTaB/bame). Tpeda
MmebyTuM npuMeTnTH a ce OBa KpMBMUYHA Aea HajBehMa roHe 10 CIIy>KOeHOj [Y)KHOCTH,
TOK ce KPMBUYHO Iero 13 WI. 146. ¢T. 1. 1 2. K3 ronn o npusatHoj Tyxd0M1, Tako fa OHO
Uy OBMM C/Iy4ajeBUMa BOLY ,,CAMOCTA/IAH IPOLIECHN XMBOT [Ia MaTepyja CTULIaja Huje
Off HAPOUUTOT IPAKTUYHOT 3Ha4aja.

Papma caommraBama je II0ceSHO aKTyenM30BaHa ca pa3BojeM [PYLITBEHNX Mpexa
Koje omoryhaBajy panupHo mupee nHGOpPMalMja ca KojiMa ce BeIMKM dpoj JbYAu yIIo-
3Haje y KpaTKoM poky. VImajyhu y Buay fia je mojarak o IMYHOCTYU CBAKM MOZATAK KOjI
ce OfHOCH Ha (PUBMUKO JINLIe YUjI je MAeHTUTET ofpebeH nu ofpenuB, HETIOCPETHO U
HOCPEJHO, ITI0CeOHO Ha OCHOBY O3HAKe MIEHTUTETA, KA0 LITO je MMe U UAeHTU(PUKALNOHN
dpoj, mogaTaka o JIOKayju, UgeHTI(UKATOpa Y eIeKTPOHCKMM KOMYHUKAIIVIOHIM Mpe-
JKaMa W/IN jeHOT, OffHOCHO BIIIIe 0de/erxja BeroBOor (PM3IIKOT, (PU3MOIOIIKOT, TeHeTCKOT,
MEHTA/THOT, EKOHOMCKOT, KY/ITYPHOT U IPYIITBEHOT UIEHTUTETA (am. 4. cr. 1. Tau. 1. 3311),
MH/IMKATUBHO je Koja KoNM4unHa MHGOpMalija Moke OUTH CAOIIIITeHa Y CMUCITY OBe paj-
me. To Moxxe SuTn yunmeHo odjasmpuBameM poTtorpaduja, Bueo-3arca, TEKCTOBA WK
IJIACOBHUX IIOPYKa Y KOjYIMa Cy Cafp>KaHV OBYU MOIALY — JIUK, Opoj, I/Iac UTH,.

Pajba yroTpede y CBpXY 3a KOjy IIOfALIV HUCY HAMEEbeHV YHEKOIMKO je CrerndaHmja
IITO TaKBe [IOfIaTKe O IMYHOCTY VIMaJIaLl IPXKM OBJIAIINeHO, Ip1OaBMO VX je 3aKOHNTO, aJIi
X Jlajbe KOPMCTHU IIPOTHUBHO 3aKOHy. Pasyuka nsmeby oBe u nperxonuux panmu ce ysuba
Tek oBobhemeM y Besy ca umbeM Kopumrthera IpegmMerHyx nogaTaka. Hip. odpahusau
nopaTaka, pagehn y jaBHOOe/IeXXHIIKO] KaHIfenapuju, 3akoHuTo odpabyje mogaTke o mud-
HOM VIMeHY, MaTYHOM OpOjy, affpecit CTAHOBaIba, IPOMETOBAIby HEIIOKPETHOCTIIMA UTH.
y Be3M ca IIOC/IOM Koji 08aBjba, My TeM 3BaHMYHOT NHPOPMAIVIOHOT crcTeMa. MebyTum,
KaJla OH Te IOJATKe MICKOPUCTU KaKO OM X CTaBMO Ha PacIloNarame NHBECTUTOPY C LU-
JbeM IINperba HberoBor MOCa, Tj. Aa OU MHBECTUTOP TYUM JIMIIMA HYANO HOBousrpahene
CTaHOBE, TaJja MOXKeMO TOBOPIUTH O OBOj pajiibll M3BPIICHA.

Mapia je cIIopHO fa /i je ped 0 ZPYroM OCHOBHOM OQIUKY VIV ITOCeOHOM OQNIUKY,
ZIeTIo 13 CT. 2. IOCTOj ! KaJia ce IIPOTVBHO 3aKOHY IIPUKYIUbajy MOfALY O IMYHOCTY rpabhaHa
WIY TaKO IIPYUKYIUbEHY IIOJALV KOPKCTe. Y OBHOCY Ha od/muK u3 4. 146. ct. 1. K3, pagma
U3BpIIEHA Ce CACTOjU Y HE3aKOHUTOM IIPUKYIUbalby IOfaTaKa O TMYHOCTHU. Y jeTHOM
BPEMEHCKOM OJIHOCY, pajitha IPUKYIUbaba IIPeTXOAV pa/iib/l U3BPLIEHa U3 CT. 1, OTHOCHO
pazmu npudasbama. HanMe, mprudasipame ce BpIIN y OHOCY Ha Beh 3aKOHNUTO IIPUKYIUbeHe
noparke (cT. 1), a He3aKOHUTO NIPUKYIUbabe je MHUIMja/THO IIPOTUBHO ITponucuMa (CT. 2).

Osge cy, umak, ciopHe ise ctBapu. IIpBa, ga /i cy ,Heosnamheno“ npudassparmbe
(w1 146. ct. 1. K3) 1 ,,mporuBHO 3aKoHy " (Wi. 146. cT. 2. K3) cunonnmun? U apyra, na i ce
odjekar pajime Apyror odmKa (ocedHOT) OFHOCH CaMO Ha MOfiATKe O IMIHOCTU Y CMUCTTY

8 Tlomauy o MMYHOCTY Ce MOTY IPMOABUTI 1 IIpecpeTameM KOMyHIKalje. VIHTepecaHTHO je fa

MebyHapogHu oKyMeHTH IpenBuhajy KaXKibMBOCT OBUX Paiibyl ¥ JOMEHY BIUCOKOTEXHOMONIIKOT
KPMMIHAJIA, [JOK TO Hifje CIy4aj ca HaumM BakehnM KpuBIYHIM 3aKOHMKOM KOjU je MIHA4e YIIABHOM
ycknaben ca Tum nHcTpyMentuma (Deli¢, 2021, str. 327; MiloSevié, 2022, str. 171, fn. 55).
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33111 unu je ped o ,KBamMpUKOBAHMM IIOJALMMA O IMYIHOCTH Buiie rpabata, Tj. fa
ce jeanuxy pagu o MHOmHH (Lazarevi¢, 2011, str. 553)? Munubema cMo fia jecTe ped o
CYHOHMMIIMA, HAPOUUTO jep ce pajy o draHKeTHOM KpuBIU4HOM Aeny (Milosevié, 2021, str.
119). Mebytum, y mpBoM cTaBy, He3aKOHUTOCT MIMaMO TeK Ha JPYTroM KOPaKy — MOfaL
Cy 3aKOHUTO Ty (IIPBU KOpaK), ajlii Ce IhJMa HeoB/lIalheHo pyKyje (pyru Kopak), oK y
IPyrOM CTaBY Ta He3aKOHUTOCT Aenyje Beh ca MpBUM KOPaKoM — IIOJALN HUCY 3aKOHITO
y IOCefy, I1a IOC/IeANYIHO, HI CBAaKa Ipyra pajiba He MO)ke OMTH 3aKoHMTa (Maza je ped
0 IpaBUy MUMOBMHCKOT IIPaBa, YMHU C€ CBPCUCXONHUM IMPUMETUTH Jja U OBJie JieNyje
IPUHINII ,IITO ce TPOO poaMu, BpujeMe He ucnpaBu”). [Ipyra criopHa CTBap, YMHM Ce, He
IpefcTaB/ba IUTabe je3NIKOr TyMadera IpaMaTIYKor Opoja, Beh mpocTo HecripeTHe
npaBHe GopMy/IaLyje ¥ YIMTHOT 3aKOHOZABHOT MOTVMBA MHKPUMIHMCaba. C/IMYHO Kao KO
IPBOT 0O/INKA, KPO3 HE3aKOHUTO MTPUKYII/bakbe MOfaTaKa O IMIHOCTH, MOTY C€ OCTBAPUTI
U elleMeHT HeKMX JPYTMX KPUBUYHUX fena. Hip. kperpameM MaKHMX allyIMKaIja U
VMHTEpHET CTPaHMIIa KOje ONOHAIAjy 3BaHNYHE CEPBIUCE, a KOje KOPUMCHUIIY KOPUCTE 3a
YHOC CBOjUX JIMYHMX IIOfJaTaKa; COL[MjaTHIIM MHXXEeHhEPIHIOM KPO3 HaBoheme Ha OTKpu-
Bambe NojjaTaKa O MMYHOCTH UTH,.

3a 00a 0dyKa OBOT KPMBUYHOT Jle/la IPOMMCaHa je HOBYaHA Ka3Ha MJIM Ka3Ha
3aTBOpA /IO jefiHe TOAVHE, LIITO CyTepHulle Ia je ped O JaKIIeM Jieny, a y 0d31p Homasn
IpuMeHa SIa>KMX KPMBUYHIUX CaHKIMja VI MHCTUTYTA MOMYT Je/la MaJIoT 3Ha4aja YK
ONOPTYHUTETA KPUBUYHOT TOMbEIba.

Te>xyt 087K OBOT KPMBIYHOT Jie/a IIOCTOjM YKOMMKO Ao u3 wi. 146. ct. 1. K3 yun-
HI C/TY>KO@HO JINIe y BpLIewy CIyde, ITO 3a MOCTeAMIY MMa MOTYRHOCT Ka)kibaBatba
3aTBOPOM Y Tpajarby [0 TPYU TOfMHE. 3a Pas/MKY Off OCHOBHOT U ITOCESHOT 0O/INKa, TOMmbeHe
ce mpexnysuMa ex officio. VIHTepecaHTHO je ja ce TeXxut 0ONMK He OFHOCH Ha 4. 146. cT. 2.
K3, naxo cy oBa /mija u e Kako y pakrudakoj moryhHocTu ga y Beh HaBegeHom cMucty
He3aKOHNTO NPUKYIUbajy IofaTke. PeleBaHTaH 0&/IMK KpMBHUIe KO CBa TpU 0d/IuKa je
YMUII/BAj, TIPY 9€MY Y HEKMM C/Ty4yajeBuMa MO>KeMO TOBOPUTH O IIOCTOjakby CTBAapHE WJIN
IpaBHe 3ad/1ye Kao 0OCHOBa MCK/bydera kpusuLe (Milosevi¢, 2021, str. 118).

UuHM HaM ce [ia OBe AyIeMe HIUCY HEIITO HITO Cé MOXKe PEINTU CaMUM TyMademheM
nporuca. OBJie je UITak HOTpedHa eTa/bHMja aHaIN3a OBOT KPMBUYHOT fiefia U, HAKOH TOTa,
a/leKBaTHA 3aKOHO/laBHA MHTepBeHIrja. OBO 0COOMTO BaXKM jep ce MOjeVHN IPeKpIIajn
u3 33111 xoju cappxu ,,Mmnahe“ Hopme ox wi. 146. K3, koju Huje MemaH of 2006. ronuHe,
HOKJIAIIajy ca odeexjiumMa OBOT KPMBUYHOT fiefa. To je, Ha KOHILY, jefiHa IIPaBHO HeOfP>KIBa
CHTYyallMja Koja IOofpyBa IIpaBHY CUTYPHOCT ¥ 3aXTeBa CUCTEeMCKO ycKkaabuBame mpormca
(Bumre o Tome: Milosevié, 2021, str. 119-121).

O HeoBmantheHOM MPUCTYUIKUBAY M CHUMAbY
(wr. 143. K3) ca ocBpTOM Ha ,,AUTNTATHU JOKa3HU 3HAYAj

OCHOBHI O8NVK KPMBUYHOT flefTa 13 HAaCTI0Ba OBOT Jle/Ia pajia IOCTOj| YKOMVKO ce
noceOHNUM ypebhajima HeopantheHo MPUCTYIIKYje MM CHMMa PasToBOP, M3jaBa MM KaKBO
CAOIIIITebe, KOjJI TOM JIMI[Y HUCY HaMekeHI, Kao I, IITO je mocedaH 0d/NK, YKOIUKO ce
omoryhy HerosBaHOM JIMITY JIa Ce YIIO3Ha Ca PasTOBOPOM, U3jaBOM VJIM CAOIIIITEHheM KOji
Cy HeoBjalheHo MPUCTYIIKMBAHM, OHHOCHO TOHCKYM CHUMaHM. [IponmncaHa je HoByaHa
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KasHa VIV 3aTBOP Off TPy Mecerja 7o Tpu roxuHe. Odjekar pajjme 0BOT KPMBUYIHOT JIefa Cy
pasroBopu, M3jaBe WM CAOIINTE A, AaK/Ie, He OfjaLlM O IMIHOCTY Kao TakBl, Beh jeman
mupy odMMK KOjU UX MIOCPETHO MOXKe cafipskati. ButHo je ucrahu u To ma ce oo geno
4MHM y3 ynoTpedy nocedSHux ypehaja sa crymame u CHuUMambe. 3a Hallly TeMy je TocedHO
MHIMKATUBHO TO IITO Ce KPO3 ay/INo 1 BUJIEO 3aICe, KOjU HACTajy Kao MpeiMeT U3BPIIeHha
KPMBUYHOT JlefTa, MOXKe iohn y mocen u onpehennx moparaka o mraHocTy. 3dor Tora ce
U OBJie TIOCTaB/ba IMUTalbe OIHOCA OBOT ¥ KPMBMYHOT fiea 13 wi. 146. K3. [Tpempa je peu
0 MCTOM TPYIIHOM 3alITUTHOM 00jeKTy (codofe u mpasa yoBeka u rpabannua), pagu ce
0 IIOCBE JpyTra4yMjoj MHKpuMMHaILuju. CXOTHO TOMe, a KaKO Ce 1 32 0BO KPMBUYHO JIE/I0
TOHY ITO TpUBATHO]j TyxOu, Moryhe je 3amucmnTy fa TakBa mpuBaTHa Ty>kda 0dyxBary 0da
mena. Texxu 0OMMK IOCTOjM YKOMMKO je femo u3 wi. 143. ct. 1. u 2. K3 yunnno cnyxdeHo
NnIie y BpIewY cIykde, 3a Koje je mpeapubheHa KasHa 3aTBOpa Off LIECT MecelN [0 MeT
TOIVHA, VI TOHM Ce TI0 CITY’KO€HOj TY>KHOCTIL.

IITra je ,,aururanHo“ y oBoM KpuBuIHOM fieny? [Ipe cBera, CAMO CpPeACTBO U3BpILIEHa,
Tj. enexTpoHCku ypebaju 3a cHuMame. [ToToM, 1 HAYMHM USBPIIEHA U IPOLYKTU TAKO
CTBOPEHOT cafip>Kaja. Jinak, oHO IITO IpefcTaB/ba HAPOYUTO 3AHUM/BMBY TEMY jeCTe MO-
ryhHocT kopuirhema cHUM/BEHOT cafipKaja Kao fokasa y KpuBMYHOM nocTynky (Lazi¢ &
Radisavljevi¢, 2018, str. 381-386; Milosevi¢, 2021, str. 123-124). YoTpeda 0BaKo HaUMbEHNX
ToKa3a HMje HeCIIOPHa, MaKO TyMadema 1 CyCKa IpaKca Uy Y IPUIIOT JOIYIITeHOCTH
BIX0BOT Kopuinhema moy ofpehernm ycrmosuMa (HIp. yrmosopemeM fia ce ofipehero mre
cayma). OTyza ce y IpefyIory OTOBMX M3MeHa 3aKOHWKA 0 KpMBUIHOM NocTynky (Hanpt
3aKOHNMKa 0 KPMBUYHOM IIOCTYNKY, https://www.mpravde.gov.rs/sekcija/53/radne-verzije-
-propisa.php) ynpaso noctaBmio nutame T3B. [Jurntanuux gokasa. Ihuma je y wi. 139a
HPEeIOKEHO IIPABIIO MO KojeM ce: poTorpaduje Uy TOHCKHU, OFHOCHO TOHCKY V1 OITHYKM
CHUMIIM, HACTAJIU U IPUOaB/bEHN Y CKIaly Ca OBUM 3aKOHMKOM, MOTY KOPUCTUTH Kao
TOKa3 11 Ha IUMa Ce MOXKe 3aCHUBATIH OfTyKa cyfa. Ca apyre cTpaHe, YKOIMKO ce Pajiit O
doTorpadmjama v TOHCKIM, OJTHOCHO TOHCKVM ¥ ONTUYKVIM CHVMMIIMMA KOjH He CTIajiajy
y TIOMEHYTO IPaBWIO, OHY C€ MOTY KOPUCTHUTH Kao 0Ka3 y KPMBUYHOM HOCTYIKY, CaMO
OHJIa KaJja Ce OKPUBJ/beHY HajTa3) Ha GoTorpaduju WM CHUMKY, OLHOCHO aKo je Heros
r1ac 3adenexxeH Ha CHUMKY. C/IeICTBEHO TOMe, T3B. AMaTepCKU CHUMLY OU Ce Y CIIy4ajy
yCBajama OBMX M3MEHa HeCIIOPHO MOTJIV KOPUCTHUTH Kao OKas.

OHo 1mITO IaK JOJATHO KOMIUIMKYje OBa IIUTama jecy mpennoxeHe nsmene K3
ympaso y goMeny 4. 143. K3 (Harpt Kpusuunor sakonuka, https://www.mpravde.gov.rs/
sekcija/53/radne-verzije-propisa.php). Haume, myMa je mpeayiokeHo dpucame CUHTarMe
»KOjJI My HIICY HaMeIbeHM ; LITO MMIUIMIMPA fa 0¥ KPUBUYHO JIe/IO YMHMO CBAKO KO KO-
puctu nocedue ypebaje sa cHumame, de3 0031pa Ha TO [ /N je yIeCHMK Y BbUMa WIN Hije,
Kao 1 HeBe3aHO Off TOTa JIa JIV Ha Taj HA4MH ,,TIp1daB/ba JOKa3HU MaTepujas O U3BPLICHY
KpuBIYHOT fiena. Hejaca je offHOC IpeIosKeHNX MaTepyjaTHIX U TIPOLIeCHUX ofpeniada o
OBOM NMTamy. b1aHKeTHN KapaKTep ¥ OBOT KPMBIYHOT Jlefa, 300T peun ,HeoBmanheHo
Morao 01 ykasaTy Ha crerndIaH 0CHOB UCK/bydera IIPOTUBIPABHOCTY KOjU Ce Ha/masn
y IIpoljeCHOM 3aKOHMKY. Takobe, Ha IO/by MaTepujaTHOT KPMBIYHOT IIPaBa MOITIN dIICMO
TEOPUjCKM TOBOPUTIL U O HEKOM BIAY IIOCTYIIAka y HY’KHOj OfOpaHM, aKO CHUMAbeM
HACTOjMMO Jja OfOMjeMO MCTOBPeMEeHM ¥ IPOTHUBIIPABHY HAllaJl Ha HEKO Hallle IPaBOM
samrrtuheno godpo.
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JacHo je fa ce 0BOj mpodmeMaruLiy MOpa mpuAaTy ofrosapajyhm sHadaj u npucry-
T jOj TIPaBHO M IPYIITBEHO OATOBOPHO, TOCESHO jep MO OKpYyKeHM cBe Behum dpojem
ypebaja xoju nucrospemeno cuumajy u odpabyjy npukymnmene nogarke, y3 moryhHocT
upenTudukanuje u npahemwa ocoda. HapaBHo, mpaBa Mepa ce Hajlas) Ha ,,II0/Ia myTa“
usmebhy norpede 3a desdennourhy u moryhux xpierma mpasa Ha 3aIlITUTY IPUBATHOCTH.

3AK/bYYAK

CBeOIIIITY HaYYH U TEXHUYKY HATIPefjak HY>XHO Mea ocTojehn mopenak y ceum
odmactuma duTHCama — JPYIITBEHOM, IIOIMTUYKOM, IIPaBHOM, TeXHOIOWKOM UTH. To
ce JIeTIO yo4aBa Ha IIPOMEHhEHOM pasyMeBamy I1a U pefiepuHMCaby IPUBATHOCTH, KaKO
IIPaBHO, TaKo U cTBapHO. OTy/la IpUBAaTHOCT He 0d1TaBa caMo ,,y YeTHpPH 3Ma‘, I1a HI Ha
»4eTHPU CTpaHe cBeTa’, Beh MOCTOjU Y jeHOM BUIIEAVMEH3MOHATHOM IPOCTOPY KaKaB
je puryurannu. CTora ce cBe BUIIE TOBOPY O KOHIIENITY T3B. e-IIPMBATHOCTH, KOjU je Io-
MaJjIo ¥ KOHTPaJMKTOPAH jep je MOBPIIMHA KOjy 0dyXBaTa JUINTATHA OKONMHA CBE CAaMO
He ,,iprBatHa“, To He 3HAYM /1A Ce ,MHTUMA" He MOXKe 3AIITUTITI HI Ha KOjU HA4UH, ajIl
UIIaK 3aXTeBa HOBMUje ¥ CYNITIUIHMje MexaHusMe. CBe TO CacBUM OO0 BUAMMO Ha IIpUMepy
IpUKYIUbakba 1 00pajie olaTaka O IMYHOCTH, Ha §a3yl KOjIX MHOTe CTBapy O IOjeAVHITY
IOCTajy JTaKO CasHaT/bMBE. 300T TOTa je HBUXOBA 3alITUTA OCedaH 13a30B.

[TpuMapHM MeXaHM3MM 3alITUTE JIEXKE Ha YOBEKY U H-€TOBOj CBECTH O 3HAYajy IOfia-
TaKa o0 IMYHOCTY, Te HETOBamy de38eHOCHe KYAType Y JUTUTaTHOM OKpY>Kemy. IllTeTy
HACTaIy 3/I0yHOTPedOM IofjaTaka O IMYHOCTY TOHEK/Ie MOXKe JIa CAHUpa T3B. IPABO Ha
3adopas (dpucame) mogaraka, Koje ce MHade Hajlasy y 3a4eTKy pasMaTpama yrnorpede
HoJaTaKa y MHTepPHeT OKpyKewy. Kako HU TO Huje YBeK JOBOJ/bHO, TO Ce Ip1derapa KpUBUY-
HOIIPABHOj peaKiMju. YIora KpMBUYHOL IIpaBa HU OBJE He OACTYIIA Of TPaAUIVIOHATHUX
IOCTy/IaTa OBe IPaHe IIPaBa, OAHOCHO, HbeToBe CYICUMjapHe 3alITUTHE YIOTe, Tj. ultima
ratio xapakrepa. [lakie, Kajja 3alITHTa §JIa>XKMM CPelCTBUMa OocTaHe de3 edekTa, Bajba
aKTUBMPATU KPUBUYHOIPaBHM anapaT. OHO WITO je MpodIeMaTUYHO jecTe TO MITO HI
»CTaB/batbe Y IOrOH“ KPMBIIIHOT IIPaBa He MOXKe CAcBUM e(PMKACHO fia Cy30uje HeraTBHe
edekre nogataka Koju cy Beh ,,yriefanu cBeTIOCT AUTUTATHOT faHa

KpuBuuHo meno HeopnamheHoOr IpUKyIUbarba INYHNX ITOfaTaka u3 wi. 146. K3
IpeJcTaB/ba MHKPYMIHAIIM}Y KOjOM Ce IIpy»Ka IlojadaHa 3alITUTa YHOTpedn IofaTaka o
ymraHoCTH. C 0031pOM Ha IIPOINCAHY KasHy, ped je O JIAKIIeM fIelTy ITa ce YMHM ia KpYBUYHA
3aKOHOfaBal] 0BO IIPOTVBIIPABHO ITOHAIIAE He TPETUPA jefHAKO APYIITBEHO ONIACHIM Kao
IITO Ce TO YMHN Y MATUYHUM IIPOIIICKMA I BIXOBIM KasdHeHUM offpendama. Imax, tpeda
MMaTy Ha YMY Jia je 0BO peerse u3 2006. roauHe, a fia je Bakehu 33I1J1 Ha cHasm ox 2018.
TO/IMHE U, Yy TOM CMICILY, IpaT! €BPOIICKe TPeHJoBe. Bujenu cMo 1a mocToje mnojegune
HEJOC/IeNHOCTY Y 3aKOHCKOM OIIVICY OBOT KpMBWYHOT fena. OHe ce IIpeBacXOfHO OJHOCe
Ha HOPMATUBHY peflakuujy Wwi. 146. cT. 2. K3, ma 1 Ha 1eroB MOTUB MHKPYMMHICAbA, &
300r Moryhux nmpexianama pajmbi U3BpIIeHha ca OHMMa 13 Wi. 146. cT. 1. K3. Ha oBaj Hasas
IIOIATHO yTHYe M YUEbEHNUIIA JIa Ce TeXXV OONUK 13 CT. 3. He OJHOCH Ha IIPOTUB3aKOHNITO
IpUKyIUbakbe W Kopuirheme IogaTaka o IM4HOCTY rpahana. OBa muTama Cy oljelheHa
Kao BpeJjHa la/be Hay4dHe odpasie, anmy 1 dyayhux sakoHOaBHMX M3MEHA.
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Mapa je KpMBIYHO fIe/I0 HeoBIamNeHor IPIUCTYIIKMBaba I CHUMamba U3 WI. 143.
K3 anammsupaHo y Mamboj Mepy, OHO MOXKe OUTHU Off 3Ha4aja y JOMEHyY yrmoTpede T3B.
AUTUTATHUX I0KA3a, a TO je U mpasary y KojeM ce kpehe u pedopma KpuBuuaHOr mpoie-
CHOT 3aKOHOJaBCTBa. VI Ty IIoCTOje M3BecHe HejacHOhe 0 KojiiMa ce MOpa BOJUTH padyyHa
IPIINKOM YCBajara Ipefiylora HOBMX pelllera (HIIp. KOMU3Kja MaTepyja/IHOIPABHUX U
IPOLIeCHOIIPABHUX Ofipesiada).

KonauHo, ,,Ha I04eTKy dellle pedu’, y CPeMIHU — MHTEPHET, a Ha KPajy, YMHU Ce, I10-

Tpeda 3a MpoHaTaXeeM pas(H)e Mepe usMeby ,,ananorue” u ,, AurnTaaHe MPUBATHOCTI
Yy CaBpEMEHOM [IPYILUTBY.
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Abstract: The Constitution of the Republic of Serbia safeguards the right to privacy
through several aspects, as does the European Convention on Human Rights and Fundamental
Freedoms. The cornerstone in this area is the Law on Personal Data Protection from 2018.
In line with the ultima ratio principle of criminal law, the Criminal Code protects these data
when the most severe violations occur, pursuant to the Criminal Procedure Code. However,
with the daily expansion of science, technology, and innovative means of communication
and recording, this takes on a different, “digital” dimension. Naturally, this trend calls for
certain adjustments in regulations, as well as in their interpretation and application. In this
paper, the authors aim to highlight key provisions of the aforementioned regulations and
their current and future interpretation within the context of digital society, with a particular
focus on criminal law aspects. This complexity is further amplified by the development of
artificial intelligence, which inherently relies on the use of vast amounts of data. The aim
of this paper is to identify some of the critical elements in the protection of privacy rights,
particularly those related to personal data most closely linked to individuals, and to raise
the question of potential legislative amendments.

Keywords: privacy, personal data, unauthorized collection, unauthorized recording,
criminal law protection

INTRODUCTORY CONSIDERATIONS

Different national and international documents directly or indirectly recognize
privacy as a fundamental human right which implies the right of an individual or a group
of individuals to protect their private life and private environment, including information
about themselves. Today’s digital age inevitably expands this concept so that it also en-
compasses privacy in digital setting (“e-privacy”) and, moreover, suggests that it should
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be observed as an independent right that deserves legal protection in itself (Romansky &
Noninska, 2020, 5288-5289).

The Constitution of the Republic of Serbia (“Official Gazette of the RS”, No. 98/2006
and 115/2021, hereinafter: the Constitution), unlike the European Convention on Human
Rights and Fundamental Freedoms (published with additional protocols in “Official Gazette
of Serbia and Montenegro - International Contracts”, No. 9/2003, 5/2005 and 7/2005 - cor-
rected, and “Official Gazette of the RS - International Contracts”, No. 12/2010 and 10/2015,
hereinafter: European Convention), recognizes the right to privacy, but does not formulate it
so explicitly as the aforementioned document of the Council of Europe. In fact, Article 8 of
the European Convention defines “the right to respect of private and family life”. It includes
four segments as follows: private life, family life, home and correspondents, but they are
not easily separated (Besirevi¢ et al., 2017, p. 160). The Serbian Constitution, on the other
hand, elaborates these four fragments in several individual provisions, the most relevant
of which for the topic of our paper are Articles 41 and 42. They protect the confidentiality
of letters and other means of communication and personal data.

The cornerstone law in the field of data protection is the Law on Personal Data
Protection (“Official Gazette of the RS”, No. 87/2018) which, in broadest terms, regulates the
collection, storage, processing and use of these data for their intended purposes, as well as a
number of rules aimed at preventing data abuse. Inviolability of the confidentiality of letters
and other means of communication are further regulated more directly by incriminations
from Articles 142, 143 and 144, and of personal data in Article 146 of the Criminal Code
(“Official Gazette of the RS”, No. 85/2005, 88/2005 - corrected, 107/2005 - corrected, 72/2009,
111/2009, 121/2012, 104/2013, 108/2014, 94/2016, 35/2019 and 94/2024). These are not the
only criminal offences which protect the right to privacy and, in those terms, of relevance
are also the criminal offences from Article 138a (persecution), Article 141 (unauthorized
disclosure of secret) and Article 145 (unauthorized publication and display of documents,
portraits and recordings) (for more information, see: Milo$evi¢, 2021, pp. 124-126). Since
in this paper we will deal with personal data within the context of the right to privacy, the
criminal offence from Article 146 of the Criminal Code will be the main subject matter.

In any case, data protection used to be treated as part of the right to privacy, while
today it has assumed the contours of an independent concept (Blume, 2010, p. 153), and
even of a separate branch of law (Andonovi¢ & Prlja, 2020, p. 54). In that respect, the focus
of our paper will be mainly directed towards personal data, although it indisputably implies
the right to privacy as well.

Speaking of digital “setting’; it should be emphasized that now already famous Regulation
GDPR (Regulation /EU/ 2016/679 of the European Parliament and of the Council of 27
April 2016 on the protection of natural persons with regard to the processing of personal
data and on the free movement of such data, and repealing Directive 95/46/EC, hereinafter:
GDPR), takes into account the Internet setting through regulating the “right to erasure,
i.e., the right to be forgotten” from Article 17 of GDPR.?> And what are the specific features
of data protection in the digital age?

*  The right to be forgotten is defined as “the right to request the removal of personal data from websites
or browsers, particularly when such data are irrelevant, obsolete, harmful or violating an individual’s
privacy or dignity” (Gill, Redeker, Gasser, 2015, p. 8). This right entitles an individual to request limited
access to previous information which harm his/her present and future interests through erasure or
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(OLD) CHALLENGES OF THE NEW AGE

At the very end of the previous millennium, Berman & Mulligan published a somewhat
revolutionary paper in which they indicated that the internet, at the time still in the “creation
stage” for broader population, gave a new perspective to the issue of privacy protection.
They recognized three key points at this level, namely: increasing generation and collection
of data; information globalization and spread; the lack of centralized control over data
protection (Berman & Mulligan, 1999, pp. 554-556). After a quarter of the century, these
problems are not only current but even further compounded by the constant development
and accessibility both of the internet and of other digital technologies creating a practically
new social framework of human action.*

Data indisputably “go into the ether” through direct and willing action of the person
they refer to (e.g., we will enter data about personal name, address, Unique Master Citizen
Number etc. when registering for a discount card in a favourite shop or when purchasing
an insurance policy before going on a skiing trip). However, a large amount of data is col-
lected on a daily basis not so much without our consent as without our being aware of it or,
more precisely — without our paying attention to it (e.g., security cameras, sometimes with
a clear warning that the space is under video-surveillance, and sometimes without it; our
movement while using GPS devices which are available on almost all mobile devices; the
use of “smart gadgets” in households, which are operated through WiFi remote connection,
biometric data for “unlocking” mobile phones etc.; for more information about the current
legal and real situation in these fields, see: Petrovi¢, 2024; Ruzi¢, 2024).

The internet is “a planet without borders” and these data can be found practically
in any part of the world and even - graphically speaking — underneath it. It is illustrated
by the use of the deep web and dark web, where it is possible to trade illegally with various
resources (people, weapons, drugs...), and even personal data. For instance, to avoid meas-
ures directed at preventing money laundering, which imply complete identification of the
service user, it is possible to buy special KYC (Know Your Customer) Kits with the aim of
avoiding the identification, or disclosure of the real user. In this “set’, it is often possible
to obtain almost all personal data that have been made up, and often the real ones which
have been stolen (Elliptic, 2024, p. 27)".

modification of such data. This right emerged exactly with the development of technology and means
of communication, while the same attitude is taken by the European Court of Human Rights. For more
information, see: Case of Hurbain v. Belgium, Application no. 57292/16, July 4th, 2023, §191 et seq.

* We can say that today there are available technologies which were practically in the domain of
science fiction at the time of the preparation of the cited paper. There is also an illustrative example
from the film “Fifth Element” from 1997, in which flying cars are shown as an ordinary means of
transport. We still do not have cars like that, but so-called autonomous vehicles are being developed
and used on a large scale. For more about certain matters of responsibility for accidents involving
self-driving cars, see: Banovi¢, 2023, pp. 41-43. In fact, since 2 December 2023, the Republic of Serbia
has applied the the Regulation on the Conditions for Autonomous Driving (“Official Gazette of the
RS”, No. 104/23), the main subject of which is the regulation of procedures of issuing the testing
licence (sic!) for an autonomous vehicle.

> Itis interesting that in the aforementioned manual there is an example of a purchase offer which,
in addition to the data about the seller and the prince, there is also a photograph of the ID issued in
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Speaking of the lack of centralized control of data protection, GDPR has significantly
contributed to the unification of these rules. Serbia’s Law on Personal Data Protection was
also enacted after the model of GDPR and the so-called Police Directive (Directive /EU/
2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data by competent authorities
for the purposes of the prevention, investigation, detection or prosecution of criminal of-
fences or the execution of criminal penalties, and on the free movement of such data, and
repealing Council Framework Decision 2008/977/THA). We have mentioned that, owing to
its revision, this act largely follows modern development trends, but individual countries
must also take into account general digital development.

Data protection, apart from normative advancements, increasingly implies technical
advancements as well. Therefore, for example, the development of the internet may be de-
scribed through three stages: read (Webl1) - read, write (Web2) - read, write, own (Web3).
Namely, in the first stage, the internet was designed so as to enable users to use only the
existing content, but not to create new content. The second stage is characterized by the
creation of social networks (Facebook, Google, Wikipedia...) and by providing users
with the opportunity to create their own content (so-called user generated content). This
mechanism resulted in voluntary placement of a large amount of data which were stored o
larger servers and then led to a phenomenon known as “targeted advertising directed at a
specific user”. In this manner, a large amount of information about individuals is collected
and stored, which opens up the space for certain abuses as well.® In the essence of these
unlawful activities is exactly the centralized system on which all those collected or supplied
data are stored. When, through the expansion of digital property, all innovative advantages
of blockchain technology were acknowledged, the idea developed according to which the
third-generation internet — Web3, could rely on decentralization. It would mean that large
platforms such as Google, Amazon etc. would not be “absolute masters” of a multitude of
data, but it would be the user himself as the data owner (Stackpole, 2022).

This is exactly why in the paper below we will deal with unauthorized data collection
in various forms.

the Republic of Serbia, although with partly concealed data (probably due to the unfamiliarity with
the language and the Cyrillic script, the signature remained visible, and that is how the identity of
the ID owner “ending up” in the market could be determined).

¢ For example, the Court of Justice of the European Union passed its judgment in the case Google
LLC, successor in law to Google Inc. v Commission nationale de 'informatique et des libertés (CNIL)
and established the violation of the right to privacy due to the lack of transparency, where Google
did not clearly and comprehensibly explain to its users how their data were collected and processed;
moreover, insufficient information was given when data about processing were not easily accessi-
ble, so users had to take several steps to get key information about the use of their data; finally, the
consent for personalized ads was inadequate because Google had not obtained the user’s consent for
processing personal data for the purpose of ad personalization, since it was not sufficiently specific
and unique. Judgment of the Court (Grand Chamber) of 24 September 2019, available at: https://
eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex:62017CJ0507.
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CRIMINAL LAW IN “CLICK” SOCIETY

Criminal substantive and procedural law, just as all other branches of law, must follow
the development of digital society and adjust to it to an appropriate extent. Although leg-
islative interventions performed in the previous decade are not in favour of this, criminal
substantive law is a less dynamic ranch of law in which too frequent amendments are not
desirable. In that respect, when it comes to individual criminal offences the characteristics
of which are increasingly transferred into digital setting, there is still room for amendments
in order to avoid forbidden analogies in interpretation in those situations when a specific
norm is missing. Our focus will be primarily on “digital aspects” of the criminal offence from
Article 146 of the Criminal Code, and, to a certain extent, from Article 143 of this Code.

Unauthorized collection of personal data
(Article 146 of the Criminal Code)

The criminal offence from the title of this segment of the paper can have its main,
special and graver form. The offender of the main form may be anyone who undertakes any
of the three stipulated acts: unauthorized acquisition, disclosure to others, or the use of data
for unintended purposes. The object of the commission of the criminal offence are personal
data which are collected, processed and used in compliance with the law. Those are data
which are legally owned by the handler or processor (their definitions are provided in the
Law on Personal Data Protection, Article 4, Paragraph 1, Items 8 and 9), but which, due to
the execution of one of the above-listed acts, reach an uninvited person (Milosevi¢, 2022,
p. 65). Having in mind the fact that today a large amount of data is stored and transferred
in a digital form (Mandi¢, Putnik & Milo$evi¢, 2017, p. 25), the manifestation forms of this
criminal offence are increasingly becoming “more digital™.

Hypothetically speaking, personal data in this setting may be obtained in different
ways. For example, by hacking data bases, i.e., through unauthorized access to computing
systems, which is most often done by entering computer viruses; by singling data out from
“cloud” systems — through unauthorized access to accounts on data storage platforms (Google
Drive, Dropbox) for the purposes of downloading or copying personal data; contactless
scanning aimed at acquiring data from personal documents or payment cards with the aid
of devices for wireless data reading. Therefore, these are data which were legally collected
earlier, but which are now obtained by someone without authorization from the base in
which they are legally stored. These are examples in which the very method of obtaining
data is subject to punishment, regardless of the circumstance whether those are personal
data or not. That is why it is important to emphasize that in this manner it is also possible
to commit other criminal offences, so in criminal law terms we (most frequently) speak
about joinder of offences, since same acting attacks different objects of protection. That
is why this refers primarily to the criminal offences from the group directed against the

7 Moreover, possibilities for processing large amounts of data are constantly increasing with the
development of artificial intelligence, even in the systems which handle particularly sensitive data.
Therefore, artificial intelligence is used today, for example, for the analysis of legal documents, con-
tracts, case law, evidence etc. in order to facilitate and accelerate legal traffic and court proceedings
(Mati¢ Boskovi¢, 2024, pp. 482-483).
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security of computer data® (creating and introducing computer viruses, unauthorized ac-
cess to protected computers, computer networks and electronic data processing etc. (for
more information, see: Putnik, Milogevi¢, Cvetkovi¢, 2022, p. 331), those offences directed
against property (fraud), against state bodies (false impersonation). However, it should
be noted that these criminal offences are mostly prosecuted ex officio, while the criminal
offence from Article 146, Paragraphs 1 and 2 of the Criminal Code is processed in a private
lawsuit, so that even in these cases it has “an independent procedural life”, and the matter
of joinder of offences is of no particular practical significance.

The act of disclosure has become increasingly relevant with the development of
social networks which enable rapid spread of information that can become known to a
large number of people in a short period. Having in mind that personal data are any data
referring to a natural person whose identity is determined or determinable, directly or
indirectly, particularly on the basis of identity marks, such as name and identification
number, location data, identifiers in electronic communication networks, and of one and/or
several features of the person0Os physical, physiological, genetic, mental, economic, cultural
and social identity (Article 4, Paragraph 1, Item 1 of the Law on Consumer Protection),
the amount information that can be disclosed in terms of this act is indicative. It may be
done by posting photographs, video-clips, texts or voice messages containing these data —
person’s appearance, number, voice etc.

The act of using data for unintended purposes is somewhat more specific because
the owner of such personal data is authorized to keep them, has obtained them legally, but
subsequently uses them against the law. The difference between this act and the previous
acts is perceived only when connected with the purpose of using the given data. For ex-
ample, the data processor who works in a public notary’s office, legally and by using the
official information system, processes data about someone’s name, identification number,
address, real estate deals etc. in relation to the business activity. However, when the data
processor uses those data to make them available to an investor, with the aim of expanding
the investor’s business operations, i.e., enabling the investor to offer newly-built apartments
to those people, it can be defined as a commission of this act.

Although it is disputable whether this refers to the second main form or to a separate
form, the offence from Paragraph 2 exists when citizens’ personal data are collected unlaw-
fully and when the data collected in this manner are used. In relation to the form pursuant
to Article 146, Paragraph 1 of the Criminal Code, the committed act refers to unlawful
collection of personal data. In a time relationship, the act of collection precedes the act of
commission from Paragraph 1, i.e., the act of collection. In fact, collection is performed
in relation to the already legally collected data (Paragraph 1), while unlawful collection is
initially against the regulations (Paragraph 2).

However, two things are contentious here. First, are “unauthorized” collection (Article
146, Paragraph 1 of the Criminal Code) and “unlawful” collection (Article 146, Paragraph
2 of the Criminal Code) synonymous? Second, does the object of the act of the second

8 Personal data can also be obtained by intercepting communication. It is interesting that interna-
tional documents stipulate the criminal character of these activities in the domain of high-technol-
ogy crime, while it is not the case with our applicable the Criminal Code, although it is otherwise
harmonized with these instruments (Deli¢, 2021, p. 327; Milosevi¢, 2022, p. 171, fn. 55).
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(special) form refer only to personal data in terms of the Law on Personal Data Protection,
or are those “qualified” personal data of several citizens, i.e., is it plural in linguistic terms
(Lazarevi¢, 2011, p. 553)? We believe that these are synonyms, particularly because it is a
blanket criminal offence (Milosevi¢, 2021, p. 119). However, in Paragraph 1, unlawfulness
appears only in the second step - data are legally there (first step), but their handling is
unlawful (second step), while in Paragraph 2, this unlawfulness begins with the first step
— data are not legally owned and, consequently, no other action can be legal (although this
refers to the property right rule, so it purposeful to note that here we also have the principle
of “something that is born wrong cannot be corrected with time”). Another contentious
thing does not seem to be the matter of the language interpretation of grammatical singular/
plural, but simply of an awkward legal formulation and a questionable legislative motive
of incrimination. Similarly to the first form, through illegal collection of personal data, it
is possible to realize the elements of some other criminal offences, e.g., by creating fake
applications or web pages which emulate official services, and which are used for entering
personal data; through social engineering by encouraging users to disclose personal data etc.

For both forms of this criminal offence, there is a stipulated fine or prison sentence
of up to one year, which suggests that it is a minor offence, so that it is possible to apply
more lenient criminal sanctions or institutes, such as an offence of minor significance or
an opportunity of criminal prosecution.

A graver form of this criminal offence exists in case the offence from Article 146,
Paragraph 1 of the Criminal Code is committed by an official ex officio, which consequently
leads to the possibility of imprisonment of up to three years. Unlike the man and the special
form, prosecution is undertaken ex officio. It is interesting that the graver form does not refer
to Article 146, Paragraph 2 of the Criminal Code, although these persons definitely have
the factual possibility of collecting data illegally in the above-mentioned terms. A relevant
form of guild in all three forms is intention, whereas in some cases we can speak of the
existence of real or legal illusion as the basis for excluding guilt (Milo$evi¢, 2021, p. 118).

These dilemmas do not seem as something that may be resolved solely by interpreting
the regulations. Here, a detailed analysis of the criminal offence is necessary, including
an adequate legislative intervention afterwards. This is particularly valid because some
violations defined in the Law on Personal Data Protection, which contain “more recent”
norms than Article 146 of the Criminal Code (unamended since 2006), coincide with the
characteristics of this criminal offence. Finally, it is a legally unsustainable situation which
undermines legal security and calls for systematic harmonization of regulations (for more
information, see: Milogevi¢, 2021, pp. 119-121).

About unauthorized wiretapping and recording
(Article 143 of the Criminal Code) with a focus
on “digital” evidential significance

The main form of the criminal offence from the title of this segment exists if special
devices are used for unauthorized wiretapping or recording a conversation, statement or
any announcement not intended for the person doing it, as well as, in a special form, if an
uninvited person is enabled to learn about a conversation, statement or announcement
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previously heard in an unauthorized way, i.e., previously recorded. There is a stipulated fine
or a prison sentence from three months to three years. The object of this criminal offence
are conversations, statements or announcements — not personal data as such, but a broader
form which may contain them indirectly. It is also important to emphasize that this offence is
committed by using special devices for listening and recording. Particularly indicative for our
topic is the fact that through audio and video recordings made as the object of the criminal
offence it is possible to obtain certain personal data as well. That is why here a question arises
about the relationship of this criminal offence and the criminal offence from Article 146 of
the Criminal Code. Although this refers to the same group object of protection (people’s
and citizens’ rights and freedoms), incrimination is completely different. Accordingly, since
this criminal offence is also prosecuted in a private lawsuit, it is possible to imagine that the
private lawsuit may include both offences. The graver form exists if the offence from Article
143, Paragraphs 1 and 2 of the Criminal Code is committed by an official ex officio, and
imprisonment from six months and five years, and prosecution ex officio are prescribed.

What is “digital” in this criminal offence? First of all, the means of commission itself,
i.e., electronic recording device(s). Furthermore, the methods of commission and products
of the content generated in that manner. Nevertheless, what is a particularly interesting
topic is the possibility of using the recorded content as evidence in criminal proceedings
(Lazi¢ & Radisavljevi¢, 2018, pp. 381-386; Milosevi¢, 2021, pp. 123-124). The use of the
evidence made in this way is not indisputable, although interpretations and case law are in
favour of allowing their use under certain conditions (e.g., warning that a certain person is
being recorded). Hence, the proposal of subsequent amendments to the Criminal Procedure
Code (Draft Criminal Procedure Code, https://www.mpravde.gov.rs/sekcija/53/radne-ver-
zije-propisa.php) raises the very question of so-called digital evidence. These amendments
propose a rule in Article 139a according to which photographs or sound and/or optical
recordings, made in line with this Code, may be used as evidence and as a foundation of
the court decision. On the other hand, if those are photographs or sound and/or optical
recordings which do not belong to the category of this rule, they can be used as evidence
in criminal proceedings only when the suspect is in the photograph or on the recording,
i.e, if his/her voice has been recorded. Consequently, if these amendments are adopted,
so-called amateur recordings might indisputably be used as evidence.

What complicates these issues further are the proposed amendments to the Criminal
Code exactly in the domain of Article 143 of the Criminal Code (the Draft Criminal Code,
https://www.mpravde.gov.rs/sekcija/53/radne-verzije-propisa.php). In fact, they propose
deleting the syntagm “unintended to that person”, which implies that the criminal offence
would be committed by anyone using special recording devices, no matter whether they
participate or not, and no matter whether in that manner “evidential material is acquired”
about the commission of the criminal offence. There is an unclear relationship between
proposed substantive and procedural provisions about this matter. The blanket character
of this criminal offence as well, because of the word “unauthorized”, might point to a spe-
cific foundation for excluding unlawfulness contained in the Criminal Procedure Code.
Moreover, in the field of criminal substantive law, it is also possible to speak theoretically
about a form of acting in self-defence, if by recording we try to refuse a simultaneously
unlawful attack to our legally protected good.
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It is clear that it is necessary to give appropriate significance to this issue and deal
with it with legal and social responsibility, particularly because we are surrounded by an
increasing number of devices which simultaneously record and process collected data,
with the possibility of identifying and tracking people. Of course, the right measure is
“somewhere halfway” between the need for security and potential violations of the right
to privacy protection.

CONCLUSION

General scientific and technical progress inevitably changes the existing order in all
areas of life - social, political, legal, technological etc. It is properly seen in the modified
understanding and even redefinition of privacy, both legally and in practice. Hence, pri-
vacy does not exist only “between four walls” or on “four sides of the world”, but also in
multidimensional space, or digital space. That is why we pay more attention to the concept
of so-called e-privacy, which is slightly contradictory because the area covered by digital
setting is all but “private”. This does not mean that “intimacy” cannot be protected at all, but
it still requires more novel and subtle mechanisms. It can be perfectly seen in the example
of collecting and processing personal data, on the basis of which it is possible to find out
easily many things about an individual. That is why their protection is a special challenge.

Primary mechanisms of protection rely on man and his awareness of the significance of
personal data, and on the cultivation of security culture in digital setting. The harm caused
by the abuse of personal data can be to a certain extent alleviated by the so-called right to
be forgotten, i.e., the right to data erasure, which is in the beginning stage of considering
the use of data in the internet setting. Since it is not always enough, it is necessary to re-
sort to a criminal law response. The role of criminal law does not deviate from traditional
postulates of this branch of law, or its subsidiary protective role, i.e., ultima ratio character.
Therefore, when protection with more lenient means makes no effect, it is necessary to
activate the criminal law apparatus. What is problematic is that not even “putting criminal
law in operation” cannot completely efficiently suppress negative effects of data which “have
already seen the light of digital day”

The criminal offence of unauthorized collection of personal data from Article 146
of the Criminal Code is an incrimination which provides greater protection to the use of
personal data. Having in mind the prescribed punishment, it is a minor offence, and the
criminal legislator does not seem to treat this contradictory behaviour as equally socially
dangerous as in the case of basic regulations and their penal provisions. However, it should
be taken into account that this decision is from 2006, while the applicable Law on Personal
Data Protection has been in force since 2018 and, in that respect, it follows European trends.
We have noticed certain inconsistencies in the legal description of this criminal offence.
They mainly refer to the normative revision of Article 146, Paragraph 2 of the Criminal
Code, including its motive of incrimination, due to potential overlapping of the acts with
those from Article 146, Paragraph 1 of the Criminal Code. This finding is further affected
by the fact that the graver form pursuant to Paragraph 3 does not refer to unlawful collection
or use of citizens’ personal data. These matters are assessed as worthy of further scientific
processing, as well as of future legislative amendments.
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Although the criminal offence of unauthorized wiretapping and recording from Article
143 of the Criminal Code has been analyzed to a smaller extent, it may be significant in
the domain of the use of so-called digital evidence, and that is also the direction in which
the reform of criminal procedural legislation is going. There are also certain unclear things
which must be taken into account when adopting proposals of new solutions (e.g., collision
of substantive-legal and procedural-legal provisions).

Finally, “in the beginning there was a word’, in the middle - the internet and, at the
end, apparently, the need for finding the right (legal) measure between “analogous” and
“digital” privacy in modern society.
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