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BE3BEJHOCT U ITPMBATHOCT
Y IIAMETHUM I'PAJOBVIMA

Caxerak: [odanuu Tpeny pacryhe ypdannsaiuje 1 ekcriansuje rpaoBa MOCTELHIX
IelleHuja IpOy3pOKOBao je dpojHe IpodieMe y IBUXOBOM QYHKIVOHNUCaY. YOp3aH pasBoj
MHPOPMALOHO-KOMYHIKALIMOHNX TeXHOJIOTH]ja II0jaBMO Ce Kao pelllerbe 3a Te IpodieMe,
¥ OBEO [0 HaCTaHKA TaKO3BAHUX Hameilinux ipagosa. IlaMeTHY rpaj; OCMUII/bEH je Kao
HOB MOJie/I Tpajia Kojit reHepuiiie 1 odpah)yje eHOpMHe KONu4He AUTUTATHIX TTOfjaTaKa ca
I/beM ONTUMM3alje Ipajicke MHPPACTPYKTYpe U MOdOJBbIIIakha YC/I0Ba )KMBOTA. YIIoTpeda
HOBYX TEXHOIOIja je, MehyTim, OTBOpIIa MHOTa IIMTakba U M3a3Basa 3adpMHYTOCT Y Be3n
ca HaYMHOM YIIOTpede TUX TeXHOIOIja M MOryhHOCTMMa 3710yHOTpede MPUKYIUbEHNX
nojaraxa. ¥ pajy Cy ollicaHe K/by4He KapaKTepUCTIKe apXUTEKType IaMeTHOT Ipaja 1
aHa/IM3UpaHa IITamba yrpoXKaBarmba 0e30eqHOCTH 1 IPUBATHOCTH IpabhaHa Koja OHa oTBapa.
VsBopy 1 0d/mi yrposkaBara 0e3deHOCT 1 IPUBATHOCTY Y TAMETHUM IPajjloBUMa CY
dpojuu, MebhycodHo ncnpernieTeHn u 3aXTeBajy MOfPOdHY aHAMM3Y ca TEXHUYKO-TEXHO-
JIOLIKOT, COLIMOTIOIIKOT 1 IIPaBHOT aCIIeKTa.

KipyuHe peun: mameTaH rpaj, MHGOpPMalLMOHO-KOMYHMKAI[OHe TeXHONOIHje, de-
38€eIHOCT, IPUBATHOCT, IIOALM O TUMYHOCTY

VBOJ

[pamoBu cy offlyBeKk O1aM He caMo TayKa OKyI/bara Beh 1 IleHTap pyIITBEHOr U
IOMUTUYKOT )KMBOTA, Pa3Boja PeTMOHA I HalllOHaHe eKoHoMMje. OHM Cy yCITyTHa MK
KOHayHa TaykKa JbY[U KOju MUTPUPajy Tpaskehn ocHOBHe Min So/be yCIoBe 3a XUBOT.
[Tpouemyje ce fa he y ypdanum cpegunama y 2050. rogyiHu >XuBeTH 4ak 68,4 mpoleHara
ykynHor craHoBHMIITBa (Population Data Portal UNFPA, n. d.), mro je Hemrto Buiie of
nBe TpehuHe yKymHe momynaryje.
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Ca ysehameM dpoja cTaHOBHMKA Y TpafioBMIMa, pacTe I ITOTpeda 3a pa3BojeM IpajicKe
nH}pacTPyKType KaKko S ce 3a10BO/bIIIE HOTPede IHIXOBIX XKITe/ba OIYeHE Y IIPOKOM
CIIeKTPY MpousBofa 1 ycryra. Heku of HajBaXHUjUX IIpodjieMa KOjy ce IIPUTOM jaB/bajy
OffHOCe Ce Ha KOMYHAITHe ycryTe — 0de3delnBarbe JOBObHE KOMIUMHE €/IEKTPUYHE eHepriije
U BOJe, Ofl/Iarambe OTIaja, 3araheme Basyyxa, 3aryieme caodpahaja, ycnose cTaHOBamba,
Kao u noBehare CToIe KPUMUHANTUTETA.

Tpenp ypdannsanuje je, MICTOBpEMEHO, aKTYelTN30BA0 113a30B€ OAPXKUBOT Pas3Boja,
a yHampeDerme KBanmuTeTa )KMBOTA HAMETHYO Ka0 MMIIEPATUB ypdaHOr pasBoja. Pelere
3a MHOT€ 13a30Be YPOaHOT 1 OffpXXUBOT pasBoja BuheHo je y mpuMeHM caBpeMeHe UH-
¢dopmanyoHo-KoMyHuKannoHe texHonoruje (y gabem tekcry: VIKT), mto je goBeno o
HaCTaHKa KOHI[ENTa TaMeTHMX IPajioBa.

Y xonrekcty VIKT, mameTHy rpajjoBu ce MOTy MOCMAaTpaTy U Kao cucteM meby-
COOHO IOBE3AHNUX I YMPEXKEHNUX CUCTEMA KPO3 Koje e pasMeryje OrpOMHA KOMMYIHA
AUTUTATHUX TOfjaTaKa. TaKBYU CHCTEMU T1aK VIMajy CBOje TEXHIMYKO-TEXHOJIOIKE CIadoCTI
u pawyuBocTu. OHU Cy U3TOXKEHM He CaMO PUSHUIIMMA TeXHUYKUX KBApOBa, IPeIIKaMa y
BIIXOBOM IIpOjeKTOBamy 1 Kopuirheny, Beh 1 3moynorpedama ox cTpaHe 3T0HaMEePHUX
aKkTepa y puandkoM u cajdep cery. besdegHocHUM pusniyma Hucy nsnoxenn camo VIKT
cucremy, Beh u cBu mojany Koju ce y wyma odpabyjy n cknapgumre. ITocedHo oceT/bUBY
KaTeropyjy mojjaTaka npefiCTaB/bajy HOJAIM O IMYHOCTY KOjJ Cy Y TECHOj Be3M Ca 3aXTEBOM
3a ouyBameM npuBarHocTy rpabana (General Data Protection Regulation, 2018). Crora je
pasymbyB 3axTeB fa ce desdegnoct VIKT cucrema u gurnTaaHMX nogaTaxa y maMeTHUM
rpajoBYMa KOHTHHYMpPaHO olewyje u yHanpebyje (Markovi¢, 2023).

I[TIOJAM 1 KAPAKTEPVICTUKE
ITAMETHOT I'PAIJA

Konuent mameTHoOr rpajia 3acHUBa ce Ha yIIOTpedM caBpeMeHNUX TeXHOJIOIMja Koje
Tpeda a MOMOTHY I'PajicKOj YIIPAaBN Y IIPY>Kamby LIMPOKOT CIEKTpa YCIyTa, ca IM/beM I10-
dosplilaa KBaIMTETa IPYBPENHOT I IPYLITBEHOT )KUBOTA. YHanpeDemwe ycryra y 3ApaBCTBY,
YCIOCTaB/batbe AUTUTATHOT IPYCTYIIA jaBHOj YIIPABH, CMaHeHhe eMICHje YI/beH-IVIOKCUIA,
yIIpaB/barbe OTIafIoM, caodpahajHNM ry>kBaMa ¥ TapKIMH3MMA, YBODerme MHTETUTEeHTHIX
CHCTeMa yINYHe pacBeTe, yIpajiiba MAMETHUX OPOjIIa 3a eeKTPUIHY eHepTHjy, IIpo-
jeKTOBame IaMeTHUX 3TPajia, HeKe CY Off 0d/1acT KMBOTA Y rpafly Koje Mory fa dyay
yHampebene ,mamerHuM texHomornjama‘. [TameTHI rpagoBH, WM KAaKO Ce jOII HA3WUBajy,
IUTUTATHU TPaJiOBU, TEXHOJOIIKY I'PaJIOBY, )KUYaHN TPATOBI, CBEIIPUCYTHU TPafIOBH,
VHTEeJIUTeHTHNU TPafiOBY, TPafioBy MHGOpPMaIINja, IPajOBU 3Haa, TAMETHE 3ajefHUIIE,
KpeaTVBHU IpajioByu 1 ofpxyusy rpagosu (Praharaj & Han, 2019, str. 1) nosesyjy /myzne
ca TEeXHOJ/IOIMjoM, dapaTajyhn orpoMHOM KOIMYMHOM IofaTaka Mehy kojima ce Hamase u
OHM TT0CeOHO OCeT/bUBE IPUPOJIE, Y KOje CIIajajy ¥ IOfaI O TMIHOCTIL.

[TameTHM rpafioBY IIpefiCTaB/bajy ypdaHa mozpyyja koja yrnorpedom VKT mpukymbajy,
reHepuiy 1 odpabhyjy nogarke, kako du cTex1u do/py yBUJ Y IOHAIIAe 1 epdopMaHce
norpourada (rpabana) 1 Ta moppydja yIMHWIN ePUKACHUjIM U OGP>KUBUjMM. Vako ce 3a
ITaMeTHe IpajioBe IIPeBACXOHO Be3yje eKCTeH3MBHA 11 MHTenureHTHa ynorpeda VIKT koje
omoryhaBajy ynpasmbame HofalyMa 1 nHdopManmjama, maMeTHI IPpaji je MHOTO BHUIIIE Off
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IIaMeTHUX TeXHojIoruja. IlaMeTHM rpaj je KOHIIENT KOji 3aXTeBa XOMUCTUYKM IPUCTYII
3a pasyMeBalbe IheroBe apxXuTeKType U IpuMeHe. XOMMCTUYKM IPUCTYI ITOfpasyMeBa
IIOBE3aHOCT HEKONMKO AVMEH3Mja y KOHIENT ITAMeTHOT Tpajia: TeXHOJIOTHja, OfPXKUBOCT,
€KOJIOTHja, COLMja/IHA ¥ €EKOHOMCKA IVIMEH3ja.

Maxo mehy TeopeTnaaprmMa HeMa CaracHOCTH Y Be3J Ca YHUBEP3aTHOM e PUHNUIIOM
IIaMeTHOT I'pafia, M3/IBajaMo jefiHY KOjy je, HAKOH OIICeXXHe aHajm3e, HoHyauIa Penara [lamepn
(Renata Paola Dameri). OBa ayTopka mameTHy rpaz popmymine Kao ,,odpo gedprHucaHy
reorpadcky odyact, y K0joj BUCOKe TeXHOMoruje Kao 1mto ¢y VIKT, norucTuxa, mpousBosma
eHepruje U TaKo Jjajbe, capahyjy Ha cTBapamy KopucTu 3a rpabane y cmucity dmarocrama,
yK/bydMBama 1 ydelrha, KBaluTeTa XXMBOTHE CPeVIHE, UHTEIUTeHTHOT Pa3Boja; 0dmacT
KOjOM yIpaBsba Fodpo feduHMCcaH CKYII cydjeKaTa, KOji Cy y CTamy Aa yTBpAe MpaBuIa
U TIOJINTYKY 3a TPAfICKy ympasy u passoj (Dameri, 2013, str. 2549).

KOMIIOHEHTE ITAMETHOTI T'PAITA
M IbETOBA APXVITEKTYPA

PasymMeBame KOHIIENTa TAMETHOT Tpajia yK/by4yjyhu u pasyMeBarme berose apxu-
TEKTYpe, JaK/Ie, 3aXTeBa XOMUCTIIKI IPUCTYII KOju pedepuiile Ha CBEYKYIIHOCT bYACKIX,
IPYIITBEHNX, Ky/ITYPHIUX, eKOJIOIIKIX, eKOHOMCKIX U TEXHOJOIIKMX (hakTopa. Vmak, nako
je yJora /byfiCKOT, APYLITBEHOT U MHCTUTYLMOHATHOT KAIIITa/Ia IIPEIO3HaTa, YMHN Ce A
je IpYMapHM Haracak oMo M OCTA0 Ha TEXHOJIOTMjIL.

Hajuemhe npentn¢nxoBate KOMIIOHEHTe ITAMETHOT TPajja Cy: HAMETHO YIIPaB/babe
(y Besu ca yuentheM y ofjTy4nBamy, jaBHOM a/]MIUHICTPALIVjOM 1 jABHVM yCITyraMa); ITaMeTaH
JBYACKY KaruTal (y BesU C JbYANMA, IbIIXOBIM 00Pa30BabeM I 3AII0C/ICIbEM, COLVjaTHUM
MHTepaKIyjaMa ! MHTeTpalyjaMa); TaMeTHO OKpY>Kerbe (Y Be3y C IPUPOLHIM PecypcuMa,
HIIp. ypeheHoCT mpocTopa, 3arabeme, OOp>XMBOCT 3rpajia); HaMEeTHO >KUBJbelbe (Y Be3M C
KBaJIMTETOM XMBOTA); ITaMeTHa eKOHOMUja (Y Be3U C MHOBALMjaMa, TI0C/IOBAbeM U TIPEAy-
3€THUIITBOM, TPXKUIITOM, KOHKYpeHTHOIINY) 1 ITaMeTHa MOOWIHOCT (y Be3! € TPaHCIIOPTOM
u yomure gocrymnsotuhy yeryra) (Lombardi, Giordano, Farouh & Yousef, 2012, str. 139).
HaBezene KOMIIOHEHTE YjeJHO IIPECTAB/bajy M TAKO3BAHE AIUIMKAIlVje TaMETHOT Ipajia.

Ipyna ayropa (Gil-Garcia, Pardo & Nam, 2015, str. 78) moHyamIa je KOHIENTyalHN
OKBIP 32 carjiefjaBarbe 1 pasyMeBarbe IaMeTHOT IPajia TAKO LITO je MPOIIVPIIa OKBUD
KOjU je M3Be/Ia aHaMM30M aKajeMcKe nuTeparype. Ilpema oBuM ayTopuMa, KIby4He KOM-
HIOHEHTe IIAMEeTHOT ITPajia Cy: TEXHOIOTHja 1 rofary (MHGOPMALMOHO-KOMYHUKALVIOHE 11
IpyTre TeXHOJIOrUje, mofany 1 nHdopmaryje), puanIKo OKpyKere (IPUPOfHA KIBOTHA
CpellMHa ¥ eKOJIOIIKA OfpXKMBOCT, U3TpaheHo OKpysKembe U rpafcka MHPPaCTPYKTypa),
ApywTBO (€KOHOMUja 3HAba U IPO-OU3HIUC OKPY>Kerbe, /bYACKU KAllUTal U KPeaTUBHOCT,
yIIpaB/balbe, aHTAKOBabe 1 Capajiiha) U Blajja (MHCTUTYLIMOHAMHO ypebeme, rpamcka
yIIpaBa U yIpas/baibe, jaBHe ycayre). Kapakrepucruxke rpaga moryhe je carmenaru kpos
ofipXMBOCT (MHQPACTPYKType U BlaJie, eHEePreTCKa OIP>KUBOCT U KIMMATCKe IIPOMEHe,
pemraBame 3araberma u ormaga, conujaaHa, eKOHOMCKA U 3APABCTBEHA OJPXKUBOCT),
KBa/IATET XMBOTA (€KOHOMCKO ¥ eMOLIMOHATHO d/IarocTame), ypdaHusaunujy (TeXxHu4Ka,
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MHPPACTPYKTYPHA, BIIafINHA, eKOHOMCKa) 11 IIaMeTHa pellierba (y eKOHOMCKOM, COLIMjaTHOM
u exoyomkoM acnekry) (Silva, Khan & Han, 2018, str. 699).

[TameTHM rpaloBH JaHAILbLULE FEHEPUIITY OTPOMHE KOTMYMHE TToflaTaka. Tum nopa-
L[1IMa je HEOIXOJHO YIPaB/baTy, jep yIpaB/baTi HOfjalliMa 3HAYM YIPaB/baTy HAMETHUM
rpagoM. Tpeda ynpasipaty moganuma Koju ce fodujajy u3 Gpuam4kor ceera, Kao 1 OHMMaA
KOju ce ayToMaTu3oBaHo odpabyjy, reHepuiity ¥ aHanU3upajy y "HGOPMALVOHUM CUCTEMI-
Ma. Crora, acrieKkTe yIpapjbara IofjaMa Moryhe je carmejaty Kao acIieKTe IepIiemnmuje,
MHTerpaiuje, odmaxa’, annmkanyuja 1 MOCTOBHNUX CI0jeBa apXUTEKType MaMeTHOT Ipajia
(Ahmed, 2020, str. 2). ITogauu Koju ce depuyeillujom IPUKYIIE Ca CEH30PAa, UHTHeIpULLY ce
y XeTeporeHe Mpexe, fia Ou ce y 0671axy CKIaMIITIIN 3 TaMeTHe aIUIMKalyje, a IOTOM,
3ajefIHO ca MofalMa HACTa/lUM U3 CAMOCHIANHUX AUAUKAUUjA, KOPUCTUIN 3a IIPY>Kakbe
ycnyra. OdyxBartaH NIpMKas apXUTeKType TaMeTHOT TPajia /iaje TpyTa ayTopa Koja IpaBn
pasnuky nsMmeby mect ciojeBa: UMUK MM C/I0j IEPLEIIVje; MPEKHU MIN KOMYHMKA-
LIVIOHM CJI0j; C7I0j BUPTYeIu3alyje; C/I0j aHa/IM3e IIofaTaka i pyfapema’ 1 al/IMKaoHN
cnoj (Al-Turjman, Zahmatkesh & Shahroze, 2019).

YKpaTko, MokeMo pehit 1a ce TaMeTHM Ipafi y TEXHIIKO-TEXHOIOIIKOM CMIICITY 3a-
CHUBA Ha CEH30pIMa 3a IIPYKYIUbambe IofiaTaka (IIOITyT OHMX KOji HeTeKTYjy TeMIepaTypy
BasJyxa, 0poj BO3WIa Ha PACKPCHUIIN, JbYAM Y TPKHUM IEHTPUMA U C71.), jeAMHMIIAMA VTN
CHCTEeMMMA 33 ayTOMATI30BaHO yIIpaBjbabe Y KOHTPOIY (kakBy cy Ha npumep SCADA
CHCTeMH), XeTepOTeHMM MpeXkKaMa 3a IIPEHOC MofjaTaka, Kao ¥ JUTUTaTHNM dasama I1o-
maraka ¥ MONHUM cepBepuMa 3a 0dpajiy IoaTaka.

Cay modpojaHn eneMeHTH CIIafiajy y Kareropujy VIHtepHet cTBapn® jep cy mehycodHo
IIOBE3AHM pavyyHAPCKUM MpPeXaMa ITyTeM KOjiX KOMYHUIMPA)Y, 3ajeJHO Ca CBUM IPYTUM
ypebajuma koju cy noesanu Ha nHTepHeT. [lope 0BOr XapABepCKOT CJ10ja, apXUTEKTypa
IIaMeTHOT TPajia YBeK YK/bydyje u codpTBep (ammmKanmje) IpeKo KOjuX ce KOPUCHUIIMMA
ode3debhyje mpyxame ycryra.

YTULAJ ITAMETHMX TEXHOJIOTUJA
HA BE3BEJHOCT I ITPMIBATHOCT

Jbynu cy cx1oHM ToMe fia fepuHMITY de3deHOCT Kao II0CTojambe 3alTuTe 1 ocehaja
desdemHoCTI Y cCBakogHEeBHOM >kmBOTy. OBa BpcTa de3deHoCTH, Koja ce y podecroHaHOj
NUTepaTypu Ha3MBa OHTOJIOLIKA de3defHOCT, TIOKa3yje fia je /by/1Ma HajBIIIIe BAXXHO OHO
mwro Entonn [peHc HasuBa MoryhHomhy fja )KMBOT mjje fasbe Kao ¥ 0OMYHO, ,CIIOCOOHOCT
ma Hacrase“. To yxpydyje He camo ¢pusuuxy de3degroct Beh 1 conmjanny u MarepujaaHy
de3degHOCT Te MHPOpMIUCaHY de30eTHOCT (CIIOCOOHOCT padyMeBamba CBeTa OKO cede,

3 Odnax (enrn. Cloud) jecTe mpoCTOp HAa MHTEPHET MPEXN 3a CK/IAMIITE € [I0fjaTaKa KojuMa ce

MOJKe IIPUCTYIUTH IIyTeM HTEPHET Bese.
*  Pynapeme (eHrn. Data mining) ce MOXe CXBaTUTH Kao IIPOIleC COPTUPaba BEMKIUX CKYIIOBa
IOfIaTaKa ¢ IybeM AeHTUIKOBaba odpasara.

> VurepHer ctBapu (eHrn. Internet of Things — IoT) y 0oCHOBM TIpeficTaB/ba Mpexy MehycodHo
noBesaHnx ypebaja Koju IpUKyIUbajy mofatke u pasMeryjy ux ca apyrum MoT ypebajuma myrem

VHTEpPHET MpeXKe.
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IIpOMeEHa Koje ce y IbeMy JIellIaBajy U laBarbe 3Hayerba TYM IIPOMEHaMa), 3aTUM 3alITUTY
JBYJICKUX ITpaBa U rpabaHcKux cmodopa, Kao 1 3aIITUTY Off COIMjaTHO AeBMjaHTHMX de-
HOMeHa, Hacwba 1 Tepopusma (Danilovi¢ Hristi¢, 2016).

JemHa op ommrenpuxBaheHux feduHMNMja KOjy je nocraBuo bepu bysan, ,,ua je
desdepHocT 3anpaso cnodozna of mpetu“ (Buzan, 1983), faje MHTEpIpeTanujy Ha MHOTO
BUIIIEM HIBOY OIIIITE (IpyKaBHE MU HALIMOHAIHE) de30€HOCTH, ajiit Ce MOYKe IIPYMEHNUTI
U Ha HUBO ypdaHoOT okpyXema 1 ocehaj koju KopucHUIM GopMMpajy He caMo O Tpaj-
CKOM IpocTopy Beh 1 0 [UrnTamIHOM IIPOCTOPY Y KoMe ce ofBuja Behu feo akTMBHOCTH
caBpeMeHOT ypdaHor yoBeka. OCHOBa 3a HACU/THO (KPYMIHAITHO, CeKCHCTIYIKO MM pa-
CUCTUYKO) MTOHAIIake IpeMa ofipeheHnM KateropyjaMa CTAHOBHMIITBA JIEXKM Y OIIIITOj
OPYLWITBEHOj I EKOHOMCKOT CUTYallMjy IPYIITBA KOja Ce IIPEHOCH Ha yIulie TpajjoBa.
CTBapHOCT 1 030M/PHOCT Hac//ba Ha yAMIlaMa JJ0BOJie 10 CBeommuTer ocehaja Hecuryp-
HOCTH Y 3ajefJHUIIaMa — @ HECUTYPHOCT YPpOaHNX IPOCTOPA Y3POKYje IIXOBO CMambebe
wn 310ynorpedy. Benuka mpomeHa y ucTpakuBamy OBe TeMe JOroAmIa ce of 1960-ux,
nocedHo TokoM 1980-ux 1 1990-ux, 3axBaspyjyhn, usmeby ocrasnor, nuTepecoBamwy demnu-
HMCTUYKIX IPyIIa 3a ofipebeHe TeMe, au 1 110jaBY HACUTHOT U XY/IUTAHCKOT TOHAIIAbA
y TpajioBMMa, YIeCTaoM TePOPU3MY, Kao U Pa3Bojy HOBIX TeXHO/IOTHja (BUe0-Ha/I30D,
GPRS, GIS, CCTV, DVR) u »uxoBoj MacoBHOj npuMenn y 21. Bexy (Danilovi¢ Hristi¢,
Stefanovié¢ & Putnik, 2021).

Hose, ,lTameTHe", TEXHOTOIHje, KOje CY Y OCHOBY ITAMETHUX TPafioBa, TeHepaTop Cy
BeJIMKe KOJMYNHE MofiaTaka. Bennku 8poj ceHsopa Koju ¢y MHCTaNMpaHu y ITaMeTHIM
rpajoBUMa IPUKYIDUBAjy ¥ Ia/by NOfaTKe Ha BIIIE HUBOE HUTUTATHE aPXUTEKType KaKo
du ce OHM CKIAfUIITIIN, OOPaiUIN ¥ KOPUCTUIN 32 JOHOIIEeHke OATYKa, OTHOCHO 32
yHanpebeme kBanuTeTa ycayra Koje ce 0de3debyjy cranosunmtsy. Ilofanunu ce Ha oBOM
MeCTy MOTY CXBaTUTH U Y KOHTEKCTY ITofflaTaka 13 0a3a rmofjaTaka BIafMHNX I KOpIopa-
TUBHUX Tena. JIoflajMo TOMe U TIOIaTKe Koje IIPUKYIUbajy rpahany, moceTnomy unm gpyre
3alHTepecoBaHe CTpaHe. Y BeINKOj MepH, rpahaHy KopucTe maMeTHe ayTOMOOIIe M/IN
maMeTHe Kyhe 1 srpajie, maMmeTHe TeniehOHe U caToBe 1 CBe MaMeTHe ypebaje y momy mwm
KaHI[eJTapujJi IPEKO KOjuX 00aB/bajy CBOje CBAKOJHEBHE 3a/jaTKe VI 3a/{0BO/bABAjy COLIM-
janHe noTpede. Mako ocmmibenu Kao ypebaju koju Tpeda a yHaIIpee KBaIUTeT )KUBOTA,
OBU M3BOPY IIOfIaTaKa ICTOBPEMEHO MOCTAjy U M3BOP ONMACHOCTY IO 0e30eHOCT U IpH-
BAaTHOCT. Y CaM0j OCHOBM, TAMETHM TPAJJOBI CY YHAIIPEAUIN U 3aMEHVIN TPaANIMIOHATTHE
ypebaje enexrponckum. Tako, na du rpahanu Mo ja Kopucre pasHe BpCTe TaMeTHUX
CUCTeMa, OHU TIPETXOHO MOPajy JaTH CBOje JIMYHE TOfIaTKe OBUM ITAMETHUM CHCTEeMIUMA.
Melyy nopamnyma Koju ce MpUKYT/bajy Ha/mase ce ¥ OBep/bUBY MOfAIY IIPABHNX eHTUTETa
(mp>KaBHUX U HelPXKaBHUX CydjeKaTa), Kao ¥ MOAALM O IMYHOCTH KOjU YKIbYUYjy UMe U
npesyuMe, MaTnYHK dpoj rpabana, mopecku dpoj, dpoj ocurypama, dpoj tenedoHna, dpoj
UIeHTU(UKAIVIOHOT JOKYMeHTa, pororpaduje, BULeO M TOHCKe 3aIuce 0code, OTIUCKe
npctujy, JHK, mogatke o mokauuju u KpeTamwy U CIMIHO.

3alTnTa IofaTaKa ogpasyMeBa KOHTMHYMPAHY aKTVBHOCT Ha CIPOBOD Y TeXHITY-
KUX, OPTaHU3aIMOHMX I KaJJPOBCKIX Mepa Koje ce IIPeAy3iMajy y OTHOCY Ha TIPOIleHheH
PM3NUK [0 yrpoXKaBame IofiaTaka 1 nHPPacTPyKType Koja ux nogpxasa. OBa akKTMBHOCT
yBeK 0dyXBaTa /iBa acIleKTa: jeflaH KOji ce OfHOCH Ha 3aIITUTY MHQPACTPYKType U TeX-
HOJIOTMje KPO3 KOje MOfiallM IIPOTHUYY, ¥ PYTU KOjU Ce OJHOCU Ha CaMe IIOflaTKe KOju ce
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reHepuury, odpabyjy u kopucre.® BeadenHoct mogataka 0dyxsara 3alTUTY HUXOBE I10-
BepJ/bMBOCTH, MHTETPUTETA ¥ pacnonoxusocTy. [TopepmusocTt odesdehyje mpusaTHOCT
U 3aLITUTY IIOBEP/BMBIUX IIOJATAKA, MHTETPUTET IITUTY IIOIaTKe of MopuduKanuje, TOK
pactonoxuBocT 0de3dehyje na mopauu Syay FOCTYIHM ay TOPM30BaHMM KOPUCHULIVMA.
CBaku off Tpy HaBefleHa acIeKTa 0e3deJHOCTH MmofaTaka Moxke duTy yrpoxen. Hamapgu
Ha II0BEP/bUBOCT YCMEpPeHN Cy Ha Heoyaurheno npaheme u npucryn nudopmaryujama,
HaIajiyl Ha MHTEIPUTET yCMEPEeHU Cy Ha YIIaJ] y CUCTeM KaKO OM M3MEHWIM YCK/IaAVIITeHe
nHpopmarje, a HaIaAU Ha JOCTYIIHOCT YCMepPeHU Cy Ha ycKpahuBame Heke ycryre wimn
pyuresse cucrema. Kputndnu acrexTu yupas/barma MOaLIMa YK/BYUYjy 1 nHdopmarmje
0 TOMe KOjJ1 Ce TIOfjaLil 4yBajy, KaKo Cy KnacudUKOBaHN, ITie Ce YyBajy, KaKo ce KOpUCTe
U Ca KIM ce Jiere.

Axwer ykasyje Ha IOCTOjarbe Pas/IMYNUTIIX BPCTa IPYBATHOCTY HOjeITHALIA: IIPYBATHOCT
UJIEHTUTETA, TelleCHA IPMBATHOCT, TEPUTOPIja/IHA IIPUBATHOCT, IIPMBATHOCT MOOVITHOCTYL,
IIPMBAaTHOCT KOMyHUKaluja u TpaHcakiyja (Ahmed, 2020, str. 4).” Ped je makie o BeluKoj
KO/IMYMHY Pa3HOBPCHUX MOfiaTaKa Koju ce MebhycodHo pasimkyjy mo ¢popmary, Benndunn,
CTIOXKEHOCTH, CBPCH, BJIACHUIITBY M C/1. Y Be3) ca TUM, Kafia ce TOBOPY O ITaMeTHIM I'Pajio-
BIMA, HIje MOryhe I30CTaBUTI TaKO3BaHe BeJIVKe MOfjaTKe® KOji ce FeHepUIIy 1 KOPICTe
3a IIOAPIIKY Pa3Bojy ¥ ONPXKMBOCTY TAMETHIX I'PajjoBa. AHA/IM3M Be/IMKIX IIOfjaTaKa MOXe
y BEJIMKOj MepU Jia JOIIpUHece BellTayka nHTemurenunja (BU, enrn. Artificial Intelligence).
Y ocHoBU, koMOuHOBame VHTepHeT cTBapy u BI edukaca je HaumMH [ja ce Hagorpazge
nocrojehy cucremy maMeTHMX IrpajjoBa. Y3 HaBeIeHO, YIOTPedU BEMUKUX IIOfaTaKa 10-
IIPUHETIO je KopuIheme TeXHOIOIMje odIaKa Kao I7I0dalHe Mpexe cepBepa.

Y cBOM cTHILIajy, yoTpeda HOBYUX (ITaMeTHNX) TexHonoruja (VHTepHeT cTBapy, odmak
u BI), n3asuBa nopospese jeflHOT fera MOIy/Ialiije, y3pOKOBaHO CYyMIbOM Jia e OfalIMa
He yIIpaB/ba Ha aJleKBaTaH HA4MH, Te JIa Ce OHY YaK ¥l HAMEPHO 37I0yIIoTpedspaBajy. CTora,
IIaMeTHU T'PAfIOBM 13a3MBajy 3a0pMHYTOCT y IOIIefly 0e30efHOCTI 1 IPUBATHOCTH 1 IIO-
HOBHO aKTyenusyjy benramoy npejy ITanonTukoHa. Y ugeju ,mameTHor ITaHonTrikoHa
rpaf (gp)kaBa WV HeKM HaIop>KaBHIU eHTHUTET) IPUKYIUbeHe MofjaTKe KOPJCTU He CaMo 3a
Hazzop rpabana Beh u 3a komepuujanHy (3/10)ynorpedy MMYHNX OfATAKA IPUKYIUBEHNUX
y mameTHMM TpasioBuMa. [lepriennuja rpabana je Takpa ga OHV MMajy Maly UIN HUKAKBY
KOHTPOJIy HaJj TVM IITa KOMIIaHNje, I'pajickKe BIACTI VI BIajie Ip)KaBa paje ca BbIIXOBUM
nogauuma (McClain, Faverio, Anderson & Park, 2023, str. 4).

Y IIpupyuHuKy 3a 10KanHe 1 pernoHanHe paage [Iporpama OYH 3a Haceba, HaBOf
ce Ia ,II0Beperbe y jaBHe MHCTUTYIMje Ollafia y MHOTUM JIe/IOBJIMa CBeTa, IeJIoM 300T He-
[IOCTaTKa TPaHCIAPeHTHOCTH, Heode3dehene aururanne nHGPACTPYKType 1 OTPAHNIEHNX
MmoryhHocTn 3a mpefcrasmpame u yuemrhe sajegunme” (UN-Habitat, 2021, str. 47). Crora je

Y Besu ca HaBefleHNM, Tpeda MMATIH Ha YMY Ja je MH(OPMALMOHO-KOMYHMKAIMOHA NHPACTPYK-

Typa y OCHOBIU CBaKe Apyre KpUTU4He MHPpacTPpyKType. MHOIHU cajdep Hamafy LNbajy yIpaBo
BJIajie ¥ YOIILITe HAI[VIOHATHe KpUTU4He HHPpacTpyKType. CXOAHO KapaKTepUCTHKAMa KPUTHIHE
unbpacTpyKType, mopemehaju Ha jeHoj HHGPACTPYKTYpU MOTY ce pedIeKTOBATI U Ha Ljeo IPaf.
7 Ynopeputu ca cegam tunosa npusatHocty (Finn, Wright & Friedewald, 2013) wm pasnmuantum
TUIOBMMA AKTUBHOCTY KOje MMajy pasnmuduut crened npusaraocTyu (Evans, 2018, str. 493).

8 Benuku noganyu (eHrn. Big Data) IpencTaB/bajy eHOPMHO BelIMKM OPOj HECTPYKTYMPAHUX MOfja-

TaKa KOjy ce KOHTMHYMPAHO YMHOXXaBajy, 0K Ce CaMO jeflaH JIeo HUX KOPJCTH 32 JIOHOLIebe OfTyKa.
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jacHo fia je moppiika u y4enthe rpabana y ycroctas/baiby, pasBojy 1 Ofp)KaBarby IIaMeTHOT
rpajia HeOIXoHa 1 HesaodmmasHa. Off yk/bydeHOCTH rpahaHa y Kpenpame jaBHUX HO/N-
THKA V1 OJTy4MBabe O BKHUM NMTAmbMMa, 3aBUCH fa 1 he TaMeTHM IrpafioBy OICTATH
win he durnu ykunyrtu (Thomas, Mula, Vang & Dan, 2015).°

Ca nipyre cTpaHe, BayKHO je McTahy 11 IIOCTOjarbe TaKO3BAHOT I1apajjoKCca IPMBaTHOCTI
(Young & Quan-Haase, 2013) xoju roBopu o Tome fia ¢y rpahanm, ca jenHe cTpaHe, 3a0pn-
HYTHI 32 IPUBATHOCT, OK Ca Ipyre CTpaHe He BOJe IOBO/bHO PadyyHa O IPEBEHTUBHNUM
MepaMa U BJIaCTUTOj 0e30efHOCT y JUTUTATHOM CBeTy. VIrycTpaTiBaH je mofjaTax ja je
HajII0ITy/IAPHU)Y IIMH KOJ, KOjU Ce KOPUCTH ,,1234“ (DataGenetics, n. d.). Takobe, mupoko
je pacIpocTparmeHa 1 IIpakca Kopuinhemwa MCTUX apaMeTapa 3a JIOroBabe Ha [Be MIN
BUIIIE ATUTKALINja, VIV TTaK deCKOHAYHO Jie/berhe MoflaTaKa Iy TeM JPYIITBEHNX MpexKa.
[Tomeny T mapafokc ucTpaxxknaia je Ban 3ynen (Van Zoonen). 3ak/by4ak CIIpOBeleHOT
UCTpaXVBamba TOBOPY O TOMe fia 3adpMHYTOCT IpabhaHa y Be3u ca mpuBaTHolIhy Bapupa
Y 3aBUCHOCTH Off TOTa O KOjUM IIOJALIMMA je Ped, Y KOjy CBPXY Ce IPUKYIUbajy U KOPUCTE
(odpapa mogaTaka y CBpXy Ipy>Kaiba yCIyre 13a3lBa HajMamby 3adpUHYTOCT, BOK HajBehn
CTereH 3adpMHYTOCTY M3a3MBa CBpXa Ha/l30pa) U KOje OpraHM3aIfyje NI 0Code TIPHKY-
TI/bajy ¥ KOPUCTE TTOflaTKe — Se3MmaHy (TICeyJOHMMU30BaH M/IV aHOHMMM30BaHN) TTOJAIN
13a31Bajy HajMawy 3adPMHYTOCT, a HOAALM O IMIHOCTHY HajBehy (2016).

Hpyro ucrpaxkusame u3 2023. rofuHe je MOTBPAIO MPETIOCTaBKY Jja BpCTa IIpu-
KYIUbeHMX TTOflaTaKa HajBuUIIe yTI4e Ha TIepIeNIUjy 1 3adpuHyTOCT rpabaHa, TOK Bpeme
odpajie mojaTaka HajMae Ha To yride. Meby nmoganyuma 4nje npuKyn/barme HajBUIIe
13a3MBa 3adPUHYTOCT Ha/la3e ce OCET/bUBY U TIOJAIIM O TMYHOCTH, TIONTYT BUfI0-CHIMAKA,
nogaTaka o Opojy /pyan u wuxoBoj nokanyju (Emami-Naeini et al., 2023).

Hanasu ucTpakuBama o ynorpedu codpTBepcKIX alinKaluja ropope o ToMe Ja
MamJ CTelleH 3a0pMHYTOCTI 13a31Bajy OHe aIUIMKallije Koje CY OIIITer KapaKTepa, KaKBe
Cy, Ha IIpuMep, Bed-TIpernefayun iy arinKalyje 3a pasMeHy eeKTpoHCKe moiTe. Behy
3adpUHYTOCT Y3POKY]y al/IMKaIyje Koje Cy IoBe3aHe ca MMIHUM ITOfalMa, Kao ITO Cy
ApymTBeHe Mpeke 1 daHKapcke amnukanuje (Bergstrom, 2015, str. 421).

Y ucrpaxxusamy koje je cipobefieHo y Cjemumennum AmepudakuM [Ip>xapama dak 81%
MCIMTaHUKA je M3PasnIo 3adpMHYTOCT Yy HOTTIE[y HauMHa Ha KOj! MpMBaTHE KOMIIaHMje
IPVKYI/bajy BIXOBE MOfATKe, OMHOCHO 71% WUX y mornefy kako To unHu Braga (McClain,
Faverio, Anderson & Park, 2023, str. 3). [Intame nprBaTHOCTH Yy KOHTEKCTY Hafi3opa off
CTpaHe BJajie IIPUBYKIIO je IMaXby OpojHMX ayTopa. Heku ayTopu ¢y npoHaIm Be3y
usMeDy NpyXBaT/bMBOCTU Hafi30pa U HAYMHA Ha KOjU NePUMUIMPajy camy Biafy. Tako,
»UHIMBUIYaTHA IPUXBAT/BMBOCT BIAUHOT HaI30PA 3aBUCHU Of HIUXOBE IepLeyje
Brafe u jaBHUX mocmosa’ (Nam, 2018, str. 540), ofHOCHO Off OBepema Koje rpahann
uMajy y Bnaay. Takobe, jenna of cTynuja Harmamasa BaXKHy YOIy APYLITBEHOT yTUIIaja
U PELMIIPOLMTETA Ha IIPUXBaTarbe TEXHONIOTHja KOje 3aXTeBajy MaCOBHO IPUXBATAILE I
PeLUIIPOYHO OTKpUBame NHPOopManyja Koje Tpaxke pasHe ammkanuje (Fox et al., 2021,
str. 12). Y HeKVM CTyzujaMa, Kao Bapyjadia NCTpaKMBamba yK/bydeHa je HallMOHATHOCT I

° TopoHTO je mpyMep rpajia y KojeM MHUIIMjaTHBa TAMETHOT Ipajia Huje puxBaheHa 11 ycBojeHa.

Kao rmaBHM pasyor uspiBaja ce 3adpuHyTOCT rpah)aHa 3a IPMBATHOCT HVXOBUX NofaTaka. Ipahann
Cy CMaTpa/M Jja MHUIMjaTUBa 3aHeMapyje /byfie U BbIXoBe nmorpede Hajyhu eHOpMHY IpefHOCT
KBaHTU(UKAIN)Y ¥ KOHTPOJIM CBera LITo OM y TaMeTHOM rpajay mocrojaio (Cecco, 2019).
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HallMOHAJIHA KY/ITYPa, Kao GaKTOp Koju yTHYe Ha IOHAIIAbe I IepLellje NCINTaHNKa
(Budak, Rajh & Recher, 2017; Hallinan, Friedewald & McCarthy, 2012; Thompson et al., 2020).

Ba)kHO je HaIIOMeHYTH Jia Cy HOCTIEAILYX AelieHNja pasBIjeHN 0e38eJHOCHM CTaHapan
KOj¥ MIM4jy 3a LiM/b 3ALITUTY AUTUTANHYX [Tofjataka. HajmosHatuju Meby mima je, cBakako,
cet crarpapaa VICO 27000. TakBy cTaHap/y 3HAYajHO JOIIPUHOCE de30eTHOCT IofjaTaKa
U 3alITUTU IPUBATHOCTY I'pabana. I1a umak onm, camu 1o cedu, Hucy rapanuuja dezden-
HOCTH, Oymyhi fa ce HeIPeKMIHO [10jaBjbyjy HOBE TEXHOJIOTMje (Ca HOBUM PamyBOCTUMA)
U, Ha BJIMa 3aCHOBaHe, copTBepcke arvmikayje. CTora je HEOIIXOAHO 0de3denuTn f1a cBe
TEXHOJIOTMje M aIlIMKallyje Koje ce KOPUCTe 3a MoTpede TaMeTHOT Ipajia MMajy 11 Ofip>KaBajy
onTyMManaH HuBo desdepHocty u npuatHOocTH. Ode3dehnBarme HajBuIIIer HIBOA 3AIUTHUTE
YjeHO je M KJby4YHO 3a Jla/byl pPa3B0j TP>KMIITA e/IEKTPOHCKe TPTOBMHE, Off KOjUX Y BENMKO]
MepM 3aBUCHU ¥ Pa3BOj IIaMeTHOT I'pajia. ¥3 TO, HEOIIXO/JHA je KOHCTAHTHA aKTUBHOCT Ha
(pe)neduHMCabY, MMIIEMEHTAIIM)Y U XapPMOHM3AIVj/ HAlIMOHATHUX 11 MehyHapomHux
de3deHOCHNX IIONMTIKA U CTpaTeruja, 3akoHa u cranpapaa (Putnik, Milosevi¢ & Cvetkovid,
2022, str. 338-339). Crora, 6e30egHOCT U IPMBATHOCT IPEICTAB/bAjy BUILIEAMMEHSIOHATI-
HU [IpodjIeM 4ija pellerba 3aBlce Off TeXHOMIOMIKIX Y COLIOeKOHOMCKUX (aKTopa, amn
U Off JOHOCU/IALA TIONMUTUYKMX OfiTyKa. He3aodumasaH acreKT 3aITuTe jecTe U 3aXTeB 3a
HOJV3albe CBECTI U efyKanujy rpahana unMe du ce ocurypao BuIIM HUBO Oe30efHOCHe
KynType rpabaHa u cMamwmIa MOIOKHOCT MaHUITY/TALIVjIA.

3AK/bYYAK

Konuenrom mameTHor rpaja, ca jenHe cTpaHe, odyxsaheHa je ymorpeda VKT koja
noppasyMesa Kopuiheme XapaBepa, copTBepa U pauyHapCKUX Mpexa JOoK ce, ca Apyre
CTpaHe, HaIyallaBa yHanpebeme KBamureTa )1BoTa rpabana y pasmmautum odmactuma
Kao IITO Cy: MHPPACTPYKTYPa, €Heprija, TPAHCIOPT, IPUPOIHYU PeCypCH, jaBHe YCIIyre 1
CJ1., KopyirhemeM IIPeTXOHO FeHepUCaHUX Be/IVKIX IIofjaTaKa.

Jla Ou mamMeTHM rpaji UCIIYHMO CBOjy OCHOBHY HaAMEHY 1 YHAIIPeAMO KBIUTET YCIyTa
KOje IIpy>ka CBOjyM rpahaHmMa 11 IIoceTMOLMMa, BeKe KOMMYMHe MoflaTaka Mopajy fa Symy
IIPUKYIUbEHE, aHa/IM3VpaHe 1 TPUIIPeM/beHe 3a JOHOLIEbe OfTyKa. ToM ITpoliecy y BelMKoj
MepU JOIIPIMHOCE IIaMeTHe TEXHOJIOTje: Be/IUKM Hofary, VIHTepHeT cTBapu, odmax u BYL.
Y Besu ca HaBeJleHNM LIW/beM, TPaJlOBM HACTOje fla YHAIIpefie mocTojehe, ofHOCHO, MMIIIe-
MEHTHPAjy HOBE TEXHOJIOTHje KOje CBOje MECTO IIPOHA/Ia3€e Y CBYM CEKTOPMMa EKOHOMCKOT,
€KOJIOLIKOT, TOJIUTUYKOT, IPYIITBEHOT ¥ KYITYPHOT aciiekTa. MHOTe off TUX TeXHOJIOTMja
3aXTeBajy aKTUBHO yuerhe KOpUCHMKa Ja O11 MOIIe ia UCITyHE CBOj MOTEHIINja, OHO-
CHO IHJXOB IIPYCTAHAK 33 AKTVMBHO Jle/berbe MOoflaTaKa ca pasIMIuTUM atmkanujama. Ca
IpyTe CTpaHe, HeKe Off TeXHOJIOrYja (IIOIIyT BUJie0-Ha/[30pa Ha jaABHUM IPOCTOPUMA VI
PasMMYMNTHX CEH30pPa) MPUKYIUBajy MofiaTKe des carmacHocTy rpahana. OBa unmeHnIa je
BaKHA jep MO>Ke BOJUTI 37I0YIIOTpedaMa MMIHNX IOfaTaKa — He3aKOHUTOM IIPODUIICAY
MH/IMBUYaTHUX KOPUCHMKA Ha OCHOBY IOfIaTaKa KOji Cy HABOJTHO aHOHMMHI.

[Tnrame 3amTnTe MOfIaTaKa ¥ MPMBATHOCTY 3ay3JIMa CPEMIIILE MECTO Y aKafleM-
CKMM pacItpaBaMa Koje TeMaTu3yjy KOHI[ENT TaMeTHOT rpajia. 3adpuHyTocT rpabana ycmer
pasBoja TeXHOJIOIMja Koje oMoryhaBajy IpuKyIjbame 1 00pajy BIUXOBUX IIOlaTaKa jefHO
je off KJbyYHMX IUTalba KaKo y HayYHMM KPYTOBMMaA, TaKO I Y IPAKTUYHOj, IONIUTUYKO],
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cepu. 3adpunyroct rpahana Bapupa y OfHOCY Ha BPCTY IIOfATAKa KOjI Ce IPUKYIUBA]Y,
aIlIMKalyje Koje ce KOPUCTe, CBPXY U IW/b 00pajie, Kao M Y OZHOCY Ha CydjeKTe KOjy Io-
JaTKe IPUKYI/bajy U KOPUCTE.

Myzpo ypaB/barbe TaMeTHIM IPaZioM CTOTa 3aXTeBa 030V/bHA UCTPAXIBAA jaB-
HOT MBbeHba, KaKo U JOHOCHOLM OfIyKa Ha ajleKBaTaH HAa4MH PeTy/IICall yIIpaB/bambe
nojanymMa y naMeTHoM rpapy. Ha Taj HaumH, OCTMXe ce TPaHCIIAPEHTHOCT U YK/bY4M-
Bame rpabhana y HoHoIIeme OfiTyKa Off KOjMX y Be/IMKOj MepH 3aBICH MMIUIEMEHTaluja
ITaMeTHMX T€XHOJIOTHja ¥ pa3Boj IIAMETHOT I'pafia. Y IeMOKPAaTCKUM JpyKaBaMa, JOHOCHOLIN
OIIyKa HacToje [ja CMarbe HUBO 3a0pMHYTOCTY I'pabhaHa 3a MIPUBATHOCT M CTOBPEMEHO
Ia 3a100Mjy BUXOBY IOAPIIKY 3a Pa3Boj IaMeTHMX aIUIMKalyja. ToMe cBaKaKo IIPeTXOAU
TOHOIIeHe afleKBaTHOT IIPaBHOT OKBMpPaA KOji Tpeda [ja rapaHTyje TPaHCIApeHTHOCT U
yuemhe 3ajeqHMIIE Y OfLTyYMBaIbY.

KoHInenT maMeTHOT Ipaja, Ha Kpajy, OTBapa MHOTa IITamba Ha Koja je MoTpedHo
matu ogrosope y dynyhHoctu. Ca acnekra nHpopmanyone de3degHOCTI HOTPedHO je
eBaJIyMpaTy aKTye/IHa J IOTeHIja/IHa pellerha 3a 0e30eHOCT 1 3aITUTY MOflaTaKa 13
IepCIIeKTHBEe HOBMX IPETHM Koje ce CBAKOJHEBHO M0jaB/byjy. Ca COLMOIOIIKOT aclieKTa
3HaYajaH JOIIPMHOC Ce€ MOXKE OUYEKMBATH Off OHMX UCTPAKMBarba KOja 3a IIW/b MIMajy Iep-
nemnuujy rpahana y Besu ca nutamuMa mbuxose de3degHoctn u npusarHocTi. [logjenHako
3HavajHa Ou dwra u aHanm3aa nocrojeher mpaBHOTr OKBUpPA Y OBOj 0O/IACTH — KOHKPETHUX
MHCTUTYLIJMOHATHUX I 3aKOHOJABHIUX pelllelba Koja Cy YCBOjeHa ca LiJ/beM 3aIlTuTe de-
30€IHOCTY ¥ IPMBATHOCTH IIOJATaKa y IIAMEeTHUM I'PafiOBUMA.
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SECURITY AND PRIVACY WITHIN SMART CITIES
(Translation In Extenso)

Abstract: The global trend of increasing urbanization and expansion of cities in recent
decades has caused numerous problems in their functioning. The rapid development of
information and communication technologies has emerged as a solution to these prob-
lems and led to the emergence of so-called smart cities. A smart city is conceived as a new
model of a city that generates and processes enormous amounts of digital data with the
aim of optimizing urban infrastructure and improving living conditions. However, the use
of new technologies has raised many questions and caused concerns about the way these
technologies are used and the possibilities of misuse of collected data. The paper describes
the key characteristics of the smart city architecture and analyzes the issues of threats to
the security and privacy of citizens opened up by it. The sources and forms of threats to
security and privacy in smart cities are numerous, interconnected and require a detailed
analysis from a technical-technological, sociological and legal perspective.

Keywords: smart city, information and communication technologies, security, privacy,
personal data

INTRODUCTION

Cities have always been not only a gathering point, but also a centre of social and
political life, regional development and national economy. They are a temporary or final
point to which people migrate searching for basic or better living conditions. It is estimated
that in 2050, a many as 68.4% of the world’s population will live in urban environments
(Population Data Portal UNFPA, n. d.), which accounts for slightly more than two thirds
of the total population.

With the increasing number of inhabitants in cities, there is also a growing necessity
for the development of city infrastructure to meet the needs of their inhabitants reflected
in a broad range of products and services. Some of the most important problems arising
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from it refer to communal services - ensuring sufficient amount of electric power and
water, waste disposal, air pollution, traffic congestion, housing conditions, as well the
increasing crime rate.

The urbanization trend has simultaneously emphasized the challenges of sustainable
development and imposed life quality improvement as an imperative of urban development.
The solution to many challenges of urban and sustainable development has been seen in the
application of modern information and communication technologies (hereinafter: ICTs),
leading to the emergence of the smart city concept.

Within the context of ICTs, smart cities can also be seen as a system of mutually
connected and networked systems through which an enormous amount of digital data
is exchanged. However, these systems have their technical-technological weaknesses and
vulnerable spots. They are exposed not only to the risks of technical failures, errors in their
design and use, but also to their misuse by ill-intentioned actors in the physical and cyber
worlds. Not only ICT systems are exposed to security risks, but also all data processed and
stored in them. A particularly vulnerable data category are personal data which are closely
related to the requirement for keeping citizens’ privacy (General Data Protection Regulation,
2018). Therefore, it seems justified to request that the security of ICT systems and digital
data in smart cities should be continually evaluated and improved (Markovi¢, 2023).

THE URBAN CITY CONCEPT
AND CHARACTERISTICS

The urban city concept is based on the use of modern technologies that should help
city administration in providing a broad range of services with the aim of improving the
quality of economic and social life. The improvement of healthcare services, establishing
a digital approach to public administration, reduction of carbon-dioxide emission, waste,
traffic jams and parking management, introduction of street lights intelligent systems, in-
stallation of smart electricity meters, and designing smart buildings are some of the areas
of city life that may be improved by “smart technologies”. Smart cities, also called digital
cities, technological cities, wire cities, omnipresent cities, intelligent cities, information
cities, knowledge cities, smart communities, creative cities and sustainable cities (Praharaj
& Han, 2019, p. 1), connect people with technology, handling a large amount of data some
of which have a particularly vulnerable nature, including personal data.

Smart cities are urban areas which, through the use of ICTs, collect, generate and
process data in order to get a better insight into the behaviour and performances of con-
sumers (citizens) and to make those areas more efficient and sustainable. Although smart
cities are mainly associated with the extensive and intelligent use of ICTs ensuring data
and information management, a smart city is much more than just smart technologies.
A smart city is a concept that demands a holistic approach to understanding its architecture
and application. Such holistic approach implies connecting several dimensions in a smart
city concept: technology, sustainability, ecology, social and economic dimensions.

Although theoreticians do not agree about a universal definition of a smart city, we
will single out the one provided, after a comprehensive analysis, by Renata Paola Dameri.
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This author formulates a smart city as “a well-defined geographical area, in which high
technologies such as ICTS, logistics, energy production etc. cooperate in creating benefits for
residents in terms of well-being, inclusion and participation, environment quality, intelligent
development: an area defined by a well-defined set of subjects which are able to establish
rules and policies for the city administration and development” (Dameri, 2013, p. 2549).

SMART CITY COMPONENTS
AND ARCHITECTURE

Understanding the smart city concept, including its architecture, therefore, requires
a holistic approach referring to the totality of human, social, cultural, ecological, economic
and technological factors. However, although the role of human, social and institutional
capital has been recognized, it seems that the primary emphasis was and is on technology.

Most frequently identified components of a smart city are: smart management (in
terms of participation in decision-making, public administration and public services);
smart human capital (in terms of people, their education and employment, social inter-
actions and integrations); smart environment (in terms of natural resources, e.g., space
organization, pollution, building sustainability); smart living (in terms of the quality of
life); smart economy (in terms of innovation, business operations and entrepreneurship,
market, competitiveness) and smart mobility (in terms of transport and availability of
services in general) (Lombardi, Giordano, Farouh & Yousef, 2012, p. 139). The above-listed
components are at the same time the so-called smart city applications.

A group of authors (Gil-Garcia, Pardo & Nam, 2015, p. 78) has offered a conceptual
framework for considering and understanding a smart city by expanding the framework
derived by the analysis of academic literature. According to these authors, the key com-
ponents of a smart city are: technology and data (information and communication tech-
nologies and other technologies, data and information), physical environment (natural
environment and ecological sustainability, built environment and urban infrastructure),
society (knowledge economy and pro-business environment; human capital and creativi-
ty, management, engagement and cooperation) and government (institutional order, city
administration and management, public services). It is possible to see city characteristics
through sustainability (infrastructure and government sustainability, energy sustainability
and climate change, resolving pollution and waste issues, social, economic and healthcare
sustainability), quality of life (economic and emotional well-being), urbanization (techni-
cal, infrastructural, government, economic) and smart solutions (in economic, social and
ecological aspects) (Silva, Khan & Han, 2018, p. 699).

Today’s smart cities generate huge amounts of data. These data need to be managed
because managing data means managing a smart city. It is necessary to manage both data
received form the physical world and those automatically processed, generated and analyz-
ed in information systems. Therefore, data management aspects can be seen as aspects of
perception, integration, cloud?, applications and business layers of smart city architecture
(Ahmed, 2020, p. 2). The data collected through perception from sensors are integrated into

> Cloud is the space on the Internet for storing data that may be accessed via Internet connection.
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heterogeneous networks in order to be stored in cloud for smart applications and then,
together with the data coming from independent applications, used for providing services.
A comprehensive view of smart city architecture is given by a group of authors distinguish-
ing six layers: network layer; communication layer; virtualization layer; data analysis layer,
data mining* layer, and application layer (Al-Turjman, Zahmatkesh & Shahroze, 2019).

Succinctly, we may say that a smart city in technical-technological terms is based on
data-collecting censors (like those detecting air temperature, number of cars at a crossing,
number of people in shopping centres etc.), units or systems for automated management
and control (, for example, SCADA systems), heterogeneous networks for data transfer, as
well as digital data bases and powerful servers for data processing.

All the above-listed elements belong to the category of the Internet of Things’ because
they are mutually connected by computer networks through which they communicate,
along with all other devices connected to the Internet. Apart from this hardware layer,
smart city architecture always includes software (applications) which ensures provision
of services to users.

IMPACT OF SMART TECHNOLOGIES
ON SECURITY AND PRIVACY

People tend to define security as the existence of protection and the feeling of security
in everyday life. This sort of security, which is called ontological security in expert litera-
ture, shows that what people find most important is, according to Anthony Giddens, the
possibility of life proceeding as usual, “the ability to go on”. This involves not only physical
security, but also social and material security, as well as information security (the ability
of understanding the surrounding world, changes occurring in it and giving a meaning
to those changes), protection of human rights and civic freedoms, as well as protection
against of socially deviant phenomena, violence and terrorism (Danilovi¢ Hristi¢, 2016).

One of the generally accepted definitions given by Barry Buzan - “that security is
actually freedom from threats” (Buzan, 1983), gives an interpretation at a much higher
level of general (state or national) security, but it can also be applied to the level of urban
environment and the feeling that may be formed by users not only about the city space,
but also about the digital space in which the larger part of today’s urban man takes place.
The basis for violent (criminal, sexist or racist) behaviour towards certain categories or
population lies in the general social and economic situation of society that is transferred
onto city streets. The reality and gravity of violence in streets lead to a general feeling of
insecurity in communities — and insecurity of urban spaces causes their reduction or abuse.
A large change in researching this topic has been recorded since 1960s, particularly during
1980s and 1990s, owing to, among other things, the interest of feminist groups in certain
topics, as well as the emergence of violent and hooligan behaviour in cities, increasing

*  Data mining may be understood as a process of sorting large sets of data with the aim of identi-
fying patterns.

> Internet of Things (IoT) is essentially a network of interconnected devices which collect data and
exchange them with other IoT devices via the Internet.
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terrorism, as well as the development of new technologies (video-surveillance, GPRS, GIS,
CCTV, DVR) and their mass application in the 21* century (Danilovi¢ Hristi¢, Stefanovi¢
& Putnik, 2021).

New, “smart” technologies, which lie in the foundation of smart cities, generate
large amounts of data. Numerous sensors installed in smart cities collect and send data to
higher levels of digital architecture for the purpose of their storage, processing and use in
decision-making, i.e., improving the quality of services provided to residents. In this place,
data may also be understood in the context of data from the data bases of government and
corporate bodies and, in addition, data collected by citizens, visitors or other stakeholders.
Citizens largely use smart cars or smart houses and buildings, smart phones and watches,
and all smart devices at home or at work, through which they perform their daily tasks
and fulfil their social needs. Although conceived as devices for improving the quality of
life, these data sources at the same time become a source of threats to security and priva-
cy. In their very essence, smart cities have improved and replaced traditional devices by
electronic ones. Therefore, in order to use different types of smart systems, citizens must
first give their personal data to these smart systems. Among collected data, there are also
confidential data of legal entities (governmental and non-governmental subjects), as well as
personal data that include citizens’ first name and family name, identification number, tax
number, insurance number, telephone number, ID number, personal photographs, videos
and audio recordings, fingerprints, DNA, location and movement data etc.

Data protection implies a continued activity of implementing technical, organizational
and personnel measures undertaken in relation to the assessed risk regarding threats to data
and supporting infrastructure. This activity always covers two aspects: the one referring
to the protection of infrastructure and technology through which data flow, and the one
referring to the very data which are generated, processed and used.® Data security covers
their confidentiality, integrity and availability. Confidentiality ensures privacy and protection
of confidential data; integrity protects data from modification, while availability ensures
authorized users’ access to data. Each of the three above-mentioned aspects of data security
may be threatened. Attacks on confidentiality are directed at unauthorized monitoring
and access to information; attacks on integrity are directed at system intrusions in order to
modify stored information, while attacks on accessibility are directed at preventing a service
or at destroying the system. Critical aspects of data management also include information
about the method of storing data, how they are classified, where they are kept, how they
are used and who they are shared with.

Ahmed points to the existence of different types of individuals’ privacy: identity
privacy, body privacy, territorial privacy, mobility privacy, communication and transaction
privacy (Ahmed, 2020, p. 4).” Namely, it is a large amount of various data which differ by
their format, size, complexity, purpose, ownership etc. In that respect, speaking of smart

¢ Inrelation to this, it should be kept in mind that the information-communication infrastructure
is in the foundation of any other critical infrastructure. Many cyberattacks are directed exactly at
governments and national critical infrastructures in general. In line with the characteristics of critical
infrastructure, disturbances may be reflected on the entire city.

7 Cf. seven types of privacy (Finn, Wright & Friedewald, 2013) or different types of activities with
a different degree of privacy (Evans, 2018, p. 493).
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cities, it is impossible to omit so-called big data® generated and used for supporting the
development and sustainability of smart cities. The analysis of big data can be largely con-
tributed by Artificial Intelligence (AI). Basically, combining the Internet of Things and Al
is an efficient way of upgrading the existing smart city systems. In addition, the use of big
data has also been contributed by the use of cloud technology as a global server network.

In its entirety, the use of new (smart) technologies (Internet of Things, cloud, and AI)
causes suspicion among one part of the population who believe that data are not managed
in an adequate manner, and that they are even intentionally abused. Therefore, smart cities
cause concern regarding security and privacy and once again revive Bentham’s idea of the
panopticon. In the idea of “smart Panopticon’, the city (state or some supranational entity)
uses collected data not only for citizen surveillance, but also for the commercial use (abuse)
of personal data collected in smart cities. The citizens’ perception is that they have little or
no control over what companies, city authorities or state governments do with their data
(McClain, Faverio, Anderson & Park, 2023, p. 4).

The Guidelines for local and regional governments within the United Nations Human
Settlements Programme state that “trust in public institutions is decreasing in many parts
of the world due to the lack of transparency, unprotected digital infrastructure and limit-
ed opportunities for the presentation and participation of the community” (UN-Habitat,
2021, p. 47). Therefore, it is clear that citizens’ support and participation in establishing,
developing and sustaining a smart city are necessary and unavoidable. Whether smart cities
will survive or be abolished depends exactly on the citizens’ inclusion in creating public
policies and decision-making about important matters (Thomas, Mula, Vang & Dan, 2015).°

Furthermore, it is also important to emphasize the existence of the so-called privacy
paradox (Young & Quan-Haase, 2013) which speaks that citizens are, on the one hand, con-
cerned about privacy, while, on the other hand, there is no sufficient care about preventive
measures and own security in the digital world. It is an illustrative fact that the most popular
PIN used is “1234” (DataGenetics, n. d.). In addition, there is also a widespread practice of
using the same parameters for logging into two or more applications and, also, endless data
sharing via social networks. This paradox has been explored by Van Zoonen. The conclusion
of the conducted research shows that the citizens’ concern about privacy varies depending on
the type of data, the purpose of their collection and use (data processing for the purpose of
providing services causes the lowest degree of concern, while the highest degree of concern
is caused by the purpose of surveillance) and the organization or person(s) collecting and
using data — impersonal (pseudonymized or anonymized) data cause the lowest smallest
degree of concern, while personal data cause the highest degree of concern (2016).

The research conducted in 2023 confirms the assumption that the type of collected
data mostly affects the citizens’ perception and concern, while data processing time affects
is at the lowest level. Data whose collection causes the largest concern include sensitive

8 Big Data are an enormous amount of non-structured data which are continuously multiplied,
while only one part of them is used for decision-making.

° Toronto is an example of a city in which the smart city initiative was not accepted and adopted.
The main reason for this is the citizens’ concern for their data privacy. The citizens believed that
this initiative neglected people and their needs, while prioritizing the quantification and control of

everything that would exist in a smart city (Cecco, 2019).
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and personal data, such as video-recordings, data about the number of people and their
location (Emami-Naeini et al., 2023).

The research findings about the use of software applications indicate that a lower
degree of concern is caused by those applications which are of general character, for ex-
ample, web browsers or applications for exchanging e-mails. Greater concern is caused by
the applications related to personal data, such as social networks and banking applications
(Bergstrom, 2015, p. 421).

The research conducted in the USA, as many as 81% of the respondents expressed
concern about the manner in which private companies collect their data, while 71%
expressed concern about the manner it is done by the government (McClain, Faverio,
Anderson & Park, 2023, p. 3). The issue of privacy in the context of surveillance by the
government has drawn the attention of many authors. Some of them find the connection
between acceptability of surveillance and the manner of perception of the government
itself. Namely, “individual acceptability of the government surveillance depends on their
perception of the government and public affairs” (Nam, 2018, p. 540), or on the citizens’
trust in the government. Moreover, one of the studies emphasizes the important role of
social impact and reciprocity in accepting technologies that require mass acceptance and
reciprocal disclosure of information required by various applications (Fox et al., 2021, p.
12). Some studies also include nationality and national culture as a variable, or a factor af-
fecting the respondents’ behaviour and perceptions (Budak, Rajh & Recher, 2017; Hallinan,
Friedewald & McCarthy, 2012; Thompson et al., 2020).

It is important to note that the past few decades have witnessed the development of
security standards aimed at protecting digital data. The best-known among them is definitely
the set of standards ISO 27000. These standards substantially contribute to data security and
the citizens’ privacy protection. Nevertheless, these standards on their own are not a guarantee
of security because of the constant emergence of new technologies (with new vulnerabili-
ties) and software applications based on them. That is why it is necessary to ensure that all
technologies and applications used for smart city needs have and maintain an optimal level
of security and privacy, Ensuring the highest level of protection is also of key importance for
further development of electronic trade markets, on which the development of a smart city
largely depends. Moreover, constant activity is necessary on (re)defining, implementing and
harmonizing national and international security policies and strategies, laws and standards
(Putnik, Milosevi¢ & Cvetkovi¢, 2022, pp. 338-339). Therefore, security and privacy are a
multidimensional problem whose solutions depend on technological and socio-economic
factors, as well as on political decision-makers. An unavoidable aspect of protection is also
the requirement for raising citizens’ awareness and education, which would ensure a higher
level of citizens’ security culture and reduce their susceptibility to manipulation.

CONCLUSION

The smart city concept, on the one hand, covers the use of ICTs which implies the use
of hardware, software and computer networks while, on the other hand, it emphasizes the
advancement of the quality of citizens’ life in different spheres, such as: infrastructure, energy,
transport, natural resources, public services etc., by using previously generated big data.
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For a smart city to fulfil its main purpose and improve the quality of services it provides
to its citizens and visitors, great amounts of data must be collected, analyzed and prepared
for decision-making. This process is largely contributed by smart technologies: big data,
Internet of Things, cloud and artificial intelligence. In relation to the above-mentioned
aim, cities try to improve the existing technologies or to implement new ones which find
their place in all sectors of economic, environmental, political, social and cultural aspects.
Many of these technologies demand users’ active participation in order to fulfil their po-
tential, i.e., their consent for active data sharing on various. On the other hand, some of
these technologies (e.g., video-surveillance of public space or different sensors) collect data
without citizens+ consent. This fact is important because it may lead to abuses of personal
data - illegal profiling of individual users based on allegedly anonymous data.

The issue of data protection and privacy takes the central place in academic debates
thematizing the smart city concept. Citizens’ concern due to the development of technol-
ogies enabling the collection and processing of their data is one of the key issues both in
scientific circles and in the practical political sphere. Citizens’ concern varies in relation
to the type of data to be collected, the applications used, processing purpose and aim, as
well as in relation to the subject collecting and using data.

Therefore, wise management of smart cities demands serious public opinion surveys
in order to enable decision-makers to regulate adequately data management in a smart city.
In that manner, transparency and inclusion of citizens in decision-making is achieved, on
which the implementation of smart technologies and the smart city development largely
depend as well. In democratic countries, decision-makers try to reduce the level of citizens’
concern about privacy and, at the same time, to win their support for the development of
smart applications. This is certainly preceded by creating an adequate legal framework which
should guarantee transparency and participation of the community in decision-making.

Finally, the smart city concept raises numerous issues that need to be answered in
the future. From the perspective of information security, it is necessary to evaluate current
and potential solutions to data security and protection from the perspective of new threats
occurring on a daily basis. From the sociological aspect, an important contribution may be
expected from the research aimed at the citizens’ perception regarding the issues of their
security and privacy. Equally important would also be the analysis of the existing legal
framework in this sphere - specific institutional and legislative solutions adopted with the
aim of protecting data security and privacy in smart cities.
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