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OPYIITBEHA PEAKIIVIJA HA KPUIMUUHAJIUTET
Y IUTUTATHOJ EPU - 3HAYA] JUTYTAJTHE
KPMMMHOJJIOIMNJE 1 KPMUBNYHOT 3AKOHOJABCTBA

Caxerak: CaBpeMeHM )KMBOT 3aCHOBAH Ha JUIMTANTN3ALMj!U YTUYe Y 3HAYajHOj Mepyt
Ha KapaKTepUCTIKe KPUMUHAIITETA KOjU ce Hamasy y GOKyCy JUTMTATHE KPYIMIHOJOTje
Kao CrieruQuaHOT IPUCTYIIA ¥ IPOYYaBahy KPYMIHAIHOT (peHOMeHA y AUTUTAIHO]j ePUL.
Vimajyhu y Bupy koMiiekcHOCT peHOMeHa y pajy ce MCTIYe BAXXHOCT CarylefjaBarba oMe-
HyTe podeMaTuKe y CBUM AyMeH3ujaMa. IlocedHO ce 13/iBaja mepcreKTyBa KpTBe 30T
B&)KHOCTY [IPeBEHIMje BUKTUMMU3AIMje Y AUTUTATHOM IIPOCTOPY, a KOja je YCKO IoBe3aHa
ca IIMTambeM ajleKBaTHe KPUBIYHOIIPABHE pPeakiyje. AyTopy yKa3yjy Ha 3Ha4aj KOHTHHYY-
paHor npahema pe3ynTaTa HCTPOKMBabA O CTAKY AUTUTATHOT KPYMIHAJIATETA, TOCEOHO
y KOHTEKCTY IpeIo3HaBamba I MHKPUMIHICAbA HOBYX OO/IMKA KPVIMIHA/THOT IIOHAIIAba.
Y auruTanHoj epu ce TpaHCHOpPMMUILIE U APYLUITBEHA peaKiiyja Ha KPUMIHAIUTET, ¥ 00a
cBOja Buyja: HeopManHOM 1 popManHOM. AHamysupajyhu nojenyne acrekre oda odnuka
ApYyLITBEHe PeaKijyje, ayTOpH yKasyjy Kako Ha ITO3UTHBHE TaKO VM Ha HeTaTVBHE CTPaHe
Te TpaHcopManyje.

Kiby4yHe peun: apymTBeHa peakiiyja, IUIUTATHMA KPUMUHAIUTET, AUTUTATHA KPU-
MIHOJIOTMja, KpMBMYHO 3aKOHOJABCTBO, KPMBUYHOIIPABHA 3alITUTA

YBOIHA PASMATPAIbA

Jururanusanyja je IpUCyTHa y CBAKOJHEBHOM JXMBOTY JbYIY Y PAa3/INMIUTUM Cer-
MeHTMMa QYHKIMOHNUCAbA, Y IPUBATHOM, /I U y IIOCTIOBHOM OKpYy>Xemwy. Hamasnmo
ce y JUTUTAJIHOj epu Koja 0OMKyje PU3NOHOMNU)Y Pa3IMINTHUX APYIUITBEHNX HOjaBa.
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JloCTYIHOCT MHOTOOPOjHMX JUTUTATHMX ajIaTa ¥ BbJMXOBO CTaIHO yHanpehusame, am n
IIPYCYTHOCT BEUKOT Opoja IbyAM Y FUTUTATHOM IPOCTOPY, IIPefCTaB/bajy pakTope Koju
3HAYajHO YTUYY Ha KapaKTepMCTUKe CaBPEeMEHOT KPMMMHATHOT peHOMeHa. MoxkeMo ce
U Ja’be KPUTHU 132 OKBUPA OHOTA LITO MpeJCTaB/ba TPaJUIIMOHATHY IPUCTYI aHAIN3N
KpUMMHATHOT peHOMeHa, a/lil YMIbeHNIIA je [ia je JOLIIO 10 JUTUTATHOT OFHOCHO ,,big
data” 3aokpeTa y KpuMMHONIOTHjI. [JUTHUTaTHY MEIUjyMM, KaKO OHM KOjU Ce CMATpajy
»TBPAUM~ OTHOCHO ,,MaTepUjalHIM , TAKO ¥ OBU [PYTH, ,MEeKI WA ,,HeMaTepujamiHn’,
MIMajy 3Ha4ajHUjU YIMHAK, OJHOCHO YIIOTY, Y CTPYKTYPMU U JOXKMIBIBajy JPYLITBEHOT XUBOTA
u ofHoca Meby pyauma (Smith, Bennett, Chan, 2017, str. 263).

ITornyHO pa3yMeBatbe CBUX HOBVMHA Y AUTHUTATHO] Chepy I HIXOB yTHIAj HA HAYMH
JCTIO/baBarba KPYMMHATHOT (peHOMEHa ITofipasyMeBa CBeoOyXBaTHY aHa/ N3y CBUX OMTHMX
YyHMIana Koju ra odmukyjy. Huje moBo/bHO camo fia ce mo3adaBrmo mpoguioM mimm CKymom
KapaKTepMCTUKA TUIIMYHMX YYMHNUIAL IUTUTATHIX KPMBUYHMX Jiefa, Beh je HeoXonHo
YBPCTUTH [EPCIEKTHBY )XPTBe, /I 1 PAa3MOTPUTH PYILITBEHY PeaKLyjy Ha KpUMIHAIUTET
y KOHTEKCTY JUTUTAJTHE epe Y K0joj ce Hamasumo. JKMBUMO y Iepuopiy BeoMa pasByjeHIX
Mennja, nadopmanmje ce dp3o nmpeHoce 1 y ogpehernM cnydajeBuMa n3BpLIEHA Ojen-
HMX KPMBMYHMX Jje/la M3a31Bajy OypHY peakijy jaBHOCTH Koja 3axBasbyjyhm uctum tum
MepyjiMa nMa Moh Jja M3BPILIM YTHIIaj Ha IOCTYIIalbe OpraHa romema. To ¢ jefHe cTpaHe
OTBapa MNTame IPaHMI[A YTHUIAja jABHOCT Ha PaJl TUX OPraHa, a/li ¥ OCIMKaBa PeaTHOCT
y KOjeM ce HaJla3) caBpeMeHI CBeT, OHOCHO HA4YMH Ha KOji OH (pyHKIIMOHMUIIIE.

TpapuunonaaHu okBup daB/berba KpYMIHATHIM (EeHOMEHOM Hije BUIIE JOBO/baH,
jaB/ba ce MOTpeda 3a HEKMM HOBYjUM IIPUCTYIMMA ¥ 00jalliibebMa, IITO OU MMAJIO He
camo Teopujcku Beh U mpakTU4HY 3Hayaj. UMHM ce [ja je BUIIIE HETo MKajia IToTpedHa ca-
pajiba CBUX KPUBMYHMX AUCHUITINHA, TOCeOHO KPYMIHOJIOTHje 1 KPUBIYHOT IIPaBa, KaKo
du ce Ha ONTMMAaH HAYMH OATOBOPIIIO M3a30BMMa Cy3dujarba oHora o hemo y oBom
pajiy HasMBaTy HUTVUTATHIM KpUMUHaIUTeToM. ViMajyhn y BUAy CIO>KeHOCT TOT 3afiaTKa,
YMHMU Ce JIa je HajOoJbe CBe WheroBe acleKTe 0dje[lUHNTI Y OKBUPY MOCESHOT MPUCTYIIA y
KPUMHOJIOTY)j U KOjui heMo HasBaTy AUTMTaTHOM KPUMMHOJIOTjOM.

I[TOBE3AHOCT KPMMMHOJIOTUJE
M KPVIBUYHOIIPABHE SAIITUTE ¥V IVUTUTAJIHOJ] COEPU

IMorpeda 3a pasBojeM 1 daB/berEM MOCEIHNM KPUMIHOMOILIKIM TIPUCTYIIOM KOju Ot
Ce 3aCHMBAO0 Ha IIPENIO3HABAbY U CBeOdYXBATHOj aHA/IN3Y YTHUIIAja JUTUTATHE TeXHOJIOTHje
Y PasIMYUTUM aCIIEKTHMA UCIO/baBakha KPUMIHATHOT (PeHOMEeHa, NCKPYCTAIIICAIA je
HOBM IpaBall y KPYMIHOJIOIIKOj MUCIH, KOjJi Ce IIOC/Ie/IbIX TOVHA IPEBACXO/JHO HasyBa
muruTaaHa KpuMuHosnoruja (Smith, Moses, Chan, 2017; Stratton, Powel, Cameron, 2016).
Hexu gpyru ayTopu Buiie KopycTe TepMuHe cajdep i kndep KpumumHosnoryja (Grabosky,
2016; Dupont, Whelan, 2021) ma yax 1 u3pas koMmIjyrepcka kpummzonoryuja (Berk, 2013;
Brantingham, 2011).

KpumunHosornja kao AMHaMIUYHA HAyYHA SUCLIUIUINHA M KPUBUYHA HayKa OaBU ce
MYITUANCHUIUIVHAPHUM U MHTEPAUCLHUIUINHAPHUM U3yYaBabeM KPYMIHATHOT (heHo-
MeHa Kao jefiHe CTIOKeHe II0jaBe cacTaB/beHe Off HEKOIMKO MelycodHO moBe3aHux eneme-
HaTa: 37I0YMH, YYMHMALL, XPTBA, KPMMIHAIUTET U peakiiija IPYyITBa Ha KPUMUHATHO
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noHamame (Ignjatovi¢, 2019, str. 15, 16). Y okBUpPY CBOT daB/berha TOMEHYTOM LIeTMHOM
IIpeIMETa, OHOCHO HEKMX HheHUX e/leMeHaTa, KPMMIHOJIOIIKO IIPOYYaBakhe MOXKEe IMATH
TpU [uMeH3uje: PeHOMEeHOOIIKY, eTUOOIIKY U BUKTVMOJIONIKY, KOje, pefloM HaBefieHe,
TIO7pa3yMeBajy aHaM3y T0jaBHMX OdMKa 1 KapaKTepPHCTUKA PasIMINTIX OONMKa KPUMI-
HAa/TUTETa, 3aTUM MCTPAKMBAHE IJIXOBE Y3POUHOCTH' OTHOCHO MTPEIMI3HIje YCIOB/beHOCT
U Ha Kpajy NepCIeKTUBY KPTBe.

Y cBOM pa3Bojy KpMMMHOJIOTHja Ce CyoYaBasla ca HI30M M3a30Ba IOIYT IOKYIIaja
fla ce Kao Iie/iMHa paclapya Ha HM3 KPMMUHOMOIIKMUX AMCUUIIINHA Y 3aBUCHOCTH Off
TOTa IITA je O10 OCHOBHM KPUTEPUjyM Te TOfierie, Oy T YTHUIaja MOHOKAy3aMMCTUIKOT
IPUCTYIIA Y 0djallllbelby Y3POUHOCTY KPYMIHAINTETA KOjU je IPEeBACXOLHO JOMIHIPAO
y paruM ¢dasaMa pasBoja KpMMUHOJIONIKE MUC/TU y OKBUPY MO3UTUBUCTIIKE OpUjeHTa-
uyje.’ ITpeBasuakebeM, Kao jef;ltHO Moryher ¥ JIerMTYMHOT, TI03UTUBUCTUYKOT OKBMPa
y KOHTEKCTy daBjberba 0djalliberheM KPYMMIHATHOT (peHOMeHa U YK/by4MBatbeM HOBUjUX
TEOPMjCKUX NMEPCIEKTNBA, TEOPUja APYIITBEHE peaKIije ¥ HOBYUjUX KPYMMHOTOMKNX
Teopuja, JOLIIO Ce U [0 APYTadMjer MPUCTYIIA Y Pa3BOjy KPMMMHOMOMKIX JUCIUIIINHA
KOje CTaB/bajy aKljeHaT Ha aKTye/lHe TeHJIeHIMje Y BpIIelhy KPUBUYIHUX Jlefla OTHOCHO
caBpeMeH OKBUP pelllaBaiba IIpodieMa KpUMIHA/INTETa I7ie, u3Meby ocTanux uynHmana,
CBe BUIIle JOMUHNUPA JUTHTAN3AIMjA Y PA3TNYUTAM OMUIIMMA.

Maxko ce cBe ienraBasio yCIopeHo, II0CTajasio je C BpeMEeHOM jaCHO Jia Ce TPaMIMOHaTHI
HPUCTYIM IIPOyYaBatba KPMMMHATHOT (PeHOMeHa MOpajy mpuaarohaBaTu mpoMembeHIM
YC/IOBYMMa >KMBOTA KOjH Cy JOHE/IU IIPOMEHe U y KOHTeKCTY u3Bpliena Beh mocrojehux,
100pO MO3HATUX KPMBUIHYX JI€TIa, /Y CY JOBEMN 1 IO TI0jaBe HeKMX HOBMX, IO Ta/ja MOT-
ITYHO HeNo3HaTNX (popMy KPYMIHAHOT Je/IoBama. , OCHOBHA COLMOMONIKA Te3a Koja ce
JICTIO/baBa Y OKBUPY YCIOXKIbaBama JUTHUTATHOT F00a je [la TapasIe/THoO Ca He3ayCTaB/bYBUM
IIPOLIECOM Pa3Boja JUTUTA/IM3aLMje Y CBUM CETMEHTMMA XKMBOTA CBEIOYMMO O MCTOj TAKBOj
yOp3aHOj MyTaIMju Off aHA/IOTHMX /IO €IeKTPOHCKIUX M JUTUTATHUX 0O/TNKa [IeBYjaHTHOT
HOHAallIaka M KpUMUHAINTETa M TO Ha rnodanHoM mwiany” (Sandywell, 2010, str. 42).

JemHO Off OCHOBHUX IIUTAba, KOje Cé MOPa IMOCTABUTH Y CKJIOITY pPasMaTparba Ipefl-
MeTa ITpoy4aBama JUTUTaTHe KPYMIHONOTH]e, jecTe Kako hemo fedunmcaTu gururaman
3/I0YMH OJIHOCHO JMTUTATHO KPUBUYHO JIeNI0. AHAIM3a IUTEePaType O KPUBMYHUM JieTuMa
yIMBeHNMM KopulhereM caBpeMeHe TeXHOIOTHje II0Ka3yje fa ce He [jaje MOTITyHa C/IMKa 1
meduHNIja OHMX KPUBMYHIX Jie/la KOja ce BpIIle Y 0d/acTy UTHUTATHE TeXHOIOTH]je VN

* Maxo je yodudajeHo fja ce y CBUM aCIeKTHMa XMBOTA, A/l U HAYIHOT OaB/berba PasIMIUTIM de-

HOMEHNMA, KOPMCTHU TEPMMUH ,,y3POUHOCT , OFHOCHO Jja CBaKa I10jaBa MMa CBOj Y3pOK/€, TO OCTaB/ba
yTHUcak jia Ha oxipeheHy mojaBy, de3 0031pa Ha eHe KOHKpeTHe KapaKTepUCTIHKe, Heyjy ofipehenn
baxTopy unju ce yTUIaj MOKe TAYHO U3MepUTH. Taj HMBO €r3aKTHOCTH U IIPEIM3HOCTH UIIAK je pe-
3epBICAH 3a HAyYHe TUCLUIIIIHE Y KOjiIMa Ce MOXKe OCTBAPUTH TAKAB 3aK/by4aK, IIOITYT IPUPOFHIX
VI TEXHNYKNX HayKa, JOK C€ Y HayKaMa O YOBEKY I JPYIITBY, KaKBa je ”n caMa KpI/IMI/IHOJIOI‘I/Ija, HE
MOTY U He CMejy M3B/IaYNTH TAKBY 3aK/bydIin. Mo)keMo TOBOPUTH CaMoO O BepOBaTHOMM JeloBama
HEKOT YJHUOIIA, jadeM WM c/1adujeM YTULIAjy Y KOHKPETHOM CIIy4ajy.

° BaBipeme y3pouyHonthy 1o y3opy Ha ersakTHe Hay4He JUCHUIUIMHE MOIYT PasIMINTUX IPUPOJ-
HJIX HayKa, JJOBEJIO je JI0 TOTa fia CY IojefiyHM ayTopy, omyT JIomOposa, ucTuiamm TaqHo ofpehene
(bakTope KPUMIHATHOT IIOHAIIIAba K0 Y3POUHMKe BpIleha KPUBIYHYIX Jlela, LITO je Y je[JHOM Tpe-
HYTKY JIOBEJIO [I0 OfiBajarba Y>KVX AMCIMIUIVHA Y OKBMPY KPMMMHOJIOTHje, Koje Cy ce daBiie caMo
TVIM M30/I0BAaHVMM YMHMOLMIMA U IbJIXOBUM yTUIIAjeM Ha BplIere KPMBUYHNX JlefIa.
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KopuihermeM JUTUTaIHE TEXHOIOTHje, IIITO OTBPDyje 1 mpwindHo pasyheHa TepMuHOIOTHja
Koja ce MO>ke TpoHahit: ,,elleKTPOHCKM KPUMMHAT ; ,,KOMIIJy TepCKIL KPUMMHAT , ,,37I0YNH
yulbeH KopulthembeM padyHapcKe TeXHOJIOIMje, ,,3/I04MH BUCOKe TEXHOIOruje, ,cajdep
kpumuHan nth. (Rakhamnova & Pinkevich, 2020, str. 195). Ilojeguun aytopu Kopucre
u TepMuH ,,yuHTepHeT KprMuHan (Furnell, 2010; Jewkes & Yar, 2010). VMuTepHeT, Bed
(Web) u cajdep mpocTop ce onucyjy Kao ,,JMB/bM 3allaji” HOBUX OO/IMKa KpUMUHAIUTETa
OpraHM30BaHUX Ha IUTaHeTapHOM HMBOY (Sandywell, 2010, str. 39). MecTo e ce unHe
IUTUTAIHY 37I0YMHMY je BUPTYETHO OKPY>Kelbe, Iapale/TH) YHUBEP3YM, M Y TOM CMICITY 3a
CaMo U3BpIIee KOHKPETHMX fle/la KOPJCTE Ce KOMIILjyTepCKI ITOALMN, JUTUTATH CYCTeMI,
win apyurrBeny Meauju (Rakhamnova & Pinkevich, 2020, str. 195).

I[TpedanyBarme MHOTOOPOjHMX >KUBOTHMX aKTUBHOCTY Y BUPTYETHM IIPOCTOP, OFFHOCHO
IBJIXOBO MOU(NKOBaIbe IIOJ, YTIIAjeM He3ayCTaB/bJBIX IIPOLieca y OKBUPY AUTUTATHOT
moda, IPOMEHMIIO je YoBeKa I1a CAMMM TVM U OHe I0jefMHIIe KOju Cy 13adpau Iy T BpliIebha
KpuBMYHIX Aena. Hexn mocTojehn yumHMoIM Cy ce mpuaaroym, OFHOCHO punarobhasajy
Ce CTa/IHO M3MEemheHNM OKOTHOCTIMA. VICTO Tako, HOBe OKOTHOCTH CY IIpOM3BeTe HeKe HoBe
Y4MHHUOLE KOjU CY, MOXK/Ia 3aXBaJbyjyhu AU TaTHOM OKBYPY OfIBUjaEba )KUBOTA T€HEPAITHO,
ofadpany la KpeHy ImyTeM Kplllema 3aKoHa. ,,[IpecTymHuK rpoteckHo fieopmuine cBoj
IpaBy MMNII Kafia ce MPeJiCTaB/ba Ha MPEXXI, Meha HOpMaJIHe MHTepakiuje usMeby pyan
U, TIOC/IEINYHO, KIAaCMYHe odpaciie KpUMMHANA, Ha TaKaB HAYMH Jla [TOCTaje HeOIIXOIHO
3Ha4ajHO MOAu(UKOBaTH IIOCTOjehe KPMMIHOIIONIKE U JOTMAaTCKe KaTeropyje Kajia ce
aHa/MM3MPajy MCTa KpuBMYHa fenma” (Agustina, 2015, str. 39).

C TuM y Be3n, jefjaH off HajBKHM)UX M3a30Ba AUTMTaTHE KPMMIHOJIOTje je YIO3Ha-
Barbe C KapaKTePUCTHKaMa YYMHIIAIA KPUBIYHIX Jiefa dije ce KpYMMUHATHE aKTYBHOCTH
IIPeBACcXOIHO 3aCHUBAjy Ha Toj gurutanusanyju. Vimajyhu y Bugy pasHoBpcHOCT 1 cjo-
JKEHOCT KpYMMHAJIHe TUIIONOTHMje, KpUMMHAIHIX MOTYBA Kao U npoduia yIMHUIALA y
AUTUTATHOM IPOCTOPY, OjeAVHIL Ay TOPY IIpaBe PasinKy usMely eKOHOMCKOT, corujamHor
¥ IOZIUTUYKOT cajdep KpuMuHanuteta (Agustina, 2015, str. 49). [Jocaamima KpUMUHOIO-
IIIKa Ca3Hama, MaKo U Jiajbe 3HaJajHa, MOpPajy fa SyAy yHOTITyHheHa caBpeMeHNM OKBYPOM
HIPOMMUIIbAA O 0BOj IIPOO/IEMATHIINL.

IlojepyHy ayTOpy MCTUYY Jla KPYMMHOJIOTYja MOPA Pa3BUTY JUTUTA/IHY CTIELja/Ti3aM
KOjM MICTPaXKyje BULIEC/IOjHY Y/IOTY KOjy MMajy JUTUTa/IHE TEXHOIOTMje KaO MHTEPCEKLINO-
Ha/ITHU 1 TpaHCOPMATUBHY MeMju y 0d/1acTu KpuMuHaa 1 npasfe (Smith et al., 2017).
[Tocedan 3amax y pasBojy 1jeje 0 HOBOj I'paHM KPMMIHOJIOTMje HACTYIINO je 3axBabyjyhu
IIMperY MHTEPHETA Kao I7odajHe Mpeske 3a KOMYHMKAIU)y U pasMeHy MHpopManuja. Tako
je Jamraukap (Jaishankar) ncrakao ma je pasBoj MHTepHeTa, TOpex IOMEHYTHX IPOMeHA y
cepn Mebybyacke KoOMyHMKanyje, JOBEO U 10 HACTaHKA HOBOT 0O/IMKa KpMMIUHAIUTETa
3a 4lfje M3y4aBambe je HeOIIXOJHO PasBUTY HOBY KPMMIHOIOWIKY IpaHy. Ta rpana 81 xpo3
MYITUAACIUIIMHAPHY TPUCTYII MHTEIPYCA/IA CA3HAMA PAs/IMUNTIX HAyYHNX IMCHUIIMHA
Koje ¥ Mor/ie STV 1T03BaHe J]a U3 CBOT YIVIa fIajy ONIPMHOC PasyMeBamby 37I0UIHA KOjI Ce
OfiBUjajy y cajdep mpOCTOpY, a/lu U BIUXOBOM yTHIajy Ha ¢pusnuky mpocrop (Jaishankar,
2007; HaBemeHo mpeMa Ignjatovié, 2019, str. 96). [TogpasymeBa ce fa je KPUMIHOTOLIKY
IPUCTYI MYATUAVICHUITIVHAPAH /i Ca Pa3BojeM Mjieje O cajdep WM IUTUTaTHOj KpUMU-
HOJIOTMj}1, Ha CIIUCKY Beh IperosHaTuX HayYHUX AMCLUITIMHA KOje IMajy LITa Ja IPYXKe ¥
KOHTEKCTY aHa/i3e YCTIOB/beHOCTH 37I0UNHa, HalllZle 01 ce M HeKe HOBe HayJHe [IVICIIVIIIVHE,
THIOITYT HayKa O MHTEPHETY, ofHocHO VHdopmaTuka u Pauynapcrso.
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Cwmnt (Smith), Bener (Bennett) u Yen (Chan) yka3syjy Ha mocrojame eMInpujcke,
KOHIIEIITyaJIHe ) eMICTeMOIONIKe ToTpede fja KPUMIHOJIOTY]ja, OfHOCHO KPYMIHOJIO3,
pyxKe odjalllberba CpefjiiHe Y K0joj IUIMTaIHe TEXHOIOIje CBe BUIIe 00aB/bajy K/byIHe
ynore. To mogpasyMeBa He caMO KOHTEKCT BUXOBOT Kopulhemwa y CBpXy M3BpILIeHa
KPMBIYHUX fieTa Beh 11 Kao CBOjeBPCHUX IUTypa/IM30BaHNUX IIATPOPMU KPO3 KOje ce CBET
3/I04J{Ha CBAKOZHEBHO IIpe3eHTYje jaBHOCTH. [locenyiia Tora je Modymcame 3ajeHILA 1
adeKTNBHO pearoBare Ha KPMMIHA/IHA IIOHAIIAkA, KpUMUHAIHE forabaje, amu 1 cndHe
peaxinje opraHa (opMasHe KOHTPOJIE KOjU IIPERYy3UMajy 3BaHIIHE Mepe KOHTPOJIe KpH-
MuHana (Smith et al., 2017, str. 269).

[ToBe3aHOCT TEXHOMOUIKOT pPa3Boja I KPMMUHAIUTETA C€ MOXKe IIPATUTH KPO3
onpebene ¢ase, Koje Cy UCTOBpPEMEHO U eTalle ¥ Pa3Bojy KPUMUHOJIONIKOT IPOyIaBaha
IOUTUTATHOT KPMMMHAINTETA. YC/IOBHO Ce Taj KOMIUIETAH IIepMof, MOXKe IIOIeNIUTH Y TPU
ocHOBHe (hase, OfHOCHO BpeMeHCKe OKBYpe: ,,IpefiBed” epa TokoM 80-1x 0 paHux 90-mx
ropuHa 20. Beka, epa ,,r7iodansor Beda” off 90-mx rogmHa 20. Beka 1o parnx 2000-ux, 1 epa
»ApyurBeHor Beda” of cpenune 2000-ux o gauac (Stratton et al., 2017, str. 19).

KpumnHornoruja je y okBupy ,,mpeased” epe IMpeos3HaIa OKOMTHOCT fja palinpeHa
IOCTYIIHOCT padyyHapa I eJIeKTPOHCKY CKIAVIIITeHNX IT0faTaKa, y KOMOMHALIU)I Ca VH-
TEPHO YMpPE>XeHIM pafjHIM cTaHunaMa u dial-in Besama, 4nHM fa cy Biaje, KopHnopamyje
1 00pa3oBHe MHCTUTYLMje IOCTaIe MOIJIOKHIje HOBUM OOIMIMMa KPUMMHAJIA IIyTeM
3noynorpede rexuonoryje (Stratton et al., 2017, str. 19). TokoM Tor nepruoza je mocTaso jacHo
U [Ia je TOMEHY T TEeXHOJIOLIKI Pa3BOoj IIPY>KIO HOBE 3/I0YMHAYKe MOTYNHOCTH pago3HaIuM
ajionecLieHTVIMA KOj! CY y JOKONMIIM PasBIJIM M PAIIMPUIN KOMIIjyTepCKe BUPYCe I IIpBe
uynMe cy usasBajm nmopemehaj gurnrtanuux cucrema (Dupont & Whelan, 2021, str. 78-79).

Toxom 90-ux rogmna 20. Beka, ca pa3BojeM KOMIIjyTepCKe TeXHOJIOT1je 1 [10jaBOM
MHTepHeTa, KpYMIHOJIOTHja Ce II0YesIa, Y OKBUPY CBOjUX MCTPAXXMBaba, daBUTH Ipodie-
MaTUKOM KOMIIjyTePCKOT 1 cajdep KpMMUHAJIA LITO je MOApa3yMeBajIo aHA/IN3y OHOTa
IITO Ce 3 JlaHAIlllbe ITePCIIeKTIBe MOXKe Ha3BaTyl KOHBEHI[MOHATHIM KOMIIjyTePCKUM
KpUMuHamuTeToM. MebyTum, mpouec gurntamisanuje Koju ce ydpsaHo pasBuja, yTude
U Ha €KCIaH3Mjy ¥ Pa3HOBPCHOCT BpIllelkha KPMBUYHIUX Jie/la y AUTUTATHOM IIPOCTOPY,
OZIHOCHO Kpo3 yroTpedy nocturuyha gurnrante rexHosnoruje. [TojaBa paayHapcke Mpesxe,
ypebaja, annuxariyja u ortaju wiaThopmi 0OINKOBAIA je CBe aCleKTe /bYICKe aKTUBHOCTH
HITO je MHOBATMBHIUM IIPECTYIHUIIMA OTBOPIUIIO IIPOCTOP 32 HOBE MIPI/IMKE 32 BPILIEHe
kpuBnuHyx gena (Dupont & Whelan, 2021, str. 79).

CrparoH (Stratton), ITayen (Powell) 1 Kamepon (Cameron) npemmaxy mpommpernse
TPaJMIVIOHATHOT TEOPMjCKOT OKBMPa KOMITjyT€PCKE OTHOCHO JUTUTA/IHE KPYMIUHOTIOTH]E,
3aCHOBAHOT MCK/bYYMBO Ha TeOpHjaMa Koje CITyKe 0djallTikerby KOHBEHI[IOHATHOT KPIMH-
HanuTeta’. VicTide ce 3Hayaj eKCIIaH3Mje M PeBUTAN3AIMje KPYMIHOIOIIKE MIUCIIV KOja &1t
MOIJIa SVTV MHCIIMPYCAaHA KPO3 aHA/IV3Y Pa3Boja APYLITBEHNX, KPUTIIKMX M TEXHOIOLIKIX

6 . .
TpaI[I/IL[I/IOHa)'IHI/I TEOPUJCKM OKBUP Yy KPYIMMHOJIOIM)I 3aCHMBA C€ IIPEBACXOJHO Ha ITO3UTNBU -

CTUYKUM TeopyjaMa Koje ce IpMMapHO daBe GaKTOpyMa KpUMUHATIUTETA, OHOCHO 0djalllibery
Y3POYHOCTH 37I0YMHA HOIYT PAa3IMYNTUX COLMONOMIKIX TeOPHja: TeOpHja O ydemby, Teopuja apy-
IITBEHOT IIPUTHCKA WU Teopuja AudepeHIujalHe acoljalyje, yHOTIybeHe ca HeKUM HOBYjUM
HPYCTYIMMA y OKBUPY HOBMjUX KPMMUHOJIOMIKUX TeOPHja, IOy T Teopyje palyoHaTHOT n3dopa
WIY TeOpUje PyTUHCKe aKTVBHOCTH.
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Teopyja N3BaH caMe KPMMIHOJIOTYje OTHOCHO TPAfUIIMOHATHO CPOIHYX JUCIUITINHA .
C TuMm y Besn, yKasyje ce Ha BOXHOCT fiedaTe YHyTap caMe KpUMMHOMOTje Kako du ce
M3aIITIO M3 KOHBEHIVIOHATHMX OKBUPa OaB/bemba cajdep KpYMIHAIOM Ka IIIpeM KOHTeK-
CTy MICTpa)XXIBalba 3/I04MHA U IIpaBfie y furutanHoM pody (Stratton et al., 2017, str. 18).

ITocedaH cerMeHT y KojeM du 8110 ITOXKe/BHO Ja JUTHTaTHA KPUMUHOJIOITja OCTBApH
CBOj IIYH IIOTEHLV)JI je MpodieMaTyKa Kplllera /bYACKIX IIpaBa Kpo3 IOBpeRy IpaBa
Ha IPUBATHOCT y IUTUTATHOM IIPOCTOPY U 3alUTUTHU IMYHUX TIOJATAKA ¥ BE3M Ca TUM.
Vrmarosuh Tako cTaB/ba 3aMepKy Ha JalllaHKapoBO odjallliberbe O ToMaIajy cajdep Kpu-
MIHOJIOTHje Y KOjeM YIIpaBo M30CTaB/ba Taj cerMeHT (Ignjatovic, 2019, str. 96). [lururanan
WM cajdep 37I0YMHM 4eCTO YK/bYUYjy KpIlemhe IMYHUX U 0CeT/bUBMX MHPOPMALHja, LITO
TOBOJY 10 3adPMHYTOCTH 3a MPUBATHOCT U 3aLITUTY MOJjaTaka. Y TOM CeTMeHTy du ce
Morao poHahy IpPOCTOP U 32 MHTEH3UBHU]Y Capa/iiby KPYMIHOTIOTHje U KPYBIYHOT TIpaBa
r7ie du eMIMpHjcKa KPYMIHOJOIIKA aHAMN3a PasIMIUTIX MOfJa/IUTeTa KPIIemha JbYICKIX
IIpaBa y AMUTUTATHOM IIPOCTOPY oMoryhma ja/bu pa3Boj KpMBUYHOIIPABHE Pery/IaTiBe
KpO3 [OTIIyHMje U IIpelusHuje feduHmcambe 0Aropapajyhnx nHKpuMmnHamnuja.

Jeman op ropyhux mpodema koju Tpaxk d0/by KpUBIYHOIIPABHY peakliyjy, KOji je Kao
(eHOMeH ITperno3HaT Ha [I0Ja/IHOM IUIAHY, THUe Ce 0OCBeTHIYKe mopHorpaduje. [TocedHo
ce uctmde 3adpMHYTOCT 300T OICYCTBA OATOBAPajyher 3aKOHCKOT OKBYpa Y Be3M ca THM,
YIIPKOC TOMe IITO Ce ¥ pasInduTuM fedarama To mpernosHaje kao duraH 3afarak (Walker
& Sleath, 2017). C TM y Be3u ce jaB/ba 1 mpodjieM IperusHor feduHmcama peHoMeHa,
IITO OTEXaBa CUCTEMATUYHO HPUKYII/bakbe oflaTaka O pasMepaMa BUKTUMMU3AL]je, Al
je YMIbeHNIIA []a je ped O PacIPOCTPAbEHO]j IOjaBu.

Bukrumomnomka I[I/IMCHSI/Ija OUTUTATHOT
KpUMVHAJINUTETA I KPpUBNMYHOIITPpAaBHA 3allITUTA

ITnTame BUKTMMOJIOIIKE NMMeH3Hje JUTMTATHOT KpYMMUHAIMTeTa 3aBpebyje mocedHy
naxipy. C 09311poM Ha TO J1a IpOyYaBakbe YUMHI/IALA 1 IbUXOBMX KapaKTePUCTUKA He MOXKe
OMTH KOHAYHO aKO Ce He yK/by4M IIepCIIeKTIBA XPTBe, OHJIA je jaCHO KOIMKO CIIOKEHN
3afjaTaK [peCTaB/ba pa3MaTparbe CBUX IIOMEHYTHX e/leMeHaTa KPYIMIHATHOT (peHOMeHa
y jefHOM 3HaYajHO ApyradnjeM okBupy Hero mpe. Vimajyhu y Buny npucyrHoct Behune
By Y AUTUTATHOM IIPOCTOPY ¥ CAMMM TVM TIOfIOKHOCT JICTe Te BehmHe pasmmantim
370yrnorpedama, Moxe ce pelin Jja je BUKTMMOJIOIIKA NIePCIIeKTYBA JUTUTaTHE KPUMUHO-
JI0THje BeoMa KOMIUIEKCHA.

HMako cMo MuIUbesa fia je cBeodyXBaTHa aHa/IM3a KPMMIHATHOT peHOMeHa Hajdo-
76U MOTYhu ITyT y pasyMeBarby CBUX NOjelMHAYHNX TIePCIIEKTUBA, 1A ¥ BUKTVMOJIOIIKE,
MOX/ja O Bpelieio pasMUII/bATI U O Pa3Bojy OCeOHOT IIPaBlia YHyTap BUKTMMOJIOTHje,
T3B. JUTUTA/IHE BUKTMMOJIOTMje Koja O ce mocedHo daBiiIa I10jaBHMM OOIMIIIMA BUKTH-
Musanuja y JUTUTATHOM IIPOCTOPY, KApaKTePUCTUKaMa XPTaBa Kao U II0C/IeuliaMa 10

7 YI7IaBHOM Ce MICTMYe CIIeKTap AUCLUIUINHA KOje Cy TPAaAUIMOHATHO CPOJHE KPMMUHOIOTUjI:

IICUXOJIOTHja, COLIMONOTHUja, MeUIIMHA, OMOIOTHja, aHTPOIIOJIOTja, IPaBO, EKOHOMMja U IpyTe.
Vnak, 13a30B IIpOyYaBamba KPYMIHAIUTETA Y JUTUTAIHO H00a 3aXTeBa YK/byUMBatbe U PYyTauljix
IIPOMUIIIBAIbA.
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KPTBe TaKBUX 0O/MKa KPYMWHATHOT flefioBama. Ta nyjeja Hije CBaKaKo HOBA, TIOjelHM
aytopu roBope o cajdep Buxrumonoruju (Cyber Victimology) (Jaishankar, 2020; Debarati,
2021) u meHOM 3Ha4ajy. [lajbe pa3Bujarbe Te OCHOBHE Jieje II0fpasyMeBa aHa/IN3Y BUKTHU-
MU3aLyje y cajdep mpocTopy, Koja MMa cBoje IIocedHe KapaKTepUCTHKe Koje ce y ofpebheHoj
Mepy Pas/MKyjy off BUKTMMM3anuje y Gpusudkm crBapHoM npocropy. Cajdep BUKTUMMU-
3alja ce yK/Iama y KaTeropujy KOHTEKCTyalHe PalbUBOCTH, OFHOCHO IIEPCIEKTUBY Koja
Ce KOHI[eHTPHIIIe HA MHTEPAKIINjy XKPTBE Ca ,, BUKTUMOI€HIM OKPY>KeEbeM “ Ka0 K/byIHIM
daxTopom (Agustina, 2015, str. 39) koja cBoje 6a3MIHO TEOPHjCKO Odjalllberbe IPOHAIA3H
y TeOpuju PyTMHCKe aKTMBHOCTM KOja IIOApa3yMeBa IOCTOjambe TpU OUTHA e/leMeHTa:
MOTMBMCAHe IPeCTYTHNKE, TOTOJHE MeTe U OfICYCTBO OCIIOCOO/beHNX 3aIITUTHNKA Off
npecryma (Cohen & Felson, 1979, naBegero mpema: Ignjatovié, 2019, str. 88). C 0d3upom
Ha HEMMHOBHY U3JIOKEHOCT II0jeIMHALIA Y BUPTYETHOM IPOCTOPY U IIOJIOKHOCT Pas/iu-
YUTUM OOIMIMIMA BUKTUMM3alje, U ¢ TUM II0Be3aHe BeoMa MOTUBYICaHe IIPeCTYIHUKE,
aKIleHaT cajdep WM AUTUTAIHe BUKTUMOJIOTYje Ou Tpedaso fa Syzie modosblIatbe 3alITUTe
oy cajdep BUKTMMM3aLMje Kpo3 yBobheme oarosapajyhux npouenypa y cajdep npocropy
Koje Bofie Ka 007beM OCTBapMBamby IIpeBeHIINje.

Kap je ped o mpeBeHIMjM cajdep mmm AUTUTATHOT KPUMMUHAIUTETA Y CAMUM TUM
d07b0j KOHTPOMU PAUBOCTY Y BUPTYETHOM IIPOCTOPY, M3Y3€THO BAKHY NIPEBEHTUBHY
YJIOry MMajy HOCHOLY OPYIITBeHe peaklyje Ha KpUMUHAINTET, y 00a cBOja 0O/MKa Jc-
[0/baBaba, HehOPMATHOM 1 (POPMATHOM.

HED®OPMAJIHA 1 POPMAJIHA IPYIITBEHA PEAKIIMJA
HA KPVUIMWHAJIMUTET Y INTUTAJIHO] EPU

JpymITBeHa peakiiyja Ha 3/I09MH ¥ KPYMMHAIUTET C€ MOXKe UCIO/bUTH, C jefIHe
CTpaHe, y HeOpMaTHOj peaKIMju IpyIITBeHe 3ajefHNIIe, a C APYyTe TofpasyMesa Gpop-
MajIHy peakIyjy Ha UCTe I0jaBe, OffHOCHO TUYe C€ aKTMBHOCTY CBUX OPraHa 3a/ly>KEHUX
3a cy3dujame KpUMIHAINTETA Ylje je He/I0Barbe jACHO U NMPELU3HO PeTy/IICAaHO Yy OAro-
BapajyheM 3aKOHCKOM OKBUDY.

[Tpouec gururannsanmje foHeo je ogpeheHe mpomMeHe y HauMHY MCIIO/baBamba
Kako HedopMaHe Tako 1 popMaTHe peakiiuje Ha KpUMUHANIUTET U 3aflaTaK AUTUTATHE
KPVMIHOJIOTHje je Jla pacBeT/IN, KOMMKO je Moryhe, crienuuaHOCTH KaKo jeTHOT TaKo 1
IpyTor 0d/MKa pearoBama, youn IPeFHOCTY U HelOCTaTKe ,AUTUTATN30BaHe” peaKiuje
U UCTaKHe VX y iedaTaMa Koje Ou ce daBu/Ie TOM IIPOd/IeMaTIKOM.

[Tocmatpajyhu 3 yriia HepopMasiHe peakijyje ApyIITBA Ha 3JI0YNMH Y KPYIMVHAJIUTET,
OJJHOCHO CBJIX OHMX MeXaHM3aMa KOjiMa JPYIUTBO MOZICTIYE CBOj€ YIaHOBE Ha koHdpopmusam®
(Ignjatovi¢, 2019, str. 16), y caBpeMeHNM OKBMPMMA IOCTOjU ITYHO MOTyhMX HayMHa KaKo
ce Ta HeopMasHa peaKIiuja ocTBapyje KopuurhemeM CpeficTaBa JUTHTaTHe TEXHOTIOTH]e.

JaHac je mocTano yodidajeHo fja ce cBe CHUMA U [Ia Ce TOTOBO Y PeaIHOM BPEMeHY
IIOCTaB/ba Ha Pa3/M4yMTe JUTUTATHE IVIaTOpMe U IPYLITBEHe MpeXKe IITO ce II0TOM Op-
3MHOM CBET/IOCTU MIMpPY 3axBasbyjyhu Megujuma. Mehy Tum cHUMITIMA ce Hamase ¥ OHM
KOj¥i TOTEHI[MjaTHO YKa3yjy Ha Heunje IPOTMBIPaBHO NMOHaNTame. Peakinja rpahana xoja

8 KoHdopMusam je npuxBaTame ONIITEIOTBpheHNX U npyuxBaheHNX HOpMU OHAIIAKA.
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IIOTOM YC/Iefiu IMa KapakTep HehopMasHe JpYLITBeHe peaKiiyje KOjoM ce u3pakasa dec,
JbYTHA, IPEKOP 300T YUMEHOT fIefIa, /il FeH OCHOBHM ¥ KPajibyl LIN/b j€ aKTUBMPatbe
opraHa ¢popMaTHe KOHTPOJIe Y YMjoj HAJI/IEXKHOCTHU Ce Hajlasn Ipefy3uMame OfiroBa-
pajyhux xopaka kako &1 ce MHMIIMPAo U cIpoBeo (GOpManHU MeXaHM3aM yTBphuBama
€BEeHTYya/IHE OfrOBOPHOCTH IOjefuHala. VImak, TakaB BUJ, peakuyje jaBHOCTY HEPETKO
IIpefcTaB/ba MaHU(eCTalMjy MOpaIHe IIaHVKe Kao II0jaBe Koja ce BUIIIE JieljeHNja OIICYje
y kpumuHonomkoj mutepatypu (Cohen, 1972; Goode & Ben-Yehuda, 2009; 1li¢, 2017;
Tompson, 2003) 1 Koja ce IIpeBaCXOfHO II0Be3yje ca akTuBHouhy Menuja. MopanHa ma-
HIKa YKPATKO IOfIpasyMeBa IIpeHarIallleHy peakIiyjy jaBHOCTH Ha ofpebeHne mojase koje
ce MepIMNUpajy Kao IpeTHha YCTAaHOB/EHOM CUCTEMY BpefHOCTH, ofipebyjy ce jacHu un
IpeLM3HM HOCHOLM Te TIpeTibe, T3B. Henpujaresby apyiTsa (folk devils) n tpaxku dpsa u
eduKacHa peakiuja JOHOCUIAIA OITYKa, OFHOCHO OHMX MeXaH3aMa KOjI e MOTY TOTOBO
TPEHYTHO aKTUBMpATHU U #enoBaTi. Ta Op3a peakijuja Hajuelrhe Huje HajOOIbe pellerbe
jep y cdhepu KpMBUYHONIPABHOT pearoBama I U3 yIVIa LU/beBa KakKibaBarba HajBasKHUjI
acIIeKT je U lajbe IpeBeHIja.

Bes 003mpa Ha MHOTe HeTaTHMBHE CTPaHe, HajBOXHMjU 0OMMK HepopMasHe peakuuje
Ha KPMMMHA/IUTET 3aCHNBA Ce Ha Y1031 Mefuja. CBeNpUCYTHOCT PasIMYNTUX MEjCKIX
(dbopMH y cBaKOJHEBHOM )XMBOTY je MOTBPia Jla Ce CBU BaXXHM APYIITBEHY NPOLech
PEruCTpyjy of cTpaHe Mefuja u n3asusajy ofpeheny peakunujy jaBHoctn. Hedopmanna
ApYIITBEHA PeaKiuja MofipasyMeBa M IPUTHUCAK jaBHOCTHM y Be3N ca ofipeheHnM xpumu-
HaJTHO-IOMUTUYKMM IUTarkuMa. CBeJoIM CMO Jja Ce BPJIO Y€CTO KOJI HAC IOHOCE HOBETe Y
0&/1aCTV KPUBIYIHOT 3aKOHO/[ABCTBA, YKOJIMKO Ce Y JABHOCTY CTBOPY YTUCAK Jja Cy ofpebene
U3MeHe Y TOM CMICITY HeOIIXOJHe, KaKo O ce HIIp. CMarbla CTOIA HEKOT KPMMIHAINTETa,
Hajuernhe y cepyu HaCMITHIYKOT (TTOITYT KPUBMYHMX JIe/a IPOTUB MOJIHE Crnodofie 1 y
CITy4ajy Hacuba y MOPOJVILIN), TIa C€ Y TOM CMMCITY IOOIITPaBajy MpoIncaHe KasHe Wn
ce YHOCe HeKe M3MEHe Y OIIITEM JIeTy KPMBUYHOT 3aKOHO/IaBCTBA.

Vimajyhm y Bupry TakBy caBpeMeHy TeHZIEHIIN]Y, 3a/jaTaK AUTUTaTHe KPYMIHOTIOTHje je
7l MCTPAK! Y KOJIMKO] MepPY jaBHOCT ITOKa3yje 3 HTepecOBAHOCT 3a YHOIIeme ofpehennx
u3MeHa y cepu KpMBMYHOIIPABHE 3aIITHUTE IIPAaBa HA MIPUBATHOCT U 3ALITUTE TNIHUX
noparaka y gurutantoj chepu. C TUM y Besy, jOII jefHO BaXKHO INUTAbe je U KOMKKO je
pasBujeHa cBecT rpabaHa 0 pasMepama U KapaKTepPUCTMKaMa IUIUTATHUX 3JI0YMHA 1
Ja 1M Ce JOBO/bHO YMHM Y TIOIVIeRy eAyKOBama IIpe jaABHOCTH O CBUM IIOTEHIMjaTHIM
pU3UIMIMa KOjU II0CTOj€ Y BUPTYETHOM CBETY.

ITomasehn op mpBoOT 1IM/ba, 3aaTaK KPUMWIHOJIOTA Y OKBMPY AWTHUTATHE KPUMMI-
HOJIOTMje je la Y CK/Iafy ca IpaBUINMa ,,KPMMIHOJIOIMje IpousBopibe BecTn” (Barak,
1994) ponpuHece CKpeTamy MaKbe jaBHOCTHU Ha 3Hauaj KOHTMHYMPAHOT yHanpebusama
KPUBUYHOIIPABHE PETyIaTHBeE ¥ 0BOj 0d/macTy (3a pasimnKy off HeKUX APYTUX 0d/IacTu rye
ce IpeTepao ca MUHTEPBEHIMOHN3MOM), C 003MPOM Ha HbeHYy OUUITIEAHY JUHAMUYHOCT.
YcknahuBamwe fomaher KpUBIYHOT 3aKOHOJABCTBA Ca HEKMM HajBaXKHMjUM MehyHapomHM
TOKYMEHTHMa y TOj 0071acTH je BaykaH KOPaK y XBaTarmby YKOIITAI] Ca M3a30BVIMa JIUTH-
TaTHOT KPMMMHANIUTETA, HOCedHO Y cepu 3aIuTHTe TofjaTaKa O IMIHOCTY Kao BaKHOM
acrexTy npuBatHor xuBora (Milosevi¢, 2022, str. 64). C tum y Besu, Tpeda ucrahu fa cy
ofipende KPMBUYHOT feta HeoBnaurheHO MPUKYIUbalbe TMIHMX TTOfaTaKa 13 yiaHa 146.
Kpusnunor sakoHmka (,,Sluzbeni glasnik RS br. 85/2005, 88/2005 - ispr., 107/2005 - ispr.,
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72/2009, 111/2009, 121/2012, 104/2013, 108/2014, 94/2016, 35/2019 i 94/2024) ycknabhene
ca OmmroM ypendoM o 3amtuTy nogaraka o mmynoctu EY (General Regulation [EU]
2016/679 of the European Parliament and the Council of Europe)® xoja Hema camo 10KanH1
Beh mpeBacxogHO I710daTHN 3HAYA].

IIpyru BaXkaH 3aJaTaK ,JUTMTaTHOT KPYMIHOIOTa  OU MOfpasyMeBao efyKalujy
IIpe jaBHOCTU O PeHOMEHOIOIIKIIM, €TMO/IONIKIM ¥ BUKTYMOJIOIIKIM KapaKTepUCTUKaMa
AUTUTATHOT KpMMIHAINTETa KaKO 81 ce TToiM3aa CBeCT O IPUCYTHOCTH U pasMepama
Tor eHOMeHa, anmy u ocrnocodbasany rpahanu ga dope MpenosHajy omacHOCTH Koje
Bpedajy y IUINTaTHOM OKpY>Xewy. UnmeHNIa je ga MHOTY rpabhaHu cBojeBOBHO, IyTeM
MHTepHeTa, OMOTyhaBajy MpUCTYI CBOjUM IMYHMM HOAIIMA U TYME CTBAPajy TIOTOJHO
T/I0 3a pasnuuuTe 3noynorpede n Manunynanuje (Mandié, Putnik, Milogevi¢, 2017).
C mpyre cTpaHe, HeK¥ OOMUIM HEO3BO/bEHOT IIOHAIIAbA Y AUTUTATHOM IIPOCTOPY HUCY
MOBOJHHO IIPEMO3HATI Y CBECTU /bYAU, A/l HU Y KPUBMYHUM 3aKOHOIaBCTBMMA, IIOILY T
IIOMeHyTe OCBeTHIYKe IIOpHOrpadije, jep je 3HauajHO IPUCYTaH CTaB KOj OKPUBJbYje
JKPTBE I IIOfIP)KaBa CTEPEOTUIIHA YBEPEba, a TO CBE Jie/yje Kao IperpeKa Ae0TBOPHO)
3akoHoAaBHOj akuuju (Harper, Smith, Fido, 2022, str. 778).

CaBpeMeHH OKBUP Cy3dMjara pas3In4nTyX 0d/I1Ka KpYMIHAINTeTa KPO3 aKTMBHO-
¢t opraHa GopMajIHe COLMjaHe KOHTPOJIe IofipadyMeBa, 13Mehy ocTasor, 1 npumeny
ozipeheHVX UrNTaTHNX MHCTPyMeHaTa KOji O/IaKIIaBajy ¥ yOp3aBajy IojefiiHe mporiece y
OIHOCY Ha paHuju nepnof. Ta KOHCTaTalMja Baki1 32 CBe IOMeHYTe OpraHe, KaKo IONLIjy
TaKO ¥ TY>KU/IAIITBO, a/ly 1 3a cyfoBe. Takobe, He cMe ce 3adopaBUTH HY 3HAYAj AUTHUTA-
nM3anyje y OKBUPY CUCTeMa U3BpIIemha KPUBMIHUX CAaHKI[]ja, TOCedHO Kafia je y MUTamy
CHCTeM M3BpIIeHha KPMBIYHIX CAaHKIINMjA 3aBOCKOr KapakTepa. bes amduiuje na ce Ha o0BoM
MecTy Todpoje cBu Moryhm odmuiy AUrnTanusaiyje Ha KojuMa ce 3aCHIBAjy aKTUBHOCTH
opraHa opMasHe KOHTPOJIE, fieja je [1a ce yKaXKe Ha HeKe HajOCHOBHUje acIIeKTe IIpUMeHe
AUTUTaNIM3anje y peamsanyju GpopMaaHe peakiyje Ha 3/I09MH U KPYUMUHAIUTET.

Jlurnranusanyuja HeCyMBUBO O/AKIIaBa paj] opraHa opmanHe KOHTPOJIE MTO ce
MOYKe MaHU(ECTOBATHU HITp. Y HOMUIVCKOM Pafly KaKo MPOAKTUBHOM TaKO 1 PEaKTVBHOM,
IOITy T CUTYyallMja Kaja je moTpedHo mpoHahy ocyMmbITdeHa I, Y CBaKOTHEBHOM XXIBOTY,
Y MHOTOOPOjHUM aKTMBHOCTUMA, OCTaB/baMO HeKV JUTUTATHNU Tpar mTo omoryhasa mo-
MEeHYTHM OpraHMMa fja IPMMeHOM CBOjux opyaithera f0hy go nHpopmanuje o mumy/nma
C IMbeM JIUIIeH:a CT0d0fIe MM MO3MBAKY Paji CBef0UYeHha, OfTHOCHO TeHepaTHoO y CBpXe
OTKpUBama I I0Ka3NBamba KPYBUYHYIX Je/a. JejaH Off cerMeHaTa Kopuinhera JUIUTaTHIX
ajlaTa Off CTpaHe OpraHa Iomberba OGHOCH Ce Ha IIPOTHO3MPAbE KPeTaha KPUMMUHAINTETA U
aKTMBHOCTY MOjeIHMX TPyIIa [1a YaK ¥ KOHKPEeTHMX IojefiHaIa. Kputuyapy Takse mpakce
TBpJI€ [Ja IIPEBUIIIE OC/Tarbatbe Ha IPENNKTUBHE aITOPUTME MOXKE YTPO3UTH IIPETIOCTaBKY
HEBIHOCTH, 300T UMbeHNuIIe fa O1 TOjeMHIIM MOT/IY SUTH MTpeAiMeT TI0jadaHoT Haf30pa
WIM YaK Xalllllelba Ha OCHOBY Ipensubata mwrxose BeposaTHohe na he yunnuty smouns.
C M y Besu, IOCTOje IPUMePH Ifie IPEeAUKTUBHI JUTUTATHN ITO/IMIV]CKI alaTy HUCY
yCIIenu fia MCIyHe HEeONXOHe CTaH/ap/ie HeyTPATHOCTH, IIITO JOBOMM /IO 3adpUHYTOCTH
y IIOIJIeRy JIeTa/THOCTY U e TUYHOCTY IocTynama (Mati¢ Boskovié, 2024, str. 484).

°  Omuuta ypenda je ycBojeHa 27. arpyaa 2016. rofuHe 1 Tide ce 3aurTute QU3NIKIX JIMIA Y OFHOCY

Ha 0dpajly IofjaTaka o TMYHOCTH, U O CTIOOOTHOM KpeTarmby TaKBYX IIOJJaTaKa, Kao U CTaB/balby BaH
cHare [lupextuse 95/46/E3.
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IIpocTop y KojeM ce HeCyMIBbMBO MOYKE KOPUCTUTH IUTUTaNN3alMja y IPAKCy OpraHa
¢dbopmasHe KOHTPOJIE THUe Ce pasBoja AuUruTante GopeHsMKe Koja CBOjy IPUMeHY oced-
HO Hajasy y cepiu cy3dyjama JUTMTATHOT OFHOCHO BICOKOTEXHO/IOLIKOT KpYMIHAIA
KaKoO je TO, Y CKIaZly ca MO3MTUBHOIPAaBHOM TePMIHOJIOTUjOM, e(UHUCAHO Y WIaHY 2.
3aKoHa 0 OpraHM3aLVj! I HAJJIOKHOCTH JPXKaBHUX OpraHa y Cy301jamy BICOKOTEXHO-
nomKor KpummHaa (,,Sluzbeni glasnik RS br. 61/05, 104/09, 10/23 1 10/23 - dr. zakon').
BrcoKOTeXHONMOMIKM KPMMMHAJI je jOII CaMO jeflaH Ha3yB 33 PA3HOBPCTAH CIIEKTap Kpu-
BIYHIX Jie/Ia KOjit ofpasyMeBa Kopuinhere gurntante Texnonorrje (Bodrozi¢, 2013). To
Cy KpMBIYHA JieIa 3a 4uje Cy3dujame je HeOIXOIHO YCTAHOBUTY OCeOHY OpraHU3aLujy
HaJJISKHUX OpraHa romempa'’. CBakako aKTMBHOCT ITOCEOHO YCTaHOB/bEHNX CIIYKOU U
Ofieberba y OKBUPY IMocTojehnx opraHa romermba He MOXKe ce 3aMuciuTu de3 yHarpeherma
0CeSHOT, JUTUTAIHOL, Bufja popensnuke npakce. [Tomenyhemo camo Heke off pasjiora
3allITO je TO TaKO: ,MOXe ce pehin ja TOTOBO Ja He IIOCTOj! HUjeHa Beha opranusanuja
Ha CBETY Koja Huje IIpeTpIle/ia KOMIPOMUTOBAE CBOT CIICTeMa 3axBa/byjyhu Hamaguma,
3aTUM Ha>KaJIOCT CUCTEMM 32 JIeTeKI[Vjy HaIla/la Ha CHCTeM U aHTMBUPYCHY IIPOrPaMy HUCY
permunu 6e3defHOCHe podieMe any ¥ OKOTTHOCT fa TTIOCTOjI BeNMMKHM OPoj YMpeKeHNX
padyHapa HaMeeHNX AUCTpUdyLmjI HemeranHux cagpixaja u muparepuju’ (Korad, Prlja,
Diligenski, 2016, str. 12).

3afaTak IUIUTaMIHe KPUMIHOIOIMje d1 IMpeBacXofHo Tpedano fga dyme aHamu3a
KO/IMKO IpYMeHA AUTUTAIM3ALUje ¥ PA3INIUTUM acleKTrMa QYHKIMOHUCAbhA OpraHa
¢dopmanHe conmjanHe KOHTporte oMoryhasa doby epUKaCHOCT y pajjy IIOMEHYTUX Op-
raHa y3 OCTBapeHOCT IPMHIMIA Ha KOj/IMa Ce 3aCHUBA IIOCTyIame ca INIMMa Koja ce
I0jaBJ/byjy Yy KPUBMYHOM IOCTYIIKY, @ IIOCEOHO OHMX IIPMHIUIA KOj) UMajy 3alITUTHY
yiory. Ilpukymbame 1 kopunrheme TUTNTATHAX JoKa3a okpehe MHOra BakHa IUTamba
KOja ce IIPeBaCcXOHO TUYY 3aLITHTe IPMBATHOCTY Y MHAVBUYa/IHe CI0d0fe ojefiHaIa
(Stratton et al., 2016, str. 26).

C mpyre cTpaHe, YKO/IMKO je eIVJIOT IOCTYIIKA N3pUIabe HeKe KPYBIYHE CAaHKIIIje,
OHJIa Ce OTBapa IMTambe IIPUMeHe IUTUTAIN3aLMje Y U3BPIIeHhY M0jeAMHIUX KPUBUYHUX
CaHKI[Wja, IPU YeMy aKILleHaT He Tpeda IpUMapHO Aa dyhe Ha KOPUCHOCTY KOjy JUTHUTA-
JM3alyja JOHOCHU CUCTeMy U3BpIIerha KPYBIYHIX CAHKIMja Kao TaKBOM, Beh Kako auru-
Ta/lM3anyja moMaxke ocyheHunyma y mporecy ocTBapyBama CBpXe U3BpIIeha OHOCHO
peam3anyju Uyba KaKibasama. [IpuMepa pami, ocTBapuBame pecolujainsanyje Kao
CBpXe M3BpIIIeHha Ka3He 3aTBOPa Ce y CaBPeMEeHIM OKBJPUMa He MOXKe 3aMUCTIUTI e3 YBO-
bewa gururanusanuje. To je mocedHo dutHO 3d0r moTpede mpumarohaBara 3aTBOPEHNKA
YCTIOBMMa AUTUTAIN30BAHOT XXMBOTA HA CTIOOOMM, A/t U pafu e(PUKACHU]eT je/IOBaba Ha

1" BuCOKOTEXHOIOIIKY KPYMMHAJI IIPECTaB/ba BpIehe KPUBIYHUX Je/Ia KOJ KOjUuX ce Kao odjekar

VIV CPEICTBO M3BPIIeha KPYBIYHIIX fIeIa jaB/bajy padyHapy, padyHAPCKM CUCTEMM, padyHapcKe
Mpexe, padyHapCKU TTOfALN, KA0 U HUXOBY IIPOU3BOAM Y MAaTePUjaTHOM VMU e/IEKTPOHCKOM OOTIMKY.
ITop mponsBopyMa y eIeKTPOHCKOM OOMKY HOCeOHO ce MOApasyMeBajy padyHapCKY IIPOTpaMit 1
ayTOpCKa flefa Koja ce MOTY yIOTPedUTH Y e/IeKTPOHCKOM OQ/INKY.

" Cry»xda 3a dopdy IpOTHB BUCOKOTEXHITIKOT (OUUITIEHO TEPMIHOJIOMIKA IPelliKa 3aKOHO/IaBLIa)
KpPUMIHAJIa Y OKBUPY MMHICTAapCTBa YHYTPAIIYX II0CIOBA, IlocedHo ofierperse 3a Sopdy mpoTus
BJICOKOTEXHOJIOIIKOT KPYMMHAJIa Y OKBMPY Buiier jaHor Ty>xunaintsa u Ofieberbe 3a 50pdy mpoTns
BIICOKOTEXHOJIOIIKOT KPUMMHA/A y OKBMpY Bumer cyna y beorpany y npBom cremneny.
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YMHMOLIE KPVMIIHATHOT [IOHAIIAka KOjU CY JoBenu o uniberba fena (1li¢, 2024). Takobe, He
Tpeda 3aHeMapyUTU HU 3Ha4aj AUTMTaNIU3alje Kao Biuj nomMohm ocybenuima npunmkom
OCTBaplMBama HEKNUX HIXOBUX IIpaBa. ¥ Cly4ajy HeMoryhHocTH peannsarje Herocpen-
HOT KOHTaKTa ocyheHMKa ca WIaHOBMMa IIOPOJNIIE TO Ce MOXKe HaJIOMECTUTH YIIOTpedoM
PasIMYNTUX AUTUTATHNAX IOMAraja ITo JOIPMHOCH jadeM pecoLyjamusupajyhem epexry
Ha ocyhenuxke (Ili¢ & Banovi¢, 2022, str. 191-194) mum y cinydajy ocTBapyuBarba IpaBa
ocybennka Ha odpasoBame (Barros, Monteiro, Leite, 2023).

3AK/bYYHA PASMATPAIBA

Bes 0031pa Ha CBe IPEHOCTH JUTUTATHE TEXHOJIOTHje Y CABPEMEHOM CBETY ¥ OIITH -
MICTHYHA OYeKMBama fla he OHa IpeBacXomHO IPeiCTaB/baT! Pelllerbe 32 OCKYAMITY 3Hamba
U TIpenpeke y codonHoM n3paxasamy (Vajdijanatan, 2018, str. 33), HuKako He cMeMO
3aHeMapIUTU 030V/bHe pU3MKe KOjU Hac Bpedajy y pasBUjeHOM JUTUTAIHOM IIPOCTOPY.
Maxo cy Ham, 3aXBaII>yjth/I PasHMUM JIUTUTATHUM a/IaTuMa, JOCTYIIHEe MHOTe MH(bopMaque
O IIOMEHYTUM pU3NLINMa, 3d0r cramHOr 60paBI<a Y AUTUTATHOM CBETY HICMO X TOBO/BHO
CBECHM, O YeMy TOBOPU UMIbeHMIIA /1A CY JIefia KOja MOXKEMO CBPCTAaTH y AUIUTaTHUA KPU-
MMHA/IUTET y CTA/THOM IIOPaCTYy.

3agarak OJMIMTaTHe KPYMIUHOJIOTHUje je ia IpeIlo3Haje HOBe ai U MOAN(UKOBaHe
nocrojehe 0dmiKe KpMIHATHOT TTOHAIIAKA KOjU Ce Pa3BMjajy Y M3MEHEHNM YCTOBIMA
(byHKIMOHNCamba CaBpPeMEHOT AUTHUTATHOT IpyITBa. [IpermosHaBame THX 0dpasalia CBakako
HIje JI0BOJbHO YKOMIVKO TO He TIPATH C jefHe CTpaHe OAroBapajyha KpuBMIHONPaBHA peaKIjyja
OfTHOCHO HOPMATMBHO Ipero3HaBarbe IIOHaIIamba Koja o1 Tpedano MHKpuMuHNCcaTH. Vako
TeHepaJIHo He Tpeda IpeTepuBaTH ca KPYBIYHOIIPAaBHOM MHTEPBEHIINjOM, Y OBOj 0O/IacTH
je Ta aKTMBHOCT M Te KaKo II0XKe/bHa KaKo O ce IIPaBOBPEMEHO 1 aJIeKBATHO OITOBOPHIIO
Ha 13a30B€ NUTUTA/IHOT KpMMIMHAINTETA. C apyre CTpaHe, yodaBarbe OHCTyHanhI/IX IIOHa-
IIama y AUTUTATHOM MPOCTOPY Tpeda fa IIpaTu MCTOBpeMeHa efyKarja rpah)ana y Besu ca
OTIACHOCTMMA KOje Bpedajy y TOM IPOCTOpY U MpeAysuMarme afeKBaTHUX Mepa 3aIlThTe,
OJTHOCHO ITpeBeHIje, KaKo 01 ce pM3NK Off BUKTUMMU3aIje CBeo Ha HajMamy Moryhy mepy.

ITocedan 3agaTak y IpeBeHIVjI JUTMTAIHOT KpUMUHA/IUTETa UMajy opranu ¢op-
MajHe KOHTPOJIe, KOjii MOPajy Jja ycaBpIllaBajy CBOja 3HaIba U METOJie KOje IPUMERY)Y Y
OTKpUBaby I JOKa3MBamby Aena AUTUTATHOT KPYMIHAINTETA.

He Tpe6a 3aHEMApUTH IIO3UTUBHY CTpaHy nmrMTanmsaque Y pany IIOMEHYTUX Opra-
Ha, ITocedHO IomLuje, ¢ 0031PpOM Ha TO Jia Cy ce 3axBa/byjyhu focTurayhuma gururanse
TEXHOJIOTHje TI0O0/BbIITA/IN YCTTOBM pasjalllbaBama PAasTNINTUX 0OMMKA KPYMIHAIUTETA.
Jururanusanyja je of BUIIECTPYKOT 3Ha4aja 'y CUCTEMY M3BPIIeba KPMBUYHIX CAaHKIIVja
jep omoryhaBa 1a ce HeKM IIW/bEBY U3BPIIEHA TaKIIe 11 epMKACHNje OCTBape YKOMMKO ce
Ha aJIeKBaTaH HAYMH MICKOPUCTE.

IToHaB/baMO KOHCTATAIIMjy Ca TI0OYETKA pajia /i je OBO MOMEHAT Kajla TOCedHO /10/mas3n
JI0 M3pakaja moTpeda capajiibe PasTMINTUX FUCINIUINHA, CA aKIIEHTOM Ha My/TTHANCI-
IIZIMHAPHOj Capafiby Koja Ou, mopen TpaMIMOHATHUX KPUMUHOJIOMKIX JUCLUIUINHA,
odyxBaTuIa HeKe HOBe, C IIM/beM dO/ber Ipero3HaBama 1 Cy3dujama fiefa JUTHTATHOT
KpMMMHAJINTETA.
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SOCIAL RESPONSE TO CRIME IN THE DIGITAL ERA
- THE IMPORTANCE OF DIGITAL CRIMINOLOGY
AND CRIMINAL LEGISLATION

(Translation In Extenso)

Abstract: Modern life based on digitalization significantly influences the character-
istics of crime, which is the focus of digital criminology as a specific approach to studying
criminal phenomena in the digital era. Given the complexity of the phenomenon, the paper
emphasizes the importance of considering the aforementioned issue in all dimensions.
The victim’s perspective is particularly highlighted due to the importance of preventing
victimization in the digital space, which is closely related to the issue of adequate criminal
law response. The authors point out the importance of continuous monitoring of research
results on the state of digital crime, especially in the context of recognizing and incrimi-
nating new forms of criminal behaviour. In the digital era, the social response to crime is
also transforming, in both of its forms: informal and formal. Analyzing individual aspects
of both forms of social response, the authors point out both the positive and negative sides
of this transformation.

Keywords: social response, digital crime, digital criminology, criminal legislation,
criminal law protection

INTRODUCTORY CONSIDERATIONS

Digitalization is present in everyday life of people in different segments of functioning
in both private and business settings. We are in the digital era which shapes the physiognomy
of various social phenomena. Availability of numerous digital tools and their permanent
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improvement, as well as the presence of a large number of people in the digital space,
are the factors which substantially influence the characteristics of the modern criminal
phenomenon. We may still hide behind the framework of what constitutes the traditional
approach to the analysis of the criminal phenomenon, but it is true that there has been a
digital and/or “big data” shift in criminology. Digital media, both those considered “hard’,
or “material’, and the other ones, “soft”, or “non-material’, have a more significant perfor-
mance, i.e., role, in the structure and experience of social life and relations among people
(Smith, Bennett, Chan, 2017, p. 263).

Complete understanding of all the novelties in the digital sphere and their effect on
the way of manifesting the criminal phenomenon implies a comprehensive analysis of
all important factors shaping it. It is not enough merely to deal with the profile or set of
characteristics of typical perpetrators of digital criminal offences, but it is also necessary
to include the victimOs perspective, as well as consider social response to crime within the
context of the digital era in which live. This is the period of extremely developed media;
information is quickly transmitted and, in certain cases, commission of some criminal
offences provoke turbulent response of the public which, thanks to these media, has the
power to influence the acting of law-enforcement bodies. On the one hand, this opens up
the question of the limits of the public’s influence on the operations of those bodies, but
also reflects the reality of the modern world, or the manner of its functioning.

The traditional framework of dealing with the criminal phenomenon is no longer
sufficient, but there is a growing need for some novel approaches and explanations, which
would have not only theoretical, but also practical importance. The cooperation of all crim-
inal disciplines, especially criminology and criminal law, seems to be more necessary than
ever in order to respond optimally to challenges of suppressing what will be called digital
crime in this paper. Given the complexity of that task, it seems best to unify all its aspects
within a separate approach in criminology which we will refer to as “digital criminology”

RELATION BETWEEN CRIMINOLOGY AND CRIMINAL
LAW PROTECTION IN THE DIGITAL SPHERE

The need for developing and applying a special criminological approach based on the
identification and overall analysis of the effects of digital technology in various aspects of
the criminal phenomenon manifestation has crystalized a new direction in criminological
thought, which in the past few years has been called mainly digital criminology (Smith,
Moses, Chan, 2017; Stratton, Powel, Cameron, 2016). Some other authors tend to prefer
the term cyber criminology (Grabosky, 2016; Dupont, Whelan, 2021), and even the term
computer criminology (Berk, 2013; Brantingham, 2011).

As a dynamic scientific discipline and a criminal science, criminology deals with
multidisciplinary and interdisciplinary research of the criminal phenomenon as a com-
plex phenomenon consisting of several interrelated elements: crime, perpetrator, victim,
criminality and society’s response to criminal behaviour (Ignjatovi¢, 2019, p. 15, 16).
Within its dealing with the aforementioned whole of the subjects, or some of its elements,
criminological research may have three dimensions: phenomenological, etiological and
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victimological which, in this order, they imply the analysis of manifestation forms and
characteristics of various forms of crime, the research of their causality?, or more precise
conditionality and, finally, the victim’s perspective.

In its development, criminology has encountered a number of challenges, such as
attempts to fragment it as a whole into several criminological disciplines, depending on the
main criterion of such classification, for example the influence of the monocausal approach
in explaining the causality of crime which had been dominant chiefly in the early stages
of criminological thought within the positivist orientation.” By overcoming the positivist
framework, as the only possible and legitimate framework in the context of treating the
explanation of the criminal phenomenon and including more recent theoretical perspectives,
social response theories and novel criminological theories, a different approach has been
reached in the development of criminology disciplines which emphasize current tenden-
cies in the commission of criminal offences and/or the modern framework of resolving
the problems of crime where, among other factors, there is an increasing domination of
digitalization in various forms.

Although everything has occurred slowly, with time it has become clear that traditional
approaches to researching the criminal phenomenon must be adapted to the changing
conditions of life which have brought about changes both in the context of commission
of the already existing and well-known criminal offences, but also to the emergence of
some new, previously unknown forms of criminal acting. “The basic sociological thesis
manifested within the complexities of the digital era is that, concurrently with unstoppable
process of digitalization development in all segments of life, we witness the same accelerated
mutation, from analogous to electronic and digital forms of deviant behaviour and crime
at the global level” (Sandywell, 2010, p. 42).

One of the main questions to be posed within considering the research subject of digital
criminology is how to define digital crime and/or digital criminal offence. The analysis of
the literature about criminal offences committed by the use of modern technology shows
an incomplete picture and definition of those criminal offences committed in the sphere
of digital technology or through the use of digital technology, which is corroborated by the
quite diverse terminology that may be found: “electronic crime”, “computer crime’, “crime
committed through the use of computer technology”, “high-technology crime’, “cybercrime”
etc. (Rakhmanova & Pinkevich, 2020, p. 195). Some authors also use the term “internet

* Although in all aspects of life, as well as scientific dealing with various phenomena, it is common
to use the term “causality’, i.e., that every phenomenon has its cause(s), it makes an impression that
a certain phenomenon, regardless of its specific characteristics, is affected by certain factors whose
influence can be precisely measured. However, that level of exactness and precision is reserved for
scientific disciplines in which it is possible to reach such a conclusion, for example natural and
technical sciences, while in the sciences about man and society, including criminology itself, these
conclusions must not be drawn. We may speak only about the probability of action of a factor, or
about a stronger or weaker influence in the given case.

> Dealing with causality after the model of exact scientific disciplines, e.g., different natural scienc-
es has made certain authors, such as Lombroso, highlight precisely determined factors of criminal
behaviour as the cause of committing criminal offences, which at one moment led to the separation
of the creation of narrow disciplines within criminology which deal only with the isolated factors
and their influence on the commission of criminal offences.
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crime” (Furnell, 2010; Jewkes & Yar, 2010). Internet Web and cyberspace are described
as the “Wild West” of new forms of crime organized at the global level (Sandywell, 2010,
p- 39). The places where digital crimes are committed are the virtual setting, the parallel
universe and, in those terms, computer data, digital systems or social media are used for
the commission of specific crimes (Rakhmanova & Pinkevich, 2020, p. 195).

Transferring numerous life activities into the virtual space, i.e., their modification under
the influence of unstoppable processes within the digital era, has changed people, including
those individuals who took the road of committing criminal offences. Certain already ex-
isting factors have adjusted or are adjusting to the permanently changed circumstances. In
the same vein, new circumstances have produced some new factors which, perhaps due to
the digital framework of the course of life in general, have opted for a road of law violation.
“An offender grotesquely deforms his real image when introducing himself on the network,
changes normal interactions among people and, consequently, traditional forms of crime,
in such a manner that it becomes necessary to modify the existing criminological and
dogmatic categories when the same criminal offences are analyzed” (Agustina, 2015, p. 39).

To that end, one of the most important challenges of digital criminology is becom-
ing familiar with the characteristics of the perpetrators of crime offences whose criminal
activities are primarily based on such digitalization. Given the diversity and complexity of
criminal typology, criminal motives and profiles of the perpetrators in the digital space,
some authors distinguish economic, social and political cybercrime (Agustina, 2015, p.
49). Criminological findings to date, although still important, must be completed with the
modern framework of reflecting on this issue.

Some authors point out that criminology must develop digital specialization which
examines the multilayered role of digital technologies as intersectional and transformative
media in the sphere of crime and justice (Smith et al., 2017). Special momentum in the
development of the idea about a new branch of criminology occurred due to the spread of
the internet as a global web for communication and exchange of information. Therefore,
Jaishankar points out that the development of the internet, apart from the aforementioned
changes in the sphere of interpersonal communication, has also led to the emergence of a
new form of crime whose study entails the development of a new branch of criminology.
Through a multidisciplinary approach, that branch would integrate findings of different
scientific disciplines which might be called to contribute, from their own perspective, to
understanding crimes in the cyberspace, as well as their influence on the physical space
(Jaishankar, 2007; according to: Ignjatovi¢, 2019, p. 96). It is implied that the criminologi-
cal approach is multidisciplinary, but with the development of the idea of cyber or digital
criminology, the list of already acknowledged scientific disciplines which have something
to offer in the context of analyzing crime conditionality would also include some new
scientific disciplines, such as the internet science, or Informatics and Computing.

Smith, Bennett and Chan point to the existence of an empirical, conceptual and
epistemological need for criminology, i.e., criminologists, to provide an explanation of the
setting in which digital technologies increasingly play key roles. This implies not only the
context of their use for the purpose of committing criminal offences, but also as specific
pluralized platforms through which the world of crime is presented to the public on a
daily basis. The consequence is the mobilization of communities and affective response
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to criminal behaviours, criminal events, as well as similar responses of the formal control
bodies which undertake official measures of crime control (Smith et al., 2017, p. 269).

The relation of technological development and crime may be monitored through
certain stages, which are at the same time stages in the development of the criminological
research of digital crime. Conditionally speaking, this whole period may be divided into
three main stages or timeframe: “pre-web”” era during the 1980s and the early 1990s, “global
web” era from the 1990s to the early 2000s, and “social web” era since mid-2000s to date
(Stratton et al.,, 2017, p. 19).

In the “pre-web” era, criminology recognized the circumstance that the widespread
availability of computers and electronically stored data, in combination with internally
networked workstations and dial-in connections, made governments, corporations and
educational institutions more vulnerable to new forms of crime through technology abuse
(Stratton et al., 2017, p. 19). During that period. it also became clear that the aforementioned
technological development provided new criminal possibilities to curious adolescents who
in their spare time developed and spread computer viruses and malware, thus causing a
disturbance in digital systems (Dupont & Whelan, 2021, p. 78, 79).

During the 1990s, with the development of computer technology and the emergence
of the internet, criminology began, within its field of research, to deal with the issues of
computer and cybercrime, which implied the analysis of what, from today’s perspective,
may be called conventional computer crime. However, the digitalization process which
is increasingly accelerated also leads to the expansion and diversity of criminal offences
committed in the digital space, i.e., through the use of digital technology achievements.
The emergence of the computer network, devices, applications and online platforms shaped
all aspects of human activity, which opened new space to innovative offenders for new
opportunities for committing criminal offences (Dupont & Whelan, 2021, p. 79).

Stratton, Powell and Cameron propose expanding the traditional theoretical frame-
work of computer and/or digital criminology, based exclusively on the theories which serve
to explain conventional crime®. The emphasis is on the importance of the expansion and
revitalization of criminological thought that might be inspired through the analysis of the
development of social, critical and technological theories outside criminology itself, or its
traditionally related disciplines’. In that respect, the importance of debate is emphasized
within criminology itself in order to go beyond the conventional frameworks of dealing
with cybercrime towards a broader context of researching crime and justice in the digital
era (Stratton et al., 2017, p. 18).

A special segment in which it would be desirable that digital criminology should
realize its full potential is the issue of human rights violation through the violation of the

¢ The traditional theoretical framework in criminology is chiefly based on the positivist theories
which primarily deal with the factors of crime, or with explaining the causality of crimes like differ-
ent sociological theories: learning theory, social pressure theory, or differential association theory,
supplemented by some novel approaches within more recent criminological theories, such as rational
choice theory or routine activity theory.

7 Mostly emphasized is the range of disciplines traditionally related to criminology: psychology,
sociology, medicine, biology, anthropology, law, economics etc. However, the challenges of studying
crime in the digital era calls for including other considerations as well.
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right to privacy in the digital space and personal data protection in relation to it. Therefore,
Ignjatovi¢ objects to Jaishankar’s explanation of the range of cyber criminology from which
this very segment is omitted (Ignjatovi¢, 2019, p. 96). Digital or cybercrimes often involve
the violation of personal and vulnerable information, thus leading to concerns about data
privacy and protection. In that segment, some room could also be found for a more intensive
cooperation between criminology and criminal law, where empirical criminological analysis
of different modalities of human rights violation in the digital space would ensure further
development of criminal law regulations through a more complete and precise definition
of corresponding incriminations.

One of the burning problems that requires better criminal law response, which has
been recognized as a phenomenon at the global level, refers to revenge pornography. Of
particular concern is the absence of an adequate legal framework in relation to it, despite
being recognized as an important task in various debates (Walker & Sleath, 2017). In that
respect, a problem also arises in precise definition of the phenomenon, which compounds
systematically collecting data about the actual proportions of victimization, but it is a fact
that it is a widespread phenomenon.

The victimological dimension of digital
crime and criminal law protection

The question of the victimological dimension of digital crime deserves special attention.
Having in mind that the research of perpetrators and their characteristics cannot be final
without including the victim’s perspective, it is clear what a complex task it is to consider
all the aforementioned elements of the criminal phenomenon in a framework completely
different from earlier. Given the presence of the majority of people in the digital space and,
thus, their being subject to various abuses, it may be said that the victimological perspective
of digital criminology is rather complex.

Although, in our opinion, a comprehensive analysis of the criminal phenomenon
is the best possible path in understanding all individual perspectives, including the vic-
timological one, perhaps it is worth considering the development of a separate direction
withing victimology, the so-called digital victimology, which would deal particularly with
the manifestation forms of victimizations in the digital space, the characteristics of victims,
as well as the consequences of these forms of criminal action. This idea is by no means new
because some authors already speak about Cyber Victimology (Jaishankar, 2020; Debarati,
2021) and its importance. Further development of this basic idea implies the analysis of
victimization in cyberspace, which has its special characteristics to a certain extent different
from victimization in the physically real space. Cyber victimization fits into the category
of contextual vulnerability, i.e.., perspective concentrated on the interaction of the victim
with the “victimogenic setting” as a key factor (Agustina, 2015, p. 39) that finds its basic
theoretical explanation in the routine activity theory which implies the existence of three
major elements: motivated perpetrators, suitable targets and the absence of competent
protectors from offences (Cohen & Felson, 1979, according to. Ignjatovi¢, 2019, p. 88).
Since individuals are inevitable exposed in the virtual space and subject to various forms
of victimization, as well as the related and quite motivated offenders, the emphasis of cyber
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or digital victimology should be on improving protection from cyber victimization through
introducing adequate procedures in the cyberspace towards better realization of prevention.

As for the prevention of cyber or digital crime and, thus, better control of vulnera-
bility in cyberspace, an extremely important and, thus, better control of vulnerability in
the virtual space, an extremely important preventive role is played by the bearers of social
response to crime, in both forms of its manifestation, informal and formal.

INFORMAL AND FORMAL SOCIAL RESPONSE
TO CRIME IN THE DIGITAL ERA

Social response to crime and criminality may be manifested, on the one hand, in the
informal response of the social community and, on the other hand, it implies formal response
to the same phenomena, i.e., it refers to the activity of all bodies in charge of suppressing
crime, whose acting is clearly and precisely regulated in a corresponding legal framework.

The digitalization process has caused certain changes in the manner of manifesting
both informal and informal responses to crime, and the task of digital criminology is to
clarify, to the greatest possible extent, the specific features of both forms of response, to
perceive the advantages and disadvantages of “digitalized” response and to emphasize them
in the debates dealing with that issue.

From the perspective of society’s informal response to crime and criminality, i.e., all
those mechanisms by which society encourages its members to conformism?® (Ignjatovi¢,
2019, p. 16), in modern frameworks there are many possible ways of realizing this informal
response by using digital technology instruments.

Nowadays it has become common to record everything and post it in real time on
different digital platforms and social media, and then this information is spread at the speed
of light thanks to the media. These recordings include those which potentially indicate some-
one’s unlawful behaviour. The ensuing citizens’ response has the character of informal social
response which expresses fury, anger and reproach because of the committed offence, but its
main and ultimate goal is the activation of the formal control bodies which are in charge of
undertaking adequate measures in order to initiate and implement the formal mechanism
of determining potential responsibility of individuals. However, this form or public response
is often a manifestation of moral panic as a phenomenon which has been described in the
criminological literature for decades (Cohen, 1972; Goode & Ben-Yehuda, 2009; Ili¢, 2017;
Tompson, 2003) and is mainly related to the media activity. In short, moral panic is the exag-
gerated reaction of the public to certain phenomena perceived as a threat to the established
system of values, while clear and precise bearers of that threat are identified, the so-called folk
devils, and quick and efficient response is requested from decision-makers, i.e. the mechanisms
that may be activated and start acting almost immediately. Such rapid response is most often
not the best solution because, in the sphere of criminal law response and from the perspective
of the goals of punishment, the most important aspect is still prevention.

Regardless of its many negative sides, the most imp9ortant form of informal response
to crime is based on the role of the media. The omnipresence of different media forms in

8 Conformism is the assumption of generally confirmed and accepted norms of behaviour.
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everyday life is the proof that all important social processes are registered by the media
and cause certain response in the public. Informal social response also implies the public
pressure regarding certain criminal-political issues. We quite often witness the novelties
in the sphere of criminal legislation in our country if the impression is made in the public
of the indispensability of certain changes so as to, for example, reduce the rate of certain
crime, most often in the sphere of violence (e.g., criminal offences against gender freedom
or family violence). In that respect, the stipulated punishment is made more stringent or
certain amendments are made to the general part of criminal legislation.

Having in mind this modern tendency, the task of digital criminology is to examine
the extent to which the public shows its interest in certain amendments in the sphere of
criminal law protection of the right to privacy and personal data protection in the digital
sphere. In that respect, another important question is also how developed citizens’ awareness
is of the proportions and characteristics of digital crimes and whether there are sufficient
activities in terms of educating broader public about all potential risks in the virtual world.

Starting from the first goal, the criminologist’s task within digital criminology is to
contribute, in line with the rules of “newsmaking criminology” (Barak, 1994), to drawing
public attention to the importance of continued improvement of criminal law regulations in
this sphere (in contrast to some other spheres which have exaggerated with interventionism),
given its obvious dynamics. Harmonizing national criminal legislation with some of the most
important international documents in that sphere is an important step in coming to grips
with the challenges of digital crime, particularly in the sphere of personal data protection
as an important aspect of private life (Milo$evi¢, 2022, p. 64). In that respect, it should be
emphasized that the provisions about the criminal offence of unauthorized personal data
collection from Article 146 of the Criminal Code (“Official Gazette of the Republic of Serbia’,
No. 85/2005, 88/2005 — corrected, 107/2005 - corrected, 72/2009, 111/2009, 121/2012,
104/2013, 108/2014, 94/2016, 35/2019 and 94/2024) have been aligned with the EU General
Data Protection Regulation (General Regulation [EU] 2016/679 of the European Parliament
and the Council of Europe)® which local, but also mainly global significance.

The second important task of the “digital criminologist” would imply educating broader
public about the phenomenological, etiological and victimological characteristics of digital
crime in order to raise awareness of the presence and proportions of that phenomenon,
as well as enabling citizens to recognize better the dangers lurking in the digital setting.
In fact, many citizens willingly, via the internet, enable access to their personal data, thus
creating a fertile soil for various abuses and manipulations (Mandi¢, Putnik, Milosevi¢,
2017). On the other hand, some forms of prohibited behaviour in the digital space are
not sufficiently recognized either in people’s consciousness or in criminal legislations, for
example, aforementioned revenge pornography, because there is a rather present attitude
of accusing victims and supporting stereotypical beliefs, which constitutes an obstacle in
effective legislative action (Harper, Smith, Fido, 2022, p. 778).

The modern framework of suppressing various forms of crime through activities of the
formal social control bodies implies, inter alia, the application of certain digital instruments

®  The General Regulation was adopted on 27 April 2016 and refers to the protection of natural

persons in terms of personal data protection, but also the free movement of such data, as well as
declaring Directive 95/46/E3 as no longer valid.
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which facilitate and accelerate some processes in comparison to the earlier period. This
statement refers to all the above-listed bodies - the police, the prosecutor’s office as well
as the courts. Moreover, the importance of digitalization within the system of must not be
forgotten, particularly in terms of the system of the institutional-type criminal sanctions ex-
ecution. Without an ambition to list in this place all possible forms of digitalization on which
activities of the formal control bodies are based, the idea is to point to some of the most basic
aspects of digitalization application in achieving formal response to crime and criminality.

Digitalization indisputably facilitates the work of the formal control bodies, which may
be manifested, for example, in the police work, both proactive and reactive, in the situations
when suspects must be found. In everyday life, in many activities we leave a digital trace,
which enables the aforementioned bodies to exercise their authority and reach information
about a person/persons aimed at deprivation of freedom or invitation for the purpose of
testifying, or generally for the purpose of identifying and proving criminal offences. One
of the segments of the use of digital tools by law-enforcement bodies refers to predicting
the movement of crime and activities of certain groups and even specific individuals. The
critics of this practice claim that excessive reliance on predictive algorithms may threaten
the presumption of innocence, due to the fact that individuals might be the subject of in-
creased surveillance or even arrest based on the predicted probability of their commission
of crime. In that respect, there are examples where predictive digital police tools have not
managed to meet necessary standards of neutrality, which leads to concerns about legality
and ethics of acting (Mati¢ Boskovi¢, 2024, p. 484).

The space in which digitalization may be of indisputable use in the practice of the formal
control bodies refers to the development of digital forensics and its application primarily
in the sphere of suppressing digital and/or high-technology crime as defined, in line with
positive law terminology, in Article 2 of the Law on the Organization and Competences
of Government Authorities Combating Cyber Crime (“Official Gazette of the Republic of
Serbia”, No. 61/05, 104/09, 10/23 i 10/23 - other law'?). Cybercrime is yet another name
for a variety of offences implying the use of digital technology (Bodrozi¢, 2013). Those are
criminal offences the suppression of which needs the establishment of a special organization
of competent prosecution bodies". The activity of the specially established services and
departments within the existing prosecution bodies can certainly not be imagined with-
out the improvement of a special digital form of forensic practice. We will mention only
several reasons for it: “It may be said that there has almost no larger organization in the
world that has not undergone the compromising of the system due to attacks; moreover,
the systems for detecting attacks to the system and antivirus programs have not resolved
security problems, while there is also a large number of networked computers intended
for the distribution of illegal content and piracy” (Kora¢, Prlja, Diligenski, 2016, p. 12).

' High-tech crime is the commission of criminal offences in which the object or instrument of
commission includes computers, computer systems, computer networks, computer data, as well as
their products in material and electronic forms. The products in electronic form particularly refers
to computer programs and copyrighted works which may be used electronically.

" The Service for Combatting High-Technical (obviously the legislator’s terminological error) Crime
within the Ministry of Interior Affairs, the Special Department for Combatting High-Technology
Crime within the Higher Public Prosecutor’s Office, and the Department for Combatting High-
Technology Crime within the Higher Court in Belgrade in the first instance.
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The task of digital criminology should mainly be to analyze to what extent the appli-
cation of digitalization in different aspects of the functioning of the formal social control
bodies enables better efficiency in the work of these bodies, while observing the princi-
ples on which the treatment of the persons appearing in criminal proceedings is based,
particularly those principles with a protective role. Collecting and using digital evidence
raises many important questions which mainly refer to the protection of personal privacy
and individual freedoms (Stratton et al., 2016, p. 26).

In contrast, if the epilogue of the proceedings is a criminal sanction, the question arises
of the question of applying digitalization in the execution of certain criminal sanctions,
whereas the emphasis should not be primarily on the usefulness brought by digitalization to
the system of criminal sanctions execution as such, but on how digitalization helps convicts
in the process of fulfilling the purpose of execution and/or achievement of the punishment
goal. For example, achieving resocialization as the purpose of the prison sentence in mod-
ern frameworks cannot be imagined without introducing digitalization. It is particularly
important because of the need to adjust prisoners to the conditions of the digitalized life in
freedom, as well as of more efficient acting on the criminal behaviour factors which initially
led to the commiission of the offence (Ili¢, 2024). Moreover, the importance of digitalization
should not be ignored either as a form of aid to convicts in the exercise of some of their
rights. In the case of impossibility of realizing direct contact between convicts and their
family members, it can be compensated by the use of various digital aids, which contributes
to a stronger resocialization effect on convicts (Ili¢ & Banovi¢, 2022, pp. 191-194) or, in
in the case of convicts” exercise of their right to education (Barros, Monteiro, Leite, 2023).

FINAL CONSIDERATIONS

Despite all the advantages of digital technology in the modern world and the opti-
mistic expectations of their being the main solution to the lack of knowledge and barriers
in free expression (Vajdijanatan, 2018, p. 33), we must not ignore serious risks lurking in
the developed digital space. Although, thanks to various digital tools, plenty of information
about the aforementioned risks is available to us, we are not sufficiently aware of them
because of our constantly being present in the digital world, which is corroborated by the
fact that the offences that may be categorized as digital crime are constantly on the rise.

The task of digital criminology is to recognize new, as well as modified forms of
criminal behaviour develop8ing in the modified conditions of modern digital society’s
functioning. Recognizing these patterns is certainly not sufficient if it is not accompanied,
on one side, by adequate criminal law response and/or normative recognition of behav-
iours that should be incriminated. Although, in general, there is no need for exaggerated
criminal law intervention, in this sphere such activity is extremely desirable in order to
react to the challenges of digital crime in a timely and adequate manner. On the other hand,
the perception of deviating behaviours in the digital space should at the same time be ac-
companied by citizens’ education about the dangers lurking in that space and undertaking
adequate protection and/or prevention measures in order to reduce the victimization risk
to the minimum.

32



Socioloski pregled / Sociological Review, vol. LIX (2025), no. 1, pp. 12-35

A special task in the prevention of digital crime is assumed by the formal control
bodies which must specialize their knowledge and methods applied in identifying and
proving digital crime offences.

The positive side of digitalization must not be ignored in the work of the above-listed
bodies, particularly of the police, since the conditions of clarifying various form of crime
have been improved thanks to digital technology achievements. Digitalization also has
multiple significance in the system of criminal sanctions execution, ensuring easier and
more efficient achievement of some execution goals provided that they are adequately used.

We will once again repeat the statement from the beginning of the paper that this
is the moment when the need for the cooperation of various disciplines is particularly
pronounced, with a focus on multidisciplinary cooperation that would, apart from tradi-
tional criminological disciplines, also encompass some new ones, with the aim of better
identification and prevention of digital crime offences.
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