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ITPMBATHOCT Y IUTUUTAJTTHOM PYXY
- U3BA30BU M ITEPCITEKTMBE

Jururanusanuja je HensdexxaH MpaTHIaLl TOTOBO CBUX CaBPEMEHUX APYIITBEHNX
nporeca. [la 1 Mnazia ocoda, poheHa y 21. BeKy, MOXKe Jja 3aMVCIIY CBAaKOJHEBHO (DYHK-
IUOHMCambe de3 maMeTHUX ypebaja, [pylITBeHUX MpeXka U e/IeKTPOHCKUX IIaTdopmu?
JKuBot des Mmodumnux Tenedona? Yak ce M KBasMHOCTAIINYApH, poheHn JelieHujy min
JiBe paHIje, JOK IIACHO XKaJle 3a ,,POMAHTIIHUM CTAPMM BpEMEHMMA', TUXO INTajy: ,Kako
JIM CMO 3aKa3MBa/IN I OTKA3VMBa/INU CACTaHKe, IPATIJIU BECTH, IOTOBApaIl ApyKembe, 00a-
BeIITaBa/IM OKOJIMHY O CBOjUM aKTMBHOCTMMA, KOMYHUIIVIPATIN, 3adaB/baliy ce ¥ pajiyn
y epu dukcHe Tenedonmje 1 aHanoruux poroamapara?“

Kapa caBpemenn yoBex yhe y ayToModu1, cTaBu y IOroH MOTOp (Marbe MIN BUILIe
AUTYUTAIN30BaH), X IyCTV MY3UKY Ca eIeKTPOHCKOT ypebaja, Ia ce HOHIITAJTAHTHO MaIly 3a
Topdy (3aK/byUaHy UTMTATTHIM KOOM) 1 3aIIpernaitheHo CXBaTy Aa Hije IIOHeO MOOVITHI
Tere)OH — HIBO XOPMOHa cTpeca Harno pacre! Jla nu je yomiure moryhe nmposecTu jan Ha
HocTy 6e3 TOT MarMyHoOr AUTUTANHOT Jbydumua? Komuko he dutn nponyurrennx nosusa,
nopyka 1 gpyrux Hotudukanuja? llIta paguru des mopceTHnka? Kako npaTun kperame
mereTa de3 aIlIMKalyje IOBe3aHe ca maMeTHuM catuhem? Ie u xaja monutu Kady ca
CTapyM APYTrapoM ca KojuM fgenu nokanujy Ha Iyrmry? Kako opnoxnutu cacranak? JIncra
IMTamba je IOAyradka, a CBe OIILMje, OCUM ,TPYM Ha3af 1o TeneoH Cy HezafjoBo/baBajyhe.

Yuramo eeKTPOHCKA M3flaha HOBYMHA U KIbIUTa, 00aB/baMO BIUEO-TI031BE Ca POJ-
OUHOM U IIpMjaTe/byMa 13 MHOCTPAHCTBA, BUPTYETHO 3aKa3yjeMo 3[jpaBCTBeHe Iperyefe
U KYIIyjeMo TIOJIIICe OCUTYpamba, CasHajeMo 3a forabaje koju cy ce ogmrpany xmpagama
KIMJIOMeTapa Off HaC y POKY Off HeKO/IMKO JileCeTVHa CeKYHAY (M KOMEHTapUIIeMO UX U
ITIOMHO IIPATMMO, Y€CTO MHTEH3MBHIj€ M palo3Ha/INje HETO CUTYyalje Koje ce Jenasajy
IIpef HAIlMM OYJMa), KOHLIEHTPMIIEMO Ce Ha CIMKe 1 BeCTV U3 HaMa HellO3HaTHX U f1a-
JIeKVX KpajeBa BIIle HErO Ha JeTe Koje ckakyhe moper Hac, Tpakehu Mano maxe, Majia
du 81710 3a[JOBOJBHO 11 AKO MY Ha M3BECHO BpeMe IIOCY/VIMO TOT JUTHTA/THOT /byOMMIla Ma
Jia ¥ OHO 3aPOHU Y 4apOOHM CBeT BUPTYETHUX CafipXKaja 1 CeH3aluja.
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Papnmo ox xyhe. Kaga mposepumo omuujy ,, AUTUTAIHO O/larocTarme’ Ha HALIMM I1a-
MmeTHUM ypebajuma, 3amamumo ce SpojeM caty Koje CMO IIPOBETI Ca YK/bYIeHIM eKPAHOM,
a OHJIa Ce CeTUMO JIa TO Huje jenyHu ypebaj koju cMo JaHAC KOPUCTUIN.

XBa/mmm cMo ce HeKoh Ko/muHoM nHdopMalija Koje maMTiMo, odpabyjemo u mmo
TOTpedyt KOPUCTUMO. 3HaTV CMO YMTaB HI3 TelmedOHCKMX dpojeBa I afipeca HaM3yCT. A TeK
JaTyMa BaXKHUX MCTOPUjCKMX orabaja, TOOHMMA 1 IPYTUX ojMoBa. by ducmo cja-
jaH yyecHMK KBu3oBa. Cajla CXBaTaMo JIa je JOBO/LHO MMATH TI0y3/JaHy MHTepHeT Be3y U
3Hambe je HajoMak pyke. Jla i je? Ko jor mMa BpeMeHa fja MUC/I O TOME, W/IM Jja Ce IUTa
KO/MMKO Cy nH(popMaluje IoysjaHe, IpoBepeHe U KPUTUUKM IPeNCINTaHe. YOCTAIoM,
murahemo ChatGPT.

Bupryennu cBer je, usI7ea, BpaIo CTBapaH i mpuMaM/byB. [IpuBiayna cHara gururan-
HIX cafipxkaja Hac je Beh fodpano oryhua u ynamua op SMIDKBUX, AT 1 O HAC CAMUX.
ToTOBO HECBECHO CMO MPUXBATIIIN YMEEHNITY fa €Y MH(OPMAaLIje JaneKo JOCTYIIHIje Te je
HOTPedHO Marbe TPYAA M CIOCOOHOCTH fia X IprdaBUMO 1 0dpagumo. Uemy oHfia Te CUTHE
U HemoTpedHe CIIOCOSHOCTH, a U 3allTO y/IaraTy TOMMKO MeHTaTHOT Haropa? Ko Hema y
r1aBy, uMa Ha... VnrepHery. Ko du cag mucino o peunma Cs. Huxomaja Bemnmuposnha,
»Ko3a ce XpaHU TpmeM I Jaje MJIEKO, a 3MIja ce XpaH! MJIEKOM 1 Jiaje oTpos*“? Komuko
3aICTa KOIITA HOBIeM jepTHO ITaheHn KOMOAUTET CEPBUPAH Y AUTUTATHOM [IAKOBABY?

Y peneBaHTHOj HAY4HO] IUTEPATYPU Ce KOHCTATYje la AUTUTAIHIA MEJVjyMIL UMajy
CBe 3HauajHUjy yaory y odnukosamy Mehymynckux ogHoca (Smith, Bennett, Chan, 2017,
str. 263). IlojenuHu ayTopy yKasuBaIu Cy Ha 0Baj IpodjieM jou y nodeTHuM ¢aszama pa-
3Boja JHTepHeTa (Berman & Mulligan, 1999, str. 554-556). [lanac npeko 5,5 Munjapiu
by KOPUCTI MHTEPHET y cBakogHeBHOM >kuBoty (Forbes, 2024). Vnax, mpouecu guru-
TanM3alyje y3 pasBoj BellITauKe MHTEMUTEHIVje YTUYYy Ha pasBoj HOBUX GOPMU pUSUKa
(Giddens, 2002).

OcuM 1rto npemnymramMo GyHKIMje, Koje CMO IO jyde CyBepeHO 0daBballil, CBOjUM
»BUPTYEIHNM areHTUMa" oBepaBaMo ¥ 3aMalllaH Jleo COICTBeHe mpusaTrHocTu. OBfe
He MIC/IMMO caMo Ha odjaB/pyBame (oTorpaduja u CHUMAaKa WV UCKasUBambe CTaBOBA,
yBepema I MUII/berba IIyTeM APYLITBEHNX Mpeka, Beh 1 Ha ocTaB/barbe IUTMTATHOT Tpara
kpo3 kopuutherme Hecarneausor dpoja enexrponckux ycmyra (Sebalj, Zivkovi¢, Hodak,
2016). IpymrBeHa peaqHOCT 21. BeKa je MpoykKeTa AUTUTATHUM HUTUMA Te Ce ¥ CaBpeMeH!
couyonoumky GeHOMeH! MOpPajy OCMATpaTy Kpo3 IIPM3MY MHTepaKIlyje Y0BeKa I lbeTOBIX
KOJIEKTVMBHIUX TBOPEBIHA Ca BUPTYETHUM CafpyKajuMa.

Osgaj temat yaconuca Coyuonouwiku ipeineg mocseheH je aHaMM3M PasIMIUTUX
acrekaTa (peHOMEHa 3alITUTe IPUBATHOCTI Y €pu AUruTanmmsanyje. Jlogup BUpTyeTHOr
1 QUBIYKOT CBETA je CACTaBHU Jleo IPYLITBEHMX OFHOCA Y IPAKTUYHO CBUM cdepaMa co-
L[YIja/IHOT UTHCarba — Off JINYHOT U IIOPOAMYHOT XXIMBOTA JIO FeOIIOJINTYIKE. AyTOpU TeMaTta
Cy TIOKYILIaJI Jla OCBET/Ie BUIIIE NMMEH3Mja KOMIIIEKCHOT I Ie/IMKATHOT OIHOCA YOBeKa 1
IpYLITBA y JUTUTATHO £00a V3 yITIa 3alUTHUTe IIpaBa Ha IpYBAaTHOCT. [IpaBo Ha mpuBaTHOCT
je TeMeJ/bHO JBYACKO IIPaBO TAPAHTOBAHO HajBXKHUjUM Mel)yHapoHIM KOHBeHIjaMa U
HAIVIOHATHIM YCTaBUMa, a/I/ ¥ IHXePEHTHN e/leMEHT II0jMa CTTOOOHOT YOBeKa. 3allTuTa
IPUBATHOCTH j€ IPABHM M €TUYKY MIMIIEPATUB CaBPEMEHOCTH 1 IIPeJyC/IOB CTBapHE C/I0-
dofie y IeMOKPATCKOM JIPYIITBY.
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JururanHo dmarocTarme je mojefHOCTABIIO OpojHe mpoliece 1 GyHKIMje, an je,
USITIefIa, TUMeE CTEKIIO (IIpe)Be/NKI YAeO Y HAIlMM IPUBATHYM U IPYIITBEHNM XUBOTUMA.
Takobe, gurnranusanmuja Huje JOHeNa caMo ONaKIIambe Y chepu OCTBapUBamkbha 3aKOHUTHX
MHTepeca IojefuHala, Beh je 1 OIIKpUHY/Ia Bpata 3/10yHoTpedaMa 11 pacTy KpUMIHATI-
HoT (peHOMeHa. V3BpIINONN XeTePOreHNX KPUBUIHUX fiefa ¢y Meby mpBuma yBupenu n
MCKOPUCTUIIN ,O/arofie T AUTUTATHOT IPOCTOPa Ko U/eaTHOT TepeHa 3a IPUKPUBatbe
JI0Ka3a, TPAaroBa M MpegMeTa N3BPLIEHa, K0 1 CAKPUBAIbe NIEHTUTETA OHOCHO JIAXKHO
npepcraspame. OBa [ojaBa je M3HEAPUIA U HOB TEOPUjCKY MIpaBall, HA3BaH JUTMTATHA
kpumunonoruja (Debarati, 2021; Smith, Moses, Chan, 2017; Stratton, Powel, Cameron,
2016). KpuBu4yHO 3aKOHOABCTBO M KPMMMHOJIONIKA MIICA0 TTOKYIIABA)y Ja ,,yXBaTe KO-
pax”“ ca pactyhum peHOMEHOM KOjM je y 3Ha4ajHOj Mepy IPeodINKOBAO0 BUILe aclieKaTa
3/I04MHA Ka0 IIPEefMeTa IPOyIaBarha KPUBUIHIX HAYKa.

Y jemHoM of pasoBa us oBor temara Vmuh, Bogpoxxuh u Munomesuh uckasyjy
OBy 3adpMHYTOCT yKa3yjyhu Ha To a y aKTye/THOM APYIITBEHOM TPEHYTKY ,II0CeOHO
[O7a3N [0 M3paxkaja morpeda capajme pasIMINTUX SUCLIUIUIVHA, a/Ii Ca AKIIEHTOM Ha
MYITUAMCUIUIUIMHAPHOj capajiby Koja 011, mopes TpaguIMOHaTHIX KPUMUHOMTOMIKAX
AUCILUIUINHA, 00yXBaTWIa HeKe HOBe, a CBe C IiM/beM oJber Ipero3HaBamba 1 Cy30ujama
Jiefa TUTMTaMHOr KpuMuHamuTeTa®. OHU 1Ofiajy:

»3a/laTaK JUTUTa/IHe KPUMUHOJIOTHje je [a IIpello3Haje HOBe aln 1 MO)IM(bMKOBaHe
nocrojehe 0d/mMKe KPUMIHATHOT [OHAIIIAbA KOjU Ce PasBUjajy y M3MEHEHNM YCIOBHU-
Ma QYHKIMOHMCAmba CaBPEMEHOT AUTUTAMTHOT ApyIITBa. [IpernosHaBame Tix odpasana
CBAKaKo HIje JOBO/BHO YKO/IMKO TO He IIPATH C jeffHe CTpaHe ofrosapajyha KpuBUIHO-
IIpaBHAa peakiiyja OHOCHO HOPMAaTUBHO IIpelI03HaBambe IOHalIaka Koja du Tpedao
MHKPMMMHUCATH

I[Tocmartpajyhm us gpyror yriia npaBHe IMMeH3Mje KpYMVHAIUTETA Y AUTUTAIHO H00a,
banosuh n Pagocasbesuh ykasyjy Ha Heke Off ,KPYLiija/THIX e/leMeHaTa y 3alITUTH IIpaBa
Ha IPUBATHOCT, @ HOCeOHO OHMX KOjU Ce THUY MOfJATAKa O IMIHOCTH KOjU Cy HajHEIIOCPef-
HIje Be3aH! 3a 4oBeKa“, odorahyjyhu Temar nmpoyuaBameM CBOjeBPCHOT KPYBIUYHOIIPABHOT
OMHUOYCa KOj)t YMHe IPUBATHOCT, 3aIITUTA OAATaKa O IMYHOCTY 1 AUTUTATTHO K00,

Ydp3aHu TeXHOMOLIKY Pa3BOj Metba I HAYMH )KMBOTA Y M3PA3UTO AUTUTATN30BAHUM
ypdanum kommrexcuma (Praharaj & Han, 2019; Nam, 2018). IIpodiemom npuBaTHOCTY 1
de3demHoCTN y MamMeTHNM rpafoBuMa dase ce IlyTHuk u Mapkosuh.

»ITaMeTHY IpaJ; OCMUIIIBbEH je Kao HOB MOJIeJI I'pajia Koju reHepuitle 11 odpabyje eHopMHe
KO/IMYMHE JUTUTaTHNUX IIOflaTaKa ca IM/beM ONTHMM3alje rpafcke MHQPaCTPYKType u
0 o/bIIaKka YCIOBA XXUBOTA', 0djallbaBajy oHM. AJN: ,, YIOTpeda HOBUX TEXHO/IOTH]a je
(...) OTBOpMIa MHOTA ITUTakba 11 M3a3Baja 3adpMHYTOCT Y Be3U ca HAUMHOM YIOTpede TUX
TEXHOJIOTMja ¥ MOTyhHOCTVMa 3710yTIoTpede IPUKYIbeHNX IofaTaka“. HakoH mpeTpecama
TEOPMjCKUX U IPAKTMYHMX HEOYMMIIA, ayTOPY 3aK/by4yjy: »Ca acrekra nHGOpMaIIOHe
desdenHOCTH TOTPEdHO je eBaympary akTyelIHa ¥ IOTeHIIMja/lHa pellierba 32 0e30eJHOCT
U 3aLITHUTY MOfjaTaKa M3 IIepCIeKTYBE HOBUX IIPETHM KOje Ce CBaKOJHEBHO NojaBibyjy. Ca
COLIMOTIOLIKOT acIIeKTa 3Ha4ajaH [OIIPUHOC Ce MOYKE OUeKMBATI Off OHMX MCTPaXKIBaIba
Koja 3a LWk MMajy Hepuenuujy rpabana y Besu ca nuramuma muxose 0e3deHOCTH 1
npusarHocTu. [lomjenHako sHayajHa Ou duia u aHanM3a mocrojeher mpaBHOT OKBUPA Y
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0BOj 0071aCTV — KOHKPETHMX MHCTUTYLMOHATHNX I 3aKOHOJaBHMX Pelllera KOja Cy YCBO-
jeHa ca L[u/beM 3aIITuTe de30efHOCTI U IIPUBATHOCTI IIOATAKA Y TAMETHIM IPaoBUMa

Jururanusanuja Hije yrposuia caMo IIPUBATHOCT U IIPEMOPOAVIIA ITOjeIIHE aCIIEKTe
KpyMIHa/IHOT eHOMeHa Beh je JoHena mpoMeHe 1 y PyHKI[VIOHNCAbY BETUKUX APYIITBe-
HMX Lie/IMHa, YKby4yjyhn npxase n MehyHaponne opranmsarnuje. Crexknh y cBoM pagy
IpoydJaBa I71100aTHo yIpas/bamke y 00a IUTUTATHUX PU3MKA Y CBETIY , HOBOIIPE/IOKEHe
nnniyjaruse Kune y odactu ynpasmpama BerraukoMm nnrenurennujom (BI) n passoja
IUTKMTaTHEe MHPPACTPYKTYpe, ¢ GoKycoM Ha [7T10danHy MHULM]aTUBY 3a yIpaB/batbe B
u Jururannu myt ceue’. Kako on ncrnde:

»Kutecka crpateruja, Koja 0djefubyje TeXHOMOIIKY MHOBALUjy U CTPATEIIKO IIN-
pebe guruTanHe nHGPaCcTPYKType, HPefiCTaB/ba CBOjeBPCHU MOJie/l yOp3aHe AUTUTaTHe
TpaHchOpMalje, am M HOTEHIMjaTHOT IUTUTATHOT @y TOPUTApyU3Ma. Y TOM KOHTEKCTY,
Cpduja u fpyre 3eM/be Koje YUeCTBYjY Y OBUM MHMIMjaTUBaMa Tpeda /ja IPencIinTajy
COIICTBEHY IIO3UIIMjy Y OBHOCY Ha OBe I7I0da/IHe TOKOBE, KaKo OM OCTBapyIe MaKCUMalIHe
denedure y3 MuHMMaIHe pr3uKe ",

VMnikanyje yroTpede BellTayke MHTEMUTCHIYje Y HOIUTHUIV BENMUKUX CU/Ia 13
yIJIa LUBM/IHE KOHTPOJIE BOjCKe IIpoy4aBao je Cracojesnh, koju 3akpyuyje:

,»¥Y MUpY, @ HAPOYUTO y pary, Kopuinherme ayTOHOMHMX CHCTEMA HAOPY)Karba
IIOTIIOMOTHYTUX BOMe II0CTaB/ba He caMmo dpojHe de3degHocHe nuneme Beh n Benmka
MOpasHa, HOJINTINYKA, IPABHA, COLMOTIOIKA 1 (umIo30¢CKa MUTatba 0 OTOBOPHOCTH 1
eckanmaiuju cykoda. [Tpumena BV y BojHMM omepaijujamMa MO>Ke TI0O0JBIIATH ITpOLiece
JIOHOLIEHA OFTIYKQ, /U Ia U YIMHUTY JATIEKO Matbe OCIObEeHNM Ha TPAfULIMOHAIHE
Ha4MHe OfTydnBama‘

Vcnpenneranoct u MebysaBucHoCT mocMaTpaHux eHoOMeHa CHaXXHO YKa3yjy Ha Ho-
Tpedy 3a Ja/bVIM UCTPAKMBABIIMA 113a30Ba I HEIOYMMUIIA Ca KOjIMa ce CyodaBa CaBpeMeHN
YOBeK y Hapy4jy (mnm papama) Hactajyher gururamHor gpyurrsa. Bepyjemo ga he oBaj
TeMaT JOIIPMHETH OCBET/baBakby U IPOLYObEHOM pasyMeBarby COLMOMOIIKIX, TPABHMX,
de3deIHOCHNUX ¥ KPMMIHOJIOLIKMX acIeKaTa 3allITITe IPUBATHOCTH Y epu Mehy/bymckmx
OfIHOCa ITPeOdINMKOBAHNUX Y CycpeTy (PUSMUKOT U cajdep mpocTopa.
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PRIVACY IN THE DIGITAL CONTEXT
- CHALLENGES AND PERSPECTIVES

(Translation In Extenso)

Digitalization inevitably accompanies almost all modern social processes. Can a young
person born in the 21* century imagine everyday functioning without smart devices, social
networks and electronic platforms? Or life without mobile phones? Even the quasi-nos-
talgic ones, born a decade or two earlier, while loudly longing for “romantic old times’,
quietly wonder: “How did we make and cancel meetings, how did we organize seeing our
friends, inform others about our activities, communicate, had fun and worked in the era
of stationary telephones and analogous cameras?”

When a modern man gets into the car, starts the engine (more or less digitalized),
plays music from the electronic device and nonchalantly reaches for the bag (locked by the
digital code), realizing in astonishment that he had not brought along his mobile phone
- the stress hormone level increases abruptly! Is it possible at all to spend a day at work
without this magic digital pet? How many missed calls, messages and other notifications
will there be? What to do without the reminder? How to follow the child’s movements
without the application connected with the smart watch? Where and when to drink coffee
with an old friend who shares Google application? How to postpone a meeting? The list
of questions is rather long, while all options except for “run back home to get your phone”
are dissatisfactory.

We read electronic editions of newspapers and books, we have video-calls with our
family and friends abroad, we make virtual medical appointments and buy insurance policies,
we learn about events that happened thousands of kilometres away within several dozen
seconds (and comment and follow them carefully, often with more intensity and curiosity
than th4 situations taking place before our eyes); we focus on images and news from unfa-
miliar and distant parts of the world more than on the child hopping next to us and asking
for a little attention, although the child would be happy even if we gave him the digital pet
for a while so that he/she may delve into the magic world of virtual content and sensations.

We work from home. When we check the option “digital well-being” on our smart
devices, we are shocked by the number of hours spent in front of the screen, and then we
remember that it is not the only device we have used during the day.

' mladen.milosevic@fb.bg.ac.rs; https://orcid.org/0000-0001-8978-3475
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We used to boast of the amount of information we memorized, processed and, if
necessary, used. We used to know many telephone numbers and addresses by heart. This
also refers to the dates of important historical events, toponyms and other notions. We were
capable of successfully participating in quizzes. Now we realize that it is enough to have a
reliable internet connection and knowledge is at our fingertips. But is it so? Who still has
time to think about it or to wonder whether information is reliable, verified and critically
re-examined. In any case, we will ask ChatGPT.

The virtual world seems to be quite real and appealing. The appealing power of digital
content has already estranged and distanced us from our nearest and dearest, as well as from
ourselves. We have almost unconsciously accepted the fact that information is far more
accessible and that it requires less hard work and fewer skills to obtain and process it. Why
do we need all those unnecessary skills and why should we invest so much mental effort?
The absent-minded do the work... On the internet. Who wants to think about words of
Saint Nikolaj Velimirovi¢: “A goat feeds on thorns and gives milk, while a snake feeds on
milk and gives poison”? What is the actual price of the cheap commodity paid by money
and served in a digital package?

The relevant scientific literature states that digital media play an increasingly signif-
icant role in shaping interpersonal relations (Smith, Bennett, Chan, 2017, p. 263). Certain
authors pointed to this issue even in the initial stages of the internet development (Berman &
Mulligan, 1999, pp. 554-556). Nowadays, over 5.5 billion people worldwide use the internet
in everyday life (Forbes, 2024). However, digitalization processes, together with the develop-
ment of artificial intelligence, lead to the emergence of new forms of risk (Giddens, 2002).

Apart from abandoning the functions we performed with sovereignty until recently,
we also entrust our “virtual agents” with a substantial part of our own privacy. Here we do
not refer solely to the publication of photographs and videos or the expression of attitudes,
beliefs and opinions via social networks, but also to leaving a digital trace through the use
of an unfathomable number of electronic services (Sebalj, Zivkovi¢, Hodak, 2016). The
21*-century social reality is permeated by digital threads and that is why modern socio-
logical phenomena must be observed through the prism of the interaction of man and his
collective creations with virtual content.

This thematic issue of the journal Sociological Revies is dedicated to the analysis of
different aspects of the phenomenon of privacy protection in the digitalization era. The
contact of virtual and physical worlds is integral part of social relations in practically all
spheres of social existence — from private and family life to geopolitics. The authors of the
thematic issue have tried to highlight multiple dimensions of the complex and delicate
relationship man-society in the digital era from the perspective of the protection of the
right to privacy. The right to privacy is a fundamental human right guaranteed in the most
important international conventions and national constitutions, but also an inherent ele-
ment of the concept of free man. Protection of privacy is a modern-day legal and ethical
imperative and a prerequisite of real freedom in democratic society.

Digital well-being has simplified a number of processes and functions, but it also seems
to have gained a (too) large share in our private and social life. Moreover, digitalization has
not brought only relief in the sphere of achieving legitimate interests of individuals, but has
also opened the door to abuses and an increase in the phenomenon of crime. Perpetrators
of heterogeneous criminal offences were among the first to realize and use the “benefits” of
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digital space as an ideal field for hiding evidence, traces and objects of perpetration, as well
as of hiding identity and/or false impersonation. This phenomenon has also led to a new
theoretical direction known as digital criminology (Debarati, 2021; Smith, Moses, Chan,
2017; Stratton, Powel, Cameron, 2016). Criminal legislation and criminological though
are trying to keep pace with the growing phenomenon which has substantially reshaped
several aspects of crime research subject of criminal sciences.

In one of the papers in this thematic issue, Ili¢, Bodrozi¢ and Milosevi¢ express this
concern, pointing out that at the present social moment, “the need for the cooperation of
various disciplines is particularly pronounced, with a focus on multidisciplinary cooper-
ation that would, apart from traditional criminological disciplines, also encompass some
new ones, with the aim of better identification and prevention of digital crime offences”
The authors also add:

“The task of digital criminology is to recognize new, as well as modified forms of
criminal behaviour develop8ing in the modified conditions of modern digital society’s
functioning. Recognizing these patterns is certainly not sufficient if it is not accompa-
nied, on one side, by adequate criminal law response and/or normative recognition of
behaviours that should be incriminated”

Looking from another angle of the legal dimension of crime in the digital era, Banovi¢
and Radosavljevi¢ point to some of the “crucial elements in the protection of the right to
privacy, particularly those referring to personal data which are most directly related to
man’, thus enriching this thematic issue by exploring the specific criminal-law omnibus
consisting of privacy, personal data protection, and digital era.

Accelerated technological development is also changing the way of life in the pro-
nouncedly digitalized urban complexes (Praharaj & Han, 2019; Nam, 2018). The issue of
privacy and security in smart cities is addressed by Putnik and Markovic¢.

“A smart city is conceived as a new model of a city that generates and processes enor-
mous amounts of digital data with the aim of optimizing urban infrastructure and improving
living conditions’, they explain. “However, the use of new technologies has raised many
questions and caused concerns about the way these technologies are used and the possibil-
ities of misuse of collected data”. After examining theoretical and practical dilemmas, the
authors conclude: “From the perspective of information security, it is necessary to evaluate
current and potential solutions to data security and protection from the perspective of new
threats occurring on a daily basis. From the sociological aspect, an important contribution
may be expected from the research aimed at the citizens” perception regarding the issues
of their security and privacy. Equally important would also be the analysis of the existing
legal framework in this sphere - specific institutional and legislative solutions adopted with
the aim of protecting data security and privacy in smart cities”

Digitalization has not only threatened privacy and renewed certain aspects of the
phenomenon of crime, but it has also brought changes in the functioning of large social
segments, including states and international organizations. In his paper, Steki¢ explores
global governance in the digital risks age in the context of “analyzes China’s newly-proposed
initiatives in the sphere of artificial intelligence (AI) governance and the development of
digital infrastructure, with a focus on the Global AI Governance Initiative and Digital Silk
Road Initiative”. He asserts the following:
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,China’s strategy, which unites technological innovation and strategic expansion of
digital infrastructure, is a specific model of accelerated digital transformation, as well as of
potential digital authoritarianism. In that context, Serbia and other countries participating
in these initiatives should reexamine their own position in relation to these global trends
in order to achieve maximum benefits with minimum risks”

Implications of the artificial intelligence use in great powers’ politics from the per-
spective of civil control of the army is studied by Spasojevi¢, who concludes:

“In peace and particularly in war, the use of Al-supported autonomous weapons
systems raises not only numerous security dilemmas, but also huge moral, political, legal,
sociological and philosophical questions about responsibility and conflict escalation. The
use of Al in military operations may improve decision-making processes, but also make
it far less reliant on traditional ways of decision-making”

The intertwining and interdependence of the observed phenomena strongly point to
the need for further research into challenges and dilemmas faced by modern man under
the wing (or in the jaws) of evolving digital society. We believe that this thematic issue will
contribute to highlighting and deeper understanding of sociological, legal, security and
criminological aspects of privacy protection in the era of interpersonal relations reshaped
in the encounter of physical space with cyberspace.
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