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POSTING CHILDRENS’ PHOTOGRAPHS ON SOCIAL NETWORKS: Sociological and legal aspects

OБЈАВЉИВАЊЕ ДЕЧИЈИХ ФОТОГРАФИЈА НА ДРУШТВЕНИМ МРЕЖАМА: Социолошко-правни аспекти
Abstract: Posting childrens’ photographs on social networks can be a dangerous activity. When parents post photos of their children, they are free in choice. However, if it is done by others, it can be a question of existence parental consent for those post. Obligatory consent of both parents in those situation is not prescribed by national legislation. Based on the content analysis of relevant international documents and legislation, the author tries to point out the need to improve the existing solutions in order to prevent potential abuses.
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Сажетак: Објављивање фотографија деце путем друштвених мрежа може да представља опасну активност. Када родитељи објављују фотографије своје деце, они су слободни у том избору. Међутим, уколико се то врши од стране других лица, може се поставити питање постојања сагласности родитеља за њихово објављивање. Ниједан пропис на националном нивоу не предвиђа обавезна сагласност оба родитеља у таквим ситуацијама. На основу анализе садржаја релевантних међународних докумената и прописа, аутор настоји да укаже на потребу унапређења постојећих решења како би се спречиле потенцијалне злоупотребе. 

Кључне речи: сагласност родитеља, фотографије, малолетна деца, друштвене мреже
Introduction
The rapid advancement of information technologies creates numerous positive possibilities, but also increases the possibility of violation of the right to privacy. Owing to their progress, people can connect and communicate over long distances and in a relatively short period of time. This eases the maintenance of friendship relationships and the establishment of business contacts. That is why a large number of people use social networking services (Facebook, LinkedIn, Twitter, Instagram, etc.). A vast majority of users use Facebook, which originated as an idea of a Harvard student of online community of friends with photographs and profiles which they uploaded, that is, as an idea of creating an interactive virtual community parallel to the social communities existing in the real world. (Mezrih, 2010:72) In this “interactive community”, a large number of data, including photographs, have become available to the public. Consequently, the possibility of misuse of these data has increased. 
For these reason, the question often arises as to how much the users of social networks are protected against such misuses. It is extremely problematic when underage children (persons under eighteen years of age) are their users, or when their personal data, such as photographs, are posted on social networks by their parents. 
Many companies like Facebook have their own policies, which the user is required to read and to agree with before joining a social network. In this way, the responsibility is transferred to the users, and registering on a social network represents a kind of an agreement. Thus, the majority of problems occurring on Facebook are related to the right to privacy, data protection, and the possibility of exercising the right to legal protection. These issues have been regulated by the European Union regulations, the most important being the Data Protection Directive (Directive 95/46/EC).
 It is considered the foundation for the further development of European Union’s legal regulations relating to the right to privacy, protection of electronic communications users’ data, including the users of Facebook and other social networking services. Other directives have been passed only to enable further application of the Directive 95/46/EC in the field of electronic communications. (Diligenski & Prlja 2014: 7-6) Nevertheless, numerous cases of non-compliance with these regulations by the Facebook company have been reported in practice. Therefore, it appears that one needs to be very careful when it comes to the use of the social networking services. 
Regarding the protection provided to children at both international and national level, there is a constant need to examine the effectiveness of the existing protection measures. The development of information technologies, especially a growing number of social networking services, has created new dangers even if an underage child does not own a profile on social networks, posting his/her photograph on social networks by someone else can also pose a problem. Numerous tools have enabled, even to ordinary laymen, the detection of the origin of photographs on the Internet. In this way, it is possible to detect a person’s photograph published on Facebook, as well as the name of the place where it was taken. These tools enable, for example, the detection of photographs’ origin on fake profiles and help prevent various abuses, however, at the same time they also may serve as tools for execution of various abuses.
 
Public opinion with regard to the posting children’s photographs on social networks is generally granted. In the UK during the April 2017. an online survey has been conducted. These survey included 1000 adults. Based on its results, 56% of parents surveyed would not post images of their children, 70% do not think it is right to share images of other without permission, 36% strongly belive personal photos should be restricted to friends or followers and 50% think it is difficult to erase images from the internet after posting. 
According to the international and national regulations, the rights and interests of underage children should be protected by their ֨parents. When it comes to posting photographs of underage children on social networks, it seems that there are some legal gaps at the national level that should be filled with an adequate provision in order to ensure the full protection of underage children related to the use of their photographs on virtual social networks.
Protection of the Child’s Right to Privacy at the International Level
According to the United Nations Convention on the Rights of the Child, a child is every human being below the age of eighteen years, unless under the law applicable to the child, majority is attained earlier.
 By signing this Convention, the countries have committed, through the national regulations, to make sure that no child is subjected to arbitrary or unlawful interference with his/her privacy, family, home or correspondence, nor to unlawful attacks on his/her honour and reputation.
 While the children are underage, their parents take care of their rights and interests and are their legal representatives. According to the Convention, their common responsibility is the upbringing and development of the child and their primary concern is taking care of the best interests of the child. In this regard, parents should take all necessary measures to preserve these interests. According to the provisions of the Convention on the Rights of the Child, contracting parties are obliged to ensure that both parents have common responsibilities for the upbringing and development of the child.
 Even the universal instruments on human rights contain specific provisions that provide for special protection of children. (Dimitrijević et al, 2007:221) Thus, the International Covenant on Civil and Political Rights envisages that every child, without any discrimination as to race, colour, sex, language, religion, national or social origin, property or birth, has the right to measures of protection by his/her family, society and the state, required by his/her status as a minor.
 

When it comes to the right to privacy, it has not been defined by the international documents. The European Commission of Human Rights has tried to define the right to a private life. According to this definition, the right to a private life implies that everyone has the right to live as he/she wants to, protected from the public, and to some extent it also includes the right to establish and maintain relationships with other human beings.
 The right to respect for his/her private life is restricted to the extent to which an individual brings his/her private life into contact with the public life or in close connection with other protected interests.
 Nevertheless, children under a certain age can hardly be expected to be aware of their privacy. Therefore, their parents are expected to take care of their privacy in order to achieve the best interests of the children. The same applies to posting the child’s photographs on the Internet via social networks. 
The right to privacy is particularly endangered in the digital age. Starting from Article 12 of the Universal Declaration of Human Rights, some later UN documents have pointed to the importance of protection of this right. Thus, the United Nations Resolution 68/167 emphasizes that the rapid pace of technological development and the possibility to use information technologies, and at the same time the possibility of personal data being used by companies and a large number of individuals, can contribute to violations of human rights, especially of the right to privacy.
 Therefore, the United Nations member states are urged to provide the adequate protection of the right to privacy through their national legislation, not only via repressive measures (criminal sanctions), but also via the adequate preventive measures. The same is contained in the United Nations Resolution No. 28/16 of 2015.
 It emphasizes that an important goal of all countries is identifying and clarifying the best principles, standards and practices for the promotion and protection of the right to privacy, as well as establishing special procedures. Therefore, the equal protection should be provided for the right to privacy even when it comes to its violation on the Internet. However, the abovementioned resolutions are only common conclusions and urge the member states to provide the adequate protection at the national level for the benefit of humanity and the protection of human rights. Consequently, it is necessary to improve the national legislation in order to protect the right to privacy and, above all, the right to privacy of the child. Given the fact that underage children are in the phase of psycho-physical development and that during this period human beings are extremely sensitive, the focus should be on preventive measures.
Protection of the Right to Privacy of the Child at the National Level
When educational institutions post photographs of underage children, in practice they always ask for consent. The consent is given in writing using UNICEF’s forms; however their structure has not been officially regulated by the national legislation. This form contains information on name and surname of the parent or guardian, his/her explicit consent for posting a photograph, as well as parent’s ID number, address, and the date of consent. Written consent is given exclusively prior to posting the photograph. Nevertheless, the fact that it is sufficient that only one parent consents before posting the photograph of the child, can pose a significant problem. However, it should be kept in mind that parents jointly exercise all parental rights as long as their marriage lasts. In addition, even after the divorce, both parents’ consent is required with regard to certain rights which may affect the child’s life. Thus, before posting photographs of the child on social networks by the school or any other natural or legal person, the consent of both parents should be sought, if possible. This would be in accordance with Article 18 of the Convention on the Rights of the Child, which stipulates that contracting parties are obliged to ensure recognition of the principle that both parents have common responsibilities for the upbringing and development of the child, and that their primary concern is the best interests of the child.

Obligation to obtain parental consent for posting photographs of their underage children on online social networking services is not explicitly provided for by any national regulation. The Law on Public Information and Media stipulates that information regarding private life or personal records (letter, diary, note, digital record, etc.), recording of images (photographs, drawings, film, video, digital, etc.) and audio recordings (tape-recordings, gramophone records, digital, etc.), cannot be published without the consent of the person whose private life the information refers to, or of the person whose words, image or voice it contains, if such publication can lead to the recognition of that person’s identity.
 Information and recording cannot be published without the consent of the person they refer to, if such publication can lead to violation of his/her right to privacy or some other right. Consent given to one publication, to a specific manner of publication, or to publication for a specific purpose, is not considered consent to repeated publication, to publication in a different manner or to publication for a different purpose. Nevertheless, the Law makes no mention of an explicit requirement to obtain parental consent prior to publishing photographs of the child on social networks. Article 81 of the Law provides for cases when some other person gives consent on behalf of specific person for publishing his/her photograph in the media. This is the case when the person whose photograph is published, is deceased. In this case, the consent is given by his/her spouse, his/her child having reached sixteen years of age, by his/her parent, brother, sister, by the legal person that the deceased participated in (official, member, employee) in the event the information or record refers to his/her activities in that legal person, or by the person authorised therefore by the deceased. 
Taking into account all the above said, it seems that the legislator’s intention was, above all, to protect the media outlets against unauthorized publication of personal data, as well as to protect the right to privacy of adults, while the right to privacy of the child remained unprotected. However, the right to privacy of the child can be observed as a part of the right to privacy of the child’s parents. Pursuant to Article 12 of the Universal Declaration of Human Rights, no one can be subjected to arbitrary interference with his/her privacy, family, home or correspondence, nor to attacks upon his/her honour and reputation. Thus, everyone has the right to legal protection in case his/her right to privacy has been violated. The obligation to respect the mentioned right is also provided for by Article 8 of the European convention of Human Rights as the obligation to respect his/her private and family life, home and correspondence. A resolution of the Parliamentary Assembly of the European Council has determined that the right to privacy consists in the right to live one’s own life with a minimum of interference, as well as in protection of family and home life, physiological and moral integrity, honour and reputation. It is not possible to list all the rights that fall within the scope of the right to privacy, due to the mentioned right’s natural connection to other individual and political rights, and because the scientific and technological development conditions the need to protect new rights. (Paunović et al, 2007:216)
Based on the analysis of the existing national legislation, one can conclude that not even one provision provides for the mandatory written parental consent when the photographs of underage children are posted on social networks by natural persons, as well as by the other parent. If marital and family relations are undermined or the parents are divorced, the lack of such consent can be the cause for abuse of parental rights. Nevertheless, until the adoption of adequate regulations that will explicitly establish the obligation of obtaining such consent, one should take into account the provisions of other regulations, such as the Family Act of the Republic of Serbia.

Possible Solutions at the National Level
The provisions of the Convention on the Rights of the Child have been implemented in legislations of the signatory states through national regulations. According to the Family Act of the Republic of Serbia, parents have the duty to exercise parental rights to the extent necessary for the protection of the personality, rights and interests of the child. If the parents are married, the mother and the father have joint parental rights. In case of a divorce, the parent who does not exercise parental rights has the right and duty to support the child, to maintain personal relations with the child, and to decide on issues that significantly influence the child’s life, jointly and consensually with the parent exercising the parental rights. The Law defines the issues that significantly influence the child’s life. Accordingly, these include the following issues: the education of the child, larger medical interventions on the child, the change of the child’s residence, and the disposal of the child’s property of great value. In addition to the listed issues, some other issues can also significantly affect the child’s life. Bearing in mind the considerable vagueness regarding the disposal of photographs published on the Internet via social networking services (Facebook), one might ask to what extent this can affect the child’s life in some future period. The earlier international documents were tailored for the then Internet use. However, nowadays, when there is a large number of social networking services, problems occur related to their use by underage children, as well as to posting their photographs by legal or natural persons, including parents themselves. Children under a certain age still lack the ability to understand the meaning and significance of their actions, and therefore it is quite reasonable to expect their parents to play a very important role in guiding their children’s psychological development.

When using social networks, underage children may be exposed to various forms of threats. Due to their insufficient psychological maturity, they are unable to correctly assess the severity of certain situations. Thus, in accordance with the Family Law, the rights of underage children are represented by their parents or legal guardians. Nevertheless, particularly dangerous is the situation when parents post photographs of their children on their profiles on social networking services. Since it is quite unclear how the photographs published on social networks are further handled, it can be concluded that there is a possibility that one of the parents may not consent to publishing of photographs of the underage child by the other parent. This issue could be solved by stipulating the provision of mandatory written consent by the other parent. Such practices should be encouraged especially in situations when after the divorce one parent independently exercises parental rights. 
Possible Abuses and Obligations of Facebook
Photographs published on social networks can be misused, even after they have been deleted. Examples prove this. Some Facebook user that knows the URL address of a photograph can access it even after it has been deleted. It is possible to do this even several months after its deletion, by entering the URL address. In this way, some users gained access to the photographs that have been officially deleted three years earlier. (Diligenski & Prlja, 2014:24) Deactivation of the profile is not its permanent, but only temporary cancelation. Therefore, if a user deactivates his/her account, Facebook will continue storing his/her data, in case he/she returns back. This is contrary to the modern regulations on data protection. Data processing and usage represent the biggest dilemma. It is still unclear how Facebook deals with user data. All data posted on Facebook by users become Facebook’s property. (Ibid., 119-120)  By all accounts, politics and law are far behind the technology, and the basic founding principles of modern states are no longer able to follow the development of the Internet and information flow. (Ibid., 120) Even though at the level of the European Union  exist a legal documents concerning the protection of personal data have been adopted, based on practical examples one can conclude that social networking services do not comply with these regulations, but apply their own rules and policies, although in some cases they do not adhere even to them.
 For this reason, it seems that the only possible solution is the adjustment of national regulations with practical needs, i.e. stipulation of preventive mechanisms that will provide each individual with the opportunity to more adequately protect both his/her privacy and the privacy of his/her underage child, whose rights and interests he/she is obliged to take care of in accordance with the Family Act. 
As previously stated, the social networking services, primarily Facebook, establish their own rules of business, and consequently terms of service. When it comes to the photographs published on Facebook, this company is obliged to submit a copy of data categories demanded by users. These data should also include data on face recognition, as well as other information that Facebook stores its database. This company can use user data to a limited extent for advertising, can use like button to a limited extent, must not track users based on likes,  must not use user’s pictures for advertising unless the users explicitly consents to it, must provide the user with the option of deleting his/her pictures, the user must not be added into a certain group without his/her consent, inactive/deactivated profiles must be deleted if not used for a longer period of time, the last digit of an IP address must be deleted, entries related to search must be deleted after six months. Moreover, Facebook has to check the terms of data protection of the application owner, as well as to obtain yet another consent of the user, when the recognition option is illegally activated.

Use of Social Networks by Underage Children
When it comes to the use of social networks by underage children, Facebook, as a social networking service with the largest number of users, does not keep track on how old is the person who is creating the user account.
 According to Facebook policies, a person must be at least thirteen years old in the moment of creating of the account. If a person is under thirteen years of age, whether he/she will become user of a social networking service is decided exclusively by his/her parents. They can report such circumstance by filling out the electronic form. Likewise, if a parent doesn’t agree with it, he/she can delete his/her underage child’s account even if the child is older than thirteen.
 As can be inferred, the decision on whether the child will use Facebook or not depends exclusively on the decision of his/her parents. But even in this case both parents’ opinions should be taken into account, and thus such decision should depend upon the will of both parents if possible. If one parent is deceased, is unknown, or for other reasons is unable to exercise parental rights, consent of only one parent should be taken into account. This would be in compliance with Article 18 of the Convention on the Rights of the Child according to which parents are obliged to jointly exercise parental rights and take measures in order to protect the best interests of the child. However, if the parents allow their underage child to use social networking service, the question arises whether it would be necessary, even in such situations, to take into account the attitude of both parents. If one takes into account the provisions of the Law on Public Information and Media, parental consent would be necessary in each specific case. This should be interpreted in the sense that if the parents permitted their underage child to open an account in accordance with terms of use of social networking service, they must give a separate written consent for publishing the child’s photograph by other legal and natural persons. However, in this regard, the adequate protection of the best interests of the child would be questionable.

Taking care of the children and their upbringing necessarily requires parents to impose various restrictions on their children, in order to achieve their best interest. Assessment of the child’s best interest is performed for each individual case. According to some opinions, it is better not to treat the child as an adult, while on the other hand some claim that such opinions are quite conservative and discriminatory towards children. In the developed countries it is believed that when determining the best interests of the child, parent should be guided by the principles of individualism – principles of the protection of physical and mental integrity of the individual, i.e. the child. In traditional communities, priority is given to the values of the whole community, and in the best interests of the child is to accept these values.
 

Pursuant to the Family Act of the Republic of Serbia, majority is obtained by reaching eighteen years of age. Full legal capacity is also obtained then. However, it can also be obtained before reaching eighteen years of age. According to the provision of this Law, this is the case when the underage child concludes a marriage with court permission before reaching the age of majority.
 Likewise, the court may also permit a minor to obtain full legal capacity if he/she has reached sixteen years of age, has become a parent and has reached the physical and mental maturity to provide independently for his/her own personality, rights and interests.
 In these cases, parental consent for publishing photographs of underage children on social networks won’t be required, since based on the court decision passed in extra-judicial proceedings it will be considered that the underage child is capable of taking care of his/her own personality, rights and interests. 
Conclusion
The national regulations do not recognize the need to protect the right to privacy of the child in case of children’s photographs being published on social networks by natural persons, including the other parent, if the parents are not married or are divorced. In the latter case, one may ask why the consent is required, since the parents, in accordance with the law, take measures to protect the rights and interests of the children. Still, such consent is necessary for several reasons. It is possible that one parent does not consent to posting his/her underage child’s photographs on social networking services. In addition, it is also possible that publishing of the child’s photographs on social networking services could be used to endanger the exercising of parental rights of one of the parents, by alleging their abuse Regarding the parental consent for posting the child’s photographs on social networks by the school or sports clubs, the parental consent is generally sought up until the child’s majority. When it comes to posting the child’s photographs on social networks by legal persons (schools, sports clubs), perhaps it should be insisted on such a solution, while in other cases the upper age limit for obtaining the mandatory written consent should be sixteen years of age.  
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