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Abstract:

The increasing use of electronic services that use electronic
certificates and the increasing implementation of public key infrastructures
require their interconnection and interoperability. In this paper, the authors
analyze the models for interoperability between various PKI domains and
their possible application in achieving interoperability of the public key
infrastructures in the Republic of Serbia. The implementation of the
interoperability of the existing models is discussed from the following
aspects: scalability, processing of certification paths, implementing
policies, the points of failure and the possibilities of re-establishing trust.
We proposed a conceptual model based on the Bridge Certification
Authority trust model. This model can provide the establishment of the
interoperability of both the existing and new national PKI domains, their
interconnection as well as their connection with foreign PKI domains. The
model was extended with the Validation Authority that provides more
efficient processing of the certification path.
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Introduction

The companies use the Internet for global business, which means that
their information resources are distributed in more places. Therefore, di-
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scussions about the elimination of security risks should consider distribu-
ted security architecture. The Public Key Infrastructure (PKI) technology is
applied in distributed security architecture (Pfleeger, Pfleeger, 2006).

Companies can use electronic certificates (hereinafter: certificates) for
electronic services which are issued by different certification authorities
from different PKI domains. In order to ensure the functioning of electronic
services which use PKI certificates from different domains, there should be
a mutual link between them, i.e. it is necessary to establish interoperability
for common work of two or more PKI domains.

The main problem with the connection of certification authorities from
different PKI domains is certification path discovering and processing, as
well as the validation of the user certificate. This problem is overcome by
using an appropriate interoperability model.

In the Republic of Serbia (hereinafter: R. Serbia) there are more inde-
pendent certification authorities which issue electronic certificates and (or)
qualified certificates. While researching the Certificate Policies and the
Certification Practice Statements of the accredited certification authorities,
together with the data from the official websites of the certification authori-
ties in R. Serbia, we have concluded that there is neither connection nor
any form of interoperability between the PKI architectures of the authorities
whose certifications are registered or recorded. Also, there is no PKI
interoperability with other countries.

One form of the distribution trust through the Windows operating
system has been achieved by the Serbian Post Certification Authority
which became a member of the Microsoft's "Windows Root Certificate"
program in September 2009.

The paper (Pavlovié, 2007) proposes a possible way for realizing the
national PKI. This solution is based on the existence of the Central Root
Certification Authority which signs government certification authorities and
on the existence of the Bridge Certification Authority through which the go-
vernment PKI architecture is linked with PKI architectures of non-
government organizations (NGOs) and PKI architectures of other countri-
es. Today, this approach would cause numerous problems in the existing
government PKI architectures. The authors (Prodanovié¢, Vuli¢, 2011) pro-
pose to form a Bridge Certification Authority which would create a relation
of trust with current and future governmental and NGOs PKI architectures,
as well as with PKI architectures of other countries. This approach does
not require the re-establishment of PKI architectures but the exchange of
cross-certificates and the definition of certificate constraints. The problem
of this solution is the complexity of processing the certification path.
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The proposed PKI interoperability model is aimed to contribute to the
realization of the connection of the existing PKI domains, future PKI doma-
ins, their interconnection, and their connection with PKI domains of other
countries. The model also proposes a mechanism for processing certifica-
tion paths.

The paper explains PKIl, then considers the types of PKI
interoperability models and, finally, it analyzes possibilities of applying the
described models on the PKI of R. Serbia. A conceptual model of the R.
Serbia PKI interoperability is proposed, followed by the conclusion.

Public Key Infrastructure

Since the Internet and intranet are distributed environments, it can
be said that PKI with its capabilities represents modern security architectu-
re to protect and securely distribute information in distributed environment.

PKl is a complex system that consists of hardware, software, people,
policies and procedures necessary for the creation, management, distribu-
tion, use, PKI storage and revocation of electronic certificates and public
key cryptography management (Adams, Lloyd, 2003, pp.11-15).

PKI enables the establishment of connections between public keys
and entities (in the form of certificates), checks the connections by other
entities and enables services necessary for key management in distributed
systems.

PKI provides a trusted environment for the transmission of information
in distributed systems by providing:

- Authenticity of the parties to the communication - the participants

in the communication are checked,

- Message integrity - guarantees that messages have not been

changed during transmission,

- Non-repudiation of sending and receiving - the participants in

communication cannot deny sending or receiving messages,

- Confidentiality of the message - the message content can be

found out only by the entity to whom a message is intended.

Today, PKIl is applied in many applications and protocols such as
Secure Sockets Layer (SSL), Secure Multipurpose Internet Mail Extensi-
ons (S/MIME), IP Security (IPSec), Secure Electronic Transactions (SET)
and Pretty Good Privacy (PGP).

The OASIS Research (2003) has shown that PKI is mostly applied to:
electronic signatures, web servers (SSL), protection of e-mail and web
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services, virtual private networks (VPN), e-commerce, protection of wire-
less networks (Wi-Fi), code protection and network authentication.

Due to growing needs of financial institutions, companies, government
agencies, health and other organizations to use the Internet for their business,
information security has become an essential as well as a more complex ele-
ment of security operations. Not only do organizations have to protect their in-
formation and maintain trust with partners but also they have to comply with the
government and other standards which relate to the security of operations.

The Components of PKI Architecture

The PKI architecture model is composed of five components specified
in (Arsenault, Turner, 2003): the certification authority, the registration
authority, PKI Repositories, archives, end entities and their mutual relati-
onships. The PKI architecture model, its functional components and their
interconnection are shown in Figure 1.
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Figure 1 — The relationship between the PKI components
Puc. 1 - Nepapxunyeckasn apxutektypa PKI
Cnuka 1 — Mehyco6Hu ogHoc koMnoHeHTu PKI

The Certification Authority (CA) is a collection of computer hardware,
software and human resources. It is responsible for issuing certificates
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(created and signed), managing information on the status of certificates
and Certificate Revocation Lists (CRLs), publishing certificates and CRLs,
and managing archives of expired certificates. The CA can delegate re-
sponsibilities to other infrastructure components. It most often works to-
gether with the registration authority which is responsible for the identifica-
tion of entities applying for the issuance of certificates (Prodanovi¢, 2007),
(Prodanovic¢, Petrovi¢, 2006).

The Registration Authority (RA) (Sheehy, et al, 2011) is a confidential
representative of the CA responsible for verifying the identity of an appli-
cant for a certificate. In addition, the RA can perform other functions which
the CA has conveyed to it such as providing reports of revoked certificates,
generating key pairs or archiving keys. The RA cannot issue certificates or
generate CRLs.

The PKI repository provides storage of certificates and information
about their status. The PKI database must fulfill the following require-
ments: a simple and standardized approach, modern way of data storage,
built-in protection, data management and the possibility of storing similar
data. The database is implemented as a directory according to standard
X.500. The directory stores and distributes certificates and manages their
changes. PKI applications access the directory through the LDAP (Light-
weight Directory Access Protocol) (Johner, et al, 2000) protocol which is a
customized version of the DAP (Directory Access Protocol) protocol.

Archives. The archives contain stored CA certificates for a longer pe-
riod of time. Archives must guarantee that certificates have not been and
will not be changed while they are in the archives. Before the certificate
issued by the CA is stored to the archives, it is necessary to determine
whether the certificate comes from the CA and whether it is valid. The cer-
tificates are stored in the archives so that some signatures of older docu-
ments could be verified.

End Entity (End-Entity, EE) is defined as a user of PKI certificates
and (or) end user of a system that is the subject of the certificate (Arsena-
ult, Turner, 2003). In other words, in the PKI system, the end entity is a
general term for a subject that uses any services or functionality of the PKI
system and it can be the owner of a certificate (individuals, organizations
or other entities) or the applicant (may be an application, service, CA, etc.)
for a certificate or a CRL. The term PKI users is often used and it refers to
organizations or individuals that use PKI, but do not issue certificates.
They rely on other companies that publish certificates and verify certifica-
tes of other entities in the business.

Certificate. The purpose of the certificate is to establish a link between
an identified (notified) entity and the public key, indirectly with the core-

534



sponding private key of the entity. This is accomplished when the CA uses
its private key for signing the certificate, so that the certificate can be later
verified by any entity which has the public key of the CA. The latest version
of X.509 standard for the certificate structure published in 2000 defines a
new set of additional certificate extensions. However, this set of extensions
does not require the issuance of a new version of the certificate because
these extensions can be included in version v3 which is specified by the
IETF (Cooper, et al, 2008).

The Interoperability of PKls

There is an increasing growth in requirements for the interoperability
of PKls. The full potential of PKI-based electronic services can be achie-
ved only if large organizations provide certificates for e-business and if the-
re is interoperability between PKis.

In order to establish PKI interoperability, it is necessary to establish
two processes of interoperability, namely:

- Political or contractual process of establishing mutual recognition.
This process is necessary to determine whether the participants of
interoperability comply with certain technical, security and management
requirements for interoperability, prior to proceeding with the implementa-
tion of technical interoperability.

- The technical solution for the transfer of mutual recognition. This so-
lution is used in order to transfer enough information on participant's status
of interoperability so that the recipient of the certificate can automatically
decide whether to accept or not a certificate from another PKI domain.

The policy of PKI interoperability involves determining the trusted PKI
domain having the required level of security. Technical PKI interoperability
includes processing certification paths through different PKI domains in order
to discover certification paths and determine the validity of the certificate.

Interoperability can be perceived through three categories:
interoperability between applications, between the components and bet-
ween PKI domains (PKI Forum, 2001).

Interoperability between applications allows different PKI applications to
be interoperable with one another, regardless of who has produced them.
When manufacturers develop applications, in order to achieve interoperability
of the PKI environment, they consider ways for storing credentials as well as
the compatibility between different files and message formats (eg. the size of
keys and algorithms should be compatible between different applications) and
the communication between different applications.
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Interoperability between components enables numerous PKI compo-
nents to work together in order to get an overall functionality of the PKI so-
lution. This interoperability is important because errors in the communica-
tion between the components cause the interruption of PKI functionality. In
order to preserve interoperability between PKI components during deve-
lopment, it is necessary to use common protocols and message formats
for communication between various components such as the CA, the RA
and clients. The standards that ensure interoperability between compo-
nents are: Public Key Infrastructure standard X.509 Certificate Manage-
ment Protocol (PKIX-CMP) and Public Key Infrastructure standard X.509
Certificate Request Message Format (PKIX-CRMF). Also, it is necessary
to use the most common mechanisms for providing information about the
revoked certificates, such as the Online Certificate Status Protocol (OCSP)
and the Certificate Revocation List (CRL). No less important in terms of
interoperability is the implementation of authentication methods and
cryptographic algorithms.

Interdomain interoperability focuses on establishing relations of trust
between different PKI domains. This interoperability, besides characteristic
problems, includes problems that stem from the interoperability of applica-
tions or components. Besides that, keeping in mind the technological solu-
tions associated with these issues, this interoperability requires the exi-
stence of questions to the answers related to policies. When considering
this type of interoperability, it is necessary to consider the availability of the
public key between the domain and the general policies of the PKI domain.
In addition, each domain should remain faithful to the set of policies that
govern its certification process. The most important aspect of this
interoperability is the support to cross-certification between CAs. The
cross-certification can be implemented using a PKIX-CMP and other
PKCS standards such as PKCS # 7 and PKCS # 10.

Models of PKI interoperability

The obvious approach to solving PKI interoperability is the existence
of a central CA, or a point of trust. The hierarchical model includes a cen-
tralized control and unanimous support. There are other solutions that are
more flexible, such as (Connolly et al, 2005): cross-certification model,
cross-recognition model, bridge model and certificate trust list model.

A single (root) CA model is based on the existence of a CA which is-
sues certificates to all users who trust it and thus realizes the trust in their
mutual transactions. This model is sensitive to an increase in number of

536




users, which causes technical and administrative overhead of PKI sche-
mes at the state level; it also causes the multiplicity of requirements that a
CA cannot fulfill or a refusal to accept a CA, thus causing the CA security
breach which affects all users.

Strict hierarchy model. This model extends the model with a single CA
and allows specialization between CAs. With this model, users need to be
persuaded to trust the root CA, even if it does not directly issue certificates.
In this model, the root CA is a critical point of security. Compromising the
root CA causes the failure of the whole PKI. In addition, the problem may
be that the root CA, by its policies, imposes restrictions on subordinate
CAs. This model does not have the problem of interoperability and it is sui-
table for use in centralized systems.

Cross-certification (mash) model. In this model, CAs establish relati-
ons of trust according to whether they trust each other. The user can trust
an unknown CA across the certification path that leads to a local trusted
CA. However, the establishment of interoperability across the network cer-
tification is technically and logistically challenging. Interoperability is not
easily achievable between two CAs only by co-ordinating their policies and
technical systems. The problem of interoperability is complicated as the
number of cross-certifications grows even faster. The very nature of this
model, where CAs are not familiar to each other, is not an ideal approach
to establishing a multinational PKI. This model is most suitable for two or
three related CAs which are required to interoperate with each other.

Bridge CA model. This model implies the existence of a central CA
that achieves a bidirectional trust relationship with one CA of each PKI. It
represents a communication channel between the CAs that it connects, i.e.
interoperability is accomplished through it. This combines the aspects of
the root model and the mash model. The bridge CA model provides sim-
pler administration because it is required to establish only one pair of
cross-certifications with each CA rather than n? certifications (n is the
number of CAs) in a complete mash model. This model does not impose
as strict technical requirements as the mash model. With its policy, the
bridge model sets minimum requirements for connecting PKls. The model
is focused on the tasks of providing interoperability and that helps to cen-
tralize the management of interoperability problems in one organ that can
develop and promote best practices. This model allows the connection of
different models into one.

Cross-recognition model. In this model, a particular CA or PKI domain
agrees to admit other CA or the PKI domain before a lower level of techni-
cal solutions is built. This means that the user from one PKI domain can
use the information of the authority in the other PKI domain for authentica-

537

Prodanovi¢, R., et al, Model for PKI interoperability in Serbia, pp. 530-549



VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2017., Vol. 65, Issue 2

tion and vice versa. This model requires a close cooperation between the
CAs at the administrative level or the existence of an agency for accredita-
tion at the higher level. Cross-recognition allows formal and reciprocal re-
cognition by the competent PKI authorities (top trust point) of the new PKI
domain to impose, manage and enforce PKI trust standards and proces-
ses for accepting trust certificates in recognized fields. This allows that the
users of one PKI domain can rely on the certificates issued by another
domain for use in certain applications within the limits of accredited certifi-
cation policy. This model does not guarantee the status and reliability of foreign
certificates. Cross-recognition differs from cross-certification because there is no
mutual recognition between CAs. The reason is that the model of recognition is
based on the concept of an independent CA, which is licensed and accredited
in order to achieve mutual recognition of CAs. The model of recognition avoids
some of the technical interoperability issues.

Certificate trust list model. This model involves a list of CAs from tru-
sted certification authorities. The list is electronically signed to ensure its
integrity. These lists are simple and provide confidential communications.
In this way, they avoid a need for a complex cross-certification process.
These lists have led to the web model that represents the most widespre-
ad PKI interoperability across web browsers. The essence of this model is
that the certificate user trusts the issuer of the certificate trust list, and the-
refore believes CAs in the list.

Accreditation certificate model. This model was proposed by the
Australian Government during the development of Australia’s PKI (Lloyd et
al, 2001), (Australian Government, 2009). The model introduces the ac-
creditation certificate which confirms that the CA is accredited by the
Australian Government. In essence, each accredited CA has a public key
signed by the accreditation body of Australia. The process of signing pro-
vides security to users that the CA is accredited. As long as users trust the
accreditation authoritity, they will recognize each accredited CA as trusted.
This model is similar to the concept of the strict hierarchy model. However,
each accredited CA may have its own unique CP and CPS and nothing
prevents them from having only a signed public key which is not allowed in
the model of strict hierarchy.

Analysis of the Existing PKI Interoperability Models

Each of the above mentioned models of interoperability has its good
and bad sides. Not all models can solve the problem of the interoperability
of already established PKls. Such models require that interoperability be
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designed first, and then PKI architecture be established. Some models are
rigid because they enable only interoperability of CAs in the hierarchy, whi-
le others overcome this by establishing cross-relations of trust which com-
plicate the processing of certification paths. Some models implement the
policy only through the acceptance of contracts, while others can imple-
ment it through certificates. On the other hand, some models are not sui-
table for international interoperability.

In order to establish the most favorable model of trust for the establis-
hment of interoperability, the models were evaluated from the point of
scalability, processing of certification paths, application of policies, point of
failure, re-establishment of trust and the possibility of establishing the
interoperability of the existing with new national PKI domains and their
connecting with international PKI domains.

The single CA model cannot be applied to solve interoperability pro-
blems because it would involve only one CA to issue certificates for all PKI
users, and it is necessary to have at least two PKI domains in order to ac-
hieve interoperability. The introduction of this model of trust aimed at redu-
cing the number of PKI domains in order to solve the interoperability is not
a good solution because this model is not scalable. Furthermore, it is
technically and administratively demanding at the state level and cannot
meet all the requirements of users and organizations. A good feature of
this model is a rapid discovery of a certification path and validation.
Generally speaking, this model can achieve neither interoperability betwe-
en the existing PKI domains and the new PKI domains nor their
interoperability with international PKI domains.

The strict hierarchy model can be used to connect the existing PKI doma-
ins although this model connects multiple certification authorities. This model
could have achieved the PKI interoperability in the PKI domain of R. Serbia be-
fore the existing PKI domains were formed, by forming a national root certifica-
tion authority from which the existing and new PKI domains or subdomains wo-
uld have stemmed. In this way, centralized policies would have been applied
and certification paths would have been faster discovered and validated. Ho-
wever, as mentioned before, this model cannot be applied to connect the exi-
sting PKI domains, or for connecting with international PKI domains. The pro-
blem of this model is the security of the root CA because jeopardizing its
security would cause failure of all PKls in the state. The introduction of a centra-
lized root CA separately for the government domain and separately for the
commercial domain would enable faster discovering and validation of certifica-
tion paths between PKI domains which would be connected by some other
model.
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The cross-certification model can be applied for the establishment of
interoperability, but only between two or three PKI domains. Connecting
multiple PKI domains represents a technical and administrative challenge;
furthermore, it does not solve the problem of interoperability with internati-
onal PKiIs. Establishing more cross-certifications would lead to the problem
of coordination of certification policies and to the problems in the process
of discovering and validation of certification paths.

The cross-recognition model can be used to establish interoperability
between the PKI domains in R. Serbia. The PKI domains would agree to
mutually recognize the certification authorities before they build a technical
solution. This requires a close cooperation between the PKls or the exi-
stence of accreditation agencies, which currently is not the case (there is an
organizational unit in the Ministry of Trade, Tourism and Telecommunications
that works on the CA certification for entering the Register of Certification Autho-
rities issuing qualified certificates). The recognition allows formal and reciprocal
recognition of new PKI domains by the competent PKI authority (top trust point).
Trust is achieved by accepting the standards, policies and processes for the
acceptance of appropriate trust certificates in the identified fields. This way of
trust enables the users of one PKI domain to rely on the certificates of another
domain for use in specific applications within the accredited certification policy.
This model can be used as a temporary solution for the formal interoperability of
the existing PKI, until establishing a model that will enable the connection of all
existing, new and international PKls.

The certificate trust list model is a potential model for interoperability that
could be applied. In order for users to trust the certification authorities in the trust
list, it is necessary that each item in the list and the list itself are signed by a tru-
sted authority in whom all users trust. The problems of this model are the
growth of the trust list, non-existence of central administration and implementa-
tion of validation process within an organization, list update and its maintenan-
ce. The lack of scalability, the loss of central administration, policy enforcement
and additional operating costs related to the access to the list reduce the use of
this model for resolving the trust across multiple PKI domains in R. Serbia and
the trust with international PKI domains.

The accreditation certificate model includes the introduction of an ac-
creditation CA that will sign other CA certificates. In this way, users who
believe the accreditation authority also believe the users from other PKI
domain CAs to which the accreditation authority signed certificates. This
model can create trust between the PKI domains in R. Serbia by forming
the accreditation CA that would sign the keys of all root CAs thus achie-
ving interoperability with the harmonization of policies and technical issues
regarding discovering and validation of certification paths. Also, the accre-
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ditation CA would sign a CA certificate to newly added PKI domains. This
approach is possible because this model allows each accredited CA can
have its own unique CP and CPS. In addition, nothing prevents the CA
from having a self-signed public key. However, this model does not solve
the problem of interoperability with international PKI domains.

The bridge model is designed with the aim of connecting multiple PKI
domains. This model helps to centralize the management of
interoperability problems in a single body that can develop and promote
best practices. It allows the connection of different PKI architectures, inclu-
ding bridge architecture, so that all architectures merge into one thus ena-
bling interoperability. The model is scalable because it allows adding both
the existing and new PKls, reduces the number of cross-certificates and
makes it easier to discover and validate certification paths better than the
mash model. In addition, policies can be implemented through certificates,
connection with international PKls is possible, and the bridge model failure
does not affect internal operability within individual PKI domains. The pro-
blem may occur with a large number of PKI domains which complicates
the process of discovering and validation of certification paths. This model
is most acceptable for the establishment of interoperability between natio-
nal PKls in R. Serbia and their interoperability with international PKis.

Proposed PKI Interoperability Model for the Republic
of Serbia

There are six accredited certification authorities (governmental and
non-governmental) which issue qualified certificates in R. Serbia or six PKI
domains between which it is necessary to establish PKI interoperability. All
certification authorities are based on a hierarchical PKI architecture with a
root CA as the top point of trust and one or more subordinate CAs.

When choosing a model of interoperability, the following has been ta-
ken into consideration:

- processing certification paths, i.e. its discovery and validation from

the end user to the point of trust,

- determining the properties of the certificate from certificate policy, and

- determining whether the certificate is trusted for the intended

purpose.

This chapter gives a conceptual proposal of the multidomain PKI
interoperability in R. Serbia, which includes the realization of the:

- interoperability between the existing accredited PKI domains,
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- interoperability between newly established PKI domains in the

governmental and public sectors, and

- interoperability of the PKI domains in R. Serbia with international

PKI domains.

The proposed model of the interoperability of PKls in R. Serbia, Figu-
re 2, is based on the bridge model that enables interoperability between
the existing (enrolled in the Register') and new PKI domains of different
architectures (hierarchicals, mashs, bridges) as well as their connection
with international PKI domains. The basic model has been extended with
the validation authority that allows faster processing of certification paths.
As an integral part of the national PKI infrastructure, an accreditation body
that determines the general certification policy of the PKI in R. Serbia is
introduced. The introduction of an accreditation body is initiated by the fact
that governmental and public PKIs have been established without a clear
global policy on PKls in R. Serbia. This model allows the implementation of
a clear PKI policy for all PKI domains.
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Figure 2 — The proposed model of PKI interoperabilty in the Republic of Serbia
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This concept allows the connection of PKI domains which enable
electronic business between citizens, the state, government administra-
tion, local administration and local government, businesses, health, culture
and other scopes that require the safe exchange of distributed and security
sensitive data.

The bridge PKI mode i.e. the bridge CA achieves relations of trust
between different PKI domains. The trust is achieved by establishing peer-
to-peer relations of trust with the CAs of different PKI domains. The trust
with governmental and non-governmental root CAs is achieved via the
existing PKI domains.

The policy of the bridge CA defines the interoperability mechanism to
ensure trust over different PKI domains. A successful cross-certification con-
firms that an applying PKI operates in accordance with the standards, guide-
lines and practices of policy issued by the authority of interoperability. The
Memorandum of Cross-Certification (formally describing the conditions of
cross-certification) is signed between the bridge CA and an applying PKI.

One of the main advantages of using the bridge CA trust model is to
provide centralized management and automated enforcement of a valida-
tion policy. The path of trust is built by cross-certification between PKI do-
mains and the bridge CA. The policy of certificate validation may limit the
scope of trust through the established cross-certification. The application
of this policy to certificates at the time of transactions allows security and
trust of business processes between PKI domains.

Validation policies include specific rules and parameters to be used
during the validation of certificates. In this model, validation policies are
implemented through the use of policy and (or) limitations specified in
cross-certificates. Constraint policies are used to restrict the use of certifi-
cates based on the policies under which the certificate was issued.

When PKI domains enter the bridge interoperability model, in addition
to the establishment of relations of trust and the acceptance of policies, a
contract on the implemented validation policies is concluded. New PKI
domains may limit the relations of trust with other PKI domains and their
subdomains, as well as to exclude certain subdomains. This is done by
specifying a list of names (i.e. X.500 characteristic names) of all subdoma-
ins in the "name constraint" extension of cross-certificates. There is an op-
tion to include or exclude specific names or subgroup names (for example,
all of abc.gov addresses) via this mechanism.

The proposed model allows automated discovering and validation of
certification paths, including the application of restrictions. The accepted
validation policy is implemented in the extension of cross-certificate after
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codification. In this way, an automatic validation process is enabled for all
future transactions.

In the existing PKI trust models, a construction of the trust path is a
simple process because they are all based on a hierarchical architecture.
However, the process of discovering certification paths via the bridge CA
becomes a complex process due to cross-certificates. The main problem is
in the processing of certification paths which can be time-consuming for
applications using PKI in their work. This problem could be solved by
applying a protocol for simple certificate validation, named SCVP (Server-
based Certificate Validation Protocol) (Freeman, et al, 2007).

The SCVP standard defines two accesses of delegating discovering
the path of trust. In the first approach, Delegate Path Discovery, the client
delegates the task of discovering the certification paths to the SCVP ser-
ver, but not the task of its validation. In the second approach, Delegate
Path Validation, the client delegates the task of constructiing a valid certifi-
cation path and the task of validating, i.e. confirming that the public key
contained in the certificate profile can be used for its purpose. Both appro-
aches relieve the user application of the problem of discovering and valida-
ting certification paths through centralized validation policy.

A crucial factor in the development of any PKIl is to achieve scalability
to be able to meet the needs of more users. PKls in R. Serbia are based
on a hierarchical architecture, and considering that this type of arhitecture
is scalable and the easiest to implement, it is expected to witness an in-
crease in the number of PKI domains, users, and, consequently, certifica-
tes. An increased pressure from the state on all levels of government to
use the services of e-government and e-commerce will result in a large
number of transactions. This leads to a need to build validation systems
because the authentication and verification of trust of paths, as a part of
the confirmation of each transaction, must be automated, scalable and se-
cure.

The system for discovering and validating certification paths of the
proposed model has to satisfy the following requirements:

- High performance - the system has to provide quick answers to
the application's request so that users do not notice that the
validation process has started,

- High availability - the system must be available when the end user
wants to use it,

- Scalable - increasing the number of users and PKI domains
should have a minimal impact on performance, availability and
security,
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Security - the system must ensure public confidence in the
security of information exchanged in ftransactions using the
certificate,

Interoperable - a system must be based on open standards to
ensure interoperability with all applications in accordance with
appropriate standards,

Low risk - the system must be based on technology that has been
proven to work in realistic operational scenarios of equal or larger
size.

The proposed model has the following advantages over the other
models:

Centralized management and automatic implementation of
validation policy,

Automation of processing certification paths of trust between
domains, including the application of restrictions,

Automatic validation process for all subsequent transactions
without the need for any transaction, especially considering the
terms of the contract,

Expansion of the national PKI by new governmental and non-
governmental PKI architectures is simple, it does not complicate
the process of discovering certification paths and it is transparent
to users,

Breach of security of individual PKI domains does not affect the
functionality of the entire national PKI,

There are restrictions to the failure of the national PKI in the event
of compromising one private key, since more keys of the bridge
CA can be used to establish relations of trust.

Conclusion

PKI interoperability is necessary for the establishment of a national
PKI in securing electronic services that use certificates on a national and
global level. Depending on their advantages and disadvantages, the exi-
sting PKI interoperability models, can be used, to a greater or lesser ex-
tent, as standalone or in a combination with other models for the realiza-
tion of PKI interoperability. When considering the introduction of PKIl in the
country, the need for interoperability should be addressed first, then the
criteria should be established followed by the development of PKI
interoperability policies. The proposed PKI interoperability model provides
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a good basis for the improvement of the national PKI and for the connec-
tion with international PKiIs.

Further research should be carried out in the direction of organizatio-
nal solutions of the PKI interoperability in R. Serbia and concrete technical
solutions arising from the proposed model, such as the mechanism for
processing certification paths and software of the bridge certification
authority.
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MOMEJNb JOBEPUA N APXETEKTYPA
PKI B PECMYBJIMKE CEPBUA

Padomup V. MpopaHosuy®, MeaH b. ByJ'IVI‘-l6
@ Boopy»eHHble cunbl Pecnybnuku Cepbusi, MeHwTab,
YnpasneHve TenekoMMyHUKauui n nHpopmatukm (J-6)
LleHTp npuknagHom matemaTrku 1 anekTpoHuku, r. benrpag,
Pecny6nuka Cepbus
6 MwuHucTepcTBO 060pOoHbLI Pecnybnuku Cepbus,
BoeHHo-pa3BegbiBaTensHoOe areHTCTBO, . benrpaa, Pecnybnuka Cepbus

OBNACTb: nHdopmauoHHbIe TEXHOOMK
BWO CTATbW: npodeccrmoHanbHas ctaTbs
A3bIK CTATbW: aHrnuinckmin

Pe3swome:

lMpumeHeHUe  3NeKMPOHHO20  cepsuca,  UCMOMb3yWe2o
uugpposbie cepmucbukamsl  ygesudueaemcsi C KaxobiM  OHEM,
yeenu4yueaemcsi makxe U Kofiu4ecmeo 8HeOPEHHbIX UHgbpacmpyKkmyp
OMKPbLIMbIX KtoYel, 8 C853U C YeM Mos8Uiocb He0b6xo0uUMOCmb 8 UX
obbeduHeHuu U  83aumoldelicmeuu. B  daHHOU  cmambe
npedcmaesrsnieHbl  pe3yrnbmambl IPo8edeHHO020 aHanusa Modenu
e83aumodelicmeusi Mexoy pasnudHbIMU GOMeHaMu UHgbpacmpyKkmypsbl
OMKPbIMbIX  KModel U B03MOXHOCMb  UX  MPUMEHEHUs 8
ocywiecmerieHUU 83aumodelicmeusi UHbpacmpykmyp OMKPbIMbIX
krroyel 8 Pecniybrniuke Cepbusi.

lMpumeHeHue cywecmsyowux modenel e3aumodeticmeusi
paccmampusaemcsi C  MOYKU  3peHusi  Macwmabupyemocmu,
obpabomku  cepmuguUKayUOHHO20  Mapuipyma, rpuUMeHeHuUs1
MONUMUKU, MOYKU OmKa3a U 803MOXHOCTMU YCMaHOB/EHUS] HOB8bIX
dosepumeribHbiX  OmMHoweHUl. PaspabomaHa KOHUenmyarbHas
MoQerib, OCHo8aHHasi Ha Mocmoagol moderu dosepust. JaHHass modersb
obecrieyusaem  e3aumoldelicmeue  Cywecmeyrouwux U  HOBbIX
HayuoHanbHbix PKI (Public Key Infrastructure) domeHos ux coeduHeHue,
a makke nodkmodveHue K 3apybexHbiv PKI domeHam. Modernb
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pacwupeHa ganudalyUoHHbIM agmopumemom, Komopsbilti obecriedugaem
agbgpekmusHyro 0bpabomky cepmugbuKkalUOHHO20 nymu.

KntoveBble cnosa: ceptudukar, PKI cuctembl, JoMeHbl, goBepwue,
Moaernu, HppacTpykTypa.

MOJE 3A PKI UHTEPOIMEPABUITHOCT
Y PENYBINLN CPEUNJIN

Padomup W. Mpogaxosuh®, Mear B. Bynnh®

¥ Bojcka Cpbuje, MeHepanwutab, Ynpasa 3a TenekoMyHuKaumje
n nHdopmatuky (J-6),
LleHTap 3a npuMereHy MaTeMaTuKy 1 enekTpoHuky, beorpag,
Peny6nuka Cpbuja

® MunucTapcteo onbpate Peny6rivke Cp6ije,
BojHoobaBewTajHa areHuuja, beorpaa, Peny6nuka Cpbuja

OBNACT: uHcdopmaumoHe TexHonoruje
BPCTA YJTAHKA: cTpy4Hn YnaHak
JESNK YJTAHKA: eHrneckm

Caxemak:

Cee eeha npumeHa €eIeKMPOHCKUX cepauca Koju Kopucme
eJIeKIMPOHCKe ~ cepmugbukame U cee 8uwe  UMIIeMeHmuUpaHux
UHGbpacmpyKmypa jasHUX Kiby4egea yCcriogusiu cy rnompeby 3a HUuxosum
mefycobHUM rnogesusaH-em, OOHOCHO ocmeapusaH-em
uHmMeponepabunHocmu. Y o8om pady u3epuieHa je aHanusa modesia 3a
UHmMepornepabunHocm usmeRy pasnudumx OoMeHa UHbpacmpykmype
jasHux K/bydesa U Huxoea Moayha npumeHa y ocmeapusary
uHmepornepabuiHocmu  UHbpacmpykmypa — jaeHux — Kibydeea Yy
Penybnuuu Cpbuju. lpumeHa rnocmojehux molena
UHMepornepabunHocmu caanedaHa je ca acriekma ckanaburHocmu,
0bpade cepmuchbukayuoHe cmase, npUMeHe nonumuKka, madyke omkasa u
MoayhHocmu MOHOBHO2 ycriocmasrbarba rosepersa. [lpedrioxeH je
KoHUenmyasnHu moden 3acHoeaH Ha MOCMOBHOM MoOesly rosepera.
Oesaj moder obesbehyje ycriocmasy uHmeponepabunHocmu nocmojehux,
Hosux HauuoHasnHux PKI (Public Key Infrastructure) domeHa, HUx080
MehycobHO rnoge3usar-e, Kao U roge3usare ca uHocmpaHum PKI
OomeHuma. Moden je npowupeH sanudayuUoHUM aymopumemom Koju
obesbehyje echukacHujy obpady cepmucbukaylioHe cmase.

KrbyyHe peuu: cepTugumkar, PKI cuctemu, OOMEHN,
WHTEeponepabunHocT, Mogenn, MHPPacTpyKTypa.
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