VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2017, Vol. 65, Issue 4

TYPES OF INFORMATION WARFARE
AND EXAMPLES OF MALICIOUS
PROGRAMS OF INFORMATION
WARFARE

Dragan Z. Damjanovic

Zrenjanin, Republic of Serbia,

e-mail: damjanovic1971@gmail.com,

ORCID iD: ‘#http://orcid.org/0000-0001-8169-4507

http://dx.doi.org/10.5937/vojtehg65-13590

FIELD: Informatics
ARTICLE TYPE: Professional Papers
ARTICLE LANGUAGE: English

Abstract:

The possibilities of the information management system are unimaginable.
"Information warfare" (IW), defined as a targeted effort to undermine and
neutralize hostile command and control systems for the purpose of
protecting and coordinating the activities of command and control systems
of friendly forces, is a frequently used term. Most of modern political and
military systems of command and control are based on high speeds of
computer-based communication. Hence, the information infrastructure is
the "infomercial” arena in which information warfare is conducted. Every
system or a person that forms part of this sphere is a potential target in
IW. The form of information warfare is the way of its exposure and it is
expressed through the structure of events and activities related to the
processes that take place in it. This means that the form of information
warfare is a special feature that distinguishes it qualitatively from other
forms. It is evident that information warfare dramatically affects the mode
of war, regardless of whether it is only an evolutionary period or
represents a revolutionary development.

Key words: terrorism, systems, Internet, command and control systems,
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Introduction

Every day we witness the incomprehensible capabilities of the
information management system. For this reason, it is no wonder that in
the daily conversation, "information warfare" (IW) is often mentioned. It is
sometimes even regarded as a future cornerstone of the future military
doctrines of some countries, even of those most developed ones.




Information warfare has enormous political, technical, operational, and
legal implications for the military. Therefore, here we will try to define IW,
identify potential military uses and applications, as well as the problems
that are responsible for the implementation of this new doctrine.

What is information warfare?

Information Warfare (IW) is a targeted effort to undercut and
neutralize the enemy's command and control system for the purpose of
protecting and coordinating the activities of the command and control
system of friendly forces (Blair, 2001).

Information warfare may include (Reisman & Antoniou, 1994):

— collecting tactical information,

— checking the accuracy of information,

— spreading propaganda and disinformation to demoralize or
manipulate the opponent and the public,

— undermining the quality of opponent information,

— denying the opponent the opportunity to collect information.

Some governments spend billions of dollars to establish agencies that
will collect and store information about potential threats to their security.
Information is a strategic advantage (Campen, 2002).

This is a fact first understood by computer hackers, many of whom
are currently serving long-term prison sentences, precisely because of
attempts to alienate confidential information.

Types of information warfare

The form of information warfare is the way of its exposure and it is
expressed through the structure of events and activities related to the
processes that take place in it. This means that the form of information
warfare is a special feature that distinguishes it qualitatively from other
forms.

In the available literature dealing with information warfare, there are
more views on the forms of its manifestation, the most widespread
perceptions being those of eminent experts from that area Schwartau and
Libbicky’s.

Winn Schwartau classifies information warfare in three groups:
1) personal information warfare; 2) corporate information warfare; 3) global
information warfare (Petrovi¢, 2001).

According to Martin Libicki, information warfare occurs in the following
forms: 1) warfare in the sphere of command and control; 2) intelligence
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warfare; 3) electronic warfare; 4) psychological warfare; 5) hacker warfare;
6) economic-information warfare; 7) cyber warfare (Libicki, 1995). All of
these forms are connected, especially hacker warfare and cyber warfare
that are not completely disjunctive.

The official definition of the US Department of Defense on warfare in
command and control is: "Command and Control Warfare is a military
strategy that applies information warfare on the battlefield in order to
separate the command structure of the opponents’ from the units they
command (the original English term is to be defeated) (Libicki, 1995).
Defusing can be done by damaging the head (commander, command
post) or door (communication), depending on different tactical and
strategic purposes. Libicki believes it is much more important than finding
the physical location of a commander finding a command post.
Attacking the command positions, especially if it is timely adjusted, may
have exceptional operational consequences and it is not necessary for the
opponent to be "beheaded”. In most situations, the command post is a
knot in the entire structure of the opponent and its elimination is rarely
missed if such a possibility is indicated.

It can be destroyed by classic bombs, but also by interrupting power
supplies, electromagnetic interference, computer viruses, interrupting
communications, etc. (Libicki, 1995). "Damage to the Door" means the
intersection of communications by the enemy, which makes command and
control incapacitated, which has a decisive influence on the final outcome
of the conflict.

War in the sphere of command and control can be conducted
offensively (C2 - attack) and defensively (C2 protect) (United States
Department of the Army, 1993). Based on the above, it can be concluded
that the aim of C2W is to degrade or destroy the opponents' potential for
command and control while at the same time protecting their own C2
potentials from such activities.

Intelligence is an activity that aims at finding goals, evaluating combat
actions, preventing surprises, etc. Primary intelligence sources can be
classified into different categories: Human Intelligence (HUMINT), Signal
Intelligence (SIGINT), Technical Intelligence (TECHINT) and others
(Group of authors, 2000). In Brussels, on February 23, 2000, the European
Parliament began a debate on a planetary spy network, called "Echelon".
A network of 120 satellites covers the entire planet and makes a system
that is able to control 2 billion messages daily, thanks to artificial
intelligence and given key words. According to some western papers that
are difficult to verify, the most commonly used keywords for automatic
messaging devices in Echelon regional centers are: "kill the president",
"anarchy", Glock-26 - a ceramic gun impossible to detect by metal
detectors and other. The Echelon's satellite spy system, therefore, deals
with the collection and analysis of various (political, security, economic,




technological, trade, etc.) data. The only control center in Gloucester (UK)
employs 15,000 people who are involved in the analysis of collected data
(Prvulovi¢, 2002).

Electronic warfare is warfare in which electronic and other means
directly affect the enemy's electronic means and systems as well as
combat systems and weapons based on their use of electronics.
Electronic warfare is also defined as a military activity that involves the
use of electromagnetic and targeted energy in terms of dominating and
managing events in the electromagnetic spectrum and in terms of an
electronic attack on the enemy and its combat systems. Schlecher
defines electronic warfare as "a military action aimed at controlling the
electromagnetic spectrum” (Schleher, 1999). According to a study by the
Faculty of Electrical Engineering, University of Belgrade, electronic
warfare is a set of military actions whose main goal is to control
electromagnetic space, its domain. In the context of information and
electronic war relation, electronic war is considered to be a subset of
information warfare (Group of authors, 2000).

In FM-105 rule, electronic warfare is defined as "any military action
involving the use of electromagnetic and targeted energy to control the
electromagnetic spectrum (EMS) or an attack on an opponent.” (United
States Department of the Army, 1993). Electronic warfare is, in essence,
the battle for the control of the electromagnetic spectrum.

In order to achieve the stated goal, activities that have an offensive
character - Electronic Attack (EA) and defensive character - Electronic
Protection (EP) are applied. In addition, Electronic Support (ES)
represents activities aimed at collecting information for the needs of EA,
EP, avoiding opponents’ actions, using their own combat resources
(Group of authors, 2000).

An electronic attack is a part of electronic warfare involving the use
of electromagnetic energy or targeted energy for an attack in order to
degrade, neutralize or destroy the opponents’ combat potentials.
Electronic jamming and deception are "soft kill" measures while "hard kill"
measures are the effects of self-inflicted missiles on electromagnetic
radiation (Anti-Radiation Missile — ARM) and action directed
electromagnetic energy (Directed Electromagnetic Weapons - DEW).
Electronic protection is a part of electronic warfare that encompasses
activities aimed at protecting one's own people and means of the effects
of electronic warfare by an opponent, and from unintentional emissions
generated by own transmitters that can degrade, neutralize or destroy
the combat potentials of their own forces.
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Electronic support is a part of electronic warfare that includes
activities of discovering, identifying, and location of sources of deliberate or
unintentional radiation of electromagnetic energy to detect opponents™
actions, to discover the location of targets, to plan and implement support
for electronic warfare and other tactical activities. Information about an
opponent collected through electronic warfare has a significant intelligence
dimension, and then electronic warfare can be viewed as intelligence
warfare. However, intelligence warfare is in the function of planning and
conducting electronic warfare and, in particular, the formation of an
electronic picture of the battlefield. Therefore, the relation between
electronic and intelligence warfare best describes the term coordination,
which is also characteristic of some other forms of information warfare
(Vuleti¢, 2005).

Szafranski under psychological warfare involves the use of
information against the human mind (Szafranski, 1995). The United States
considers psychological warfare an integral part of any armed conflict. Due
to the great importance given to this form of IW, many professional and
scientific institutions, faculties, research centers, institutes are engaged in
the USA. A comprehensive system of military authorities and units for
psychological warfare has been developed in this country. They are
smaller in composition and narrow-specialized (10-15 members) so they
can be combined for specific tasks. In the US military rule FM-106, the
notion of psychological warfare is reduced and, at the operational level, it
is talking about psychological operations. This document states that
"psychological operations have the goal of transmitting selected
information and indicators intended for foreign listeners and viewers in
order to influence their emotions, motives and objective reasoning and,
ultimately, the behavior of foreign governments, organizations, groups and
individuals to achieve their own interests and goals. "The main goal of a
psychological operation in protecting one's own command and control
system is to minimize the effects of opponent's propaganda and activities
in order to disinfect their own strengths and the population. The goal of
PSYOP (psychological operations) is to influence the attitudes and
behaviors of those they are pursuing (United States Department of the
Army, 1996). According to the American philosopher and political scientist
from the late twentieth century, Noam Chomsky, this method of conducting
psychological warfare plays an important role and affects about 20% of the
population, relatively educated, who takes part in making certain decisions.
Media action on this structure of people and their acceptance of doctrine is
crucial because they can take part in the creation and implementation of
politics. The other part or 80% of the population is merely an observer of
events, they should execute orders, messages and tasks and not interfere
with the affairs of decision makers. This part of the population is just
becoming a target of mass media, whose goal is that these people are




mere observers of events and perpetrators, who should not be tired of
what is happening in the world (Stoki¢, 1995).

Hacker Warfare is one of the forms of information warfare that are
most often performed by individuals. A hacker attack is usually aimed at
congestion and changing the content of the attacked web site. Because of
their functional and physical characteristics, computer systems represent
an ideal target for attackers. In order to check the resilience of its computer
networks against attacks by hackers, in 1994 the Defense Information
Security Agency (DISA) tested and formed its own hacker team and
ordered them to attack Pentagon computer networks over the Internet.
After completing the testing, DISA's official position is that they are not
prepared to defend themselves from the "electronic version of Perl Harbur"
and that their computer structure is not safe (Munro, 1995). In October
1994, a Pentagon warned against a growing threat that goes beyond
isolated, though irritating and increasingly frequent hacking attempts. It is
about organized attacks on a wider, coordinated basis with strategic
implications. Behind these threats can be terrorist groups or some
countries and it is very difficult to detect them. The use of hacker warfare
depends to a large extent on the number of computers in use and the
number of Internet users. The degree of integration of computer networks
is inversely proportional to the effects of hacker warfare. In contemporary
conflicts and technologically inferior countries, they have the opportunity to
successfully conduct hacker warfare.

The term "economic-information warfare" is still not fully defined, but it
is clear that this form of information warfare is guided by information of
economic significance for the conflicting parties. Information of economic
importance can be information about various contracts, development
strategy of the company, internal structure and organization, marketing
and production plans, investments and more. It is obvious that, in a global
context, the “conflict” of the economic and intelligence services is
constantly present, around confidential information that would be used
against its competitors in the interests of its companies. This "conflict"
essentially constitutes an economic (or an industrial) espionage. Former
CIA director George Tenet pointed out that the economy was the primary
area of intelligence work in the 1990s. Foreign espionage, and after so
many years after the end of the Cold War, remains a major threat to
Russian national interests, said Nikolai Kovalyov, the then head of the
Federal Security Service (FSB) of Russia. The case of a spyware attack
on IBM (International Business Machines), which was carried out by some
twenty people who worked for Japanese Hitachi, is known to have stolen
confidential information worth between 750 million and 2.5 billion dollars
over the course of three years. The operation was cut in 1982 by the FBI in
its famous sting operation. In 1997, General Motors made a loss of $ 100
million just because one side company developed a vehicle based on data
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stolen from its premises (Munro, 1995). After analyzing all the methods
and techniques (legal and illegal) of economic and information warfare on
the world market, especially due to the fact that most countries do not
have technologically equipped and efficient economic intelligence systems,
an idea of special agencies that can provide such professional services
emerged. The agency's job can be offensive (to help break a certain
company or state into the global market by revealing confidential economic
information about a particular market and rival companies or to expel a
competitor from the game by various techniques) or defensive (to protect a
country or company from the theft of industrial and business secrets, to
disclose the use of corruption or other illegal means by a competitor in a
particular business, thereby hindering that business, etc.).

The growing dependence of the society on information and
communication technology creates numerous weak points. Because of
these critical points, as well as due to the accentuated complexity and
strong interdependence, national infrastructures that connect, run and
serve computers have become extremely sensitive. The connectivity of
network communications increases their vulnerability, due to the greater
possibility of accessing the information structure from various parts of the
world. Cyberspace is an area that provides new opportunities for warfare.
Arkville and Ronfield defined cyber warfare as a series of actions that
break or destroy the opponents' information and communication systems
(Arquilla & Ronfeldt, 1995). Cyber warfare can be conducted offensively or
defensively. The object of cyber attack can be everything that connects,
launches and serves computers (military computer systems, state
administration systems, air and rail traffic control systems, gas, water and
electricity supply systems, and others). Given their importance, purpose
and number, especially in the developed countries of the West, it is evident
that the information environment offers cyber attackers the right wealth of
choices of highly valued goals. Recognizing the growing problem, in order
to protect the national information infrastructure, the United Task Force on
Computer Network Defense (JTF-CND) was formed in 1998 in the United
States. Its task is to monitor all existing and potential attacks on the
information systems of the US Department of Defense, to link all federal
agencies to the unique network and national infrastructure protection
center and, in the event of an attack, to enable a quick network recovery
and respond adequately. In February 2003, the National Strategy for the
Security of Cyberspace, which provides the basis for the protection of vital
national infrastructure (United States Department of Defense, 2015), was
adopted in the USA. Cyber attacks are more extensive, more
sophisticated, better coordinated than hacking attacks and directed
towards the enemy's significant goals. The use of cyber warfare depends
to a large extent on the number of computers in use and the number of
Internet users. In an armed conflict, computer attacks may only be carried




out by members of the armed forces with a careful assessment of the
potential damage to the attacked target.

Examples of malicious programs of information
warfare

Most of the modern political and military systems of command and
control are based on high speeds of computer-based communication.
Hence, the information infrastructure is the "infomercial" arena in which
information warfare is conducted. Every system or a person that is part of
this sphere is a potential target in IW. Therefore, it is necessary to first
identify, isolate and analyze each element of the enemy infosphere. They
then deny, destroy, or make useless data that should reach the opponent.
It is even more harmful if false information is inserted, and in this way the
enemy starts to make wrong decisions (Toffler, 1993).

In addition, IW can influence political, economic or military goals
through: conferences for journalists of important personalities, sabotage of
the economy, sabotage of development facilities and scientific research,
sabotage of satellite communications, destruction of the information
network (Leonhard, 2008).

Information operations are planned for the transmission of selected
information to a foreign population in order to influence their feelings and
objective judgment, and therefore the behavior of foreign governments,
organizations and society. The purpose of information operations is to
encourage or reinforce foreign attitudes and behaviors suitable for
achieving the political and military objectives of the information operations
initiators. In these operations, propaganda methods from the field of
psychological warfare are often used, and such operations are often
referred to as information-propaganda activities. An example of such an
operation can be found in the use of the term Palestinian state, which was
used by the PLO around 1964, although it never officially existed, which
meant a non-dewish, non-Israeli country. In this operation it was important
to release certain information into circulation. After that, it was first used by
journalists, then by public opinion, and finally by politicians (de Arcangelis,
1999).

A person who has an unauthorized access to computer and
telephone systems is called a hacker, and the friker term may also be
heard (Sterling, 1992).

Since the 1970s when they first appeared, they have repeatedly
shown their talent in overcoming computer security systems for accessing
information. Not only that. They even approached the databases of various
corporations and agencies, and thus caused damage in millions of dollars

(Schwartau, 1994).
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In order to achieve this, certain funds are needed, so-called
Weapons. They can be divided into four categories: software, hardware,
electromagnetic systems, and other means (Baker, 1998). The software
consists of programs designed to collect, alter, deny information or even
destroy the hostile infosphere. Examples of such software have even
exotic names: demons, viruses, Trojan horses or Trojans, logic bombs,
etc. (Trainor & Krasnewich, 2009).

A demon is a program which, when installed or introduced into the
system, records all commands that are entered. It can detect access
codes, encryption keys, or similar information. A similar program is a
sniffer.

Virus is a program that after attacking files files on the computer or
those on the network. It extends to other files without any real damage or
can make them unusable, causing deletion of files.

"Virus is a program or code that replicates itself in other files that it
contacts. Any program, a boot sector, a document that supports macros
can be infected and infected by changing the contents of that file and
copying its code in it.

A computer virus usually consists of two parts.

— The first part is a self-copying code that allows the propagation of

the virus

— The second part is useful information that can be harmless or

dangerous.

Some consist only of a self-copying code. Sometimes a virus requires
the interaction of a person to propagate such as launching a program that
contains a virus or opening an infected file.The first true ancestor of
today's virus was the Prevading animal that was able to access other
programs on the UNIVAC 1108 computer system. The first confirmed
finding of a computer virus was in 1981 and it was called Elk Cloner. This
virus infected the BOOT diskette sector for Apple Il computers. In 1988, it
was the Jerusalem virus that erased all running programs, and in 1989
Datacrime was able to execute the low-lewel format of the zero path on the
disk. In the same year, a real virus firm was activated in Bulgaria. At least 50
viruses including New Zealand and Michelangelo have been created so far.

A biological virus cannot reproduce itself, but it can capture the cells
of another organism and use the reproductive mechanism of each host cell
to make its own copy. New copies leave the host and look for new hosts to
repeat the process. The software virus works the same way. It extends
from a program to a program, or from a disk to a disk, and uses every
infected program, file, or disk to make as many of its copies as possible.
Virus software is usually hidden in the operating system of the computer or
in application programs. Some viruses do nothing but playback, others




display messages on the computer screen while others destroy data or
delete discs.

One of the most famous email viruses was the Melissa virus.
Melissa spread like a fire among Windows systems, infecting 90000
systems in just a few days. Melissa was not designed to damage the
systems, but suddenly a message burst out some email servers. The 30-
year-old author of the Melissa virus, a resident of New Jersey,attracted by
a Melissa player, was discovered and prosecuted (Milosavljevi¢ et al,
2013, p.281).

Viruses can be transmitted in many ways, and nowadays virtually all
viruses are transmitted over the Internet, and can also be transmitted by
diskettes, interchangeable hard disks, compact discs and other removable
media.

Trojan horses in computer jargon are malicious programs that are
"masked” as useful or expanding "attached” to other useful programs.
"Trojans” usually do unwanted actions in a computer, hidden in the
"background". The most common of these unwanted actions is the
disclosure of user passwords, bank information and other confidential
information by "eavesdropping” the data exchange or simply by reading
those files, and reporting them to the "owner” of theTrojan horse.

There are also Trojan horses in the police service dealing with the
collection of information for the purpose of detecting a criminal offense
(Remote Forensic Software). This form of citizen spying is enforceable in
some countries and is carried out under a court order, in some, despite the
conflict with the Constitution, in the preparation phase, while in some
cases it has been rejected. Such Trojans are spread by installing or
updating commercial operating systems and other software and hardware
components of computers, as well as through Internet providers by
infiltrating into existing data transfer mechanisms, which must, in their
products and services, be provided at the request of the country
concerned.

Famous Trojan horses

— Back Orifice

— Netbus

—  SubSeven.

"Trojan horse is a program that can do something useful while
simultaneously carrying out some secretly destructive work. As in the old
story of a wooden horse that brought Greek soldiers through the gates of
Troy, a software trojan horse hides the real enemy. These programs often
have game-like names or user programs. When an inexperienced
individual takes over and launches such a program, he can erase files,
alter data, or cause another type of damage. Some network saboteurs use
Trojan horses to pass secret information to other unauthorized users.
One type of Trojan horse - a logic bomb is programmed to attack as a
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reaction to a particular event or sequence of events. For example, a
programmer can install a logic bomb designed to destroy data files if a
programmer ever appears on a list released in the company's personal
service file. A logic bomb can be activated when a particular user logs in,
when he enters a special code into the database field, or when the user
performs a certain order of actions. If a logic bomb is triggered by an event
associated with a timer, it is called a timed bomb. There is a well-known
virus with a logic bomb, programmed to destroy computer files with data
on Michelangelo's birthday (Milosavljevi¢ et al, 2013, p.281).

Spyware is a broad category of malware created to partially intercept
or take control of the computer without the knowledge or permission of the
user. Although the name suggests that it is about programs that monitor
the work of users, this name today denotes a wide range of programs that
exploit the computer to gain benefits for a third party. The spy is different
from virus and worm in that it usually does not reproduce itself. Like many
new viruses, a spy is designed to exploit infected computers for
commercial gain. Typical tactics are displaying pop-up ads, stealing
personal data (including financial information such as credit card numbers
and passwords), tracking online activities for marketing purposes, or
redirecting HT TP requests to advertisement pages. In some cases, the spy
is used to check compliance with the license terms for using the program.

Infection in most cases occurs when opening pages with illegal or
pornographic content.

Computer worms are computer programs that multiply themselves.
They use computer networks to copy to other computers, often without the
influence of the man. Unlike viruses, they do not have to infect other
programs by their actions. They can also be accessed as a file in the e-
mail, and their access to the computer allows for gaps in operating
systems and applications. Worms make the network more difficult, and can
damage data and reduce computer security.
Internet worms and viruses create problems for infected computers, but
worms can do more damage due to network traffic that they generate
when expanding the Internet. For example, SQL Slammer worm doubled
in January 2003 the number of infected computers every 8.5 seconds.

The first known worm was made by a Kornel University student during
an experiment in 1988. The worm was accidentally released onto the
Internet and blocked 6000 computers across the United States. In the
summer of 2001, a worm called Code Red appeared. Its target was
Internet services that run under Microsoft servers. The US government
and Microsoft have sent warnings about worms and made free software
patches to protect the server (Miles et al, 2017).

Security and reliability issues are the most critical in military
applications. For the successful implementation of the mission, the army
must make sure that its systems are safe from spying and enemy attacks.




At the same time, many modern military applications are pushing the
boundaries of information technology beyond what they have ever been.
Huge assets are invested in the development of smart weapons - missiles
that use a computerized guidance system to locate the target. Command
guidance system allows the operator to control the missile path.

Self-powered self-propelled projectiles can monitor moving targets
without human assistance, using infrared thermal self-leveling devices or
"visual pattern recognition” technology. Weapons using "smart” guidance
systems can be extremely precise in determining the exact position of
enemy targets in many cases. One problem with high-tech weapons is
that they reduce the time that people have to make a decision between
life or death. As the time for making a decision decreases, the possibility
of error increases.

An even more controversial possibility is for people to be completely
excluded from the decision-making process. The trend in military research
is clear about weapons that require almost immediate reactions - what only
computers can do. An autonomous system is a complex system that can
assume almost complete responsibility for the task without human data
entry, verification or decision making. The automated defense system from
the projectiles has been stirring up public hearings on false alarms. But for
many who understand the limitations of the computer, the biggest question
is the reliability of the software. Tavi systems require tens of millions of
program code lines. The system cannot be fully tested in advance because
there is no way to precisely simulate unpredictable global war conditions.
In order to operate efficiently, the system should be absolutely reliable. A
small mistake can lead to a major disaster. Many military experts suggest
that future wars may not be conducted in the air, on land or in the sea. The
front line of the future can be in the cyber space. Attacking connected
computer networks, the enemy can damage telecommunications systems,
power lines, banking and financial systems, hospitals and medical
systems, water and gas supplies, oil pipelines and emergency government
services without the use of conventional weapons (Milosavijevi¢ & Miskovié,
2011).

Conclusion

The doctrine of IW has significant implications for modern military
theories. Now an enemy soldier is no longer a big target. The effort is
aimed at preventing communication between the command and the
soldiers, in order to prevent the coordinated actions of the enemy. This can
be achieved by breaking into the command and control system of the
enemy and its infantry by using computer systems of weapons and
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software attacks. Goals can be of military, political or economic
significance. Still, many questions remain unresolved. Intelligence
agencies need to evaluate the benefits of coordinated hacking and
tampering and obtaining important information.

The nineties of the twentieth and the beginning of the twenty-first
century will be recorded in the world history as a period of expansion of the
applications of various forms of information warfare. Based on the above
facts, it can be concluded that the application of a particular IW form
depends on a number of circumstances (eg funds available) and is
determined by the goals to be achieved. An analysis of the application of
information warfare in contemporary conflicts provides an answer to the
question of which the form of information warfare is permanent and which
is a temporary companion of armed conflicts. Permanent forms of
information warfare are C2W, EW and psychological warfare. Hacking,
economic-information and cyber warfare are occasional and very often
used forms of information warfare in contemporary conflicts.
First of all, it takes a lot of studies and discussions to make the theory of
information warfare a practical doctrine. It is evident that information
warfare will dramatically affect the mode of war, regardless of whether it is
only an evolutionary period or represents a revolutionary development. All
in all, there are great efforts by individuals and groups of researchers that
information warfare become a part of the military service in the 21st
century.
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®OPMbl UHOOPMALMOHHBLIX BOVH U NMPUMEPbI
BPEOOHOCHbIX NMPOIr'PAMM B KUBEPBOWHE

[paeax 3. JamaHoBu4
r. 3peHsiHuH, Pecnybnuka Cepbus

OBNACTb: nHdopmaTtuka
BWAO CTATbW: npodeccroHanbHas ctaTbs
A3bIK CTATbW: aHrnuinckmn

Pesome:

Heucyepriaembie ~ 803MOXHOCMU  cucmeMbl  UHQOOPMaUUOHHO20
yrpaeneHusi ¢ KaxObiM OHeM cmaHoesmcsi ece b6oriee 04Ye8UOHBI.
OuyeBUOHO U UX MPUMEHEHUE 8 mak Ha3bieaeMol «UHGOPMayUOHHOU
e8oliHe» (VMB), komopasi npedcmasrnisiem cobol uesieHarnpasieHHble
Oelicmeusi, npednpuHsmbie 0Onsi  OOCMUXeHUsT UHGOPMaUUOHHO20
npesocxodcmea, nymém HaHeceHus ywepba, U rPomueHUKa npu
0OHO8pEMEHHOU 3auwume u ynpasneHuu UHgbopmauued,
UHGbOPMaUUOHHBLIMU fipoyeccamu U UHGhOpMayUOHHbLIMU cucmemMamu Kak
c8oUx CcobCmBeHHbIX, maK U OpyXecmeeHHbIX cus. bonbwuHcmeo
CO8PEMEHHbIX MOIUMUYECKUX U B0EHHbIX CcucmeM yrpaeneHuss u
KoMaHAoB8aHUSsI UCIO/Ib3YHM 8bICOKOPOCKOPOCMHYH C8513b MpU MOMOUU
Komribtomepa. Takum obpa3oM, UHGhOpMayuUOHHas UHgpacmpykmypa
unu «uHgocghepa» cmarna apeHol 0Onsi KubepeoliHbl. JTlobasi cucmema
unu - YeriogeK, Haxodsauuecsi 8 30He «UHQOCepbl»  A6NAHMmMCcs
rmomeHyuanbHoU  MUWEHbO 8  UHGhopMauyuoHHOU  eoliHe. ®opma
UHopMayuoHHOU 80UHbI rposierisemcsi 8 criocobax eosdelicmeaus,
sKIroqarwux npedcmasrieHue cmpykmypbl cobbimuti u deticmeud,
cesi3aHHbIX C [poyeccamu, KOmopble poucxodsam 8 ee paMKax.
Kubepeolina no ceoeli HeopduHapHoOU ¢bopMe  CyuecmeeHHo
omrnudaemcsi om OJpyeux eudos eoUH. Ee nosierneHue, 6e3ycroeHo,
enusiem Ha MemoObl 80EHHO20 Oesfla BHOCS KaK 380/IFOUUOHHOU, mak U
PEBOITIOUUOHHOU Xapakmep 8 pa3sumue 80eHHOU cmpameauu.

Knrodegbie crosa: meppopusam, cucmeMbl, UHMepHem, cucmemsbl
KoMaHO0BaHUsI U yrpaesneHusi, yrpasneHue u KOHMpoJib.

oMU NHPOPMALIMOHOTI PATOBAHA U NMPUMEPK
3NOHAMEPHWX NMPOITPAMA KOMIMNJYTEPCKOIr PATOBAHA

Hpazar 3. NamjaHoBuh
3peraHuH, Penybnuka Cpbuja

OBJIACT: nHcdopmaTtmka
BPCTA YJIAHKA: cTpy4HuM unaHak
JE3UK YJTAHKA: cpncku




Caxxemak:

MoeyhHocmu cucmema 3a yrpaerbare UHghopMauujama cy Hecaeneduse. Cee
yewhe ce nomurse ,uHgopmaLUoHO pamoegarse” (UP) koje ce deghuHuLue Kao
yCMepeHU Harop 0a ce u3splwiU rodpusar-e U Heympasulie HerpujamerbCeKu
cucmem KomaHOe U KOHmMporie padu 3auwimume U KoopOuHauuje akmueHocmu
cucmema KomaHOe U KOHmMporie rpujamesbCKux cHaea. BehuHa modepHux
MOMUMUYKUX U 80jHUX cucmema KomMaHOe U KOHMposie 3acHuea ce Ha 8LUICOKUM
bp3uHamMa KomyHuKauuje romohy komrjymepa. Omyda je uHgbopmayuoHa
UHgbpacmpykmypa, OOHOCHO uHbocgbepa’, apeHa y Kojoj ce 8odu
uHgbopmayuoHo pamoearke. Ceaku cucmem unu fuue Koju cy deo ose cehepe
npedcmaerba nomexyujarnHy memy y VIP. Obriuk uHgbopMayUoHo2 pamoegarsa
Je Ha4uH H-e20802 eKCrIoHUparka U UcKasyje ce Kpo3 cmpykmypy Oozafjaja u
aKmueHoCMU 8e3aHuUX 3a MNpouece Koju ce y Hemy odsujajy. To 3Ha4u da je
00nuK  UHGhopMayLUoHo2 pamoearsa ocebHa KapaKkmepucmuka Koja ea
KeasumamueHo paafiukyje 00 Jdpyeux obrnuka. EeudeHmHo je Oa
UHGbOpMAaUUOHO pamoearse OpaMamuyHO ymuye Ha HadquH pamoearsa be3
ob3upa Ha mo Oa /U je OHO camMo egosTyumueHU repuod unu npedcmaerba
PEeBOITYULIOHaPHU Pa3eo;.

Krby4yHe peyu: mepopu3am, cucmemu, UHMEepHem, KOMaHOHU U

KOHMPOIIHU cucmemu, KoMaHde U KoHmporie.
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