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Abstract:

This paper presents a review of three datasets, namely KDD Cup ‘99,
NSL-KDD and Kyoto 2006+ datasets, which are widely used in
researching intrusion detection in computer networks. The KDD Cup ‘99
dataset consists of five million records, each containing 41 features which
can classify malicious attacks into four classes: Probe, DoS, U2R and
R2L. The KDD Cup 99 dataset cannot reflect real traffic data since it was
generated by simulation over a virtual computer network. In the NSL-KDD
dataset, redundant and duplicate records form the KDD Cup ‘99 dataset
are removed from training and test sets, respectively. The Kyoto 2006+
dataset is built on real three year-network traffic data which are labeled as
normal (no attack), attack (known attack) and unknown attack. The Kyoto
2006+ dataset contains 14 statistical features derived from the KDD Cup
‘99 dataset and 10 additional features.

Key words: KDD Cup 99, NSL-KDD, Kyoto 2006+, computer network,
intrusion detection.

Introduction

Intrusion can be understood as an attempt to violate information
protection, data integrity and resource accessibility (Proti¢, 2016, pp.483-
495). The most popular way to protect a computer network from various
malicious activities is to detect intrusion by using an intrusion detection
system (IDS). The IDS consists of software applications and/or hardware
devices that constantly monitor computer network for suspicious
activities, and trigger intrusion alarms if unknown or malicious activities
are detected. There are typically two kinds of IDSs. A host-based IDS
detects and identifies any system changes by analyzing system or server
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log files and comparing them against database of common signatures for
known attacks. A network-based IDS monitors network traffic and checks
for irregular behavior by inspecting the content and header information of
all packets to protect the system from network-based threats.

There are two well-known systems for monitoring, analyzing and
detecting network security violation. Misuse-based systems rely on
pattern recognition and maintain the base of indicators (signatures)
extracted from previous attacks. Anomaly-based systems build statistical
models of normal network traffic and observe abnormalities in order to
detect what is anomalous.

For several decades, a lot of researchers have suggested to use
three most known datasets, namely KDD Cup ‘99, NSL-KDD and Kyoto
2006+ datasets, to design anomaly-based IDSs and develop various
tools for computer network security protection. The KDD Cup ‘99 dataset
is a collection of data transferred from virtual environment to be used for
the Third Data Mining and Knowledge Discovery Competition on
computer network intrusion detection. The task for the learning contest
was to learn a predictive model (i.e. classifier) capable of distinguishing
between legitimate and illegitimate connections in a computer network
(SIGKDD - KDD Cup, 2018). The KDD Cup ‘99 dataset is the subset of
1998 DARPA dataset that was collected by simulation of the operation of
a typical US Air Force Local Area Network (LAN) with multiple attacks
classified into four categories: probe, denial of service, user to root and
remote to local. KDD Cup ‘99 dataset records contain 41 features which
fall into four categories: basic, traffic, content and host related ones
(Aggarwal & Sharma, 2015, pp.842-851).

Since the KDD Cup ‘99 dataset is a simulation of network traffic,
there is a huge number of redundant records in the training set and
duplicate records in the test set which prevent classifying the other
records which are not redundant. To solve these issues, a new NSL-KDD
dataset was proposed (Tavallaee et al, 2009). The NSL-KDD dataset
consists of selected features from the KDD Cup ‘99 dataset but does not
include redundant records in the training set and there are no duplicates
in the test set. Also, the number of records in the training and test sets is
reasonable.

However, both KDD Cup ‘99 dataset and NSL-KDD dataset do not
reflect real data flow in computer network since they are generated by
simulation over the virtual network. The Kyoto 2006+ dataset is built on
real three year-traffic data from November 2006 to August 2009. This
dataset is captured using honeypots, darknet sensors, e-mail server and
web crawler (Singh et al, 2015, pp.8609-8624). Each record consists of
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14 statistical features derived from KDD Cup ‘99 data set as well as 10
additional features which can be used for the analysis and evaluation of
the IDS network. This paper presents a review and a comparative
analysis of KDD Cup ’99, NSL-KDD and Kyoto 2006+ datasets.

Datasets

KDD Cup 99 dataset

The most known and widely used dataset for experiments on
anomaly detection in computer networks is the KDD Cup ‘99 dataset.
The KDD Cup ‘99 dataset is a collection of data transfer from virtual
environment to be used for the Competition of the Third Knowledge
Discovery and Data Mining Tools (KDD CUP ‘99 dataset, 1999). It is the
subset of 1998 DARPA dataset that was collected by simulation of the
operation of a typical US Air Force LAN with multiple attacks and
acquired nine weeks of TCP dump data. The dataset was collected and
distributed at the Massachusetts Institute of Technology (MIT) Lincoln
Laboratory.

The KDD Cup 99 intrusion detection benchmark consists of three
components: the whole KDD Cup ’99 dataset contains examples of
attacks and normal connections, 10% KDD dataset the purpose of which
is to train classifiers, and KDD test dataset designed for testing (Gifty
Jeya et al, 2012, pp.28-32.). The whole KDD Cup ‘99 dataset contains
4,898,431 single connection records, each of which consists of 41
features labeled as normal or attacks (See Table 1).

Table 1 — Features in the KDD Cup ‘99 dataset

Tabnuua 1 — Ampubymsi 8 KDD Cup '99 6ase daHHbIX
Tabena 1 — Ampubymu y KDD Cup ‘99 6a3u nodamaka

Index | Feature name Description
1 duration Length of connection
2 protocol type Type of protocol (TCP, UDP...)
3 service Destination service (ftp, telnet...)
4 flag Status of connection
5 source bytes No. of B from source to destination
6 destination bytes No. of B from destination to source
7 land If the source and destination address are the same land=1/if
not, then O
8 wrong fragments No. of wrong fragments
9 urgent No. of urgent packets
10 hot No. of hot indicators
11 failed logins No. of unsuccessful attempts at login
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Index | Feature name Description
12 logged in If logged in=1/if login failed 0
13 # compromised No. of compromised states
14 root shell If a command interpreter with a root account is running root
shell=1/if not, then 0
15 su attemoted If an su command was attempted su attempted=1/if not, then
P 0 (temporary login to the system with other user credentials)
16 # root No. of root accesses
17 # file creations No. of operations that create new files
18 # shells No. of active command interpreters
19 # access files No. of file creation operations
20 # outbound cmds No. of outbound commands in an ftp session
21 is hot login is host login=1 if the login is on the host login list/if not, then
0
. . If a guest is logged into the system, is guest login=1/if not,
22 is guest login then 0
23 count No. of connections to the same host as the current
connection at a given interval
24 srv count No. of connections to the same service as the current
connection at a given interval
25 serror rate % of connections with SYN errors
26 srv error rate % of connections with SYN errors
27 rerror rate % of connections with REJ errors
28 srv rerror rate % of connections with REJ errors
29 same srv rate % of connections to the same service
30 diff srv rate % of connections to different services
31 srv diff host rate % of connections to different hosts
32 dst host count No. of connections to the same destination
33 dst host srv count No. of connections to the same destination that use the
same service
34 dst host same src % of connections to the same destination that use the same
rate service
35 dst host srv rate % of connections to different hosts on the same system
36 gztrth;st,tesame stV % of connections to a system with the same source port
37 dst host srv diff % of connections to the same service coming from different
host rate hosts
38 dst host serror rate | % of connections to a host with an S0 error
39 dst host srv serror | % of connections to a host and specified service with an SO
rate error
40 dst host serror rate | % of connections to a host with an RST error
41 dst host srv serror | % of connections to a host and specified service with an

rate

RST error
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The features describing the connections can be classified into four
categories:

Basic features are obtained from the packet header, without
examining the contents of the packet (duration, protocol type, service,
flag and the number of bytes sent from the source to the destination and
vice versa).

Content features are determined by analyzing the content of the
TCP packet (number of unsuccessful attempts to login to the system).

Time features determine duration of the connection from a source IP
address to target IP addresses. The connection is a sequence of data
packets starting and ending at some predefined times.

Traffic features are based on a window that has an interval of a
given number of connections (not time intervals). This is suitable for
describing attacks that last longer than the interval of the stipulated time
features.

All attacks in the KDD Cup ’99 dataset are classified as one of the
four categories given in Table 2 (Al-Dhafian et al, 2015, pp.82-88).

Table 2 — Categories of attacks
Tabnuua 2 — Kameeopusi amak
Tabena 2 — Kameeopuje Hanada

Category of Attack Attack name

Probe ipsweep, nmap, portsweep, satan

DoS (Denial of Service) back, land, neptune, pod, smurf, teardrop

U2R (User to Root) buffer_overflow, loadmodule, perl, rootkit

Rl (Ramots o Locay | 1% urle doesspesend imap, mlihop, . 5o

Probe: the attacker collects information about the system or
computer network to find (known) vulnerabilities, by scanning a machine
or a networking device in order to determine weaknesses or
vulnerabilities that may later be exploited in order to compromise the
system.

DoS: the attacker does not allow legitimate users access to
computing resources or overloads them so that requests cannot be
processed in real time. The result of this attack is the unavailability of
resources, i.e. resources are too busy or too full to serve legitimate
networking requests and hence denying users access to a machine.

UZ2R: the attacker explores vulnerabilities in order to acquire
administrator privileges (root access to the system). Attacker starts off on
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the system with the normal user account and looks for vulnerabilities in
order to gain super user privileges (Paliwal & Gupta, 2012, pp.57-62).

R2L: the attacker does not have a user account on the victim
machine, hence tries to obtain access to the remote system without
having the account (Gifty Jeya et al, 2012, pp.28-32.).

Instances in the whole dataset, 10% training set (containing 10% of
the total number of instances), and the test set which contains 311,029
instances, according to the categories and datasets, as well as the
percentage of the total share of a given category within a particular
dataset are shown in Table 3.

Table 3 — Number of instances in the KDD Cup ’99 whole dataset, 10% training set and
the test set
Tabnuua 3 — Konudecmeo crniyyaes 8 KDD Cup '99 nonHou 6ase daHHbix, 10% &
meyeHue oby4eHuUs U mecmuposaHusi
Taberna 3 — bpoj uHcmaHyu y KDD Cup ‘99 uenoj 6a3u nodamaka, 10% y mpeHuHa
CKyry u mecm-cKyny

Whole dataset 10% training set Test set

Attack Number of (%) Number of (%) Number of (%)
category instances instances instances

Normal 492,708 19.86% 97,278 19.69% 60,593 19.48%
Probe 41,102 0.84%) 4,107 0.83% 4,166 1.34%
DoS 3,883,370 79.30% 391,458 79.24% 229,853 73.94%
U2R 52 0.00% 52 0.01% 70 0.02%
R2L 1,126 0.02% 1,126 0.23% 16,347 5.26%

There are various criticisms of the KDD Cup '99 dataset. The

primary criticism is that the KDD Cup '99 dataset is not an authentic
simulation of real network traffic. In addition, authors outline the following
issues (Kolez et al, 2003), (Macek & Milosavljevi¢, 2013), (Bukola &
Adetunmbi, 2016):

— complexity of the calculations,

— complexity of the training and test sets,

— impact of duplicate to machine learning (ML) algorithms,

— number of instances of attack is too high in relation to the number of
instances of normal traffic,

— relationship between individual categories of attack is not realistic,

— R2L instances of individual attacks are similar to normal traffic
instances, which is a consequence of transforming data from the
DARPA dataset to the KDD Cup '99 dataset,

— low accuracy of detecting the distribution of attacks, etc.
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For these reasons, one can create alternative sets for training and
testing in the following way:
— make a smaller subset of the training set,
— use only the training set,
— compose a union of parts of the training and test sets for training and
for testing,
— filter instances in order to achieve proportionality of attacks, etc.

The way in which alternative sets are composed depends on the
evaluation of the IDS model.

NSL-KDD dataset

The KDD Cup ‘99 dataset contains a number of redundant records
(78%) and duplicate records (75%) which prevent classifying the other
records (Revathi & Malathi, 2013). To fix these issues, a new NSL-KDD
dataset was proposed (Tavallaee et al, 2009). The NSL-KDD dataset
consists of a reasonable number of selected features from the KDD Cup
‘99 dataset which do not include redundant records in the training set nor
duplicates in the test set (Kavitha & Usha, 2014, pp.77-84). Considering
the design of the dataset, there are three important reasons for using it in
the experiments:

— elimination of redundant records in the training set helps

classifiers to be unbiased toward more frequent records;

— with duplicate records excluded from the test set, a classifier
performance will not be biased by the techniques which have
better decision rates on the frequent records;

— training and test sets contain a reasonable number of instances
which is affordable for the experiments on the entire set without
the need to randomly choose a small portion.

The training dataset is made up of 21 different attacks out of 37
present in the test dataset. The known attacks are those present in the
training set, while the additional 16 attacks are available only in the test
set (see Table 4). The attack types are grouped into Probe, DoS, U2R
and R2L categories (Nkiama et al, 2016).

The normal traffic in the training set contains 67,343 instances which
brings a total of 126,620 instances. The normal traffic in the test set
contains 9,711 instances which brings total of 22,850 instances in the
test set.
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Table 4 — Total number of attack instances in the training and test sets
Tabnuua 4 — Obwee Kou4ecmeo criyd4aes amak 8 meyeHue oby4yeHus u

mecmupoeaHus

Tabena 4 — YkynaH 6poj uHcmaHyu Hanada y mpeHuUHe U mecm-cKyrnosuma

Attack Total number of instances Total number of instances
Classes in the training set in the test set
45,927 7,460
back (359), land (7), neptune
(4,657), pod (41), smurf (665),
DoS back (956), land (18), neptune teardrop (12)
(41,214), pod (201), smurf (2,646), | Additional attacks
teardrop (892) apache2 (737), udpstorm (2),
processtable (685), worm (2),
mailbomb (39)
11,656 2,421
satan (753), ipsweep (141), nmap
Probe satan (3,633), ipsweep (3,599), | (73), portsweep (157)
nmap (1,493), portsweep (2,931) | Additional attacks
mscan (996), saint (319)
1,642 3,191
guess_passwd (1,231), ftp_write
(3), imap (307), phf (2), multihop
guess_passwd (53), ftp_write (6), | (18), warezmaster (944)
R2L imap (658), phf (4), multihop (7), | Additional attacks
warezmaster (20), warezclient
(890), spy (2) xsnoop (4), xlock (9), snmpguess
’ (331), snmpgetattack (178),
httptunnel (133), sendmail (14),
named (17)
52 67
buffer_overflow (20), loadmodule
U2R buffer_overflow (30), loadmodule (2), TQOtk't (13), perl (2)
(9), rootkit (10), perl (3) Additional attacks
xterm (13), sqlattack (2), ps (5)
Total 59,277 13,139
Kyoto 2006+ dataset

The Kyoto 2006+ dataset was built on the three years of real traffic
data from November 2006 to August 2009. A new version of the dataset
contains additional data collected from November 2006 to December
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2015. It consists of 14 statistical features derived from the KDD Cup ‘99
dataset as well as 10 additional features which can be used for the
analysis and evaluation of the IDS network. The Kyoto 2006+ dataset is
captured using honeypots, darknet sensors, email server and web
crawler (Singh et al, 2015, pp.8609-8624). Song et al (2011, pp.29-36)
provided a detailed analysis of honeypots (i.e. computer network security
mechanisms which detect attempts of unauthorized use of information)
and darknets data collected on many real and virtual machines as
honeypots. They have deployed various types of honeypots, darknet and
other systems on the five networks inside and outside of the Kyoto
University, and collected all traffic data to and from honeypots (Table 5).
During the observation period, there were 50,033,015 normal sessions,
43,043,225 attack sessions and 425,719 sessions related to unknown
attacks.

Table 5 — Deployed honeypots, darknet and other systems
Tabnuua 5 — YcmaHoerneHHble honeypots, darknet u Opyaue cucmemsi
Tabena 5 — UHcmanupa+Hu honeypots, darknet u dpyau cucmemu

Deployed systems

Solaris 8 for Intel

Windows XP (no patch, SP2, fully patched)

Honeypots
vp Nepenthes
Others
Darknet Darknet sensors (for detection of software, configuration, or authorization

that use non-standard communication protocols and ports)

Mail server (to collect various types of mails)

Other Web crawler (developed by the NTT Information Sharing Platform
systems Laboratories)

Windows XP (to evaluate malware activities)

Based on 41 original features of the KDD Cup ‘99 dataset, the
authors extracted the statistical features from the honeypot data, ignoring
other features that contain redundant data (see Table 6).

The authors excluded substantially redundant and insignificant
features as well as contents features (number of file creation operation,
number of operation on access control files), because they are not
suitable for network-based IDSs and it is time consuming to extract them
without the domain knowledge. In addition to the above 14 statistical
features, the authors also extracted additional 10 features (Table 7),
which enabled them to investigate what kinds of attacks happened on
computer networks.
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Table 6 — Statistical features in the Kyoto 2006+ dataset derived from the KDD Cup ‘99

dataset

Tabnuya 6 — Cmamucmu4eckue xapakmepucmuku 8 Kyoto 2006+ 6a3e 0aHHbIX,
nonyyeHHbix u3 KDD Cup '99 6a3bi 0aHHbIX

Tabena 6 — Cmamucmuyku ampubymu y Kyoto 2006+ 6a3u nodamaka Koju cy
npey3emu u3 KDD Cup ‘99 6ase nodamaka

Index

Feature name

Description

Duration

The length of the connection (seconds).

Service

The connection’s server type (http, telnet).

Source bytes

The number of data bytes sent by the source IP
address.

Destination bytes

The number of data bytes sent by the
destination IP address.

Count

The number of connections whose source IP
address and destination IP address are the
same to those of the current connection in the
past two seconds.

Same_srv_rate

% of connections to the same service in the
Count feature.

Serror_rate

% of connections that have ‘SYN’ errors in
Count feature.

Srv_serror_rate

% of connections that have ‘SYN’ errors in
Srv_count (% of connections whose service
type is the same to that of the current
connections in the past two seconds) feature.

Dst_host_count

Among the past 100 connections whose
destination IP address is the same to that of the
current connection, the number of connections
whose source IP address is also the same to
that of the current connection.

10

Dst_host_srv_count

Among the past 100 connections whose
destination IP address is the same to that of the
current connection, the number of connections
whose service type is also the same to that of
the current connection.

11

Dst_host_same_src_port_rate

% of connections whose source port is the
same to that of the current connection in
Dst_host_count feature.

12

Dst_host_serror_rate

% of connections that have ‘SYN’ errors in
Dst_host_count feature.

13

Dst_host_srv_serror_rate

% of connections that have ‘SYN’ errors in
Dst_host_srv_count feature.

14

Flag

The state of the connection at the time of
connection was written.

589

Proti¢, D., Review of KDD Cup ‘99, NSL-KDD and Kyoto 2006+ dataset, pp.580-596



VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2018, Vol. 66, Issue 3

Table 7 — Additional features in Kyoto 2006+ dataset
Tabnuua 7 — [JononHumensHblie ampubymsi 8 Kyoto 2006+ 6a3e 0aHHbIX
Tabena 7 — [Jo0amHu ampubymu y Kyoto 2006+ 6a3u no0amaka

Index

Feature name

Description

IDS_detection

Reflects if IDS triggered an alert for the connection;
‘0’ means any alerts were not triggered and an
arabic numeral means the different kind of alerts.
Parenthesis indicates the number of the same alert.

Malware_detection

Indicates if malware, also known as malicious
software, was observed at the connection; ‘0’
means no malware was observed, and string
indicates the corresponding malware observed at
the connection. Parenthesis indicates the number of
the same malware.

Ashula_detection.

Means if shellcodes and exploit codes were used in
the connection; ‘0’ means no shellcode nor exploit
code were observed, and an arabic numeral means
the different kinds of the shellcodes or exploit
codes. Parenthesis indicates the number of the
same shellcode or exploit code

Label

Indicates whether the session was attack or not; ‘1’
means normal. ‘-1’ means known attack was
observed in the session, and ‘-2” means unknown
attack was observed in the session.

Source_IP_Address

Means source |IP address used in the session. The
original IP address on IPv4 was sanitized to one of
the Unique Local IPv6 Unicast Addresses. Also, the
same private |P addresses are only valid in the
same month; if two private IP addresses are the
same within the same month, it means their IP
addresses on IPv4 were also the same, otherwise
are different.

Source_Port_Number

Indicates the source port number used in the
session.

Destination_IP_Address

It was also sanitized.

Destination_Port_Number

Indicates the destination port number used in the
session.

©| © (N| o

Start_Time

Indicates when the session was started.

-
o

Duration

Indicates how long the session was being
established.

Datasets comparison

Al-Dhafian et al (2015, pp.82-88) presented a comparison between
five datasets: DARPA, KDD Cup ’99, CAIDA, NSL-KDD and Kyoto 2006+
datasets. Table 8 shows the results for all datasets except for CAIDA,
which is a collection of several different types of data resulting from both
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active and passive measurements of the Internet, and is not analyzed

here.

Table 8 — Comparison of the standard datasets in IDSs
Tabnuya 8 — CpasHeHue cmaHOapmHbix 6a3 0aHHbIX 8 cucmemax obHapyXeHuUs1 amak
Tabena 8 — lNopeherwe cmaHlapOHuUx baza nolamaka y cucmemuma 3a 0emeKkuyujy

ynada
B Features Pros Cons
(year)
— Models used to
. enerate traffic were
— First stgndard for tgoo simple.
DARPA evaluating IDS. .
(1998) B — Consists of broad - Synthesized data
range of attacks. does not S|mulat§ t.he
background traffic in
real networks.
— Used for evaluating
anomaly detection — Includes redundant
KDD Cup 41 features systems. and duplicate records
‘99 (32 numeric and — Attack types in — Does r?ot reflect the '
(1999) 9 categorical) training set are modem environment
distinctive from the )
testing set.
— Does not include
redundant and
duplicate records.
— The selected records
NSL- 41 features are inversely — Not perfect for
KDD (32 numeric and proporttlonal t]? the representing the
(2009) 9 categorical) f:crgf dnsailg?[h% KDD existing real networks.
Cup ’'99 dataset.
— The number of
records is
reasonable.
— Ignored features that
Kyoto 24.fe.a tures . contain redundant. — Does not mention
2006+ (14 statistical derived _ Represents the information on
from KDD Cup ’99 and ep! .
(2009) 10 additional) existing real particular attack types.
networks.

The DARPA dataset is considered as a popular dataset used in
IDSs to measure detection rate and false alarm rate for network traffic
which consists of four types of attacks (Probe, DoS, U2R and R2L).
However, it faces a lot of criticism primarily because of using very simple
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models to create background network traffic. As a result, synthesized
data does not look like to be similar to the records of background traffic in
real networks.

The KDD Cup '99 dataset is a preprocessed version of the DARPA
dataset, which classified records into 41 features. The dataset consists of
a huge number of records in both training and tests sets but includes
redundant and duplicate records and does not represent real network
traffic. However, in the development of new intrusion detection systems
and tools for data protection, the KDD Cup '99 dataset is widely used to
conduct the experiments on large amounts of data, or whenever the
repeatability is a must.

The NSL-KDD dataset contains selected features from the KDD Cup
‘99 dataset. It is designed to fix problems related to redundant records in
the training set and duplicated records in the test set, as well as to
reduce quantity of data to a reasonable size.

The Kyoto 2006+ dataset is a comprehensive representation built on
real network traffic data through ignoring features that contain redundant
records. The dataset is captured using honeypots, darknet sensors,
email server, web crawler and other computer network security
mechanisms which detect attempts of unauthorized use of information.
Researchers from the Kyoto University have deployed various types of
honeypots, darknet sensors and other systems on five networks inside
and outside the Kyoto University, and collected all traffic data to and from
honeypots.

Conclusion

KDD Cup is an annual conference for Data Mining and Knowledge
Discovery, intended for competition in the field of machine learning and
data mining. In 1999, competitors had to solve the problem of protection
against attacks on computer networks. For the purpose of competition,
the KDD Cup ’'99 dataset had been created. The KDD Cup '99
benchmark consists of the whole dataset, 10% training set and the test
set. Each record is made up of 41 features which describe the network
traffic of a simulated computer network. The dataset, among other things,
contains data on the following attacks: Probe, DoS, U2R and R2L.

The KDD Cup '99 dataset is widely used as a reference for
researching IDSs and for the development of new tools for protection
against various attacks on computer networks. However, there are
shortcomings which can affect the research such as complexity, the
effect of duplicates and redundant records, unbalanced number of
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attacks relative to each other and disproportion between the number of
attacks and normal traffic. One way to avoid these problems is to use the
NSL-KDD dataset which does not contain redundant records in the
training set and duplicates in the test set. However, researchers have to
be aware that both KDD Cup '99 and NSL-KDD datasets are a simulation
of a virtual computer network and, consequently, experiments can give
contradictory results (especially if the number of features describing the
attack is small). The Kyoto 2006+ dataset represents selected features of
real network traffic which is captured using honeypots, darknet sensors,
email server and web crawler deployed on five networks inside and
outside the Kyoto University. It does not contain information on particular
attacks and ignore features that contain redundant records.

Since rapid development of computer networks and information
systems has led to a large number of sophisticated attacks, researchers
from all around the world develop new IDSs to protect computer
networks from hackers by using known datasets and their pre- and post-
processed versions. KDD Cup '99, NSL-KDD and Kyoto 2006+ datasets
are widely used in the experiments to develop various tools for protection
against malicious attacks. Which of the bases is used depends on the
purpose of a particular IDS and security goals in specific problem solving.
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OB30P KDD CUP ‘99, NSL-KDD 1 KYOTO 2006+ BA3 OAHHbLIX

Haruena [. MNpotny

BoopyxeHHble cunbl Pecnybnuku Cepbus, NeHepanbHbin wTab,
YnpaBneHve nHhopmaTrki 1 TenekoMmyHukaumm (J-6),

LleHTp npuknagHon matemaTuKkv U SMEeKTPOHWKMK,

r. benrpag, Pecnybnuka Cepbus

OBJIACTb: kOMMbIOTEPHBIE HAYKW, HOPMALMOHHBLIE TEXHOIOMM
BWO CTATbW: 0630pHas ctaTbs
A3bIK CTATbW: aHrnuinckmin

Pe3swome:

B daHHol pabome npedcmaerneH 0630p mpex 6a3 daHHbix: KDD Cup
99, NSL-KDD u Kyoto 2006+ 6asa OaHHbIX, KOMOpbie WUPOKO
ucrionb3yromes 8 uccniedoeaHusix ~ OOHapyXeHuUsi  83rioma
KomrbromepHbix cemel. KDD Cup ‘99 6asa OaHHbIX cocmoum U3
nsmu MUnIUoHo8 3anuced, kaxdasi uz Hux codepxum 41 ampubym,
Komopbili  MoXem  Kraccuguyuposams amaku o  criedyrouum
yemsipem sudam: Probe, DoS, U2R u R2L. KDD Cup ‘99 6a3a 0aHHbIx
He 8 COCMOSIHUU ompa)xamb peasibHble OaHHble, MmaK KakK OHa
eeHepuposgaHa MmodesiuposaHUeM Ha 8upmyasibHOU KOMIIbIOMepPHOU
cemu. U3 NSL-KDD 6a3bli ydaneHbl u3bbimoYHble 3anucu, a
OybnuposaHHbie 3anucu ydaneHsl u3 bas obyyeHUss U mecmuposaHusi
KDD Cup '99. Kyoto 2006+ 6asa obpasosaHa Ha OCHO8aHUU OaHHbIX
mpexnemHe20  peasibHO20  cemeeoz20  mpadhuka,  Komopble
0bo3HayeHbl, KaK: HopmaribHbil (He amaka), amaka (usgecmHas
amaka) U HeuzsecmHasi amaka. Kyoto 2006+ 6asza codepxum 14
cmamucmu4eckux ampubymos, ebibpaHHbix u3 KDD Cup ‘99 6a3sbi u
oononHumesnbHbix 10 ampubymoe.

Kntouesble criosa: obHapyxeHue amak, KomrbiomepHas cemb, KDD
Cup 99, NSL-KDD, Kyoto 2006+.

MPEMMEA KDD CUP ‘99, NSL-KDD 1 KYOTO 2006+ BA3A
MOOATAKA

Harujena . MpoTtuh

Bojcka Cpbuje, NeHepanwTab, YnpaBa 3a TenekomyHukaumje n nHpopmaTtuky
(J-6), LleHTap 3a npumereHy MaTeMaTuKy N ENeKTPOHUKY,

Beorpag, Penybnuka Cpbuja

OBNACT: pauyHapcke Hayke, MHCbOpMaunoHe TeXHONormje

BPCTA YJ1IAHKA: npernegHu ynaHak
JE3VK YNTAHKA: eHrnecku
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Caxemak:

Y pady je npuka3aH ripeaned mpu b6ase nodamaka: KDD Cup ‘99, NSL-
KDD u Kyoto 2006+, Koje ce uyecmo Kopucme y ucmpaxuearby
demekuyuje ynada y padyHapcke mpexe. KDD Cup ‘99 6a3za nodamaka
cacmoju ce 08 rem MunuoHa 3arnuca, 00 Kojux ceaku calpxu 41
ampubym, koju mocy Oa knacugbukyjy Hanade y yemupu knace: Probe,
DoS, U2R u R2L. KDD Cup ‘99 6a3a nodamaka He Moxe Oa pechriekmyje
pearnHe rodamke, jep je eeHepucaHa CUMynauyujoM Ha 6UpPMmMyesHoj
padyHapckoj Mmpexu. M3 NSL-KDD 6a3e ykriomeHU cy pedyHOaHMHU
3anucu u dynnukamu u3z KDD Cup ‘99 mpeHuHmz u mecm-6a3e,
pecriekmusHo. Kyoto 2006+ 6asa ¢hopmupaHa je Ha ocHogy rodamaka
mpoe2oluwirbe2 peariHoe MpexHoa caobpahaja, Koju cy O3Ha4YeHU Kao:
HopmanaH (Huje Harnad), Hanad (no3Ham Hanad) u Hero3Ham Harao.
Kyoto 2006+ b6asa cadpxu 14 crmamucmudkux ampubyma u3080jeHux u3
KDD Cup ‘99 6a3e u dodam+ux 10 ampubyma.

KbyuHe pedu: demekyuja ynada, padyHapcka mpexa, KDD Cup ‘99,
NSL-KDD, Kyoto 2006+.
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