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3a general protective mechanism present from birth and makes a quick 
response immediately after the exposure to the invader and its recognition 
(De Castro & Von Zuben, 1999, p.95). The adaptive response takes several 
weeks to become effective. Once activated, the components of the adaptive 
immune system proliferate and create mechanisms for the elimination of 
foreign substances called antigens (Timmis et al, 2008, pp.11-32). The cells 
responsible for adaptive immunity are B cells which originate in the bone 
marrow and T cells which originate in the thymus. AISs describe concepts of 
positive and negative selection, clonal selection, immune networks, and a 
variety of other concepts of immunology. In order to map the processes 
involved in the HIS to AISs, a few considerations have to be taken into 
account: how to represent antigens and antibodies, what are memory cells, 
how to calculate affinity, etc.  

The goal of intrusion detection is to build a system which recognizes 
malicious attacks or unusual network behavior and generate alerts. There 
are two basic trends in intrusion detection: misuse detection, based on the 
knowledge accumulated from previous attacks and anomaly detection, 
based on search for deviation of usual computer network behavior. Of 
particular interest in AISs is the way the human body reacts to new 
pathogens and adapts to remain immune for a long period after a disease 
has been combated (misuse detection). Also of interest is the way the 
immune system identifies self-cells which are not to be reacted to (anomaly 
detection). 

AIS concepts and algorithms  
A distinction between what is self and what is not (non-self) is 

determined by an antibody that can be recognized by the antigen binding 
sites on other antibodies. If the HIS cannot perform this distinction, it may 
be triggered against self (Haag et al, 2007, pp.420-435).  

Negative selection 
In the HIS at birth, all new immature T-cells must undergo a process of 

negative selection in the thymus, where self-reactive T-cells binding with 
self-proteins are destroyed. Immature T cells, which react against self cells, 
are eliminated by the immune system through controlled cell death - 
apoptosis. Other T cells mature, leave the thymus and circulate throughout 
the body to perform protective functions against non-self antigens (Forrest et 
al 1994, pp.202-212). The negative selection algorithm (NSA) consists of 
two phases: generation of a detector set and monitoring with detection of 
new instances. The starting point of the NSA is to produce a set of self 
strings S that define the normal state of the system. The task is to generate 
a set of detectors D that only recognize the complement of S. The 
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3matched are considered to be antigens. The task of CLONALG is then to 
produce a set of memory antibodies M that match S.  

Immune network theory 
The immune network theory (INT) proposed by Jerne (1974, pp.373-

389) suggested that the HIS is composed of a regulated network of cells 
and molecules that recognize one another even in the absence of antigens 
(De Castro & Von Zuben, 2001). Jerne concluded that the immune system 
must display a behavior or activity resulting from interactions with itself and 
from these interactions immunological behavior such as tolerance and 
memory emerge. The discrete immune network model (DINM) is proposed 
by Timmis & Neal (2001, pp.121-130). 

Danger theory 
In 1994, Matzinger (Matzinger, 1994) proposed a new immunological 

danger model. The immune system does not concentrate to distinguish 
between self and non-self, but to danger and safe. The main idea is that the 
immune system should not react to "non-self but harmless" but to "self but 
harmful". The theory claims that an immune system response is triggered by 
alarm signals sent out when danger is "detected". The activated antigen 
presenting cells are able to provide the necessary co-stimulatory signal to 
the T helper cells that subsequently control the adaptive immune response. 
The danger signals are emitted by ordinary cells of the body that have been 
injured due to an attack by a pathogen. The main objective of the danger 
theory based system (DTBS) is to reduce false positive and negative errors 
and maintain high detection accuracy of the model. 

Dendritic cell algorithm 
In the danger theory, danger is measured by damage to cells 

indicated by distress signals sent out when cells die from unnatural 
causes (Aickelin & Cayzer, 2002, pp.141-148). The signals are detected 
by dendritic cells (DCs) that have three modes of operation: immature, 
semi-mature, and mature. In the immature state, a DC collects an 
antigen along with safe and danger signals from its local environment. 
DCs are able to integrate these signals to decide whether the 
environment is safe or dangerous. If safe, a DC becomes semi-mature 
and, upon presenting an antigen to T-cells, the DC causes T cell 
tolerance. If dangerous, the DC becomes mature and causes the T cell to 
become reactive on antigen-presentation. The DC algorithm (DCA) 
introduces the notion of danger signals as well as safe and pathogen-
associated signals which all contribute to the context of a data signal at 
any given time.  
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3

FPTN

FP
FPR

+
= . (2) 

or the false negative rate (FNR) which is the probability that a TP will 
be missed by the classifier (Protic, 2020, pp.603-605) (Eq. 3). 

FNTP

FN
FNR

+
=  (3) 

Detection of a specific attack 
Once an attack has been discovered, the signature of the attack is 

stored in the black-list used to check against the normal network traffic and 
to detect if an attack has happened. Newly discovered attacks are added to 
the dataset of known attacks. The disadvantages of misuse detection are 
dependence on the size and the efficiency of the black-list, and vulnerability 
to a zero-day attack. Publicly available datasets often used for the known 
attack detection are the KDD Cup '99 and the NSL-KDD dataset. The KDD 
Cup ‘99 dataset is collected by simulation of the operation of a typical US Air 
Force Local Area Network with attacks classified into four categories: 1) 
probe, 2) denial of service (DoS), 3) user to root (U2R), and 4) remote to 
local (R2L). The dataset contains 41 features which fall into the following 
categories: 1) basic, 2) traffic, 3) content, 4) host-related attack, and 5) 
normal behavior (Aggarwal & Sharma, 2015, pp.842-851). On the other 
hand, the KDD Cup ‘99 dataset contains redundant and duplicate records 
which prevent classifying the other records. To fix these issues, Tavallaee et 
al (2009) proposed the NSL-KDD dataset that consists of selected features 
from the KDD Cup‘99 dataset excluding redundant records in the training 
set and duplicates in the test set (Protic, 2018, pp.585-586).  

Many authors presented various results on the specific attack 
recognition. Al-Dabagh & Ali (2011, pp.381-390) presented the dendritic cell 
algorithm for the detection of DoS in the real time. Flow-based DoS 
detection schemes for high speed networks have been proposed by Wang 
et al (2012, pp.646-650) as an effective supplement to payload-based 
solutions. The existing flow-based solutions had serious limitations in 
detecting unknown attacks and efficiently identifying real attack flows buried 
into the background traffic, and had difficulty to adapt to attack dynamics. To 
address these issues, the authors proposed a flow-based DoS detection 
scheme based on Neighborhood Negative Selection (NNS) as the detection 
algorithm for unknown DoS attacks, and identified attack flows from massive 
traffic.  
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3The aim of the research conducted by Murad & Mohd. Aizani, (2012, 
pp.147-154) was to address the impact of the feature reduction in designing 
an anomaly detection system based on the immune network theory to 
detect novel attacks. The results on anomaly detection show that the 
detection rate ranges from 80.25% to 82.25%, while the FPR ranges from 
0.1975 to 0.1775. 

AIS vs. machine learning 
AIS and machine learning (ML) - based IDSs have advantages and 

disadvantages one over the other. AIS algorithms are easy to be used in 
classification (supervised learning) or clustering (unsupervised learning). 
The methods used in the AIS design include: 1) generation of antibodies, 2) 
diversity, 3) distributed systems, 4) dynamic systems, 5) self-organizing 
memory, and 6) noise/error tolerance. However, there are several issues 
that can occur during the evaluation of models, so several questions have to 
be answered: How to determine antigens, antibodies and B cells?, How to 
define memory cells?, How to determine the similarity between an antigen 
and an antibody?, and What are the basic calculations in the AIS models? It 
is obvious that both supervised and unsupervised learning can be used to 
develop AIS-based IDSs. The CLONALG and Hypermutation are instance-
based models. Negative and positive selection algorithms are algorithms 
with regularization (positive selection) and clustering algorithms (negative 
selection). Immune networks are algorithms with regression or with 
associated rules. The danger theory is based on the decision tree, or the 
associated rules algorithms. Dendritic cell algorithms work in the similar way 
to the danger theory algorithms but the tolerance to the signal indicating 
danger has to be properly set. 

The experiments presented in this paper are conducted to four data 
sets from the Kyoto 2006+ dataset. Each dataset consists of different 
number of instances (158572, 129651, 128740 and 136625). Of all 
instances, 70% were used for training and 30% were used for testing the 
models. Of 24 features from the Kyoto 2006+ dataset, nine features are 
used for classifiers': Flag, IDS_detection, Count, Same_srv_rate, 
Serror_rate, Srv_serror_rate, Dst_host_count, Dst_host_srv_count, 
Dst_host_same_src_port_rate, and Dst_host_serror_rate. The Label feature 
indicated whether the session was an attack or not. Features are chosen 
based on expert knowledge and the pre-processing algorithm which cuts all 
categorical features, removes statistical features, cuts all features which can 
be used for further analyses, cuts all features that cannot be normalized into 
the range [-1,1] and normalizes the remaining instances into the range [-1,1] 
by applying the tangent hyperbolic function  (Protić & Stanković, 2018, p.43). 
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3the accuracy of the models trained and tested on the real data flow is 
higher than the accuracies of the model trained on the simulated data. 

Conclusions 
Artificial immune systems are accurate and fast computational models 

inspired by the human immune system. They are often used in intrusion 
detection. There are two trends in intrusion detection: signature and 
anomaly detection. The basic concepts of AIS are negative selection, 
positive selection, clonal selection, immune networks, danger theory, and 
dendritic cell algorithm. IDSs based on the AIS are often compared to IDSs 
based on ML. Experiments on different datasets show that the models can 
be used in both known attack and anomaly detection. Eager ML classifiers 
show better results in the decision, which is an advantage if processing time 
is not significant. Dendritic cell algorithms and negative selection algorithms 
show better results for real-time detection. 
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