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Abstract:

Introduction/purpose: The artificial immune system is a computational
model inspired by the biological or human immune system. Of particular
interest in artificial immune systems is the way the human bodly reacts to
new pathogens and adapts to remain immune for a long period after a
disease has been combated, which refers to the recognition of known
malicious attacks and the way the immune system identifies self-cells not
fo be reacted to, which refers to the anomaly detection.

Methods: Negative selection, positive selection, clonal selection, immune
networks, danger theory, and dendritic cell algorithm are presented.

Results: A variety of algorithms and models related to artificial immune
systems and two classification principles are presented; one based on the
detection of a particular attack and the other based on anomaly detection.

Conclusion: Artificial immune systems are often used in intrusion detection
since they are accurate and fast. Experiments show that the models can
be used in both known attack and anomaly detection. Eager machine
learning classifiers show better results in the decision, which is an
advantage if runtime is not a significant parameter. Dendritic cell and
negative selection algorithms show better results for real-time detection.

Key words: artificial immune system, intrusion detection.

Introduction

Artificial immune systems (AISs) are computational models inspired by
the human immune system (HIS). The HIS is a complex, adaptive system of
cells and molecules that protects the body against a variety of pathogens
and distinguishes self- from non-self- cells. It recognizes, responds to and
remembers the pathogens from previous attacks in order to force quicker
fight against intruders in the future. The HIS consists of two different inter-
related subsystems which act together. The innate immune system provides
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a general protective mechanism present from birth and makes a quick
response immediately after the exposure to the invader and its recognition
(De Castro & Von Zuben, 1999, p.95). The adaptive response takes several
weeks to become effective. Once activated, the components of the adaptive
immune system proliferate and create mechanisms for the elimination of
foreign substances called antigens (Timmis et al, 2008, pp.11-32). The cells
responsible for adaptive immunity are B cells which originate in the bone
marrow and T cells which originate in the thymus. AlSs describe concepts of
positive and negative selection, clonal selection, immune networks, and a
variety of other concepts of immunology. In order to map the processes
involved in the HIS to AISs, a few considerations have to be taken into
account: how to represent antigens and antibodies, what are memory cells,
how to calculate affinity, etc.

The goal of intrusion detection is to build a system which recognizes
malicious attacks or unusual network behavior and generate alerts. There
are two basic trends in intrusion detection: misuse detection, based on the
knowledge accumulated from previous attacks and anomaly detection,
based on search for deviation of usual computer network behavior. Of
particular interest in AlSs is the way the human body reacts to new
pathogens and adapts to remain immune for a long period after a disease
has been combated (misuse detection). Also of interest is the way the
immune system identifies self-cells which are not to be reacted to (anomaly
detection).

AIS concepts and algorithms

A distinction between what is self and what is not (non-self) is
determined by an antibody that can be recognized by the antigen binding
sites on other antibodies. If the HIS cannot perform this distinction, it may
be triggered against self (Haag et al, 2007, pp.420-435).

Negative selection

In the HIS at birth, all new immature T-cells must undergo a process of
negative selection in the thymus, where self-reactive T-cells binding with
self-proteins are destroyed. Immature T cells, which react against self cells,
are eliminated by the immune system through controlled cell death -
apoptosis. Other T cells mature, leave the thymus and circulate throughout
the body to perform protective functions against non-self antigens (Forrest et
al 1994, pp.202-212). The negative selection algorithm (NSA) consists of
two phases: generation of a detector set and monitoring with detection of
new instances. The starting point of the NSA is to produce a set of self
strings S that define the normal state of the system. The task is to generate
a set of detectors D that only recognize the complement of S. The
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candidates that match are eliminated while the rest are kept as detectors.
In the detection stage, the detectors are applied to new data in order to
classify them as being self or non-self (Ji & Dasgupta, 2007, pp.223-
251). The matching rule can be defined as a distance between the
detector and the data instance within the threshold such as the Hamming
distance, or the Euclidean distance.

Positive selection

If the T cell recognizes self-molecules, it causes apoptosis and dies.
If it does not react, it is tested with non-self molecules. If the T cell is not
able to recognize them, it dies. T cells that can react with non-self
molecules survive. This is positive selection (Sri Lakshmi, 2014, pp.367-
372). T cells are selected because of their lack of recognition of self.
Positive selection ensures removing lymphocytes with ineffective
receptors allowing the effective antibodies the space to clone and
survive, which maintains a controlled size of population (repertoire)
(Haag et al, 2007, pp.420-435). T cells that can pass through the thymus
react to non-self cells, but they are unable to react to self cells.

Clonal selection

Burnet (1959) proposed the clonal selection theory which describes the
HIS basics. The immune response is made possible by the antigen-
recognizing surface receptor molecules of both the B and T cells and is
based on the complementarities between the antibody receptor and the
antigen (De Castro & Timmis, 2002b). An antibody can potentially identify
another antibody if their receptor arrangement matches. If the HIS cannot
perform this distinction, it may be triggered against self (Haag et al, 2007,
pp.420-435). As a response to an antigenic stimulus, the organism activates
the cells that match a particular antigen which proliferate and secrete
antibodies (De Castro & Timmis, 2002a, pp.669-674). Cells are stimulated
to produce clones of themselves very quickly, thus producing more
antibodies at high speed (Aickelin & Dasgupta, 2005). In 2002, De Castro &
Von Zuben (De Castro & Von Zuben, 2002) presented the algorithm named
CLONALG, developed to perform pattern recognition and optimization. The
authors demonstrated the ability of the algorithm to learn a set of input
patterns by "selecting, reproducing and mutating a set of artificial immune
cells". They highlighted two important features of affinity maturation of B
cells that can be applied in artificial immune systems: 1) proliferation of B
cells is proportional to the affinity of the antigen that binds, and 2) mutations
suffered by the antibody of a B cell are inversely proportional to the affinity of
the antigen. When applied to pattern matching, a set of patterns S to be
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matched are considered to be antigens. The task of CLONALG is then to
produce a set of memory antibodies M that match S.

Immune network theory

The immune network theory (INT) proposed by Jerne (1974, pp.373-
389) suggested that the HIS is composed of a regulated network of cells
and molecules that recognize one another even in the absence of antigens
(De Castro & Von Zuben, 2001). Jerne concluded that the immune system
must display a behavior or activity resulting from interactions with itself and
from these interactions immunological behavior such as tolerance and
memory emerge. The discrete immune network model (DINM) is proposed
by Timmis & Neal (2001, pp.121-130).

Danger theory

In 1994, Matzinger (Matzinger, 1994) proposed a new immunological
danger model. The immune system does not concentrate to distinguish
between self and non-self, but to danger and safe. The main idea is that the
immune system should not react to "non-self but harmless" but to "self but
harmful". The theory claims that an immune system response is triggered by
alarm signals sent out when danger is "detected". The activated antigen
presenting cells are able to provide the necessary co-stimulatory signal to
the T helper cells that subsequently control the adaptive immune response.
The danger signals are emitted by ordinary cells of the body that have been
injured due to an attack by a pathogen. The main objective of the danger
theory based system (DTBS) is to reduce false positive and negative errors
and maintain high detection accuracy of the model.

Dendritic cell algorithm

In the danger theory, danger is measured by damage to cells
indicated by distress signals sent out when cells die from unnatural
causes (Aickelin & Cayzer, 2002, pp.141-148). The signals are detected
by dendritic cells (DCs) that have three modes of operation: immature,
semi-mature, and mature. In the immature state, a DC collects an
antigen along with safe and danger signals from its local environment.
DCs are able to integrate these signals to decide whether the
environment is safe or dangerous. If safe, a DC becomes semi-mature
and, upon presenting an antigen to T-cells, the DC causes T cell
tolerance. If dangerous, the DC becomes mature and causes the T cell to
become reactive on antigen-presentation. The DC algorithm (DCA)
introduces the notion of danger signals as well as safe and pathogen-
associated signals which all contribute to the context of a data signal at
any given time.
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Applications of AlSs

Malicious attacks, hardware failure, or human errors can be
considered anomalies. Detection of anomalies is based on irregularities
in the pattern with respect to the normal pattern. Anomaly detection
creates a model of normal behavior of the system and then looks for
activities that differ from the created model. The main idea is to learn
from examples of one class and generate the detectors of deviations.
The HIS, by its nature, does not perform optimization. There are various
optimization algorithms such as CLONALG, opt-aiNet, and B-cell
algorithm, which are all based on the clonal selection principles. All the
approaches use cloning, mutation, and selection to build a population of
solutions. The earliest AIS algorithm for unsupervised clustering was
aiNet, proposed by De Castro and van Zuben (2001).

AlS-based intrusion detection systems

Intrusion detection systems (IDSs) monitor computer network traffic in
order to detect malice or anomalies. IDSs can be either network-based or
host-based. The network-based IDS (NIDS) scans network packets at
audits packet information and logs suspicious packets into the log file. The
host-based IDS (HIDS) monitors information collected from individual
computer systems. There are two basic advantages of an AlS over an IDS:
1) it provides passively proactive protection via negative detection, and 2) it
is capable of adapting to dynamically changing environment.

Performances of the models

Performances of the models are often measured based on: true
positive (TP), true negative (TN), false positive (FP), and false negative
(FN), where TP represents the number of positive samples correctly
classified as positive, TN represents correctly classified negatives as
negative, FN represents the number of positive samples wrongly
classified as negative, and FP represents the number of negative
samples wrongly classified as positive. The key criterion which
differentiates classifiers is prediction accuracy (ACC), which represents
the ratio of the number of instances correctly classified to the total
number of instances (Eq. 1).

ACC — TP +TN , (1)

TP +TN + FP + FN

Researchers often use other measures such as the false positive
rate (FPR) that is defined as the probability that a false alarm will be
raised (Eq. 2),
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FPR = 2)
T TN +FP

or the false negative rate (FNR) which is the probability that a TP will
be missed by the classifier (Protic, 2020, pp.603-605) (Eq. 3).

FNR = ———— (3)

Detection of a specific attack

Once an attack has been discovered, the signature of the attack is
stored in the black-list used to check against the normal network traffic and
to detect if an attack has happened. Newly discovered attacks are added to
the dataset of known attacks. The disadvantages of misuse detection are
dependence on the size and the efficiency of the black-list, and vulnerability
to a zero-day attack. Publicly available datasets often used for the known
attack detection are the KDD Cup '99 and the NSL-KDD dataset. The KDD
Cup ‘99 dataset is collected by simulation of the operation of a typical US Air
Force Local Area Network with attacks classified into four categories: 1)
probe, 2) denial of service (DoS), 3) user to root (U2R), and 4) remote to
local (R2L). The dataset contains 41 features which fall into the following
categories: 1) basic, 2) traffic, 3) content, 4) host-related attack, and 5)
normal behavior (Aggarwal & Sharma, 2015, pp.842-851). On the other
hand, the KDD Cup ‘99 dataset contains redundant and duplicate records
which prevent classifying the other records. To fix these issues, Tavallaee et
al (2009) proposed the NSL-KDD dataset that consists of selected features
from the KDD Cup‘99 dataset excluding redundant records in the training
set and duplicates in the test set (Protic, 2018, pp.585-586).

Many authors presented various results on the specific attack
recognition. Al-Dabagh & Ali (2011, pp.381-390) presented the dendritic cell
algorithm for the detection of DoS in the real time. Flow-based DoS
detection schemes for high speed networks have been proposed by Wang
et al (2012, pp.646-650) as an effective supplement to payload-based
solutions. The existing flow-based solutions had serious limitations in
detecting unknown attacks and efficiently identifying real attack flows buried
into the background traffic, and had difficulty to adapt to attack dynamics. To
address these issues, the authors proposed a flow-based DoS detection
scheme based on Neighborhood Negative Selection (NNS) as the detection
algorithm for unknown DoS attacks, and identified attack flows from massive
traffic.
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Anomaly detection

NIDSs are deployed at the computer network level and work by
tracking network traffic. The aim of such systems is to detect if there was an
attack or not. If an attack is detected, NIDSs rise an alert and create/respond
to the log of attack (depending on the NIDS configuration). The anomaly-
based NIDSs are deployed in the most critical parts of the computer network
and learn from the network behavior. The longer the IDS is in the network,
the more effective it will be. Any deviation from the normal ftraffic is
considered an anomaly. The threshold level configured in the anomaly-
based IDS will dictate the detection of anomalies. The main issue of such
IDSs is a high level of FP. For that reason, the system has to be configured
not to become insensitive to such alarms.

For the purpose of anomaly detection, the Kyoto 2006+ dataset is often
used in experiments. It is built on real network traffic collected from 2006 to
2015 on five different computer networks inside and outside the Kyoto
University. The records consist of 14 statistical features derived from the
KDD Cup ‘99 dataset and 10 additional features which can be used for
further analyses of systems. During the observation period, ~50 million
sessions of normal traffic and ~43 million sessions of attacks and ~425
thousands sessions of unknown attacks were recorded.

One of the results on anomaly detection presented in this paper is
based on NSA and the NSL-KDD dataset. The IDS proposed by Kumarvel
(2016) that is based on the algorithm Elberfeld and Textor (2011, pp.534-
542) shows lesser FP, lesser computational overhead and higher detection
rates if compared with the literature. A Java application has four modules: 1)
input (captures traffic from the input); two types of files are to be fed into the
input module — the self file is used for training and generation of the detector
set while the test file uses a packet of normal traffic that is to be monitored,
2) the network converter converts the data into binary strings, 3) the
negative selection module generates detectors, and 4) classification. The
Hamming distance, r-contiguous matching, and r-chunk matching are used
to compute affinity (Kumarvel, 2016, pp.23-31). The testing of the IDS was
based on the false alarm rates, the Receiver Operating Characteristics
(ROC) analysis and the testing environment. Another example of anomaly
detection based on NSA is proposed by Shen (2012, pp.18-48). The
scheme consists of two weighted feature selection algorithms based on the
Rough Set Algorithm (RSA) and Linear Genetic Programming (LGP).
Weighting the contribution of the parameters in the IDS improved the
performance of the algorithms. The results indicate that the proposed
scheme outperforms most of the existing IDS on the same testing data set.
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The aim of the research conducted by Murad & Mohd. Aizani, (2012,
pp.147-154) was to address the impact of the feature reduction in designing
an anomaly detection system based on the immune network theory to
detect novel attacks. The results on anomaly detection show that the
detection rate ranges from 80.25% to 82.25%, while the FPR ranges from
0.1975 t0 0.1775.

AIS vs. machine learning

AIS and machine learning (ML) - based IDSs have advantages and
disadvantages one over the other. AIS algorithms are easy to be used in
classification (supervised learning) or clustering (unsupervised learning).
The methods used in the AIS design include: 1) generation of antibodies, 2)
diversity, 3) distributed systems, 4) dynamic systems, 5) self-organizing
memory, and 6) noise/error tolerance. However, there are several issues
that can occur during the evaluation of models, so several questions have to
be answered: How to determine antigens, antibodies and B cells?, How to
define memory cells?, How to determine the similarity between an antigen
and an antibody?, and What are the basic calculations in the AIS models? It
is obvious that both supervised and unsupervised learning can be used to
develop AlS-based IDSs. The CLONALG and Hypermutation are instance-
based models. Negative and positive selection algorithms are algorithms
with regularization (positive selection) and clustering algorithms (negative
selection). Immune networks are algorithms with regression or with
associated rules. The danger theory is based on the decision tree, or the
associated rules algorithms. Dendritic cell algorithms work in the similar way
to the danger theory algorithms but the tolerance to the signal indicating
danger has to be properly set.

The experiments presented in this paper are conducted to four data
sets from the Kyoto 2006+ dataset. Each dataset consists of different
number of instances (158572, 129651, 128740 and 136625). Of all
instances, 70% were used for training and 30% were used for testing the
models. Of 24 features from the Kyoto 2006+ dataset, nine features are
used for classifiers. Flag, IDS detection, Count, Same_srv_rate,
Serror_rate,  Srv_serror_rate, Dst host count, Dst host srv_count,
Dst_host same_src_port_rate, and Dst_host_serror_rate. The Label feature
indicated whether the session was an attack or not. Features are chosen
based on expert knowledge and the pre-processing algorithm which cuts all
categorical features, removes statistical features, cuts all features which can
be used for further analyses, cuts all features that cannot be normalized into
the range [-1,1] and normalizes the remaining instances into the range [-1,1]
by applying the tangent hyperbolic function (Proti¢ & Stankovi¢, 2018, p.43).
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Four ML models are used for the binary classifications: the Decision tree (DT)
(Sebastiani, 2012, p.13), the support vector machine (SVM) (Burges, 1998,
p.291), the k-Nearest Neighbor (k-NN), and the weighted k-NN (wk-NN)
(Hechenbichler & Schilep, 2004). The results show high accuracy for the k-
NN and the wk-NN, followed by the DT and the SVM. The fastest model is the
DT. The processing time (sum of training and testing time) is more than 100
times shorter than the processing time for all the other models (Table 1).

Table 1 — Accuracy and processing time
Tabnuya 1 — ToyHocmb u gpemsi obpabomku
Tabena 1 — Ta4yHocm u epeme obpade

No | Size Model | Accuracy | Processing time
k-NN 98.3% 275.72s
wk-NN 98.4% 277.32s

1 158572

585 SVM 98.1% 449.35s
DT 97.2% 3.8452s
k-NN 91.8% 175.84s
wk-NN 91.8% 173.32s

2 129651
SVM 98.3% 254.32s
DT 97.3% 3.3104s
k-NN 98.2% 193.82s
wk-NN 98.1% 194.81s

3 128740 SVM 97.8% 280.82s
DT 97.2% 3.3033s
k-NN 99.3% 194.83s
wk-NN 99.4% 194.23s

4 136625
SVM 99.1% 217.32s
DT 98.3% 8.3169s

As it can be seen, the wk-NN has the highest accuracy (up to 99.5%),
while the accuracies of both k-NN and DT classifiers are much higher than
the accuracy of the SVM. A significantly shorter processing time of the DT
model is due to the Iterative Dichotomy 3 algorithm. The results point to the
given pros and cons of the models. Eager ML models are very accurate but
the training and testing time can be very long. This is not the characteristic
that suits the real-time for detection of the attack such as DoS or Distributed
DoS (DDoS). On the other hand, DT models are very fast but their accuracy
is significantly low and corresponds to the accuracy of the IDS based on the
immune network theory. NSAs are highly accurate but the processing time
of these algorithms can be significantly slow if the number of the detectors is
high and the threshold is not set well. Also, NSAs are mostly used in
anomaly detection. ML models based on the SVM showed better results
in the detection of U2R and R2L attacks. The results also showed that
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the accuracy of the models trained and tested on the real data flow is
higher than the accuracies of the model trained on the simulated data.

Conclusions

Artificial immune systems are accurate and fast computational models
inspired by the human immune system. They are often used in intrusion
detection. There are two trends in intrusion detection: signature and
anomaly detection. The basic concepts of AIS are negative selection,
positive selection, clonal selection, immune networks, danger theory, and
dendritic cell algorithm. IDSs based on the AIS are often compared to IDSs
based on ML. Experiments on different datasets show that the models can
be used in both known attack and anomaly detection. Eager ML classifiers
show better results in the decision, which is an advantage if processing time
is not significant. Dendritic cell algorithms and negative selection algorithms
show better results for real-time detection.
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OBHAPY>XEHWE BTOPXEHU, OCHOBAHHOE HA
NCKYCCTBEHHOW UMMYHHOW CUCTEME

Hanuena [1. Mpotny

BoopyxeHHble cunbl Pecnybnukm Cepbus, MeHepanbHbIn WTaob,
YnpaerneHnne nHpopMaTUKM 1 TeNekoMMyHuKaumi (J-6),

LleHTp npuknagHoi MaTeMaTuKn U SNEKTPOHUKM,

r. benrpag, Pecnybnvka Cepbusi
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PYBPUKA TPHTW: 20.00.00 MHOPOPMATWKA:
20.15.05 NHbopmaunoHHbIe Cryxbbl, CETU, CUCTEMBI B
Lenom

BWO CTATbW: opuruHanbHas Hay4Hasi cTaTbs

Pe3some:

BeedeHue/uyenb: UckyccmeeHHasi UMMYyHHasi cucmema —  3mo
eblquciumesnibHasi Mooesib, B00XHO8/IEHHas1 buonosudeckol  unu
yesiogeqeckol UMMYHHOU cucmemol, Komopas 3awuwaem opaaHu3m
0om namoeseHo8 U pasnudaem cobCmBeHHbLIe Kemku om UHOPOOHbIX.
Ocobo UHMepeCHbIM 8 UCKYCCMBEHHOU UMMYHHOU cucmeme si8r1siemcs
mo, KaK 4Yesogeyeckuli opeaHUu3M peasupyem Ha HO8bIe Mamoe2eHbl U
Kak OH adanmupyemcsi, CmMaHO8sICb HEBOCMPUUMYUBLIM 8 meyeHue
onumenbHo2o0 nepuola nocrne 6opbbbl ¢ 3abonesaHuem, YMO
OMHOCUMCS K paciio3HasaHUlo yxe U38ecmHol amaku, U crocoby,
KomopbIM UMMYHHasi cucmema udeHmucgbuyupyem cobcmeeHHble
KIemku, Ha Komophble He peazupyem U Kak 0bHapyxusaem aHoMasnuu.

Memodbi: B uccnedosaHuu npumeHsnucb credyruue mMemoobi:
ompuyamernbHbIli  ombop, MoA0KUMeEbHbIU 0m6op, KIIOHabHBI
ombop, UMMYHHbIE Cemu, meopusi OfnacHocmu U an2opumm
OeHOPUMHbIX KITEMOK.

Pesynbsmamel: [NpedcmaesrneHbl pasfnuyHble aneopummbi U MoOOesu,
OMHOCAWUECS K UCKYCCMBEHHbIM UMMYHHbIM cucmemam, u 0ea
fpuHyuna Krnaccugbukayuu: OOUH OCHOBaH Ha  ObHapyxeHuu
KOHKpemHoU amaku, a Opyaol — Ha 0bHapy»xeHUU aHoMasluu.

Bb1800bI: MickyccmeeHHbIe UMMYHHbIE CUCMEMbI Hacmo UCosIb3yomcs
0n1si O6HapyXXeHUSs 8MOPXKeHUU 8 KOMIbIOMEPHLIe cemu, rnomomy 4Ymo
OHU MOYHble U bbicmpblie. SKcrnepuMeHmbl C pas/iuYyHbIMU Habopamu
O0aHHbIX OKa3bliearom, 4mo MoOesiu MOXHO UCrob308amb Kak Oris
ObHapyXXeHuss amak, mak U Ornd OOHapyXeHuss aHomasud.
Knaccugbukamopbl Ha OCHO8e MawUHHO20 Oby4YeHUsT MoKa3sblearm
nydqwue pesynbmambl pU  MPUHAMUU peweHul, 4mo sensemcs
bonbwuM npeumyw,ecmeom, ecriu epemsi obpabomku He sensemcs
3HayUMbIM  nlapamempom. Arneopummbl  OeHOPUMHbIX  KIIemoK U
ansopummMbl  ompuuyamesnibHo20 ombopa  nokasbigarom - yquiue
pesyribmamel 05151 06HapPyXeHUs 8 pearisHOM 8PeMEHU.

Kriroyesbie criosa: UcKyccmeeHHasi UMMYHHasi cucmema, obHapyxeHue
8mopxeHud.

OETEKUNJA HAMAOA SACHOBAHA HA BELULTAYKOM MMYHOM
CUCTEMY

HaHujena [. MNMpoTuh

Bojcka Cpbuje, MNeHepanwTab, YnpaBa 3a TenekoMyHukalmje n tHgopmaTuky
(J-6), LleHTap 3a npymer-eHy MaTtemMaTuKy U eNeKTPOHUKY,

Beorpag, Penybnuka Cpbunja
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OBJTIACT: pauyHapcke Hayke, MHhOpMaLuoHe TeXHorornje
BPCTA UJIAHKA: opurnHanHun Hay4yHu paja

Caxemak:

YB00/uurb: Bewumauku umyHu cucmem (BUC) uHcnupucaH je 6uonowkum
UMYHOIOWKUM CUCMEMOM Koju pasfiukyje coricmeeHe heruje 00 OHUX
Koje mo Hucy. 3a BUC je 3aHUMIBbUS Ha4YUH Ha Koju mersio peazyje Ha
namoeeHe U npunazohaea ce Ga ocmaHe umyHo Oyxu repuod. To ce
00HOCU Ha fpero3Hasarbe Mo3Hamoe Hanada U HaduH Ha Koju UMyHU
cucmem udeHmugpuKkyje coricmeeHe henuje Ha Koje He mpeba Oa
peagzyje, U Ha omKpuear-€ aHomarluje.

Memode: lNpuka3zaHe cy memode HezamueHe U Mo3umueHe cernekyuje,
3amum KIoHUparbe, UMyHe MPEexe, meopuja onacHocmu u ajieopumam
OeHOpumuyHux henuja.

Pesynmamu: lNpedcmassbeHu cy modesnu Koju ce oOHoce Ha BUC u dsa
npuHyuna Knacugukayuje — jedaH 3acHoeaH Ha demekuyuju odpeheHoz
Harnada, a Opyau Ha OemeKyuju aHomariuje.

Bakrbydak: Bewmauku UMyHU cucmemu Kopucme ce Yy OmKpusatby
ynada y padyHapcke Mpexe jep cy mayHu u 6p3u. ExkcriepumeHmu Ha
pasnuqumum  ckyriosuma rodamaka rnokasyjy Oa ce modenu Mmoay
Kopucmumu y omkpueary Harnada umnu aHomaruja. Knacugbukamopu
3aCHO8aHU Ha MaWUHCKOM y4yerby rokasyjy 6orbe pesynmame y 00riyyu,
wmo je eernuka npedHoOCM ako epeme obpade Huje 3HajvajaH napamemap.
Anzopummu BeHOpumuykux henuja u anzopummu HeecamusHoe odabupa

rokasyjy bosbe pesynmame 3a 0emekyujy y peasriHoM 8peMeHy.
KrbyyHe pedu: eewumayxku UMyHU cucmem, demekyuja ynada.
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