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Abstract:

Introduction/purpose: The process of issuing and retrieving weapons in
the military should be fast enough and should provide immediate
availability of accurate information on the status of weapons.

Methods: This paper deals with the problem of digitizing the recording of
issuing and returning weapons through the use of modern Edge
computing technology. The problem is presented through two
approaches. The first approach is based on the application of machine
learning algorithms for recognizing the serial number of a weapon based
on the camera image, while the second approach concerns the
application of RFID technology. User authentication is based on the
application of biometrics.

Results: The results obtained from testing the architecture for identifying
weapons using a camera indicate that such an architecture is not suitable
for identifying weapons. A weapon identification solution using RFID
technology overcomes the problems of the previously mentioned solution.
However, RFID technology requires additional modifications regarding the
implementation of tags on or into weapons so that readings can be made.

Conclusion: The implemented weapon identification solution based on
RFID technology and a user identification solution with biometric
authentication enables easy and reliable identification, speed of issuing
and retrieval of weapons, network relieving, and real-time monitoring of
the weapon status.

Keywords: image processing, fingerprint, RFID, artificial intelligence,
Internet of Things, Raspberry Pi.

Introduction

The process of issuing and retrieving weapons in the military should
be fast enough and should provide immediate availability of accurate
information on the weapon status. Manual maintaining records of
weapons issuing and returning is slow and error-prone. This approach is
inappropriate for a military organization. Therefore, it is necessary to
develop a system based on state-of-the-art technologies that will enable
rapid and accurate record keeping of the weapon status, as well as
information on when the weapon was taken, returned, and who used the
weapon.

In (Lien, 2011), the author describes the implementation of active
and passive RFID tags in the military to improve accountability and
accuracy. The paper cites its price as one of the advantages of a system
based on RFID tags. On the other hand, in (Nicholls, 2017), the author
describes what would be the advantages and disadvantages of
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implanting RFID tags in military personnel. The authors in (Chattaraj et
al, 2009) see the implementation of RFID tags in traffic control. In terms
of authentication of military personnel, in addition to RFID tags that would
be embedded in them, biometrics can also be applied. Biometrics can be
used for authentication to improve various systems as presented in (Kour
et al, 2016), who see the application of biometrics as the key to the future
of cyber security.

It is necessary first to identify the weapon which has to be issued or
returned. One way to do it is by using a camera as a sensor and the
Optical Character Recognition (OCR) technique. Using the OCR, we can
extract the text or the serial number of the weapon from the image.
Algorithms that allow a text to be read from an image are machine
learning algorithms and fall under the domain of Atrtificial Intelligence (Al).
The authors in (Hanmandlu et al, 2017) used an image of a finger
knuckle for the personnel authentication.

This paper explores the possibility of improving the process of
keeping records of weapons issued and returned. The possibility of
identifying weapons and identifying users is being explored. Weapon
identification is considered by identifying the serial number by processing
the image obtained from the camera as well as processing data from the
RFID sensor in the process of weapon identification. User identification is
considered through the application of one of the biometric techniques,
such as fingerprint identification.

The authors developed an architecture for identifying weapons using
RFID technology and identifying weapons users using fingerprint
recognition. The architecture allows collection and processing of
identification data in real time because processing is performed on the
device itself, where the data is generated.

Material and methods

The problem with weapons identification, in terms of research, can
be classified as the Internet of Things (IoT). The IoT is a term that refers
to connecting various devices to a network. These devices are present at
the edge of the network, where real-time data is generated and
processed. The amount of data generated at the edge of a network can
be large. The architecture where data processing is done on Edge
devices is called Edge computing (Reale, 2017). Edge computing
provides: privacy, delay reduction, data filtering, and pre-processing.

Conversion of a text from paper to a digital text is known as Optical
Character Recognition (OCR). This conversion method has been
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explored for decades (Prajapati et al, 2018). Artificial intelligence is used
for image processing and text recognition, and OCR is one of the
branches of artificial intelligence (Pawar et al, 2019). One of the Al
techniques used for text recognition is the Artificial Neural Network (ANN)
(Prajapati et al, 2018). There are a number of currently implemented
OCR software programs. Common to all software programs currently
developed is that they cannot read every text without making an error. In
the case of a handwritten text, the Intelligent Character Recognition (ICR)
technique is used (SimpleSoftware, 2020). One of the software solutions
that can beused for OCR is the Tesseract engine (Pyimagesearch,
2018).

Radio Frequency Identification (RFID) belongs to a group of short-
range wireless communications. This type of communication is based on
the RFID reader and the RFID tag. The reader emits a radio signal, to
which the tag, if within the range of the reader, responds by sending its
code (tag). Depending on the tag power type, there are a passive reader
(powered by the power it receives from the reader), a semi-passive
reader (has a battery that powers the processor), and an active reader
(has its own power). The frequency bands 125-134.2 kHz and 140-148.5
kHz belong to the LF-Low Frequency readers and their range is less than
0.5 meters. The range 6.775-6.795 MHz belongs to midrange readers.
The high frequency group includes readers with a frequency higher than
13.553 MHz (HF-High Frequency) and their range can go up to one
meter, and if the frequency range 858-930 MHz (UH-Ultra High
Frequency) is used, it can go up to 10 meters. Using self-powered tags
can increase the range of the reader in all operating ranges, and in the
case of using the UHF range, the range can go up to 500 meters
(Electronicsnotes, 2020), (SkyRFIDInc, 2020).

The Fingerprint is one of the biometric recognition techniques and it
can be used for face, iris, voice, or palm recognition (Maltoni et al, 2009).
Technologies which can be used to digitize fingerprints can be grouped
in optical (Frustrated Total Internal Reflection), electrical (capacitive,
thermal, electric field, and piezoelectric), and ultrasound (Maltoni et al,
2009). One of the problems with finger digitization is the storage of a
large number of prints. In order to optimize the memory space needed for
storage, compression mechanisms have been created. The most famous
is Wavelet Scalar Quantization (WSQ). This algorithm was developed by
the FBI, the National Institute of Standards and Technology (NIST), and
the Los Alamos National Laboratory (Thakkar, 2020). Biometric data are
lefton most of the objects people touch. This fact represents one of the

182



biggest flaws, which is reflected in the generation of a false fingerprint
(Nogueira et al, 2016).

An Edge computing architecture was proposed in this paper for
research purposes. Edge devices were used to digitize the process of
keeping records of weapons issuing and returning. These devices should
be able to process image and data from RFID and biometric readers.

The Edge device used is the Raspberry Pl 3 (Processor: 64 bits, 4
cores, 1.2GHz; RAM 1 GB) which has 4 USB ports and 40 GPIO pins,
Ethernet, Wi-Fi, Bluetooth. Due to the possibility of connecting a greater
number of different devices and sensors, its small dimensions (85 x 49
mm), price, as well as satisfactory performances, this device was
chosen. The Raspberry Pi Camera (5-megapixel OV5647 sensor) and
Tesseract Engine for OCR and OpenCV software were used to test the
serial number recognition on the image. The NFC-tag (Ntag213) and the
RFID reader RC522 were used to test the possibility of applying RFID
technology.

Results

Two approaches have been used to address the problem of
identification of weapons and keeping their records. The first approach to
solving the problem of identifying a weapon is based on something
possessed by the weapon, while the second approach is based on
something attached to the weapon. In the first approach, a camera was
used to read the existing serial number of the weapon, while in the
second approach, RFID technology was used.

Analysis of proposed solutions

For the purpose of the research, two weapons identification
architectures were created. The architectures are based on a Raspberry
Pi computer, a monitor, and a data acquisition device (camera or RFID
reader), as shown in Figure 1.

A weapon identification architecture that uses a camera to read a
weapon's serial number is shown in Figure 1a. With this architecture, the
user brings in a weapon facing the serial number towards the camera.
After generating the image, the computer processes the image by trying
to identify the serial number of the weapon.

Before testing the image processing from the camera, the
architecture was tested by recognizing the text from the previously
processed image. The aim was to determine whether the Raspberry Pi
could extract a text from the image. During testing, we determined that
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the Raspberry Pi could read a text from an image for 2s to 8s depending
on the image quality. However, the percentage of read characters of the
serial number from the image ranged from 78% to 100%. The whole
serial number recognition rate is 28% of all attempts (75 attempts, 21
serial numbers recognized).

Figure 1 — System architecture: (a) for image testing, (b) for RFID tag processing)
Puc. 1 — CucmemHas apxumekmypa: (a) nposepka uzobpaxeHud, (6) dns obpabomku
RFID-memok
Cnuka 1 — Cucmemcka apxumekmypa, (a) 3a mecmupare criuka, (b) 3a npouecupare
RFID maea

We then tested the reading of the serial number of the weapon from
the image generated by the camera. Figure 2 shows the images of the
weapon serial numbers.

Figure 2 — Weapon serial numbers
Puc. 2 — CepuliHbie HoMepa opyXusi
Cnuka 2 — Cepujcku bpojesu Haopyxarba




The time required to recognize a serial number is greater than that
of the image previously processed and ranged from 5s to 20s. The
precision was much lower and ranged from 0 to 70% of the maximum
read characters of the serial number. The reading results are shown in
Table 1. Characteristically, the whole serial number of the weapon was
not recognized in any of the 150 recognition attempts. One possible
solution to solving image processing speed and serial number
recognition quality would be to use a server that recognizes the image as
described in (Saleous et al, 2016).

Table 1 — Comparative overview of weapons serial number readings
Tabnuua 1 — CpasHumersbHbIli 0630p cHUMbIBAHUSI CEPULIHbIX HOMEPO8 OPYXKUS
Tabena 1 — KomnapamusHu npeeaned o4umasara cepujckux bpojesa Haopyxarba
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The second approach to problem solving was to use RFID readers.
When testing the RFID weapons identification architecture, an NFC-tag
test environment (Ntag213) was developed and the RFID reader RC522
was used. The architecture of the test system for processing RFID tags is
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shown in Figure 1b. A flexible NFC tag with a diameter of 25mm is
placed inside the weapon. Figure 1b, as a separate section, shows the
handrail and the exact location of the NFC tag. During testing, the
response was found to depend on the tag distance from the RFID reader
as well as where the tag was placed. Table 1 shows that the maximum
distance from which RFID tag readings start is 25 to 30 mm, depending
on the position of the tag in the weapon.

Based on the performed testing, Table 2 shows a comparative
overview of the two architectures. Based on the analysis, the architecture
for weapons identification using RFID technology was selected.

Table 2 — Comparative overview of the advantages and disadvantages of the tested
architectures
Tabnuua 2 — CpasHumernbHbIl aHanu3 npeumyu,ecme U Hedocmamkoes UcrbimaHHbIX

apxumexkmyp
Tabena 2 — KomnapamusHa aHanu3sa npedHocmu u Hedocmamaka mecmupaHux
apxumexkmypa
Weapon identification Advantages Disadvantages
No weapon modifications. Low serial number
It can be used to identify the | recognition accuracy.
weapon type. It requires a computer with
Using the camera The ability to use the better performances.
camera to authenticate the It requires more time to
person. identify the weapon.

Reliability in reading | Providing tags and labeling

weapon identifiers. weapons.
Using RFID Processing speed of read Non-uniform tag placement
data. on different types  of

weapons.

In terms of person authentication, finger, iris, and facebiometrics
was considered as well as RFID tag-based authentication. It was
concluded that in order to achieve adequate reliability and speed of
authentication based on iris and face biometrics, additional conditions
were required. These conditions apply to the lighting and hardware on
which the authentication would be performed (Maltoni et al, 2009). We
opted for solutions that did not require special environmental conditions
and were not hardware-demanding. The solutions that could be
implemented are the fingerprint and the RFID tag. As RFID tags are not
embedded in persons, it is suggested that person identification should be
based on fingerprint authentication.
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Proposed architecture for identifying weapons and users

Based on the results of the testing and comparative analysis of
weapons identification architectures, a combined architecture for
weapons and user identification is proposed. This architecture uses RFID
technology for weapon identification while user identification is based on
the fingerprint method. In addition to visual notification of the
identification of a user and weapon on the monitor, voice notification is
also proposed for faster release or return dynamics. The architecture of
the proposed solution is shown in Figure 3.

app 1

app 2

- 1

‘ app 1 ‘

app 2

Figure 3 — Proposed weapon and user identification architecture
Puc. 3 — lNpednazaemas apxumexkmypa 051 udeHmuuKayuu opy>usi U rnofb3oeamernsi
Cniuka 3 — lNpednoxeHa apxumekmypa 3a udeHmuguKayujy Haopyxara U KOpUCHUKa

Weapon and user identification is done as follows:

— The user logs on to the system with a fingerprint. When a person
logs in, he or she has 30s to read their weapon, otherwise they need
to log back in,

— When a person is logged in, the weapon tag is read and the status of
the weapon changes (issued or returned by the user),

— After each change, the system notifies the status of the weapon or a
new person.
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The system allows the verification of weapon data (weapon type,
model, serial number) based on RFID tags even if the user is not logged
in. The weapon and user identification algorithm is shown in Figure 4.

N READ RFID
FRESENT IN DATABASE
(WEAPON)
<

YES

FRESENT IN DATABASE
(FERSON)

READ FINGER PRINT

CURRENT PERSON

SHOW NTAG SHOW WEAPON DATA
15 FERGON
VERIFIED | T

YES <303 OF LAST RFID READ DY

-
.
-

YES
UPDATE CURRENT
FERSON

SHOW MEW PERSON DATA
AND
MOTIFY

NO LOGOUT PERSON ---+

MOTIFY
ABOUT NEW STATE

UPDATE STATE
OF WEAPON

WEAPON

P —

Figure 4 — Weapon and user identification algorithm
Puc. 4 — Aneopumm udeHmucgbukayuu opyxus u rnosb3oeamerns
Cnuka 4 — Aneopumam 3a udeHmucbukauyujy Haopyxara U KOpucHuKka

The architecture consists of the Raspberry Pi computer, which is an
integrator of the whole system, to which status notification devices
(monitor, speakers) and data acquisition devices (RFID reader and
fingerprint reader) are connected. The architecture also includes a
database, which allows records to be kept. In order to enable faster
logging in and logging out, data processing and database are hosted on
the Raspberry Pi. In this way, most of the data processing is done at the
edge of the network. This kind of approach in the architecture relieves
network resources.

EDGE architecture takes data processing near the source. In this
work, we use the Raspberry Pi as a local server. The layers which are
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above the local layer use Containerization and Orchestration to receive
data from multiple different sources. In the upper layers, it is possible to
apply some of the techniques such as Al and Machine learning. These
techniques can lead to better analyses and recommendations for some
organizational changes and also changes regarding weapons which are
in use in a unit, which in return can provide better efficiency of the unit.

The Raspberry Pl enables applications on all layers of architecture
to exchange information. This architecture reduces latency and provides
reliability. In terms of security, it decreases potential weaknessess in
cecommunication with the main server is reduced. In military systems, it
is important to reduce communication because military band widths are
often limited.

Implementation of the proposed solution

The architecture was practically designed by deploying the
Raspberry Pi computer inside each weapon warehouse with data
collection and notification devices. The Raspberry Pi is connected to the
network. An online service has been implemented enabling the collection
of data on the current status, processing and exchange of data,
presentation of data and remote administration of the system.

Each weapon is intended to have an RFID tag as an identifier. The
implemented architecture enables the exchange of data with a central
database. In this way, the network is relieved and information processing
is provided as close as possible to the source, which is the tendency in
similar systems that belong to the concept of the Internet of Things.

All the needed hardware introduced as System architecture and
presented in Figure 3 is housed in a special shielded box. The process of
registering an individual is shown in Figure 5a, and begins with the
person pointing his or her finger at the fingerprint reader. The application
identifies the person, and if the identification is successful, the person's
information is displayed on the monitor or spoken through the speakers.
We used the text-to-speech library FreeTTS (Freetts.Sourceforge, 2017)
to ensure that the person's name was read.

The process of identifying the weapon is shown in Figure 5b and is
carried out by moving the weapon to the side where the RFID tag is
attached to the RFID reader. After reading the RFID tag, the application
checks for the existence of such a weapon and records it as being issued
or returned. Figure 5c shows the place selected for the RFID tag
placement.
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a b Cc

Figure 5 — Implemented solution: (a) registering, (b) weapon identification, (c) tag
placement)
Puc. 5 — BHedpeHHoe peweHue: (a) peeucmpayus, (b) udeHmugbukayus opyxusi,
(c) HaHeceHue MemkKu
Cnuka 5 — UmnnemeHmupaHo pewerse: (a) pecucmpauuja, (b) udeHmucghukayuja
Haopyxarba, (C) mocmaerbabe maea

Discussion

The results obtained from testing the architecture for identifying
weapons using a camera indicate that such an architecture is not suitable
for identifying weapons. The test results show that there was no
successful reading of all characters of the serial number regardless of the
number of characters and the number of attempts. The reasons for the
unsuccessful reading are due to the following problems: determining the
most suitable distance between the weapon and the camera, poor
visibility of the serial number due to the color of the print, wear, or
concealment of accessories that can be mounted on the weapon.
Another issue which makes this architecture a not so good solution is the
problem of image processing speed which recognizes a serial number
from an image. Testing has shown that the processing speed is low,
which can create a problem of crowding when taking or returning a
weapon form or to a weapon warehouse. One solution that can fix the
results of processing the image obtained from a camera is to paste
stickers with a serial number or an OCR code onto the weapon on its
outside.

A weapon identification solution using RFID technology overcomes
the problems of the previously mentioned solution. RFID technology
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requires additional modifications regarding the implementation of tags on
or into weapons so that readings can be made. The position of the tag in
the weapon affects the distance required to read. However, in the event
that the weapon is propped up against the reader, a secure reading is
made, thereby achieving system reliability.

The weapons used for testing are newer generation weapons. They
have places where plastic-like materials can be used to include the stock
(where wood was commonly used) or grips. Such places are suitable for
tagging.

The Fingerprint is one of the most commonly used authentication
methods. In military processes where reliability and speed are required,
the fingerprint can meet the requirements. There are fingerprint sensors
on the market that do not require high-performance computers. On the
other hand, the amount of memory required to store a fingerprint is small,
so that fingerprint readers can store the prints in their memory.

Conclusion

The implemented weapon identification solution based on RFID
technology and a user identification solution with biometric authentication
enables easy and reliable identification, speed of issuing and retrieval of
weapons, network relieving, and real-time monitoring of weapon status.
In this way, a solution can be implemented to improve the process of
recording and monitoring weapons in weapon warehouses.

Tracking the development of science in fields such as the loT, Al,
and Edge computing is certainly of interest in military applications. This
paper shows the disadvantages of using Al in weapons image
processing. The main drawback is a low degree of reliability. RFID
systems are reliable systems for keeping track of things. By combining
more techniques and technologies such as RFID, loT, and Al, it is
possible to increase the performance of military systems. Digitization of
basic military processes results in better use of time as a resource.
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VAEHTUOUKALINA CONOAT M BOOPYXXEHWA HA CKITALE
OPYXWA, OCHOBAHHAA HA CPABHUTEJIbHOW OBPABOTKE
M30BPAXXEHWIN N RFID-METOK

Jywar 1. Bornuesny®, Mean A. TQTs,
Padomup V. MpopaHosny®, osH N.Togoposuny’
@ BoopyxéHHble Curbl Pecnybnukn Cepbus, FeHeparnbHblil WwTab,
YnpaBneHve nHgOopMaTUKM n TenekommyHukaumn (J-6), LIKUCUIT,
r. benrpag, Pecnybnuka Cepbus;
Huwicknin yHnBepcuTeT, hakynbTeT ANEKTPOHUKM,
r. Hnw, Pecnybnvka Cepbus
6YHvuaepCMTeT obopoHnl B . benrpag, BoeHHas akagemus,
Kadpeapa TenekoMMyHMKauun n MHOpPMaTUKK,
r. benrpag, Pecnybnuka Cepbusi, KoppecnoHOeHT
® BoopyeHHble cunbl Pecny6nvku Cepbusi, FeHepanbHbii WTab,
YnpaBneHve nHPOPMATUKM U TenekoMMyHukaumn (J-6),
LleHTp npuknagHo MmaTeMaTuKu U 3rEeKTPOHUKM,
r. benrpag, Pecnybnuka Cepbus
" BoopyxéHHble Cunbl Pecnybnuku Cepbus, batansoH BOEHHOM NonuLmm
cneumansHoro HasHadeHust «Kobpsbi», r. Benrpaa, Pecny6nuka Cepbus

PYBPWKA TrPHTW: 78.00.00 BOEHHOE OENO:
78.21.49 BoeHHast anekTpoHuKa 1 knbepHeTnka
BWO CTATbW: npogeccroHanbHas ctaTbs

Pe3some:

BeedeHue/uenb: lNpouedypa ebidaqyu U 8038pama OpyXus 8 apMuu
domkHa npogodumscs bbicmpo U obecrnieyugamb HEMEONEHHbIU
docmyn mo4YHoU UHGOpMauuu 0 COCMOSTHUU OPYXKUS.

Memodsi: B daHHOU cmambe paccmampugaemcsi npobrema o
uugposku  peesucmpayuu  ebidadu U go3epama OopyXus C
ucrnonb308aHUEM COBPEMEHHbIX KOMIMbOMEepPHbIX mexHornoaul Edge.
B cmambe npedcmasneHbl 0ea nodxoda K peweHuro OaHHoU
rpobnemsi. [lepsbili M00X00 OCHOBaH Ha MPUMEHEHUU ai2opummos
MawuHHo2o oby4yeHusi Onsi pacro3HasaHusi CepuliHO20 HoMmepa
OpyXXusi o u3obpakeHuro, coenaHHoO20 Kamepol, a emopol Modxod
OMHOCUMCSI K MPpUMEeHeHU0 mexHonoauu RFID. Wdenmudgbukayus
rnonb3oeamesii  npoeodumcsi €  MoOMowblo  buomempuyeckol
aymeHmuguKkayuu.
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Pesynbmamebl:  Pesynbmamsbl,  1ofy4eHHble — mecmupogaHuem
apxumekmypbl udeHmughukauuu 800PYXKEHUS C MOMOWbIK KaMepbl,
rokasbigalom, 4mo makas apxumekmypa He nooxodum Ons
udeHmucgpukauyuu opyxusi. PeweHue 0ns udeHmubukayuu opyxus ¢
ucrionb3ogaHuemM mexHonoauu RFID npeodonesaem npobremsi
sblweynoMsiHymozo peweHusi. OOHako Ons  6ornee  ycriewHoezo
cyumableaHusi UHopmayuu  mexHosnoeuss  RFID mpebyem
dononHumersbHbIX MoOugbuKkayuli, Kacarwuxcsi 8HEOPEHUST MEMOKC
OpYyXUusl.

Bbigodbl: BHedpeHHOe peuwieHue uleHmMucbukauyuu opyxusi Ha
ocHosaHuu mexHonoauu RFID u 6uomempudeckas aymeHmughukayusi
obecrniequsarom npocmyro U HalexHyto udeHmugbukayuro, CKOpoCmb
ebl0aqyu U eo3epama OpyXus, pas3z2py3Ky cemu u HabrnwleHue 3a
COCMOSIHUEM OPYXUS 8 peasibHOM 8PEMEHU.

Knwouesble crioga: obpabomka u3zobpaxeHul, omredamok nanbuya,
RFID, uckyccmeeHHbIl uHmersnnekm, uHmepHem eewiel, Raspberry Pi.

MAEHTUNONKALINIA BOJHUKA N HAOPYXXAHA Y MATALIMHY
HAOPYXAHA 3ACHOBAHA HA NMOPEREHY MNPOLIEECUPAHA
CJIKA N RFID TATOBA

[ywat Ib. Borvhesuh?, Mear A. Tot®,

Padomup W. MpopaHosuh®, bojaH J. Tonoposuh'

@Bojcka Cpbuje, MeHepanwiTab, Ynpasa 3a TenekoMyHukaLmje u
uHcopmaTtuky (J-6), ULKNCUM, Beorpag, Penybnuka Cpbuja;
YHuBepanuteT y Huwy, EnekTpoHcku cakynTer,

Hwuw, Peny6nuka Cpbuja

6YHvuaep3V|TeT onbpaHe y beorpaay, BojHa akagemuja,
Kategpa TenekoMyHukaumja n nHdopmarmke,
Beorpag, Penybnuka Cpbuja, ayTop 3a npenucky

® Bojcka Cp6uje, FeHepaniutab, Ynpasa 3a TenekoMyHukaumje u
uHcpopmaTuky (J-6), LieHTap 3a npumMereHy MaTeMaTuKy U eneKkTpoHUKY,
Beorpag, Penybnuka Cpbuja

" Bojcka Cpbuje, MeHepaniiTab, baTtarboH BojHe nonuvumje
cneuujanHe HameHe ,Kobpe“, Beorpaa, Penybnvka Cpbuja

OBNACT: pauyHapcke Hayke, MHCbOpMaunoHe TeXHONOrmje
BPCTA YJTIAHKA: cTpy4Hu paa
Caxemak:

Yeod/uurb: lNpouec uzdasana u epahara Haopyxara y eojcuu mpeba
Oa b6yde 0OososbHO 6p3, kao u da omoeyhu AocmynHocm mMmayHux
UHbopMayuja 0 cmarby Haopyxara.
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Memode: Y oeom pady pasmampa ce npobrem Ouaumarsnusayuje
3anucusarba rnodamaka O u3dagamy U epahatby Haopyxaa,
KopuwhereMm cagspemeHe padyHapcke mexHonoauje Edee. lNpobrem je
pasmampaH Ha 08a Ha4uHa. [lpeu ce 3acHuU8a Ha npuMeHuU anzopumama
MaWwUuHCKO2 y4er-a 3a [pero3Hasare cepujckoz bpoja Haopyxara
Kopuwherwem criuke u3spaheHe nomohy Kamepe, 00K Opyeu Ha4duH
pa3vampa rnpumeHy RFID mexHosioauje. KopucHuuka
aymeHmucbukayuja 3acHuU8a ce Ha rpumeHu buomempuje.

Pesynmamu: Pe3ynmamu 0obujeHu HakoH mecmuparsa apxumekmype
3a udeHmucdbukauyujy Haopyxara KopuwhereMm Kamepe riokasyjy Oa
makea apxumekmypa Huje o0zoeapajyha. Pewere 3a udeHmugukauyujy
Haopyxara Kopuwherem RFID mexHomnoeuje npesasunasu rpobrneme
npemxo0HO HaseldeHoz pewera. Mehymum, RFID mexHonoeuja
3axmeea 0odamHe modugbukauuje Koje ce o0Hoce Ha umremMeHmauujy
O3HaKa Ha HaopyXary Kako bu HUX080 o4Humasare 6usio ycreuwHo.

Sakrbyyak:  MMninemeHmupaHo — pewere  3a  udeHmucbukauujy
Haopyxarba 3acHosaHo Ha RFID mexHoroauju, y3 npumeHy 6uomempuje
3a aymeHmubuKkayujy KOpucHuka, omoeyhaea jeOHocmasHy u noysdaHy
udeHmucbukayujy, 6p3uHy npu u3lasary U 6paharby Haopyxara,
pacmepehere padyHapcke Mpexe, Kao u Hald3op Had cmamycom
Haopyxara y peasiHoM 8PEMEHY.

KmbyuyHe peuu: npouecupare criuka, omucak npcma, RFID,
sewmaydka UHmersnueeHyuja, uHmepHem cmeapu, Raspberry Pi.
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