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Abstract:

Introduction/purpose: Since the end of 1995, when TETRA MoU promoted
the new TETRA Standard within ETSI, tentatively called TETRA 1, it
quickly began to be used, almost exclusively, for the construction of
Functional UHF digital trunking systems for mobile radio communications.

Methods: A description of the relevant issues from the TETRA 1
technology standards and an analysis of existing specifications, with a
more detailed presentation of the radio interface.

Results: This article highlights the numerous advantages that radio
systems based on the TETRA Standard have in relation to the Functional
systems of analog trunking of mobile radio communications, and gives an
overview of the basic package of Specifications for system implementation
based on the TETRA Standard 1. It describes the interfaces used in the
system with a special reference to the description of the radio interface,
organized by TDMA, and the method of integration of voice and data
transmission. The organization and the basic elements of the TETRA
network infrastructure are presented as well as those of the final user's
equipment, followed by the analysis of possible practical architectures of
mobile radio communication networks based on that standard.

Conclusion: After the general descriptions of technology, organization, and
architecture, the following are presented: the basic concept of the
organization of TETRA 1 network use, the general principle of
organization of mobile participants' connections and the basic elements of
the TETRA network as well as the architecture and topology of the
TETRA 1 network construction.
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Introduction

The beginnings of TETRA (TErrestrial Trunked RAdio) date back to
1989, when four leading European companies for the production of
mobile radio equipment (Ericsson, Motorola Solutions, Nokia, and
Philips) began work on developing a system of mobile digital trunking
radio communications for integrated speech and data transmission,
called the MDTRS (Mobile Digital Trunked Radio System). During the
same year, work began in North America on the development of a new,
accompanying Standard for Interoperable Digital Mobile Radio
Communications for Voice Transmission, today known as P25 (Project
25). While the development of the P25 Standard was the responsibility of
the North American Public-Safety Community (NAPsC), TETRA was
developed under the auspices of the European Telecommunications
Standards Institute (ETSI), supported by many manufacturers and
equipment vendors, system users and regulators (Ovchinnikov et al,
2000), (Svrzi¢ & Cosovié, 2002a, 2002b), (Swan, 2015), (Svrzié, 2021).

As the interest of manufacturers of equipment of Functional Mobile
Radio Communications Systems-PMR (Professional Mobile Radio) for
the new standard progressed by providing significant support during
1993, the way was paved for the emergence of a strong and solidary
association of manufacturers and sellers of such equipment. Therefore,
in December 1994, under the auspices of ETSI, the TETRA MoU
Association (TETRA Memorandum of Understanding) was formed and
started working, uniting the world's most important manufacturers and
sellers of PMR equipment at the time. As such, the TETRA MoU
association has played a very important role from the very beginning
(until today), not only for the permanent development of TETRA but also
for maintaining interoperability, creating new market opportunities, and
fighting against fierce competition (Ovchinnikov et al, 2000), (Swan,
2015), (Svrzi¢, 2021). By the end of May 1999, the TETRA MoU
Association already consisted of 58 different organizations from 18
countries around the world (out of which: 23 equipment manufacturers,
12 system and operator owners, 3 regulatory bodies, etc.) (Dunlop et al,
1999).

In August 1995, ETSI adopted and approved the Specification ETS
300 391 (Part 1, 2 and 3), within which the general settings for the
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security architecture of the UPT system (Universal Personal
Telecommunication) were defined, the ICS proforma (Implementation
Conformance Statement proformas) was given as well as certain CTSs
(Conformance Test Specifications) (ETSI, 1995). Subsequently, in
December of the same year, ETSI adopted and approved the new
TETRA Radio Interface-TAl (TETRA Air Interface), as the full European
Telecommunications Standard (ETS) EN 300 392-Part 2, although
TETRA was already aiming ambitiously not only at the European, but
also at the the complete world market (ETSI, 1996). The new standard,
tentatively named TETRA 1, was not related to the then existing Public
Access Mobile Radio Access System (PAMR), nor was the PAMR part of
TETRA, as TETRA proved to be an adaptable standard for Functional
Mobile Radio Communication Systems. Namely, the infrastructure of the
TETRA system is formed from switching elements, a certain number of
base and many mobile radio stations, and, being a highly redundant and
flexible system for all requirements, it seems ideal both for regular
business and functional mobile radio communications and for mobile
radio communications in critical situations for general public safety. The
TETRA 1 standard is a set of necessary Specifications
(recommendations) for integrated voice and data transmission-TETRA
V+D (TETRA Voice + Data) and within that for group, broadband, and
emergency calls, then for fast access to the system (which is usually
shorter than 300 ms), for TMO (Trunking Mode Operation) and DMO type
of work (Direct Mode Operation), for different levels of application of
system access protection through authentication and information
encryption, for telephony with network participants functional PABX and
participants of public PSTN (including full duplex), to support the smooth
operation of control points (Control and Dispatch Centers), and circuit-
switched data transmission, as well as for independent packet data
transmission by TETRA PDO (TETRA Packet Data Optimized).
(Ovchinnikov et al, 2000), (Swan, 2015), (Svrzi¢, 2021)

Although at the time of the creation of the TETRA 1 Standard, the
data transfer rate (Data) in it was relatively low and comparable to the
data transfer rate of other technologies, it should be noted that even at
that time the TETRA 1 Standard offered a powerful system of Status
Messages-SM and short written messages-SDM (Status and Short Data
Messaging), as well as a special data package directly related to the
execution of special tasks in the field. However, fewer than five years
passed since its inception when members of the ETSI TETRA project,
which includes both users and equipment manufacturers, within the
TETRA Technical Committee (TC) and the TETRA Association (TA), in
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1999, recognized the need for necessary improvements of the first
generation of the existing standard, tentatively called the TETRA 1
Standard, in several different areas. Although the number of these areas
was initially wide, significant developments in the telecommunications
industry (combined with changes in market needs) led to ETSI deciding
in September 2000 to start activities to improve the existing standard
towards second-generation TETRA (Swan, 2015), (Svrzi¢, 2021). As a
result of these activities, at the end of 2005, a document was published
defining the areas, services and characteristics of the TETRA 1
Standard, which were envisaged for treatment and improvements
through the planned new TETRA 2 Standard, as follows:

* Increase connection range in the TMO mode.

* Use of a multi-purpose adaptive voice codec- AMR (Adaptive
Multiple Rate).

» Use of mixed excitation, with line prediction, excited voice codec -
MELPe (Mix Exitation Line Prediction).

* Introduction of an improved part of the standard for fast data
transfer, called TEDS (TETRA Enhanced Data Service) (Swan, 2015),
(Nouri, 2016), (Svrzi¢, 2021).

In particular, it should be noted that the development of high-speed
data transfer according to the TETRA 2 Standard, i.e. the introduction of
part of the standard for high-speed data transmission according to TEDS,
had its prehistory since at the beginning there were two different ways of
its development:

1.- TETRA Advancet Packet Service - TAPS, which was based on
the evolution of the GRPS / EDGE standard, and was thus focused
mainly on the PAMR market, i.e. for public mobile communications.

2.- TETRA Enhanced Data Service - TEDS, which implied a slightly
different appearance of the standard in terms of data transfer speed, and
was aimed at the entire TETRA market (in all sectors). In addition, it
envisaged full compatibility with TETRA 1 V + D and easy migration of
equipment from TETRA 1 V + D to TEDS, as well as flexible use of the
existing frequency spectrum allocated for use in PMR of different holders.

At the end of that "race", and after the consensus reached at the
working group WG4 EPT on 04.07.2002, the concept of TEDS won as a
direction preferred by a group of the world's 5 largest manufacturers of
TETRA equipment (with six different technologies) and most of the
functional users of PMR. However, due to the painstaking debate over
the choice of only one, since then initially offered technology options,
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there were many failed attempts to reach a consensus on this issue as
well. The most important thing is that after 4 years of controversy, the
decision was finally made, so the amended TETRA 2 Standard was
finally made public in 2006. Since then, until today, several significant
improvements have been made within the new TETRA 2 Standard,
including the previously mentioned: High Speed Data (HSD) and the
selection and standardization of additional voice codecs for speech
digitization. In addition, the following were realized: the evolution of the
TETRA SIM card, achieving interoperability (even "roaming"), between
TETRA 2 and public GSM, as well as the transition from 2.5G to 3G
network, while maintaining wide compatibility with the first generation of
TETRA 1 devices and full integration of their features into the new
generation of TETRA 2 devices. (Swan, 2015), (Nouri, 2016), (Svrzi¢,
2021)

When it comes to the availability and harmonization of the frequency
spectrum, i.e. spectral efficiency, it should be pointed out that these were
the key moments for the worldwide success of the TETRA Standard.
Namely, an open MR (Mobile Radio) standard, which means that
equipment from different manufacturers can be used in a single radio
network, must offer the system owner (on the one hand) sufficient
spectral efficiency, with the possibility of choosing equipment from
different manufacturers, and at the same time it must enable the
manufacturer (on the other hand) to achieve reasonable economy on the
existing scale, in order to maintain itself in the widely competitive world
market of sellers. Thanks to the work of the European Radio-
communications Office (ERO) from the Community European
Conferences of Postal and Telecommunications Administrations (CEPT),
and consultations with NATO and their substantial cooperation (as well
as the cooperation of some other users of the radio spectrum in Europe),
for the needs of the TETRA system in Europe, subbands of frequencies
have been defined:

« 380-385 and 390-395MHz, which is 200 communication radio
channels with a width of 25kHz (strictly for the needs of public security
and safety services and the army),

* 410-430 and 450-470 MHz, which is additional 800 communication
radio channels 25kHz wide (intended for the needs of commercial
services: services, transport, etc.), and

+ 870-876 and 915-921 MHz, which is more additional 240
communication radio channels with a width of 25kHz (also intended for
the needs of commercial services: services, transport, etc.).
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Also, the mentioned 380-400 MHz and 410-430 MHz parts of the
spectrum, otherwise designated as basic subbands, together with the
newly assigned auxiliary subband 806-870 MHz, are also widely
available for use by TETRA in other regions of the world (meaning those
outside Europe: in America, Asia, Australia, etc.). (Ovchinnikov et al,
2000), (Swan, 2015), (Svrzié & Cosovi¢, 2002a, 2002b), (Svrzié, 2021)

Initially, there were concerns about whether this radio spectrum
width would be sufficient for the frequency plan, as well as whether it
would allow the required density of TETRA network elements, necessary
for good radio coverage and adjusted capacity of communication radio
channels, to be implemented. However, the improved technical RF
(Radio Frequency) characteristics in the standard have allowed the third
generation mobile TETRA terminals to operate successfully on the
combined broadband configuration of both basic subbands, i.e. in the
continuity of 380 to 430 MHz. This made it possible, by combining the
basic spectral subbands of 380-400 MHz and 410-430 MHz, to provide
additional radio coverage and increased capacity of communication radio
channels wherever necessary (of course, if the user has that spectrum
width available). That is why TETRA has already unequivocally proved its
pronounced spectral efficiency in that respect, since from the very
beginning it has enabled a large number of today's operating national
networks to be able to function simultaneously and successfully only in
the basic part of the spectrum from 380 to 400 MHz, i.e. without the use
of additional sub-bands of the radio spectrum. (Swan, 2015), (Svrzic,
2021)

Advantages of digital standards and technologies for
PMR trunking systems

Mobile radio communication trunking systems, both analog and
digital, are in fact UHF (Ultra High Frequency) mobile radio
communication systems that automatically switch the available
communication radio channels of Base Radio Stations (BRSt) for the
interconnection of mobile participants as well as for the connection of
mobile participants with other participants. One of these communication
radio channels must be used as a Control Channel. Through this
channel, calls are registered by mobile and other participants, status
messages are transmitted and the order of connection requests is
assigned. Namely, as soon as the request for establishing a connection
arrives, one of free communication radio channels (channels from the
capacity of the respective BRSt, in whose service zone the participant
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who sent the connection request is assigned) is assigned to the
participants for exclusive use to occupy that channel for communication
with each other. In cases when, during the established connection, new
calls for establishing connections via the same BRSt arrive on the
system, they are assigned the remaining ones and not the occupied
communication radio channels for the connection, until the full utilization
of the communication radio channels on the respective BRSt. If all
channels are busy, a queue is formed for new connection requests
(these requests are queued). As soon as one of the busy communication
radio channels is vacated, the system assigns it to the first participant
from the formed waiting list. This means that in the trunking system of
mobile radio communications, the call for connection is sent only once
because, in case of impossibility for current connection, the call will be
placed on the waiting list and will be processed later in the order and
priority that the participant has (Ovchinnikov et al, 2000), (Svrzi¢ &
Cosovié, 2000), (Svrzi¢ & Cosovi¢, 2002b). An important difference in the
functioning of conventional from frunking systems of mobile radio
communications is plastically shown in Figure 1.

Trunking Mobile radio communication systems belong to the class of
mobile radio communication systems primarily oriented towards the
formation of various functional and corporate radio networks which
provide for the active application of mobile users in separate speech
groups, formed for a permanent or temporary task. Such systems are
used mainly by the police, specialized social security and protection
services, companies engaged in land and air transport, large producers
and distributors of all types of energy (oil, gas, electricity, etc.) in different
countries, as well as by the military in order to provide functional
connections between: mobile radio participants with each other, mobile
radio participants and stationary radio participants, as well as between
mobile radio participants and participants of Public telephone networks-
PSTN and ISDN, and Functional telephone networks-PABX. For Public
and Functional trunking systems of mobile radio communications, there
are a number of different standards differing from each other in: applied
methods for transmission of voice signals (analog and digital); types of
network access: FDMA (Frequency Division Multiplex Access), TDMA
(Time Division Multiplex Access) and CDMA (Code Division Multiplex
Access); the manner of allocating and determining the communication
radio channel: with decentralized and centralized management; the type
of Control-Management Channel: separated and distributed; and in other
characteristics.
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KONVENCIONALNI SISTEM MOBILNIH RADIO-VEZA Kanal N°1
(Fiksno koris¢enje saobracajnih radio-kanala)
Channel N°1
CONVENTIONAL SYSTEM OF MOBILE RADIO Kanal N°2
COMMUNICATIONS
(Fixed use of traffic radio channels) Channel N°2
Kanal N*3
Channel N°3
Kanal N° 4 ,
Channel N°4
Uéesnici 3b i 3c moraju da sacekaju dok se ne oslobodi zauzeti radio-kanal 3 lw»
Participants 3b and 3¢ must wait until the occupied radio channel 3 is released Channel N°5

SISTEM TRANKING MOBILNIH RADIO-VEZA

(Dinami&no koris¢enje sacbradajnih radio-kanala)
Upravijaéki kanal ,
Control channel

TRUNKING SYSTEM OF MOBILE RADIO COMMUNICATIONS
(Dynamic use of traffic radio channels)

Kanal N"5

Channel s N°2 - N°5

Switching in the system switches participants 3b and 3c to free radio chan%ecls 4 and 5 msc-master System Contraller
Komutacija u sistemu prespaja uéesnike 3b i 3c na slobodne radio-kanale 4i 5 TSC-Tranking System Controller

Figure 1 — Use of channels in conventional and trunking systems of mobile radio
communications (Rohde & Schwartz, 1994)
Puc. 1— Ucnonb3oeaHue kaHanos 8 06bIYHbIX U MPaHKUH208bIX cucmemax
moburnbHou paduocessu (Rohde & Schwartz, 1994)
Cnuka 1 — Kopuwhere KkaHana K00 KOH8EHUUOHa/IHUX U MpaHKUHe cucmema MOobuHUX
paduo-komyHukauyuja (Rohde & Schwartz, 1994)

Until about 20 years ago, some previously produced Analogue
trunking systems of mobile radio communications were still relatively
widespread in the world, such as: SMART TRUNK, then systems with the
standard MPT-1327 (ACCESSNET, ACTIONET, EURONET-46-3,
STANILITE, JRC, SELECTACOM MX and others), systems

694




manufactured by Motorola (STARTSITE, SMARTNET, SMARTZONE),
systems with distributed Control and management channel ( LTR and
MULTI-NET manufactured by FFJohnson Co and ESAS manufactured
by Uniden). The technology of some of these systems, until that time,
was used by the public security and security services of different
countries, through their built Functional networks of analog trunking of
mobile radio communications. (Svrzi¢ & Cosovi¢, 2000), (Ovchinnikov et
al, 2000), (Svrzi¢ & Cosovié, 2002b)

However, since about 15 years ago, the standards for digital mobile
radio communications has been much more widespread in the world, and
therefore the circle of users of Digital trunking systems for mobile radio
communications has been constantly expanding, which is explained by a
number of their systemic advantages over analog trunking systems, such
as:

» better spectral efficiency due to the application of complex
procedures in signal modulation and low speed algorithms for conversion
and digitization of speech signals,

* increased capacity and quality of connections in the system, with a
reduction in noise levels, and

 equalization of the quality of voice signal transmission in all BRSt
service zones, at the expense of the application of digital signals in
combination with coding, which is very resistant to interference.

Compared to analog systems, Digital trunking systems of mobile
radio connections, besides systemic advantages, provide a number of
operational advantages due to:

* a successful implementation of the requirements for high
operability and security of connections,

« the provision of wide possibilities for data signal transmission,

» a wider range of liaison services (including special services related
to the realization of special needs of public safety and security services),
and

* a successful realization of connections between participants from
different networks.

The requirement for high connection operability, first of all, means
the minimum possible time for establishing a connection channel (access
time <300 ms) for different types of connections (individual, group, with
participants in telephone networks, etc.). With conventional mobile radio
systems, it takes significantly longer than with analog trunking systems to
establish a communication channel through which digital information is
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transmitted due to the time required to establish synchronization between
transmitter and receiver. However, in mobile radio trunking systems,
where the exchange of information is mainly done via BRSt, the
connection channel establishment time (access time) in digital systems is
commensurate with the access time in analogue systems. This is due to
the fact that in both digital and analog trunking systems of mobile radio
communications, as a rule, the Control Channel is realized on the
principle of digital signals. In addition, in Digital trunking systems of
mobile radio communications, it is much easier to implement different
connection modes, which significantly contribute to the operability of the
system, such as:

* direct connection mode-DMO between mobile participants (without
using BRSt),

» open channel mode (allocation and reservation of frequency
network resources for the needs of a certain group of users, so that they
can further conduct conversations without any prescribed procedure, and
in that sense without delay),

* emergency call mode,

* priority call mode,

« etc. (Ovchinnikov et al, 2000), (Svrzi¢ & Cosovi¢, 2002a, 2002b)

The requirement to provide wide possibilities for data signal
transmission implies that Digital trunking systems of mobile radio
communications are much better prepared for different modes of data
signal transmission, which gives digital network owners much greater
possibilities: for operational introduction of reductions from centralized
databases, for transmission of necessary information including image
transmission, and for the organization of centralized dispatch centers
from the vehicle location system, realized on the basis of satellite radio
navigation. Also, this means that in digital trunking systems, compared to
analog ones, data signals (Data) are transmitted at significantly higher
speeds (even several tens of times higher) (Nouri, 2016). In most digital
trunking systems of mobile radio communications integrated with data
transmission, the services of transmission of short messages and status
messages, individual radio calls, facsimile connections, as well as access
to fixed networks of data transmission connections, which work on the
basis of TCP / IP, are the realized types of protocols. (Swan, 2015),
(Svrzi¢, 2021)

The request for protection of connections includes the need to
ensure the confidentiality of cvonversations (excluding the possibility that
anyone other than the authentic user can extract information from the
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connection channel), as well as protection against unauthorized access
to the system (excluding the possibility of entering the management
system, attempts to disrupt the regularity of the system in any way,
protection from "duplicates", and so on). As a rule, the basic mechanisms
of connection protection are the application of encryption of transmitted
information as well as the identification and authentication of users. It is
quite natural that in Digital trunking systems of mobile radio
communications it is much easier to achieve protection of connections
than in the case of analog trunking systems. Even without the application
of special measures for "locking" information, the Digital trunking system
of mobile radio communications provides a certain degree of protection
for conversations (analog radio receivers with search are completely
unsuitable for listening to conversations in digital radio). In addition, some
standards of digital trunking radio communications provide for the
possibility of transit encryption of information, which allows the use of
original (i.e. developed by the equipment manufacturers themselves)
algorithms for encrypting speech and data. Also, Digital trunking systems
of mobile radio connections provide the possibility of using different
mechanisms for identification and authentication of users: different
identification keys and SIM cards, complex authentication algorithms that
use encryption, etc.

The requirement for a wide range of communication services implies
that Digital trunking systems of mobile radio communications realize a
modern level of service of participants in the radio network, which
represents: possibility of automatic registration of participants, roaming,
data signal protocol management, different priority call modes, call
forwarding, and so on. Also, in accordance with standard network service
functions, based on the specifications of public security and protection
services, standard digital trunking radio links often include requirements
for the existence of specific connection services: call mode that can be
realized only with the permission of the system dispatcher;, mode of
dynamic modification of user groups, remote radio mode for remote
listening, etc.

The requirement for the possibility of interconnection implies that
Digital trunking systems of mobile radio communications, which have a
flexible structure of addressing users, provide ample opportunities for
creating different Virtual Networks within the same system, and for
organizing connections between participants of different networks when
necessary. For public security and protection services, the request for
providing the possibility of organizing connections of joint action of
different specific units of services is especially relevant, in order to
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coordinate actions in emergency situations: various disasters, accident
situations, terrorist acts, and the like.

Based on such requirements, in the past, international meritorious
organizations  and some  world-famous manufacturers  of
telecommunications equipment have developed a number of different
standards for the construction of Digital trunking systems for mobile radio
communications. Some popular standards of digital trunking of mobile
radio connections, which, in addition to TETRA, have gained international
significance and on the basis of which Digital trunking systems of mobile
radio communications have been built in several countries, are:

* EDACS, developed by Ericsson from Sweden,

* APCO-25, developed by the International Association of Official
Representatives of General Security and Protection Services (APCOI),

* TETRAPOL, developed by the French manufacturer
MatraCommunications,

* iDEN, developed by Motorola from the USA. (Ovchinnikov et al,
2000), (Svrzi¢ & Cosovié, 2002a, 2002b)

All these standards generally met (some less, some more) modern
requirements for Digital trunking systems of mobile radio
communications, as they allow to build networks of digital mobile radio
communications of different configurations: from the simplest-single-zone
networks of local importance to very complex multi-zone networks at the
regional or national level. Mobile radio communication systems built on
the basis of these standards provide different modes of digital
transmission and switching of voice signal (individual call, group call,
diffuse call, etc.) and data signal transmission (packet switching, circuit
switching, short message transmission, etc.), as well as the possibility of
organizing connections with other different communication systems via
standardized interfaces (with the Digital Network of Integrated Services-
ISDN, with the Public Telephone Network-PSTN, with the Functional
Home ATC-PABX and others). Such Systems of digital trunking of mobile
radio communications use the most modern forms for conversion and
processing of analog speech signals, which then coincide with really
effective methods for encoding information, used to protect against
various types of interference (protective coding). All systems of the stated
standards allow their users the possibility of using duplex radio
connection. Also, manufacturers of radio equipment for these systems
ensure their compliance with the MIL STD 810 standard for various
climatic and mechanical influences. (Ovchinnikov et al, 2000), (Svrzi¢ &
Cosovié, 2002a, 2002b)
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However, it turned out that of all these standards, the TETRA
(TErrestrial Trunked RAdio) Standard is the most promising, as over time
it has been widely accepted by many global equipment manufacturers
and users on all continents, with chances to (of course, in the field of
functional mobile radio connection) possibly get closer to the success of
the Global System for Mobile Communications. Although many analysts
predicted that, due to the significantly faster development and
implementation of public digital cellular mobile telephony via GSM
compared to functional telephony via the Digital Mobile Radio
Communications Trunking System (DMRTS), there will be more mass
migration of connection system owners from their existing Functional
Trunking system on the Public GSM, this did not happen en masse for
several reasons:

- DMRTS are intended for professional use by special groups of
users (closed, e.g. police, military or business systems) while GSM is a
public system for personal communication.

- With DMRTS, system owners have supervision and control of the
system operation at all times and in each of its parts.

- DMRTS offers more reliable communications in all conditions
(especially in crisis situations), much faster connection and a large
number of services.

- DMRTS can work with a larger number of radio channels and in
more frequency bands than GSM.

- Although DMRTS is more expensive than GSM systems (radio
terminals are especially expensive), it can also cover areas that GSM
does not cover (for example: locations of transformer stations, thermal
and hydro power plants, transmission lines, surface mines, construction
sites of new roads and tunnels, wells, gas pipelines, oil pipelines, military
training grounds, and other facilities).

- DMRTS has a powerful dispatching system and a specially
organized subsystem of automatic communication for connection with
PABX as well as an output to PSTN and ISDN.

- With DMRTS, user terminals are much more robust and resistant
to field work in all weather conditions, and even in natural disasters
(higher "IP protection").

- DMRTS provide much better opportunities for data transfer and the
organization of SCADA (Supervisory Control And Data Acquisition).

- DMRTS are designed for a strictly defined number of users, and as
such, they have significant reserves of capacity for switching,
transmission and management, both in terms of increased bandwidth
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and in terms of redundancy. This guarantees that the system is reliable
and that there can be no overload in it.

To conclude, even if the TETRA Standard is developed on the basis
of general technical solutions and recommendations of the GSM
Standard, it differs greatly from it, as it is oriented towards the
construction of such radio communication systems that efficiently and
economically support the sharing of mobile radio networks of different
groups of users, with a special emphasis on quality assurance of secrecy
and protection of transmitted information, as well as towards work in
regular and critical conditions of use. In that sense, special attention in
the standard is paid to the interests of public safety and security services
which often operate in accident and critical situations, and therefore have
a number of special requirements. It i also important that TETRA must be
an open standard, ie. that equipment from different manufacturers can be
used together in one radio network (although, in practice, this is mainly
limited to the use of mobile radio devices, and not different base radio
stations). (Ovchinnikov et al, 2000), (Svrzié & Cosovi¢, 2002a, 2002b),
(123seminarsonly, 2004), (Swan, 2015)

Overview of the TETRA 1 specification package

According to the first-basic package of specifications, the TETRA 1
standard consists of two parts:

a) TETRA YV + D (TETRA Voice + Data) - i.e. part of the standard for
integrated speech and data transmission, and

b) TETRA PDO (TETRA Packet Data Optimized) - i.e. part of the
standard that describes a special variant of the trunking system, oriented
(only) to optimized data transmission. (Ovchinnikov et al, 2000), (Svrzi¢ &
Cosovi¢, 2002b), (123seminarsonly, 2004), (Swan, 2015), (Svrzié, 2021)

The TETRA 1 standard includes: Radio interface specifications,
Interface specifications between TETRA network and Integrated Services
Digital Network-ISDN, Interface specifications according to Public
Telephone Networks-PSTN, Interface specifications according to Data
Networks-PDN, Interface specifications for working with Telephone
exchanges/networks of functional users-PABX, etc. Also, the TETRA 1
standard contains specifications for the description of basic and
additional services, offered by mobile digital radio communication
networks according to TETRA V + D or TETRA PDO, and the Interfaces
of local and centralized (external) radio network management are
specified.
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The first document from the basic package of standards related to
the TETRA 1 system was adopted by ETSI in August 1995 under the
name ETS 300 391-Part 1,23 (Part 1:“Universal Personal
Telecommunication (UPT)-Specification of the security architecture for
UPT phase1”; Part 2:Implementation Conformance Statement (ICS)
proforms”; Part 3: “Conformance Test Specifications (CTS)”.) (ETSI,
1995), and at the beginning of the following year other parts of the basic
package of standards were published (ETSI, 1996). Most of the
specification documents from that package were supplemented at the
end of 1997, although (over time) those specifications were modified and
supplemented several times (newer versions). The most important parts
of the TETRA 1 standard have been ftranslated into the following
specifications:

« ETR 300 391 TETRA V + D Design Guide (five parts, 1997/98);

* ETS 300 392 TETRA V + D (sixteen parts, 1996-2000);

* ETS 300 393 TETRA PDO (eleven parts, 1996-2000);

« ETS 300 394 TETRA Conformance Testing (two parts, 1996-
2000);

« ETS 300 395 TETRA Codec (four parts, 1996-2000);

*« ETS 300 396 TETRA DMO (five parts, 1996-2000). (Ovchinnikov
et al, 2000), (Svrzié & Cosovi¢, 2002b)

The contents of the system Specifications of the TETRA 1 standard,
from ETS 300 392 to ETS 300 396, are shown in the following Tables 1,
2,3,4 and 5.

Table 1
Tabnuua 1
Tabena 1
[Pat  [Thecontent |
Part 1 General network design
Part 2 Air Interface (Al)
Part 3 Inter-working at the 1SI
Part 4 Gateways basic operation
Part 5 Terminal equipment interface (TEI)
Part 6 Line connected stations
Part 7 Security
Part 8 Network management services
Part 9 General requirements for
supplementary servicess
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Part 10 Supplementary services stage 1

Part 11 Supplementary services stage 2

Part 12 Supplementary services stage 3

Part 13 SDL model of the Air Interface (Al)
Part 14 PICS Proforma specification

Part 15 Interworking-extended operations
Part 16 Gateways for supplementsry services

Note: This specification has a variation of the radio interface (Al,
Release 2), which was published on 01.08.2016 within ETSI EN 300 392,
Part 2, as version V3.8.1, and which is supplemented with ETSI TS100
392-18 - “Air interface optimized applications”. Within this edition, the
specifications also include parts: TS100 392-15- “TETRA frequency
bands, duplex spacings and shannel numbering”, TS100 392-16-
“‘Network Performance Metrics” and TS100 392-17- “TETRA V+D and
DMO specifications”.

One of the newer variations of this crucial specification was released
in January 2019 for the TETRA 2-TEDS radio interface, under the
designation ETSI TS 100 392-2 v3.9.1 Technical Specification, Part 2-
“Air Interface (Al)” (ETSI, 2019).

Table 2
Tabnuua 2
Tabena 2

Part 1 General network design
Part2 | Air Interface

Part 3 Inter-working

Part 4 | Gateways

Part 5 Terminal equipment interface
Part 6 Line connected stations

Part 7 | Security

Part 8 Network management
services

Part 9 Performance objectives
Part 10 | SDL model for air interface
Part 11 | PICS Proforma
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Table 3
Tabnuuya 3
Tabena 3

Part 1 Radio conformance testing
Part 2 Protocol conformance testing-voice+data

Table 4
Tabnuuya 4
Tabena 4

Part 1 General description of speech functions
Part 2 Codec

Part 3 Cpecific operational features

Part4 | Codec conformance testing

Table 5
Tabnuua 5
Tabena 5

Part 1 | General network design
Part 2 | Direct MS-MS air interface
Part 3 | Repeater

Part4 | Gateway

Part 5 | Security

It should be noted that the Specifications of the TETRA 1 standard
underwent the greatest changes in 2006, which was conditioned by the
newly adopted Standard TETRA 2-TEDS (TETRA Enhanced Data
Service), when there were significant changes in the organization of the
radio interface for fast transmission data-HSD (High Speed Data) and in
the selection and standardization of additional "voice codecs" for speech
digitization. In addition, these specifications subsequently underwent
partial changes when they were implemented: the evolution of the
TETRA SIM card, achieving interoperability (even "roaming") between
TETRA 2 and public GSM, and the transition from 2.5G to 3G network.
What was important for all holders of hitherto realized systems according
to the TETRA 1 standard is that the wide compatibility with the first
generation of TETRA 1 devices and the full integration of their
characteristics into the new generation of TETRA 2 devices is
maintained. (Duncan, 2015), (Nouri, 2016), (Svrzi¢, 2021)
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Existing interfaces within the TETRA 1 framework

The presented Specifications of the TETRA 1 standard do not set
limits for the architecture of the mobile radio communication network, so,
thanks to the modular principle of construction, different configurations of
such radio networks can be realized, with different areas of geographical
coverage by quality radio signals. In this sense, the radio networks of the
TETRA 1 standard offer a distributed infrastructure for management and
switching-SwMI (Swiching Menager Infrastructure), which provides fast
call transfer and preservation of the system's ability to work locally, and
in case of failure of certain network infrastructure elements.

The basic elements that make up each of the TETRA 1 networks
are: Base transceiver radio stations (BRSt), Mobile handheld radio
stations (RRSt), Mobile transport radio stations (PRSt), Fixed radio
stations (FRSt), Devices for base station management (UBRSt),
Switching base station radios (KBRSt), Dispatch desks (DP), and
Maintenance and operation terminals (TTOE).

The functions of operational network service of participants and their
intersystem coordinated work with participants in other TETRA networks,
public and functional telephony networks as well as the functions of local-
dispatching and central network management are determined by
specified interfaces, clearly shown in Figure 2.

Typical TETRA Network

t: - Central
. Network
(lq ' Management
)
TETRA _=F
- ————
Infrastructure \\I (5 )
{(x] E:I
N nother
© (28 =ma @ { :m:mi
\ ,r
g’

el b — [ Remote Line Station

/PSTN, ISD {4 ) _£=% (Despatchen)
_.PDN

-\.____f"

Figure 2 — Overview of different Interfaces in the TETRA standard (123seminarsonly,
2004)
Puc. 2 — 0O630p pasnuyHbix uHMepgpelicos 8 pamkax cmaHOapma TETRA
(123seminarsonly, 2004)
Cnuka 2 — lNpuka3s pasnudumux uHmepahejca y cmaHdapdy TETRA (123seminarsonly,
2004)
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The following specified interfaces can be seen in the figure:

* (1a) Radio interface for radio trunking work of BRSt (BS-Base
Station) with participating mobile radio stations: RRSt and PRSt, and also
with participating fixed radio stations (FRSt);

* (1b) Radio interface for direct connection between two participating
mobile RSt, without participation of infrastructure network, (Direct Mode
Radio Air Interface);

* (2) Inter System Interface (ISI) for the organization of connections
between KBRSt (BSC-Base Station Controller) of different TETRA
networks - or for connection to other TETRA networks;

* (3) Interface for connection between data transmission terminal
and mobile RSt (sometimes for direct connection of local DP) -TEI
(Terminal Equipment Interface);

* (4) Wired Line Interface (LSI), which connects the isolated DP to
the BRSt Controller (BSC), via PSTN, ISDN or PDN;

* (5) Network Management Interface-NMI which serves to directly
connect the workstation to the Central Network Management System -
NMS;

* (6) Interface for connection to PABX, PSTN, ISDN (Gateways to
PABX, PSTN, ISDN) and to the Package Data Network (PDN)
(Gateways to PDN). (Ovchinnikov et al, 2000), (Svrzi¢ & Cosovi¢,
2002b), (123seminarsonly, 2004)

Figure 3 presents the role and location of the following open
interfaces: Radio-interface-AIR IF (for TMO interaction) and Radio-
interface DMO (for direct connection), and Inter-system interface-ISI| and
Interface for connecting data transmission terminals -TEI, and within the
demonstrated infrastructure of two independent TETRA networks, which
basically (each of them) consist of BRSt, devices with independent
switching, and KBRSt with integrated switching (Base Station, Switch,
Base Station Controller).

In order to, in some special cases, increase the BRSt service area
(i.e. increase the range of the connection) in the TETRA 1 standard, the
possibility of using the participating mobile radio stations as a
Retranslator is also provided. This is realized with the application of
Direct Mode Operation (DMO), as shown in the figure. By the way, during
TMO (Trunking Mode Operation) TETRA supports the semi-duplex mode
by default, but when communicating with participants from PABX, PSTN
or ISDN, it works in full time duplex-TDD (Time Division Duplex).
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Open interfaces:

i DMO 2 ‘
' TEI

Infrastructure (Base Station, Switch, Base Station Controller etc.)

Figure 3 — Overview of the role and location of different interfaces on the TETRA network
infrastructure (123seminarsonly, 2004)
Puc. 3 — 0630p ponu u pacronoxeHusl pa3uyHbIx uHmepgelicos 8 cemesoll
uHgpacmpykmype TETRA (123seminarsonly, 2004)
Cnuka 3 — lpuka3s yrnoze u Mecma pasnuyumux uHmepghejca Ha uHgppacmpykmypu
mpexe TETRA (123seminarsonly, 2004)

Namely, due to the high speed of change of the transmission and
reception cycle by time multiplex, it seems that the semi-duplex mobile
RSt enabled duplex communication with the participants of the
mentioned telephone networks. In doing so, the TETRA 1 system
supports a complex level of protection of transmitted information by
encrypting speech, signaling, and user identification. In doing so, security
and protection are integrated into the system and through multiple levels
of identification and authentication: users by radio terminals, radio
terminals by a network, one network by another network, and a user by
another user. (Ovchinnikov et al, 2000), (Svrzi¢ & Cosovié, 2002b),
(123seminarsonly, 2004)

Description of the radio interface according to the
TETRA 1 standard

The radio interface, defined in the TETRA standard 1 via ETS 300
392-Part 2, is the basic interface in the system that provides for operation
in a conventional frequency network with a radio channel spacing of 25
kHz. In this case, there is a necessary, minimum duplex distance
between the transmitting and receiving frequency of 10 MHz in the radio
channel. In principle, a complete frequency range of 150 to 900 MHz can
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be used for TETRA standard systems, being clearly defined for use in
European countries with the subbands 380-385/390-395 MHz (for public
safety and security services) and 410-430/450-470 MHz (for service
services and commercial organizations). The remaining subbands used
are: 870-876 MHz, used to receive base radio stations (up-link), and 915-
921 MHz, used to transmit base radio stations (down-link).

Because it was rightly expected that a large number of owners and
users of Functional conventional PMR systems will directly switch to the
TETRA system, i.e. to bypass the technology of Analog trunking systems
of mobile radio communications (meaning PMR Standard MPT1327 and
others), the use of the time division multiple access (TDMA) technique
was adopted. The adopted TDMA contains four user time slots,
organized on each of the 25 kHz spaced radio carriers. So, on one pair of
physical radio frequencies BRSt, (for reception- "up-link" and for
transmission- "dow-nlink") spaced 10 MHz, 4 independent time
communication radio channels (information channels) can be organized
(Figure 4).

TETRA TDMA
*4:1 TDMA (Time Division Multiple Access)
*» 25 kHz carrier spacing
* Digital modulation, n/4 DQPSK at 36 kbits/s
* Speech calls use one channel

* Data calls can use up to 4 channels ( Data transfer
rates up to 7.2 kbit/ s per channel)

Lo ml s ml o= s

<
g Four user channels interleaved
ﬁ into one 25 KHz carrier

Figure 4 — Representation of TDMA, parameters and spectral efficiency in the TETRA
Standard 1 (123seminarsonly, 2004)
Puc. 4 — lNpedcmasneHue TDMA, napamempos u cnekmparnbHol aghchekmusHocmu 8
pamkax cmaHOapma TETRA 1 (123seminarsonly, 2004)
Cnuka 4 — lNpukaz TDMA, napamemapa u criekmparsnHe eghukacHocmu kod cmaHOapoda
TETRA 1 (123seminarsonly, 2004)
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This way of organization maintains the same radio channel width of
25 kHz, about one radio frequency carrier, as with conventional PMR
systems, but the spectral efficiency is quadrupled in relation to them,
while in relation to analog trunking systems PMR ( with the MPT1327
standard, where the channel spacing is 12.5 kHz) it doubles. Compared
to GSM, four times better spectral efficiency is also achieved, since in
this system only 8 communication radio channels are organized at a
width of 200 kHz, while at TETRA at a width of 200 kHz 8 radio
frequency carriers are organized (with a radio-channel width of 25 kHz)
and 4 communication radio channels on each. In addition to spectral
efficiency, TETRA also provides savings in BRSt equipment, as only one
transceiver radio unit is required for all four user "time slots", i.e. for four
communication radio channels.

In the TETRA 1 standard, according to the hierarchy, it is defined
that announcements are submitted in TDM multiframes, with a duration
of 1.02 s. By grouping 60 TDM multi frames, one TDM hyperframe is
obtained. Each TDM multi-frame contains 18 TDM primary frames, of
which the 18th is the Control Frame, i.e. the SACCH (Slow Associated
Control Channel), through which signaling is always transmitted, even if
all other channels occupied as working channels.

Each TDM primary frame has a duration of 56.67 ms and contains 4
time intervals of 14.167 ms. In each of these time intervals, the
information of one time (communication) channel is transmitted, within its
duration of 14.167 ms, by placing in the channel a channel packet of a
total length of 510 bits, out of which 432 are information while the rest are
"official bits". This means that within 1s, 35,999.152 bits are transmitted
for all 4 communication-traffic channels, i.e. that the channel speed of the
signal in one communication radio channel = 9 kb/s (Figure 5).
(Ovchinnikov et al, 2000), (Svrzi¢ & Cosovié, 2002b), (123seminarsonly,
2004), (Svrzi¢ 2021)

At the beginning of each channel packet, in a "time slot" of the
communication radio channel, an official PA block (Power Amplifier) of 36
bits in length is handed over, intended for regulating the radiant power of
the mobile radio station. It is followed by the first information block, 210
bits long, and then the SYNCA synchronization block 36 bits long, after
which the second information block 216 bits long is passed. At the end of
such a channel packet, a 6-bit protection block is passed. This protective
block of bits excludes the possibility of overlapping (overflow) of
information from adjacent communication radio channels.
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Air Interface - TDMA Illustrated

Hyperframe (61.2s)

Time slot (14.167ms o

= 510 modulating bits

Figure 5 — Overview of the hierarchy of time structures in the TETRA system
(123seminarsonly, 2004)

Puc. 5 — O630p uepapxuu spemMeHHbIX cmpykmyp 8 cucmeme TETRA (123seminarsonly,
2004)

Cnuka 5 — lNpukas xujepapxuje spemMeHcKux cmpykmypa y cucmemy TETRA
(123seminarsonly, 2004)

The connection between the "time slots" in the TDM primary frame
and the user communication radio channels is as follows: each time slot
represents a certain period of time associated with one communication
radio channel (Figure 6).

It can be seen from the figure that the communication radio channel
is actually a sequence of equally numbered “time slots” from continuous-
successive TDM primary frames.

The receiver is synchronized to a specific time slot in which it can
receive and reconstruct only those messages that belong to the
communication channel it is currently using (which is assigned to it for
connection).
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Figure 6 — Connection between time slots and communication channels in the TETRA
TDM primary frame (123seminarsonly, 2004)

Puc. 6 — Ces3b Mexdy 8peMeHHbIMU UHMepeganamu U KaHaaamu cesi3u 8 rnepe8uyHom
ppetime TETRA TDM (123seminarsonly, 2004)

Cnuka 6 — Npuka3 se3e u3mely 8peMeHCKUX ciomosea U KOMYHUKaUUOHUX KaHana y
npumapHom pamy TETRA TDM (123seminarsonly, 2004)

The TETRA 1 systems use Linear differential quaternary phase
modulation for modulating speech and data signals with a phase shift of
n/4, i.e. type n/4—DQPSK (Differential Quadrature Phase Shift Keying),
and a maximum throughput of 9 kb/s to communication radio channel,
i.e. "time slot" (which is 36 kb/s per TDMA primary framewith on, i.e. with
a symbol flow rate (dibit) of 18 ksymbols/s.

This then means that the modulation rate per one radio frequency
carrier, i.e. together for all 4 radio cqmmunication channels, is 36 kb/s.
(Ovchinnikov et al, 2000), (Svrzi¢ & Cosovi¢, 2002b), (123seminarsonly,
2004)

When transmitting speech signals and data signals, there is a

difference in the system during their transmission since the analog
speech signal is first subjected to analog/digital conversion (Figure 7).
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A/D D/A
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Modulacija / Modulatjon /4 -DQPSK Demodaulacija / Demodulation

Fy
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Radio-kanal / Radio dRhannal

Metod kanalskog pristupa: TDMA / Channel access method: TDMA

Figure 7 — Overview of the integration of speech and data transmission and signal
processing in the TETRA 1 standard (Svrzié & Cosovié, 2002b)
Puc. 7 — O630p uHmezpayuu nepedayu peyu u daHHbIX U 0bpabomku cuzHasios 8
pamkax cmaHOapma TETRA 1 (Svrzié & Cosovié, 2002b)
Cniuka 7 — lNpukas uHmMeepauyuje rnpeHoca 2ogopa u nodamaka u obpade cueHana Kod
cmandapda TETRA 1 (Svrzié & Cosovié, 2002b)

After A/D conversion, speech is transmitted at a bit rate of 4.8 kb/s
and encoded with a special "codec" which applies the ACELP algorithm
(Adaptive Code Excited Linear Predictive) which then ensures high
quality of the transmitted speech signal. The TETRA 1 system also
transmits data signals as standard with circuit switching and packet
switching. Digital data comes directly, and speech after A/D conversion,
to the ACELP speech codec in which they are first subjected to a
protocol: basic and then channel coding ("block" and "symbolic" coding,
sequence shifting and scrambling), after which interference-resistant
information is formed in communication radio channels, which is further
modulated by applying 74-DQPSK, RF amplified and transmitted to the
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air. During reception, reverse processes take place: demodulation of RF
signals, channel and basic decoding, and for speech signals, D/ A
conversion (again, Figure 7). (Ovchinnikov et al, 2000), (Svrzi¢ &
Cosovié, 2002b)

The bandwidth of one information-communication radio channel is
standard-fixed and amounts to 7.2 kb/s, so the speed of digital
information data flow can vary from 7.2-28.8 kb/s (at the expense of
combining 1-4 communication radio channels). At that, the total speed of
transmission of symbols in the radio channel, at the expense of additional
official information and control frame in TDM multi frame, corresponds to
the modulation speed and is 36 kb/s. (Ovchinnikov et al, 2000), (Svrzi¢ &
Cosovi¢, 2002b), (123seminarsonly, 2004)

Organization and architecture of mobile radio
networks according to the TETRA 1 standard

The basic concept of the organization of the use of
TETRA 1 networks

The basic commitment to the use of the TETRA system is the
organization of a complex digital trunking network of mobile radio
communications for several different groups of independent or partially
dependent users. Users in this sense mean organizations, bodies,
institutions, services, etc., which do not have their own System of
functional mobile radio communications but appear as independent or
partially dependent groups of participants in such a unique TETRA
network.

Figure 8 shows the simultaneous use of a single TETRA network for
three groups of different users (police, ambulance, and firefighters). Such
a unique TETRA radio network is designed as a standard to support the
simultaneous work of very demanding and specific groups of users in the
field of public safety and security, as well as emergency services (see the
figure), and transport organizations, service organizations, and industry,
local government and various services, and of course, (in specific
circumstances) the military.
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Figure 8 — Overview of simultaneous use of a unique TETRA 1 network for three different
user groups (123seminarsonly, 2004)

Puc. 8 — O630p 00HOBpeMeHHO20 ucnonb308aHusi euHol cemu TETRA 1 mpems
pasHbIMU 2pynnamu rnosb3oeamenel (123seminarsonly, 2004)

Cnuka 8 — lNpuka3 jeOHospemeHoz2 Kopulwhera jeduHcmeeHe mpexe TETRA 1 3a mpu
pasnudume epyne KopucHuka (123seminarsonly, 2004)

Due to the mentioned specific characteristics, the TETRA 1 system
has a multi-layered organization structure, complex protection
mechanisms and very high reliability, with a great possibility of radio
coverage (from some local territory to the international level). In fact, it is
a concept of the organization of Virtual Networks-VNs for each group of
users separately, within the whole-unique TETRA system (see Figure 9).

VNs enable the independence and autonomy of work of each of
these very diverse groups of users, and at the same time, from that
complex, widespread and well-organized network of UHF mobile radio
communications, they all use exactly the benefits they want. That is why
it is very important that in each of such VNs there is an independent
Dispatching Center-DC with a Dispatcher Work Station-DWS and
peripherals with great authority.
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Vatrogasci / Firefighters
I : Hitna pomo¢ / Ambulance

Policija / Police

Dispecer / Dispatcher

Dispecer / Dispatcher
Dispecer / Dispatcher

Figure 9 — Overview of the organization of three virtual networks within a single TETRA 1
network (123seminarsonly, 2004)
Puc. 9 — O630p opzaHusayuu mpex supmyarbHbix cemel 8 pamkax eOuHol cemu
TETRA 1 (123seminarsonly, 2004)
Cnuka 9 — lNpuka3 opzaHusayuje mpu supmyesiHe Mpexe y oKeupy jeQUHCmeeHe Mpexe
TETRA 1 (123seminarsonly, 2004)

All Dispatchers from different Virtual Networks can communicate
with each other and, in case of special critical or accidental situations
(major traffic accidents, fires, natural disasters), form special Temporary
Functional Groups (composed of participants from their own network
user groups), as well as Mixed functional groups (composed of
participants from different network groups of users), depending on the
given accident situation and defined tasks (Figure 10). At the same time,
the participants of such new groups have the opportunity to, with the
permission of the Dispatcher, change the membership of the group if
necessary, so like the Dispatchers, they can belong and communicate
with more groups. The work of the entire Virtual Network is usually
managed by one Dispatcher, although the network (for some groups of
participants) can work without the Dispatcher. From its DWS, that
Dispatcher has an overview of the current position of each member of the
group (knows the radio cell in which it is located) and its status. Also, he
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has an insight into every communication between the participants and
can break into it, to convey a message, to interrupt it or to insert a new
interlocutor. By listening to ambient noise, especially in Public security
services (even in the Military), the Dispatcher can monitor the work of
individuals in cars or in the field without their active participation. Multiple
levels of identification and verification, as well as strict control of access
and communication in the network by the Dispatcher, guarantee that only
authorized users can use the system. In case of theft of a mobile radio
device, the Dispatcher can remotely disable any further operation of that
terminal (temporarily or permanently), as well as monitor its movement
through the network.

Temporary group 3/ Me3ovita Privremena Temporary group 2/

Privremena grupa 3 grupa 1 / Mixed temporary Privremena grupa 2

Dispeéer 1 3 Dispeéer 2
| Dispatcher 1 | Dispatcher 2

Figure 10 — Overview of the formation of a special-temporary mixed functional group of
users in the event of an accident within a single TETRA 1 network (123seminarsonly,
2004)

Puc. 10 — O630p chopmuposaHusi crieyuasibHO-8PEMEHHOU CMewaHHOU
hyHKYUOHarnbHoU epynnsi nofib3o8amenel npu asapuu 8 pamkax eduHol cemu TETRA
1 (123seminarsonly, 2004)

Cnuka 10 — lNpuka3 coopmuparba nocebHe — rpuspemeHe, Mewosume U pyHKYUoHasHe

epyne KOpUCHUKa y crydajy akyudeHmHe cumyauyuje y okeupy jeQUHCmMeeHe Mpexe
TETRA 1 (123seminarsonly, 2004)
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In a single TETRA network, in which there are Virtual Networks (or
specialized organized groups), each group of users can seamlessly and
efficiently implement their specific, specific requirements, such as:

* Beneficiaries from the Public Safety and Security Sector.

1. The police or customs authorities may on the spot, i.e. at any location,
receive or send fingerprint recordings, various photographs, take important
details during the investigation, eftc.

2. Firefighters and special units for natural disasters can use Direct Mode
(DMQ) to cover any area with quality and record and transmit live, to their
control points and dispatchers, the situation on the ground.

3. Ambulances and ambulance services can, already from their vehicles,
send recordings and the first findings of the injured.

* Users from the Industry or Construction Sector can send plans,
sketches and drawings to the field, isolated facilities, warehouses, and
construction sites.

» Users from the Sector of Transport Organizations most often send
the positions of their means of transport - buses, trucks, ships (AVL-
Automatic Vehicle Location) using GPS.

» Users from the Sector of Service and Service Organizations can
verify credit and bank cards in the field when charging for their services
to customers. When transferring data from a bank or credit card, a
transfer with a high level of protection is used. (Ovchinnikov et al, 2000),
(Svrzi¢ & Cosovié, 2002b), (123seminarsonly, 2004)

General principle of the organization of connections of mobile
participants and the basic elements of TETRA networks

For an initial understanding of the principles of connection
organization, within the TETRA 1 standard Specification, ETSI EN 300
392-1 v1.4.1 (in “Annex A”) from 2009, models of simplified-standard
connection configurations through LMNs (Land Mobile Networks) are
given, i.e. models of terrestrial mobile radio networks which consist of
three basic elements:

* mobile radio stations-MS (Mobile Station),

» Swiching Manager Infrastructure-SwMI; and

* Line Stations-LS, i.e. line (wired, radio-link,...) connected stations.

Mobile radio stations are connected to the TETRA SwMI by a radio
channel, while LSs are connected to this structure via wired and other
communication lines. The variants of the standard configurations of
connection in the network are shown in Figure 11 a), b) and c), where:
Um - radio interface of TETRA 1 network in TMO, Ud - radio interface of
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direct connection in DMO, and T,I- wired or other line connection.
(Ovchinnikov et al, 2000), (Svrzi¢ & Cosovi¢, 2002b), (ETSI, 2009)

Um Um

MS TETRA
SwMI

MS

a) Connection between two mobile radio stations in the TMO mode, using SwMI
a) Cesasb mexdy 08yms MObUbHbIMU paduocmaHyusamu e pexxume TMO, npu
ucrionb3osaHuu SwMI
a) Besa usmehy dse moburnHe paduo-cmaHuue y pexumy TMO, kopuwherem SwM|

lIm TI

MS TETRA
Swil Ls

b) Connection between a mobile station and a line station in the TMO mode, using SwM|
6) Cessb mexdy moburibHol cmaHyuel u nuHeldHouU cmaxyuel e pexume TMO npu
ucrionb3oeaHuu SwMI
6) Besa uamehy moburiHe u nnuHujcke cmaHuye y pexumy TMO, kopuwherem SwM|

Ud
MS MS

¢) Connection between two mobile radio stations in the DMO mode, without the use of
SwMli
8) Cesa3b Mex0dy d8ymsi MObUIbHbIMU paduocmaHuyusiMu 8 pexume DMO, 6e3
ucrnonb3ogaHusi SwMI
u) Besa usmehy dse moburnHe paduo-cmaHuuye y pexumy DMO, 6e3 kopuwhera SwMI

Figure 11 — Overview of the variants of the standard configurations of TETRA 1 mobile
radio networks (ETSI, 2009)

Puc. 11 — O630p sapuaHmos cmaHdapmHbIX KOHguypauul cemet MobubHoU
paduocessu TETRA 1 (ETSI, 2009)

Cnuka 11 — lNpuka3 eapujaHmu cmaHOapda emasioHCKUX KOHGbuU2ypayuja Mpexa
moburnHux paduo-eesza TETRA 1 (ETSI, 2009)

Functional schemes for the construction of various mobile radio
networks of the TETRA 1 standard represent a set of elements of radio
network equipment that are interconnected by certain specified
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interfaces. As mentioned earlier, each complete TETRA 1 radio network
contains the basic equipment elements: Base Transceiver Station-BTS,
Base Station Control Function-BCF, Base Station Controller radio-
station-BSC, Dispatching desk-DP, Mobile: hand-held, stationary and
transport radio stations, Terminal for maintenance and operation and
Monitoring and Control Center.

The Base transceiver radio station-BTS is a base stationary radio
station which provides participants with a connection in a specific radio
cell (or radio zone) of its coverage. The BTS performs basic functions
related to the transmission of radio signals: connection to mobile radio
stations, link line encryption, spatially separate reception (spatial
diversity), power management of mobile radio stations, and radio channel
management.

The device for controlling the base radio station-BCF is an element
of equipment from the BTS, which is also part of the equipment of the
radio network infrastructure. It is also called Site Controller-SC and it
contains a system for switching the available communication radio
channels of the respective BTS, which can software-manage several
other BTSs from its zone. It also provides direct or indirect access to
external networks such as ISDN, PSTN, PDN, and PABX, and can also
be used for line connection of Dispatching desks-DP and Terminal for
maintenance and operation (TO&M).

The Base radio station controller-BSC is an element of radio network
equipment which, compared to the BCF, has greater switching and
software capabilities, allowing the exchange of data between several
BCFs. Also, like the BCF, the BSC provides direct and centralized
access to external connection networks. In this sense, the BSC has an
elastic modular structure and allows the use of a number of interfaces of
different types. In complex TETRA radio networks, BSCs also perform
the functions of connecting to other TETRA networks, as well as the
functions of managing centralized databases. In such cases in the
TETRA network, one of the BSCs must be declared the Main Controller
of Base Radio Stations-MBSC and is specially equipped with adequate
hardware and software.

The Dispatching desk-DP is a line terminal device that is primarily
connected to the BSC via a wired line providing the exchange of
information between the operator (Network Dispatcher) and other users
in the network. It is often used for diffuse transmission of information,
formation of user groups, etc, in terms of the function of Local or Central
network management.
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The Mobile radio station-MS is a terminal radio station (manual-
portable or transport-installed in the vehicle), used by various participants
in the movement, while the Stationary/Fixed radio station-FRS is a
terminal radio station (a station used by participants in one stationary
place (usually indoors). The Transport mobile station (built into the
vehicle) is an adequate solution for working from a vehicle with a custom
antenna system.

The terminal for technical maintenance and operation-TO&M is a
line terminal that is, directly or remotely, connected to the BSC or BCF,
and is intended for monitoring the state of the system, performing fault
diagnostics, registration of traffic information, making changes to the
database of participants, etc. With the help of these terminals, the so-
called function of monitoring and managing the local network LNM (Local
Network Management) is often realized. (Ovchinnikov et al, 2000),
(Svrzié & Cosovi¢, 2002b), (123seminarsonly, 2004), (ETSI, 2009)

Architecture and topology of the construction of the
TETRA 1 network

Thanks to the modular principle used in the construction of
equipment, TETRA 1 mobile radio networks can be realized with
architecture of different hierarchical levels and with a topology that allows
different geographical coverage (from local, regional to national level),
and by the type of "Star" , “Loops” or “Chains”. Database management
and switching functions in the TETRA 1 network are distributed, that is,
they are distributed throughout the network, which ensures fast call
transmission and preservation of limited working capacity of the radio
network even when disconnected from some of its elements.
(Ovchinnikov et al, 2000), (Svrzié & Cosovié, 2002b)

At the national or regional level of coverage, the structure of the
radio network can be realized on the basis of relatively small but
complete TETRA subnets, which are connected by the Interconnection
Interface-ISI, in order to realize a common - general national or regional
network. In this case, a complete TETRA subnet usually means an
autonomous and independent radio network which consists of all the
elements of equipment listed in the previous subchapter. In such cases, it
is very important that the complex architecture and topology of the
TETRA network in question allow the possibility of Centralized Network
Management. Namely, in such an organization, each TETRA subnet
independently performs its functions of Local Control and Switching, but
also provides the possibility for Centralized management from a higher
level. The number of elements of the TETRA subnet structure depends
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on the type and intensity of traffic, as well as on the requirements for the
level of connection efficiency. (Ovchinnikov et al, 2000), (Svrzi¢ &
Cosovié, 2002b). A variant for building a sufficiently demanding and
complex-combined configuration of a complete TETRA subnet in the
TETRA 1 standard, with pronounced levels of hierarchy, is shown in
Figure 12.

In the case when spare radio channels are not required, i.e. when
the traffic between different BTSs is not demandingly strong and when it
is mostly cell-oriented, it is possible (and sufficient) to build a TETRA
subnet in a simpler "Star" configuration. Also, in the case of overlapping
line-oriented paths (for example, on long conveyor routes, on railways,
etc.), the TETRA subnet can be realized in the form of a very long line,
i.e. “Chain of regularly connected BTSs”. In this case, it is rational to
provide local access to external networks via each of the Base Station
Control Devices (BCF), in accordance with the required connection
distance. Finally, and if conditions require so, a simple “island” type
configuration of the TETRA subnet can be built, containing only one BCF
and usually several BTSs.

In the radio networks of the TETRA 1 standard, various ways of
ensuring the toughness of the system are provided, enabling the
preservation of full or partial working capacity even in the event of failure
of some of the elements from the network. It is also possible that, in the
network or some part of it, there occurs a certain deterioration of one or a
number of parameters, for example the time of establishing a connection,
reducing the data transfer speed, etc. Therefore, for complex TETRA
networks of the national coverage level, several alternative routes are
used as a rule to connect with TETRA networks of the regional level. In
regional TETRA networks, similar alternative routes are used to more
reliably connect Base Station Controllers (BSCs). In addition, for regional
networks, mutual copying of databases between different Controllers of
base radio stations is envisaged (Ovchinnikov et al, 2000), (Svrzi¢ &
Cosovié, 2002b). Similar principles have been applied in the national
level and in the "Star" architecture of the TETRA 1 network of Motorola,
"Dimetra IP/SR6.2", which in Serbia operates successfully for the needs
of the Ministry of Interior and in which one of the users is the MoD and
Serbian Armed Forces. (Krsti¢ & Marjanovi¢ Jakovljevi¢, 2018), (Motorola
Solutions, 2008), (Svrzi¢, 2021)
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Figure 12 — Representation of a variant of the complex hierarchical configuration of the
TETRA 1 subnet (Ovchinnikov et al, 2000)
Puc. 12 — lNpedcmasneHue gapuaHma CrioxHOU uepapxudeckol KoHguaypayuu
nodcemu TETRA 1 (Ovchinnikov et al, 2000)
Cniuka 12 — lNpuka3 eapujaHme CrioXeHe Xxujepapxujcke KoHguaypayuje noompexe
TETRA 1 (Ovchinnikov et al, 2000)
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Conclusion

Due to the advantages of Digital Trunking Mobile Radio
Communications Systems using the TETRA standard in relation to the
Systems of analog trunking of mobile radio communications, they are
today almost exclusively used for the construction of UHF systems of
digital mobile radio communications of functional users. The construction
and operation of these systems is defined by the basic package of
TETRA 1 specifications, adopted by ETSI in late 1995 and subsequently
amended in late 1977. They define all infrastructure equipment (BTS,
BCF, BFC), Local Network Management-LNM and Centralized Network
Management-CNM equipment and Participating Equipment (MS and LT),
as well as all interfaces applied in the system. Also, they define: group,
broadband and emergency calls, then fast system access (<300 ms),
TMO and DMO types of work, different levels of application of system
access protection (Autentification) and information encryption, work by
telephony with participants in the networks of functional PABX and public
PSTN networks (including full duplex), as well as support for the smooth
operation of control points (Control and Dispatch Centers), and
integrated data transmission by circuit switching and independent packet
data transmission by TETRA PDO. The Radio interface for TMO and
DMO operating mode (according to TDMA organized) is specified in
detail, both for integrated speech and data transmission-TETRA V + D,
and for independent optimized packet mode of data signal transmission-
TETRA PDO. Regarding the improvement of data transmission and
modernization of the system to TETRA 2-TEDS, by ETSI TC (Technical
Committee  TETRA) and TCCE (TETRA Critical Communications
Evolution), these specifications were adequately amended in 2006, and
continue to be permanently revised.

During the construction of National Functional Radio Networks
according to the TETRA 1 standard, special emphasis is placed on the
possibility of organizing Virtual Networks, within such a complex and
unique TETRA network, which can then be shared by several different
users-organizations (such as police, army, firefighters and emergency
services). Also, it is a great advantage for users-owners of
communication systems that, within such a TETRA radio network,
special-purpose functional groups of participants can be formed
(permanently or temporarily), for more successful and professional
execution of basic tasks, or tasks assigned to them in different accident
situations. As for the type of architecture of mobile radio networks based
on the TETRA 1 standard, it should be noted that it is adaptable, i.e.,
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depending on their complexity, these radio networks can be built based
the "Loop" topology (for complex ones), based on the topology of the
"Star" (for those less complex ones) or in the form of a "Chain of linearly
arranged BTSs" (to cover railways, highways, etc.). In practice, it is also
possible to build small TETRA networks of the "island" type, which then
usually contain the infrastructure of only one BCF and several BTSs,
covering a smaller part of the territory of special interest.
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OMNCAHWME TEXHONOIMMN U CTAHOAPTA TETRA 1 ANA
COBPEMEHHbIX LIN®POBbLIX TPAHKUHIOBbIX CUCTEM
SYHKLUMOHAITIbHON MOBUITIBHOW PAONOCBA3N

CnadxaH M. Cepauny®, [Memap MosaHocku®

@ 000 “Tecna cuctemun®, r. Benrpaa, Pecny6nuka Cepbuisi, KOppecnoHAeHT
5 EVN Macedonia, r. Ckonbe, Pecnybnuka CeBepHasa MakegoHus

PYBPUKA TPHTIW: 49.00.00 CBA3b:
49.33.00 CeTu u y3nbl CBA3Y;
49.33.29 CeTtun cBA3UN

BWO CTATbW: o630pHas ctaTbs

Peswome:

BeedeHue/uenb: B koHue 1995 zo0a TETRA MoU yxe npodsuzan
HoebIli cmaHdapm TETRA e pamkax ETSI, komopsbili npedsapumesibHO
6b11 HazeaH TETRA 1, u O4eHb CKOpPO cmaji UCIob308ambCsl, noYymu
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ucknroyumernoHo,  Onsi co30aHusi  (byHKUUOHarbHbIX — UughposbixX
mpaHKuH208bIx cucmem YBY 0151 MoburibHOU paduocesi3u.

Memodbi: B QaHHOU cmambe orucaHbl 8aHble 80rpPoChkl 10
mexHonoeuu cmaHdapma TETRA 1 u npueedeH aHanus
cywecmsyrowux crneyugukayuli ¢ nodpobHbIM npedcmasneHuem
paduouHmepdgbelica.

Pesynbmamei: B OaHHoU cmamee rnodyepkusaromcs
MHO204UC/IEHHbIE npeumywecmsa paduocucmem,
coomeemcmsyrwux cmaHOapmy TETRA 1o cpasHeHUw ¢
QQYHKYUOHAabHbIMU cucmemamu aHarno208020 mpaHKuHaa
MobunbHOU paduocesisu, rnpueedeH o0630p 6azoeoeo0 nakema
crnieyucukayuli Ons  peanuszayuu cucmembl coomeemcmeyrouwel
cmaHdapmy TETRA 1. B cmambe makxe ornucaHbl UHmMepgeUchi,
ucrnionb3yemMble 8 cucmeme, C 0COObIM aKyeHmom Ha onucaHue
paduouHmepcgpelica, opeaaHu3ogaHHo20 rno TDMA, u wmemod
UHMeepuposaHHol repedayu peqyu U OaHHbIX. [TpedcmasrneHsi
op2aHu3ayusi U OCHOBHblE 3/1eMeHMbl cemesol UHghpacmpyKkmypbl
TETRA, a makxe anemeHmbl  0b6opydoeaHusi  KOHEYHO20
rosib3ogamersis, 6 MOM 4ucrie rpueedeH aHasu3 B03MOXHbIX
fpakmu4eckux apxumekmyp cemel  MobusnbHOU  paduoces3u,
OCHOBaHHbIX Ha 0aHHOM cmaHdapme.

Bbigodkl: Mocrie 0606wWeHHbIX onucaHul mexHosoauu, op2aHusayuu
U apxumekmypbl 8HUMaHue b6blro 0bpaljeHo Ha: OCHO8HYH
KOHUernuyur opeaHusauyuu ucrosb3oeaHus cemu TETRA 1, obwul
MPUHYUN  op2aHu3ayuu ce8s3u  MobUIbHbLIX  ronib3ogamernel U
OCHO8Hble 3nemeHmsl cemu TETRA, a makxe Ha apxumekmypy u
mononoauro nocmpoeHus cemu TETRA 1.

Knouesnbie criosa: MobunbHasi paduocesidb-MR, npogheccuoHanbHas
cucmema mobunbHol paduoces3u-PMR, aHanozoeasi mpaHKUH208asi
cucmema, uugposasi mpaHKuHzogasi cucmema, TDMA, paduo-
ahupHbIli  uHmMepgelic, yugposass mpaHKuHeosass — cucmema
mobunbHoU paduocesdu -TETRA, ETSI.

Oornnc TEXHOJTIONMMJE N CTAHOAPOA TETRA 1 3A CABPEMEHE
ONTUTANHE TPAHKUHIT CUCTEME ©YHKUMOHAJTHNX
MOBUNTHNX PAONO-KOMYHUKALINJA

CnahaH M. Cepauh®, lMemap JosaHocku®

@ Tecna cuctemmn A.0.0., beorpap, Peny6nuka Cpbuja, ayTop 3a NpenucKy
5 EVN Macedonia, Ckonree, Penybnuka CeBepHa MakegoHuja

OBJIACT: TenekomyHuKauuje
BPCTA YJ1AHKA: npernegHu paa
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Caxemak:

Yeod/uurb: O0 Kpaja 1995. 2oduHe, 00 kada je TETRA MoU y oksupy
ETSI npomosucao Hosu cmaHdapd TETRA, ycrnosHo HaseaH TETRA 1,
6p30 je, CKOpPO UCK/by4ugo,mo4eo Oa ce Kopucmu 3a u32padmy
yHKUUoHanHux YX® cucmema OusumarnHux mpaHKuHe MOBUIHUX
paduo-KomyHuKauuja.

Memode: HaeedeHa cy perneeaHmHa numara U3 MmexHosoauje u
cmaHOapda TETRA 1 u aHanusupaHe riocmojehe crieyucpukayuje, y3
OemarbHUju rpuka3 paduo-uHmepghejca.

Pesynmamu: Ucmudy ce 6pojHe rnpedHocmu koje paduo-cucmemu o
cmaHdapdy TETRA umajy y 0OHOCYy Ha byHKYUOHasrHe cucmeme
aHarnogHuUx mpaHKuHz MobusnHux paduo-koMyHukauuja. C mum y eesu,
rnpedcmaerbeH je  OCHOBHU Makem crieyugukayuja 3a peanusauyujy
cucmema o eepsuju cmaHOapda TETRA 1. OnucaHu cy uHmepgejcu
MpUMeH-eHU y cucmemy, ca rnocebHum ocepmom Ha paduo-uHmepagejc,
opeaaHu3oeaH no TDMA, kao u Ha4yuH UuHmezpauyuje rpeHoca sosopa u
cueHana nolGamaka. [lpuka3aHa jeopzaHu3auuja, Kao U OCHOBHU
enemeHmu uHgppacmpykmype mpexe TETRA u mepmuHasiHe y4ecHUYKe
onpeme, ra ce aHanusupa Mo2yhHOCM npakmu4yHUX apxumexkmypa
Mpexxa MoburiHux paduo-KoMyHuUkKayuja no mom cmaHdapdy.

Sakrbyyak: HakoH onwmux onuca mexHosioguje, opeaaHusayuje U
apxumekmype, nocebHO cy rpukasaHu: OCHOBHa KOHuernuuja
opzaHu3auuje yrnompebe wmpexa TETRA 1, onwmu npuHyun
opeaHusayuje sesa MOBUSTHUX yYeCcHUKa U OCHOBHU efleMeHmu Mpexa
TETRA, me apxumekmypa u moriornoauja usgpadme Mpexa TETRA 1.

KrbyuHe peuu: moburnHe paduo-komyHukauuje — MR, ¢byHkyuoHarsHe
mobunHe paduo-koMmyHukauuje — PMR, aHanoeHu mpaHKuHe,
OueumanHu mpaHkuHe, TDMA, paduo-uHmepgpejc, dusumarsnHu
mpaHKuHa cucmem MoburiHux paduo-koMyHukayuja — TETRA, ETSI.

Paper received on / [lata nonyyeHus pabotsbl / Jatym npujema unaxka: 14.02.2021.
Manuscript corrections submitted on / [lata nony4eHus ncnpaeneHHon Bepcum paboTel /
[atym goctaBrbana ncnpasku pykonuca: 07.06.2021.

Paper accepted for publishing on / Jata okoH4aTenbLHOro cornacoBaHusi pabotel / Jatym
KOHa4HoOr npuxeaTana YnaHka 3a objasrbmeane: 09.06.2021.

© 2021 The Authors. Published by Vojnotehnicki glasnik / Military Technical Courier
(www.vtg.mod.gov.rs, BTr.mo.ynp.cp6). This article is an open access article distributed under the
terms and conditions of the Creative Commons Attribution license
(http://creativecommons.org/licenses/by/3.0/rs/).

© 2021 AsTopbl. OnybnukoBaHo B «BoeHHo-TexHu4eckmin BecTHuk / Vojnotehnicki glasnik / Military
Technical Courier» (www.vtg.mod.gov.rs, BTr.mMo0.ynp.cpb). [laHHas ctaTbsi B OTKPbITOM OCTYNE U
pacnpocTpaHsieTcsi B COOTBETCTBUM C nuueH3nen «Creative Commons»
(http://creativecommons.org/licenses/by/3.0/rs/).

© 2021 Aytopu. O6jaBuo BojHoTexHuukm rnacHuk / Vojnotehnicki glasnik / Military Technical Courier
(www.vtg.mod.gov.rs, BTr.mMo.ynp.cp6). OBO je YnaHak 0OTBOpPeHOr Npuctyna u guctpubyupa ce y
ckragy ca Creative Commons licencom (http://creativecommons.org/licenses/by/3.0/rs/).

726




