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Abstract:

Introduction/purpose: The main purpose of this paper is to present a novel
Java GUI — based software application for a comparative analysis of
fingerprint and iris biometrics.

Methods: The first part of this work is realized in Java Programming
language. in the GUI framework named swing while the rest of the paper
shows in detail the advantages and disadvantages of both systems and
gives scientific data on when fingerorint and iris recognition can be used to
enable top level security. The main method here is a well known
comparative analysis.

Results: The results were obtained for both fingerprint and iris biometrics,
showing the difference between the two.

Conclusion: Different types of biometrics, based on body parts formed at
different age, are given as well as the comparison of their security levels.

Keywords: programming, Java, GUI, biometrics, fingerprint, iris, patent.

Introduction

Java is one of the oldest object-oriented programming languages
based on all OOP concepts. Its framework, or, better to say, the swing
set of libraries is one of the oldest and most stable ones for creating GUI
(GUI — Graphical User Interface) applications. Biometrics is a scientific
discipline and technology that measures and analyzes biological
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characteristics of people. It is a part of advanced security systems widely
used in today’s modern society and protection systems.

The highest persistence in biometrics and the lowest possibility of
interrupting data are found in fingerprints and their minutiae; therefore,
this work and this patent device focus on this kind of biometrics.

The main difference between fingerprints and the iris in humans is
their forming period: fingerprints are formed in the prenatal period, before
a baby is born, and the iris with its pigmentation is formed from year two
to year four in children. This is crucial for understanding security systems
that can be created and used based on these two biometrics types.

Technology overview

A well-known OOP programming language which runs on over 3.5
billion devices worldwide is Java. It is a very strong and stable
programming language providing all OOP aspects of software
development. In developing this application, the authors used the swing
framework in Java.

All known tech devices based on fingerprint scanners use different
algorithms and SDK in their scan process to determine a person's
identity. Search through the national patent base of the Republic of
Serbia has shown that devices with this purpose, similar to the one
presented in this paper, have not been found, namely, not one of these
patents deals with this idea and a solution presented here, with this dual
fingerprint biometric scanner with its own lighting and battery supply.
(Dahlen & Caplice, 2014), (Lalovic¢ et al, 2017), (Lalovi¢ et al, 2016b)

Today, all devices scan only one or more fingers of only one person;
there are no fingerprint scanners that can scan fingers of two different
people at the same time using only one device, which is unique to our
idea. What is more, there are no devices which generate a unique
reference ID while scanning is performed, and that unique ID can be
connected with the record of fingerprint scanned and stored data.
(Lalovi¢ et al, 2015)

If we look at the issued patent confirmation no. -2009/0253, of
International classification such as G-07-D7/12 (2008.04), a device called
‘Hand mobile device for checking travel and personal documents,
reading biometric data and face recognition of persons which carry those
documents” has been described as one function of the device that scan
the finger of one person at just that moment, unlike ours. (Lalovi¢ et al,
2016b), (Moore et al, 2015), (Wing, 2014).
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Discusion

One issued patent with no. confirmation 13848069.4 of April 2/2013,
with remark W-0-2014059761 and classification no. G-06 F21/00 is a
classic scanner named “Fingerprint Identification Device”, described as a
device which has a scanning function and provides all data about the
fingerprint of a person ( extractor for fingerprint minutiae’ ). (Lalovi¢ et al,
2019), (Jain et al, 2008)

Our device has two separate fields for simultaneous scanning of
fingers from two different persons, which, at the same time, generates a
unique constant ID reference with an additional guarantee of a person's
identity and provides a guarantee of the motherhood for every newborn
baby in maternity wards. (Lalovi¢ et al, 2016a), (Macek et al, 2015)

Java GUI application

It is well known that Java is one of the oldest and most stable object-
oriented programming languages established around 1995, with strong
OOP principles when creating all kinds of applications. A good
knowledge of this language prompted us to create a GUI application in
Java swing framework (set of libraries) in order to provide a quality
overview in real time. As far as the design is concerned, the GUI app
builder in NetBeans IDE 8.2 was used while for the source code we
overrode methods OnClick in JButton object, showing the result set in
two panels at a same time. For the main frame, we used JFrame Java
class and its methods on the object created with the next source code
and the constructor class method:

JFrame mainWindow = new JFrame(“Main Window”);
A Java swing GUI is an older and stable Java framework for
designing and developing good graphical applications based on classes

and top level containers such as JFrame and its methods.

Figure 1 shows a GUI builder in NetBeans 8.2 version for the
development of a Java GUI application. (Lalovi¢, 2020)

' Minutiae — fingerprint specific points visible on a finger image
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Figure 1 — GUI Builder NetBeans 8.2 IDE
Puc. 1 — paghuyeckoe okpyxeHue Onsi pazsumusi npunoxeHusi NetBeans 8.2 IDE
Cniuka 1 — pagpuyko okpyxerse 3a pa3eoj annukayuja NetBeans 8.2 IDE

Essence of two biometrics

A scientific fact in biometrics, used as a part of advanced security
systems such as informatics and computers, is that fingerprints are
formed during the prenatal period of every newborn baby, i.e. during the
fetal period, and they remain constant in the same shape of minutiae
during the whole life of a person. (Lalovi¢ et al, 2019), (Jain et al, 2008),
(Lalovi¢ et al, 2016a)

Many research studies discuss fingerprints of the fetus and ultra-
wave and biometrics scans show that the minutiae on every finger are
formed until the end of 7" month of pregnancy, prenatally. This important
fact is needed to be mention here, since babies born before their regular
time of birth, during 8", and especially by the end of 7" month of
pregnancy, already have fingerprints formed on every finger and toe.
(Lalovi¢ et al, 2019)

This information is essential because the fingerprint minutiae (ridges
and valleys) are the only biometrics formed prenatally and can be used
for the purpose of guaranteeing identity. The idea of this patent and
innovation is based on this very scientific fact confirmed by both
biometrics and gynecology, i.e. midwifery as a branch of healthcare
protection system. (Lalovi¢ et al, 2016a), (Macek et al, 2015), (Lalovi¢,
2018)
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Other types of biometry such as iris recognition are not reliable in
this, period at the moment of birth, because until the age of four the
pigmentation in the child's eye is changeable and can become very
different. Thus, since both the shape and the color change, this makes it
impossible to be used for this purpose and for this idea.

Also, the head, the hand, and the body shape and size rapidly
change since they normally grow, so it is obvious why they cannot be
used here. The scientific fact is that the fetus fingerprint is formed
prenatally, by the end of 7" month in the uterus of a pregnant woman
and stays constant with the same construction and shape of minutiae.
(Lalovi¢ et al, 2019)

There are a large number of various fears during the birth process,
both of mothers and also of people in medical health care systems in
maternity wards. A study done in Australia and New Zealand from 2009
to 2011 based on 17 workshops with the participation of over 700
midwives shows that this device can now dispel one of the biggest fears -
dealing with unknown. (Dahlen & Caplice, 2014)

Data is gathered during the process of fingerprint scans of a mother
and her baby, with an ID unique reference that is also encrypted and
stored at the device, its memory or at the server in an encrypted form.
The device is not to be left opened or available to unauthorized
personnel, but only to authorized nurses, doctors, and midwives who
have contact with the device in maternity wards.

After the process of scanning, motherhood is confirmed for each
mother — baby pair by the authorized person - representative of a
maternity ward and the mother who enter PIN2 code that only they have
for the data. (Jain et al, 2008), (Lalovi¢ et al, 2017)

A change of the stored data is disabled and the identity of each
newborn baby is guaranteed 100% in practical terms and there is no
possibility of making a human mistake during the process thanks to the
device.

It is possible to check any mother-baby pair in maternity wards
worldwide, at any time.

The Information stored on the device or the server with a backup
copy is always in a completely encrypted form and there is no possibility
of corrupting the data. A possibility of archiving data is enabled only after
the confirmation of the mother that everything has been done right and
after this mother — baby pair has left the hospital. That is the moment

2 PIN — Personal Identification Number - code
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when proving the guarantee of motherhood is no longer necessary in a
hospital. (Dahlen & Caplice, 2014)

It is very important to prevent any possible theft of baby's identity or
babies getting switched at birth, which has unfortunately probably
happened at some places and parts of the whole world, including the
Balkans. At the moment when it is implemented, the device will
guarantee, prove, and serve as evidence of motherhood for every
newborn baby.

The application itself of the device is universal, on every continent
and in every country; there are no restrictions on the use of it. It requires
only basic IT equipment for implementation, such as a PC, a server and
this patent device which is a dual-biometric fingerprint scanner. The
device will be affordable to be installed in every maternity ward in any
health care system in any country in the world.

Research

Figure 2 shows a fingerprint of a human finger with all minutiae on it.

As it can be seen clearly, ridges and valleys are scanned on one of
the existing fingerprint scanners. There are various scanners such as:
optical, capacitive, thermal, pressure, etc. All of them possess
advantages and disadvantages, depending on the purpose and the
fingers scanned. (Tot et al, 2021)

Figure 2 — Fingerprint minutiae (Anthony, 2019)
Puc. 2 — [lemanu omne4yamka nansya (Anthony, 2019)
Cnuka 2 — Munyyuje omucka npcma (Anthony, 2019)
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The main difference between these two kinds of biometrics is that
fingerprints are formed in the prenatal period and can be acquired at the
very moment of birth, while the iris is formed between the second and the
fourth year in children, at the early period of childhood, because iris
pigmentation is then formed, so iris biometrics can be acquired
subsequently, from the age of five.

Figure 3 — Iris recognition in biometrics (Burt, 2020)
Puc. 3 — Buomempudeckoe pacrio3dHagaHue o padyxHol obosouke anasa (Burt, 2020)
Cnuka 3 — Upuc npenosHagare y buomempuju (Burt, 2020)

It can be seen that both systems provide a high level of protection,
depending on the purpose and the age of humans.

Further development

Both of these biometric types, iris and fingerprint recognition, have a
big potential in the future. They are part on many known security systems
being used today. At the moment, we can say that it will be a future of
security systems and biometry development. Each of them has both
advantages and disadvantages and Java programming language can be
used for many possible applications.
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Conclusion

It is well known in research circles that the main purpose, besides
identity guarantee and nonrepudiation, each biometrics is eager to
provide is minimization of FAR® and also of FRR* in order to become
more accurate and secure. Our results with this device and GUI app are
also within this mainstream.

The main difference here is that fingerprints are formed at a moment
of birth and the iris is formed after the age of four.

Also, each biometric system has a large potential of making good
security systems, which is possible and existing nowadays. We can
freely say, now for sure, that fingerprint and iris recognition will be the
future of security systems and biometrics development. Java as OOP
programming language can be used for each application for biometric
measurements either of the iris or the fingerprint, creating good user
experience at the same time.
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MPUNOXEHWE JAVA GUI 4151 CPABHEHWA YPOBHEW
BMOMETPWUYECKOW BE3OMACHOCTW — PAOY>KHAA OBONTOYKA
MAS3A MO CPABHEHNIO C OTTEYATKAMU MANBLLIEB

KomneHr I. Nanosuy®, Mumeo 3. 50r,anOC|<|/16

? YuusepceuteT «Educonsy, hakynbTeT NpoeKTUPOBAHNS N MHHOBALIMOHHOMO
MeHexmeHTa, . Benrpaa, Pecny6nuka Cepbusi, KoppecnoHAeHT

% BoeHHast akagemus «[eHepan Mmnxauno AnocTonockuny,
r. Ckonbe, Pecnybnuka CeBepHasa MakegoHus
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PYBPWKA T'PHTU: 50.00.00 ABTOMATUKA. BbIYMUCITUTENIbHAA
TEXHUKA:
50.41.00 MNMporpammHoe obecneyveHne BblMUCUTENBHbBIX
MaLLMWH, KOMMIEKCOB U ceTew
BWO CTATbW: 0630pHas cTatbs

Pesome:

BeedeHue/uenb: OcHosHasi uesnb OaHHOU cmambU 3aKrno4yaemcsl 8
npedcmassieHuU HO8020 Mpo2PaMMHO20 MPUIIOKEHUS], OCHO8aHHO20
Ha epacbudeckom rnpunoxeHuu Java Onsi cpagHUMEIbHO20 aHasnusa
buomempuyeckux OaHHbIX oOmre4yamkos rnanbuyes U padyxHoU
0b0s104KU 2nasa.

Memodei: [lepsass uyacmb pabombl peanu3ogaHa Ha S3bIKe
npoepamMmuposaHusi Java, 8 2paghudeckoM OKpyXeHuu sSwing, 8 mo
8peMsi Kak 8 [po0o/mKeHUU cmambu  ModpobHO  onucaHbl
npeumywiecmea u Hedocmamku obeux cucmem u npusedeH psid
3HaYUMbIX Hay4YHbIX OaHHbIX O MOM, 8 KaKUX Cr/ly4Yyasix pacrio3HasaHue
omreyamko8 nanbuyee U padyxHol 0bO0foYKU enasa Moxem
ucrnonb3oeambscs 0Onsi obecrniedeHuss be3onacHocmu Ha 8bicWeM
yposHe. B uccriedosaHuu npuMeHssicsi cpasHUmMeribHbIl aHaus.

Pesynbsmamsi: B cmambe npusedeHbl pe3yribmamsl uccredosaHust
obeux cucmeM Kak omriedyamkos rnanbuyes, makx u padyxHol 060/104KU
ef1asa, a makxe ornucaHbl 8bIsIBNIEHHbIE pa3HUUbI MeX0y HUMU.

Bbigodbl:  PasnuyHble 8ulbl  BUOMEMPUYECKO20  Pacrio3HO8aHUSs
¢opmupyromess 8 3asucumMocmu om eospacma sodeli 6e3 yyema
cpasHeHusi yposHs1 besonacHocmu.

Knwyeeble  crioga:  npozpammuposaHue, Java, epacghudeckoe
OKpyXeHue, buomempus, omredamok nanbya, padyxHas 0b60s104Ka
enasa, namexHm.

MPAGUYKA AMTIUKALUUJA JABA 3A NOPEBEHE HNBOA

BMOMETPWNJCKE CUI'YPHOCTW NPUCA NMPEMA OTUCKY MPCTA

KomneH I'. Nanosuh?, Mumko 3. I50r;|,aH00|<v|6

@ Educons YHusepauteT, GakynteT 3a NpOjeKTHWN U MHOBALIMOHU MEHALIMEHT,
Beorpag, Peny6nvka Cpbuja, ayTop 3a npenucky

° BojHa akagemuja ,"'eHepan Muxanno AnocTonockun”,
Ckonrbe, Penybnuka CesepHa MakenoHuja

OBNACT: nHdopmaumnoHe TexHonorunje
BPCTA YJIAHKA: npernegHu ynaHak
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Caxemak:

Yeod/yure: [nasHu yurb pada jecme Oa rnpukaxe Ho8y coghmeepcKy
annukauujy 3a KomnapamusHy aHanu3y usmely omucka npcma u upuca
y 6uomempuju, hopmupaHy K00 SbyOu Kpo3 epachudKy arnukayujy jasa.
Memode: [lpsu Oeo pada pearnu3oeaH je y npoepaMCKOM je3UKy jaea,
epaghuyKoM OKpYXeHy 38aHOM C8UH2, 8 Ocmamak 0ema’sbHO rpuKkasyje
npedHocmu u Hedocmamke oba oea cucmema u Hay4yHo obe3beljyje cee
penesaHmHe rnodamke kaba moay bumu kopuwheHu u y3emu Oa 6u
obe3bedurnu 8pxyHCKy cuaypHocm. [nasHu memod npedcmasriba
KOoMrapamusHa aHasu3a.

Pesynmamu: Pesynmamu cadpxe oba cucmema — u omucak rpcma u
upuc, a npuKasaHa je u passnuka.

Sakrbyyak: Bpcme buomempuje paznu4dumo ce ¢popmupajy, a 3asuce 00
eoduHa cmapocmu, 6e3 nopefjersa HU8oa cuaypHoCmu.

KrbydHe pedu: rnipoepamuparse, Jaea, 2epapuyko OKpyXere,
buomempuja, omucak npcma, upuc, nameHm.
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