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Abstract:

Introduction/purpose: This paper reports on a pilot comparative analysis of
the Cuckoo and Drakvuf sandboxes. These sandboxes are selected as the
subjects of the analysis because of their popularity in the professional
community and their complementary approaches to analyzing malware
behavior.

Methods: Both sandboxes were set up with basic configurations and
confronted with the same set of malware samples. The evaluation was
primarily conducted with respect to the question of to what extent a sandbox
is helpful to the human analyst in malware analysis. Thus, only the
information available in Web console reports was considered.

Results: Drakvuf is expected to perform better when confronted with

evasive malware and so-called ‘“file-less” malware. Although still not mature
in terms of integration, customization and tools, this sandbox is considered
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a second generation sandbox because of its agentless design. On the other
hand, the Cuckoo sandbox creates a better overall experience: it is
supported through good documentation and strong professional
community, better integrated with various tools, support more virtualization,
operating system and sample types, and generates more informative
reports. Even with a smaller capacity to prevent evasive malware, its Python
2 agent script makes it more powerful than Drakvuf.

Conclusion: To achieve the optimal open-source sandbox-based
protection, it is recommended to apply both the Cuckoo and Drakvuf
sandboxes. In circumstances of limited resources, applying the Cuckoo
sandbox is preferable, especially if exposure to malware deploying evading
techniques is not frequently expected.

Key words: Sandbox, Cuckoo, Drakvuf, Malware behavior analysis.

Introduction

The number of malware attacks has recently increased significantly
(e.g., it has been doubled in the period between 2015 and 2019 (Melvin &
Kathrine, 2020) and the average time needed to detect a data breach is
considerable (e.g., in 2020 it took 203 days in average), (IBM, 2020). The
identification of highly sophisticated, target specific and stealthy operated
cyber threats is a challenging task, because of their underlying
characteristics such as encrypted covert communication, sophisticated
attack techniques, continuous monitoring and control of victim’s resources,
wiping or masking the traces, etc. (Chakkaravarthy et al, 2019)

Due to the complexity and severity of advanced cyber threats,
defenders of valuable assets aim at discovering threats before they get in
a defensive perimeter. In line with this aim, this paper provides a pilot
comparative analysis of two open-source and the most frequently used
sandbox solutions: Cuckoo and Drakvuf.

Sandboxes and the experimental environment

A cybersecurity sandbox is a physical or virtual environment used to
execute suspicious file samples or run programs without interfering with a
monitoring system or permanently affecting a device they are running on
(Arntz, 2020; Chakkaravarthy et al, 2019). The sandboxing is used to
detect potentially malicious codes and applications before serving them up
to critical devices (Arntz, 2020). The detection is based on malware
behavior analysis, which may be roughly described by an analogy to
biometric behavioral description (Tot et al, 2021).
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A sandbox usually consists of a management part and virtual
machines (VMs) which represent victim hosts. VMs are typically
configured similarly to virtual and physical computers in a given
organization in order to mimic the production environment which is being
protected from malware attacks. When suspected files are executed in
these VMs, it is possible to monitor their behavior and react before they
occur in a production environment.

The Cuckoo and Drakvuf sandboxes are selected as the subjects of
the analysis in this study because of their popularity in the professional
community and their complementary approaches to analyzing malware
behavior. Cuckoo uses a Python script-shaped agent in the analysis VM,
while Drakvuf applies an agentless approach. The network architecture
adopted in the reported study is shown in Figure 1.

I Drakvuf_Win7 VM

DRAKVUF VM

Vmware hypervisor ESXi 6.5

Figure 1 — ESXi network architecture with Cuckoo and Drakvuf virtual machines
Puc. 1— Cemesas apxumekmypa ESXi c supmyansHbimu mawuHamu Cuckoo u Drakvuf
Cnuka 1 —MpexHa apxumekmypa ESXi ca supmyenHum mawuHama Kyky u Jpakeyh

Both sandbox environments can be accessed from the management
network for the purposes of configuration and submission of samples for
analysis through a Web interface. The characteristics of individual VMs are
provided in Tablel.

It is usual for Cuckoo and DRAKVUF to be installed on bare-metal (or
in VM) and to have analysis VMs nested (i.e., Type 2 virtualization). In this
study, we applied a different approach for Cuckoo since it supports
VMware ESXi API calls. The ESXi communication with VMs allows for a
more configurable environment and a more comprehensive analysis (e.g.,
by taking a snapshot and applying additional tools outside a sandbox
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environment). In contrast, this approach is not feasible for Drakvuf, so the
nested Xen virtualization is applied as the underlying hypervisor.

Table 1 — Virtual machines characteristics (operating system types, virtualization types
and basic configuration)
Tabnuua 1 — XapakmepucmuKu gupmyarbHbIX MawuH (murbkl ornepayuoHHbIX cUCMeM,
8udbi supmyanu3ayuu u 6aszosasi KOHguzypauyusi)
Tabena 1 — Kapakmepucmuke supmyarHux MaluHa (munogu onepamusHUX cucmema,
munosu supmyarnu3sayuje U 0cHogHa KoHguaypauuja)

VM name oS Virt. Basic configuration

Cuckoo Ubuntu 18.04 ESXi | Version 2.05

Cuckoo_Win7 | Windows7, 32-bit | ESXi | Office 2007, UAC and AV disabled
DRAKVUF Ubuntu 20.04 ESXi Version 0.18

Drakvuf_Win7 | Windows7, 32-bit | Xen Office 2007, UAC and AV disabled
pfSense FreeBSD ESXi | Open-source firewall

The pfSense firewall is configured in front of the whole environment
in order to:
- prevent any traffic from leaving the experimental environment,
- provide additional real-time monitoring of network connections
induced by the analyzed samples, and
- allow for keeping track of the sandbox-based traffic analysis across
time.

A basic insight into the design of the sandboxes is provided below.

Cuckoo

The Cuckoo sandbox allows for dynamic detecting of runtime
behaviors in an isolated environment, i.e. a virtual machine (including API
calls, network traffic, files dropped, etc.) by the use of signatures, written
as Python 2 scripts, that detect a broad range of malware, from a simple
key logger to a more complicated execution of a process that has an
injected code.

The malware detection is achieved via cuckoomon.dll, a dynamic link
library injected into a process that allows for run-time logging of its
behavior manifestations, which are then reported back to the main Cuckoo
sandbox process.

Cuckoo may be integrated with local email solutions and intrusion
prevention systems to identify ransomware and other potentially malicious
entities, and to prevent potential breaches and data loss.
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Figure 2 — Analysis results in the Cuckoo sandbox
Puc. 2 — Pe3ynbmambi aHanu3a 8 neco4yHuye Cuckoo
Crnuka 2 — Peaynmamu aHanu3e y cogpmeepckom okpyxemy Kyky 3a u3onosaHo
u3epwaear-€e rpozpama

The analyst uses a Cuckoo host machine to manage the analysis
through a command line or available Web interface. In the scope of an
analysis, malware samples are submitted and reports are collected (Figure
2). Before malware execution, a VM’s snapshot is reversed to the initial
state which ensures that tracks of previous analyses do not interfere with
the currently ongoing analysis. An in-guest Python agent serves to execute
a malware sample and send a report back to the Cuckoo host.

Drakvuf

Drakvuf (Lengyel et al, 2014) is a VMI-based sandbox which has the
ability to trace kernel-level and user-level malware (Melvin & Kathrine,
2020). VMI stands for Virtual Machine Introspection — external access to
the virtual hardware state, which can monitor process execution, file
operations, system calls and kernel function traces, all at the hypervisor
level, with the ability to spot kernel rootkits and reduce the possibility for
malware to use its evading techniques (Melvin & Kathrine, 2020). Instead
of an in-guest agent, Drakvuf uses the breakpoint injection technique in
which an instruction is written into the VM’'s memory at code locations of
interest (Lengyel et al, 2014). By configuring a CPU to issue VMEXIT when
breakpoints are executed, and configuring Xen (a virtualization hypervisor)
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to forward these events to control domain, DRAKVUF is capable of
trapping the execution of any code within the analysis machine. The #BP
technique, previously used for the stealth debugging, is used for automatic
execution tracing of the entire operating system, including also the Kernel
internal functions.

Drakvuf’s initial tests showed a great potential and the development
of this sandbox was continued, providing a modern and powerful open-
source malware analysis platform. The project is maintained and available
at: https://drakvuf.com. In this study, we use the customized solution called
Drakvuf sandbox (CERT of Poland) which is an actively developed project
(Cert Polska, 2021, 2022), since it is easy to install and configure.

e
[ -]

Figure 3 — Analysis results in the Drakvuf sandbox
Puc. 3 — Pe3ynbmamsi aHanusa 8 necoqHuue Drakvuf
Cnuka 3 — Pesynmamu aHanuse y cogpmeepcKoM OKpyxery [paksygh 3a u30s108aHO
u3spuwiasarbe rnpoepama

Analysis results

Since the considered sandboxes are not of the same type, it is
challenging to introduce a metric for their comparison. Instead, we decided
to use a descriptive approach to evaluate different features we consider
relevant. The observed features are shown in Table 1, where sign “+” is
assigned to the sandbox that performs better with respect to a given
feature.
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Table 2 — Analysis results
Tabnuuya 2 — Pe3ynsmambl aHanu3a
Tabena 2 — Pesynmamu aHanu3e

Feature Cuckoo Drakvuf
1 Complexity of installation and setup +
2 Scalability +
3 Reporting +
4 Execution time +
5 Supported file types +
6 Evasion prevention +
7 Variety of a_nalysis VM versions, underlying hardware +

and hypervisor support
8 Integration with other tools and customization +
9 Automated samples submission and API +
10 | Signatures (static analysis, PE, etc.) +
11 | Visualization +

Complexity of installation and setup

Both sandboxes are available for free under the General Public
License (GNU GPLv3) and reasonably well documented. As a more
mature solution, Cuckoo is more extensively documented, which allows for
comparatively easier installation and configuration. In addition, this
sandbox is used by many organizations, including CERT of Poland, CERT
of Estonia (publicly available at https://cuckoo.cert.ee.), Checkpoint, Avira,
etc. (Estonian Information System Authority - RIA, 2017; Checkpoint
Software Technologies LTD, 2019; Sick, 2014; CERT Polska, 2019), and
the professional community is strong in terms of use, problem solving,
customization and modifications. However, since Cuckoo is based on
Python 2 (version 2.7 is used in this study), it suffers from some problems
caused by dependencies on Python 3 packages. This fact prevented us
from using the latest 2.07 Cuckoo version in this study, and led us to
downgrade the hosting operating system from Ubuntu 20.04 to Ubuntu
18.04. The Drakvuf sandbox has good basic documentation and
respectable community. The Drakvuf Sandbox (CERT of Poland edition)
is enriched with a Web interface and additional plugins which create the
user experience near to Cuckoo. However, with respect to the complexity
of installation and setup, Drakvuf performs better, mainly due to the packet
dependency problems in Cuckoo. A full rewrite of Cuckoo for Python 3 in
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cooperation with the CERT of Estonia is announced and its availability for
customization is expected to improve the Cuckoo’s rating with respect to
this feature.

Scalability

Although there are certain modifications of Cuckoo aimed at achieving
the scalability for the Amazon Web Services (AWS Cloud), this sandbox is
generally not easy scalable. In contrast to this, Drakvuf is easily scaled
(i.e., command “draksetup scale n” accepts an input argument that
represents the number of instances to be automatically configured and
started for parallel samples execution).

Reporting

Table 3 provides a comparative overview of the content provided in
the analysis reports of the Cuckoo and Drakvuf sandboxes.

Table 3 — Comparative overview of the content provided in the analysis reports of the
Cuckoo and Drakvuf sandboxes
Tabnuua 3 — CpasHumersbHbIlU 0630p codepxumozo, npedcmasieHHo20 8 om4yemax
aHanu3sa neco4yHuy Cuckoo u Drakvu
Tabena 3 — YropedHu npeaned cadpxaja uzsewmaja dobujeHUXx aHanu3oMm y
cogpmeepckum okpyxxeruma Kyky u [ipakeyg 3a u3onoeaHo usgpuwiagame rnpozpama

Cuckoo Drakvuf
Summary

Information on execution
Score (beta version functionality) -
Yara -
Sample download -
Signatures (for three risk categories) -
Screenshots -

Network traffic information (available in a
report)

Static analysis -
Extracted Artifacts -

Process tree (more advanced graphical
representation)

Behavioral graph (more advanced
graphical representation)

Dropped Files -
Dropped Buffers -
Process Memory -

Additional operations (e.g., resubmit,
reanalyze with reboot, etc.)

Metadata

Download network traffic (stored in a file)

Behavioral Analysis (more informative)
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It could be observed that Drakvuf lacks many report features
compared to Cuckoo, some of which could be derived from log files. The
log files generated by both sandboxes are rather informative but not
necessarily appropriate for human interpretation, and therefore we
consider here only the information available in Web console reports.

However, the reporting functionality is primarily evaluated with respect
to the question of to what extent a sandbox is helpful to the human analyst
during the process of malware analysis. To assess this question, we have
used 21 potential malware files, summarized in Table 4.

The samples are courtesy of the Virus total portal (Sood, 2021). The
name of each sample (cf. the second column) is generated by taking the
first 8 characters of its SHA-256 value.

The full 256-bit hashes are available but not provided because of
possible misuse. The fourth column of Table 4 contains the numbers of
antivirus engines that reported the sample as positive, while the fifth
column contains the numbers of all antivirus engines that analyzed the
sample. We introduce the following malware score to describe a sample
(note that malware score will always be in range 0 to 1) as a division of
number of positives (#P) by total number (#T).

The malware score of a sample is used as an external measure
according to which the respective behavior reports obtained from the
Cuckoo and Drakvuf sandboxes were evaluated. The details of this
evaluation are given in Table 5.

Although Cuckoo had some difficulties analyzing malware samples
that operate on a large number of files (i.e., too many files error) due to
which multiple analysis restarts were required and the sandbox failed to
produce reports for two samples in Table 5 (samples 002d7712 and
003add9c), the overall conclusion is that it provides more informative
reports.
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Table 4 — Malware samples used to compare reporting functionality of the sandboxes

Tabnuya 4 — O6pa3suybi 8p€OOHOCHbIX Po2paMM, UCMOoNb3yemMbie Ol CPaBHEeHUSs

GhyHKUUOHAILHOCMU OMYEMo8 8 MecoYHUUax

Tabena 4 — Y3opyu wmemHux npozpama KopuwheHux 3a nopehere uzgewmaja y
coghmeepCKUM OKpyXerUMa 3a U30/108aHO U3spluasarbe npoepama

File Cuckoo | 2ot | et

Samples . #P #T score : )
extension [0-10] time execution

(sec.) time (sec.)

1 000a46el 53 67 0.6 196 600
2 898cchcd 17 59 0 198 600
3 001a9515 50 65 0.8 197 600
4 002cca70 Executables 45 67 0.8 197 600
5 002d7712 58 68 0.6 196 600
6 003add9c 52 65 0.6 197 600
7 003afda4 50 66 4.6 196 600
8 00a67cc9 33 57 1.2 902 600
9 00ch2289 i 49 56 1 307 600

DLL files

10 00e02090 34 57 1 502 600
11 oofods2f 40 56 0.6 328 600
12 9e184db7 HTML files 16 57 0 623 600
13 | 4db0fg44 Microsoft 37 | 61 0 196 600
14 b56da6b0 Word 38 60 0.4 214 600
15 e6871658 documents 38 58 0 618 600
16 ea7db3d3 29 61 0.4 196 600
17 72297378 ) 43 59 0.4 197 600
18 | 6383claa ME;‘C’Z?ﬁ 47 | 61 0.4 196 600
19 5¢5d1602 documents 18 59 0.4 196 600
20 Oech0f42 30 55 0.4 196 600
21 OcOfe7f7 34 60 0.4 196 600
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Table 5 — Details of report evaluation
Tabnuua 5 — [Jemanu oueHKU omyemos
Tabena 5 — [lJemarbu 8pedHo8aH-a ussewmaja

Malware
Sample score Cuckoo report Drakvuf report
Score 0.6. File operations and 2 file More than 20 Drocesses
000a creation 000a46e1...exe and ' Process
0.79 . : . and files created (limited
46el c:\ttdxptt.exe, various registry . N
U with execution time).
modifications.
Score 0. Yara embedded_pe Contains
an embedded PE32 file,
898c 0.29 embedded_win_api. A non-Windows None
ched ' executable contains win32 API functions )
names shellcode. Matched shellcode
byte patterns. No behavioral analysis.
001a Creation of 2 files and
9515 0.77 |None. processes 001a9515.exe
and HelpMe.exe
Score 3.8. Yara vmdetect - Possibly
employs anti-virtualization techniques.
002¢ 160 files dropped, connection to
0.67 |unavailable IP address for which no DNS [None.
caro0 request was made, creates modified
copy of itself, etc. Various traces in static
analysis.
002d Could not be reported since the analysis Creation of 9 files (exe,
7712 0.85 results size is greater than supported dll, bef) and 4 processes,
' 16 registry entries.
003a Could not be reported since the analysis Creation of 16 files (dl,
dd9 0.80 results size is greater than supported exe), 9 processes, around
¢ 9 PP ’ 100 registry entries.
Score 7.8. HTTP requests, steals private
information form Internet browser, drops
executables, search running process,
potentially malicious URLSs,
003a communication with host without DNS Creation of 10 files and
0.76
fdad query, delay attempted, enumerates processes.
services, installs itself for auto-run,
creates modified copies of itself, creates
worm files, registry keys and generates
ICMP traffic.
Score 2.2. One of more buffers contain .
00a6 0.58 |embedded PE file. Indication of a packer. Creation of regsvr32.exe
7cc9 processes.

Various registry accesses.
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Sample EENE Cuckoo report Drakvuf report
score
Score 1.2. Various file creation, Creation of regsvr32.exe
00ch KERNELBASE.dIl.mui etc, DLL’s used, |processes. File creation
0.88 |process rundll32.exe. Signatures: regsvr32.exe-
2289 Indication of a packer - a section with a |8461dbee.pf. Process ID
high entropy has been found. 2288.

Creation of regsvr32.exe
00e0 Score 1. Indica_tipn of a packer. _ processes. File creation
2090 0.60 |Potentially malicious URLs found in regsvr32.exe-

process memory. 8461dbee.pf. Process ID

2352.

Creation of regsvr32.exe
00f0 Score 2.2. Indication of a packer. HTTP |processes. File creation
d52f 0.71 request, communication with a host for  [regsvr32.exe-

which no DNS query was performed. 8461dbee.pf Process ID

2284.

e e ORL T creses maacre
9e18 Windows utilities for basic Windows process wit 13t reads
0.28 : o X which makes 17 registry
4db7 functionalities. Resumes thread in a L
; entries in part of Internet
remote process (potential process . .
S ) connection settings.
injection). Two files dropped.
Score 9.8. Creation of 18 files.
Powershell sending data, 6 http
requests, potentially malicious URLs,
4db0 URL downloaded by powershell script, |About one hundred of
0.61 ) :
f844 winword.exe and powershell.exe wrote [registry accesses.
an executable to disk which then
attempted to execute, powershell
downloaded payload, etc.
Score 11. Creation of 18 files.
Communication with host without DNS
b56d 063 |duery,a script was created with About one hundred of
a6b0 ' unexpected parent, potential payload registry accesses.
download by powershell.exe non safe
listed process created, and ICMP traffic.
Score 7.4. Various file creation (DOC, Creation of one file, about
0687 LNK,_scripts)_. _Suspicious process one hundr_ed of regis_try
1658 0.66 |creation. Malicious URLs found in accesses in networking
memory dump. Extracted script. Dropped |and Microsoft Office
files which are executed. parts.
Score 2.2. Yara: embedded_win_api - A
eard 0.48 non-Windows executable contains win32 [Hundreds of registry
b3d3 ' API functions names. Communication accesses.

with host without DNS query.
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Sample

Malware
score

Cuckoo report

Drakvuf report

7229
7378

0.73

Score 2.2. Http requests, changes read-
write memory protection to read-execute
probably to avoid detection. Potentially
malicious URLS, communication with
host without DNS query.

Hundreds of registry
accesses.

6383
claa

0.77

Score 1.8. Changes read-write memory
protection to read-execute probably to
avoid detection, potentially malicious
URLSs found, communication with host
without DNS query.

Hundreds of registry
accesses.

5c¢5d
1602

0.31

Score 1.8. Changes read-write memory
protection to read-execute probably to
avoid detection, communication with host
without DNS query.

Hundreds of registry
accesses.

Oecb
0f42

0.55

Score 3.2. HTTP requests, changes
read-write memory protection to read-
execute probably to avoid detection.
Potentially malicious URLSs,
communication with host without DNS
guery. Connects to IP address that no
longer responds to requests.

Hundreds of registry
accesses.

OcOf
e7f7

0.57

Score 3.0. HTTP requests, creates
hidden or system file, changes read-write
memory protection to read-execute
probably to avoid detection. Potentially
malicious URLSs, communication with
host without DNS query. Generates
some ICMP traffic.

Hundreds of registry
accesses.

Execution time

From Table 3, it can be observed that Cuckoo is more efficient for the
given data. However, it should be noted that Drakvuf configuration
supposes a constant execution time (default is 10 minutes, but could be
lowered). The Drakvuf authors probably introduced this unbalanced trade-
off between the efficacy and security in order to reduce the possibility for

a sample to evade the sandbox environment.

Supported file types

The file types supported by the sandboxes are shown in Figure 4. The
Cuckoo sandbox has a huge advantage in terms of supported file types
(including various scripts, PDF and ZIP-file type extensions) and can be
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customized for generic packages by selecting applications to handle a
particular sample type.

Cuckoo

Drakvuf
jse, url, 1qv. slk,
cpl, bin, python,

vbs, wsf, zip, pdf,

generic

dll, exe, psl, bat, doc, docm,
docx, dotm, xIs, xlsx, xlsm, xlst,
ppt. pptx, vbs, js, jse, hta, html

Figure 4 — Supported file types in Cuckoo and Drakvuf
Puc. 4 — lNoddep:xusaembie murbi ¢hatisios 8 6esazeHMHbIX necoyHuyax Cuckoo u
Drakvuf
Cnuka 4 — lNodp>xaHu muriosu ajrnosa y cogpmeepckum okpyxeruma Kyky u [pakey
3a U30/108aHO U38plUasar-e rnpoepama

Evasion prevention

Since malware proved as evasive was not available in this study, the
insight with respect to this feature is based on the sandboxes design and
available research (Laing, 2017; Mills & Legg, 2021; Ferrand, 2015;
Lengyel et al, 2014). It may be concluded that out-of-the-box Drakvuf
performs better when confronted with evading malware, although both
systems could be hardened to increase the probability of executing and
reporting evasive malware.

Virtual machine, hypervisor and hardware support

Cuckoo supports Windows XP, Windows 7 64-bit and Windows 10
64-bit (not fully functional), Ubuntu 18.04 as a Linux guest operating
system, and it can be configured to analyze samples in an Android
environment under the Linux guest operating system. The configuration of
Physical machine is also possible for the purpose of analysis. Drakvuf
supports Windows 7-8, both 32-bit and 64-bit versions, 64-bit version of
Windows 10 as well as 32-bit and 64-bit Linux systems running kernel 2.6.x
and above, while the particular Drakvuf sandbox considered in this study
is limited to Windows 7 (64-bit) and Windows 10 (64-bit) experimental.

Due to its design, Drakvuf is limited to the Intel processors, while
Cuckoo can run without hardware limitations. The hypervisor support is
also on the side of Cuckoo because it can communicate with analysis VMs
under Xen, KVM, VMware ESXi, Oracle Virtual box, and almost on any
other platform, while in the Drakvuf environment only Xen is natively
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supported (KVM is in the experimental phase and VMware Workstation
needs to be additionally configured). Due to its design, Drakvuf only
supports nested virtualization. Thus, Cuckoo is also more advanced with
respect to this feature, although Drakvuf provides enough options to work
just fine in most environments.

Integration with other tools and customization

Since Cuckoo is a more mature solution, its integration possibilities
are greater. Thus, it can be integrated with a range of tools for additional
analysis (e.g., Cuckoo-droid, Signature updates, YARA rules, Suricata,
Snort, Moloch, Volatility, Virustotal integration, etc) (Ashby, 2015;
Checkpoint Software Technologies LTD, 2015). The Drakvuf sandbox
allows integration with certain tools (e.g., Volatility and procmon for
behavioral graph induction), but its integration possibilities are still
significantly lower.

Automated samples submission and API

Cuckoo supports multiple samples submission, which in conjunction
with its efficient execution allows a real-time analysis in environments with
limited resources and may be applied to analyze large amounts of
malware. REST API is implemented and easily accessible by the
execution of a single command, enabling the automation of the analysis
process. Drakvuf does support multiple samples submission but its APl is
still undocumented and we could not find the way to effectively use it.

Signatures

Signatures are probably the most lacking feature in Drakvuf. In
contrast, Python scripts in Cuckoo are automatically updated from the
repository and create signatures that recognize malicious behavior of
samples. YARA rules can be defined and applied to improve this process.
Sighatures are also applied in the static analysis of samples.

Visualization

Cuckoo has a beta version scoring system which is visually very
illustrative, but not fully informative for detailed analyses in which visually
advanced reports with signatures are substantially useful. In Drakvuf, the
Process tree and Behavioral graph are very useful visual tools which make
Drakvuf a slightly more advanced solution with respect to the visualization
functionality.
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Conclusion

Table 2 shows that the Cuckoo sandbox performs better with respect
to many features. However, the answer to the question of which sandbox
to apply depends on the expected malware behavior.

Drakvuf is expected to perform better when confronted with evasive
malware and so-called “file-less” malware (residing only in the RAM of a
device). It is also suitable for capturing traces that a malware attempts to
clean (i.e., deletion of temporary files), since it fetches deleted files by
intercepting internal kernel calls related to the file deletion operations. On
the other hand, Drakvuf has its limitations including the use of the injection
mechanism to automatically start a sample (Lengyel et al, 2014) which a
malware can exploit to evade an abnormal start, but research
demonstrates the potential of this sandbox with respect to evading
malware technigues. Although still not mature in terms of integration,
customization and tools, it is considered a second generation sandbox
because of its agentless design (Laing, 2017; Richards, 2021; Lengyel et
al, 2014)

The Cuckoo sandbox creates a better overall experience: it is
supported through good documentation and strong professional
community, better integrated with various tools, supports more
virtualization, operating systems and sample types. With the Python 3
rewrite, Cuckoo 3 (Hatching International B.V., 2022) is expected to
perform even better. Even with a smaller capacity to prevent a malware to
evade the sandbox environment, its Python 2 agent script makes it more
powerful than Drakvuf. Recent research including 539 organizations and
companies in Europe and USA (Spiceworks, 2019) shows that 92% of the
companies apply server virtualization solutions, and predicts that the
increasing number of VMs in production environments could result in
lowering the frequency of evasion techniques since attackers probably
would not allow to be deprived of the opportunities to target these
machines.

At the given point, to achieve an adequate or optimal open-source
sandbox-based protection and improve cyber security risk management
practices (lli¢, 2012), it is recommendable to apply both the Cuckoo and
Drakvuf sandboxes. In circumstances of limited resources, applying the
Cuckoo sandbox is preferable, especially if exposure to malware deploying
evading techniques is not frequently expected.
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OKCMEPUMEHTAINbHbI CPABHUTESIbHbIV AHANN3
MNECOYHML CUCKOO M DRAKVUF: B3IrMA4 KOHEYHOIo
MOJIb3OBATENA

Cnasuwa X. Nnuud, Munar V. THaToBuY®,
Bpanxkuya M. Monoen4®, Hemarsi [. Mavex®

@ MuHucTepcTBo 060opoHbl Pecnybnmkm Cepbus,
r. benrpag, Pecnybnuka Cepbusi, KoppecnoHaeHT

5 YHMBEpPCUTET KPUMMHAMMUCTVKA U NOMNMLENCKON NOATOTOBKM,
r. benrpag, Pecnybnuka Cepbus

8 LLIkona aneKTPOTEXHUKN 1 BbIMUCTIIUTENBHOW TEXHUKM,
AKafileMUsi TEXHUYECKUX N XYL0XKECTBEHHBIX NPUKNaAHbIX MCCefoBaHuiA,
r. benrpag, Pecnybnuka Cepbus

PYBPUKA TPHTW: 20.23.25 NHdopmaLMoHHbIe cnucTembl ¢ 6azamu 3HaHUNR,
81.93.29 MHdopmaumoHHas 6e3onacHocTb. 3awmta
nHopmMaumm
BWO CTATbW: opurmHanbHasa Hay4yHas cTaTbs

Pesrome:

BsedeHue/yenb: B daHHOU crmambe npedcmaesrneH 3KcriepuMmeHmarbHbIU
cpasHUMernbHbIl aHanu3 rnpoepamMmHbix cped necodHuy Cuckoo u
Drakvuf. 9mu cucmembi 6biriu 8b16paHbI 8 Kayecmeae rpedmema aHanusa
us-3a UX MOMyrspHOCMU 8 MpogheccuoHannbHOM coobwecmsee U UX
83auMOoOOrOMNHSIUUX 100X0008 K aHanu3y 8o3delicmeusi 8Pe00OHOCHbIX
npozpamm.

Memoodbi: 0Obe cucmembl umerom 6as3osble HacmpoUku U
rnodsepeaomcs  8o3delicmeuro 00HO20 U mMo20 Xe Habopa
8pe0OHOCHbIX rpozpamm. AHanu3 rnpeumMyu,ecmeeHHoO npoeodursics ¢
uenbk 8bIsIBIEHUS CMereHU rofie3Hocmu necoyHuUy, 018 aHaaumuka-
yesiogeka rpu aHasnusze epedOoHOCHbIX npoepamm. CrniedosamersibHO,
y4Yumbiganacb mMosbKO ma UHgbopmayus, komopasi bbina docmyna 8
omyemax eeb-uHmepghelicog HabriroaemMbix CUCMEM.

Pesynbmamsi: MoxHo oxudamb, 4Ymo Drakvuf Oacm nyqwue
pesynbmamsl  pu  8030elicmeuu  8pPEOOHOCHbIX  Po2pamm,
ucrnons3yruwux Memodsl 06xoda necoyHuUy 8 supmyarbHbIX cpedax.
Hecmomps Ha mo, ymo OaHHas cpeda rnoka He Aocmuena ceoel
rnosiHol  MOWHOCMU OMHOCUMESIbHO UHmezpayuu, HacmpoeKk U
docmynHbIX [poepaMMHbIX UHCMPYMEHMO8, ee 8Ce-maku MOXHO
cyumame rnpedcmasumersnieM 6mopoc0 MOKOMEHUsT U305UPO8aHHbIX
cucmem npoepaMMHoU cpedbl, brazodapsi ee be3azeHMHOU
mexHosnoeauu. C py20l cmopoHsbl, necoyHuya Cuckoo e uesnom 6onee
y0obHa Ons nonb3ogameriel: oOHa noddepxusaemcsi xopouwel
dokymeHmauuel U CUSlbHbIM POECCUOHalbHbIM CO0bWECMBOM,
ny4qwe UHmMeepuposaHa c PasnUYHbIMU npo2paMmMHbIMU

390



UHcmpymeHmamu, rnoddepxxueaem bonbuwie 8ud08 supmyanulauuu,
muriog ornepayuoHHbIX cucmem u obpasyos, 8 MoM Hucsie OHa JlyHuwe
eeHepupyem omyemsi. Hecmomps Ha mo, 4mo y 3moul Neco4YHUybl
2opa3do  MeHbwe  803MOXHocmel  npedomepawieHusi  amak
8pe0QOHOCHbIX rpoepamMMm 8 eupmyarnbHol cpede, [PUMEHEeHUe
cyeHapus ¢ ebisieneHuem delicmeuli 8pedOHOCHbIX npoepamm deslaem
amy nieco4yHuyy 6ornee aghghekmugHodu.

Bbigolbl:  [ns OocmuxeHuss onmumarnbHOU 3awyumbsi Ha OCHO8e
MECOYHUUbI C OMKPbIMbIM UCXOOHbLIM KOOOM peKoMeHOyemcsi MpUMEHsIMb
Kak necoyHuubl Cuckoo, mak u Drakvuf. B ycnosusix OgpaHU4eHHbIX
pecypcos rnipedrnoymumernibHee  npumMeHsme  necoyHuyy  Cuckoo,
ocobeHHo ecnu He npednonazaemcs Yyacmoe go3delicmaue 8pedOHOCHbIX
rpozpamm, Ucronb3yrouux Memod YKITOHEHUSI 0m OBHapyXEHUS.

Knoueeble criosa: u3onuposaHHbIli 3amyck npoepammsl, Cuckoo,
Drakvuf, QuHamuyeckuli aHasu3 epedoHOCHbIX Mpo2pamMM.

YMOPEOHA NMUNOT-AHAJTN3A COPTBEPCKNX OKPYXXEHA KYKY
N OPAKBY® 3A U3OJIOBAHO N3BPLUABAHE NMPOIMPAMA:
MEPCIMEKTVBA KPAJHEIr KOPUCHUKA

Cnasuwa XX. inuha, Munan J. MwaTosuh®,
BpaHkuua M. Monosuh®, Hemara []. Mayek®
a8 MuHucTapcTBo ogbpaHe Penybnuke Cpbuje,
Beorpap, Penybnuka Cpbuja, ayTop 3a npenucky
5 KpmunHanucTuko-nonuumjckn yHueepautet, Beorpaa, Peny6nuka Cp6uja
B Bucoka LUKona enekTpoTeEXHUKE U pavyyHapcTBa CTPYKOBHUX CTyAuja,

Akafemuja TEXHUYKO-YMETHUYKNX CTPYKOBHUX CTyAuja,
Beorpan, Penybnuka Cpbuja

OBJIACT: payyHapcke Hayke, HOpMaLMOHe TexHomoruje,
nHdopmaumoHa 6esbegHocT
BPCTA YJTAHKA: opyruHanHun Hay4Hu pag

Caxemak:

Yeod/yurs: Y pady ce ripukasyje yriopedHa rnunom-aHasnusa coghmeepcKux
okpyxera Kyky u [paksych 3a usonogaHo usepliasar-e rnpoepama. Osu
cucmemu oBabpaHu cy 3a rnpedmMem aHarnuse 36oe ceoje rornynapHocmu y
rpoghecuoHasnHoj 3ajedHuyU U KOoMreMeHmapHuUxX npucmyrna aHanusu
roHawarba 3/I0HaMepHUX rpozpama.

Memode: Oba cucmema riocmaesrbeHa Cy Ha OCHO8Ha rodewasara U
U3/10)KeHa UCMOM CKYyIy 3[IOHaMEPHUX rnpoepama. AHanu3a je rnpumapHo
ypaheHa ¢ acriekma rpoueHe cmereHa uHgopMamusHocmu QobujeHux
uzgewmaja O u38pwasary 3/I0HaMePHUX rpozpamMa 3a JbyOcKoe
aHanumu4apa. Cmoea cy, Kao npedMmem aHasnuse, yseme y ob3up camo
uHgbopmauuje docmyriHe y 8eb-uHmepghejcuma rnocmampaHux cucmema.

391

Ilii¢, S. et al, A pilot comparative analysis of the Cuckoo and Drakvuf sandboxes: an end-user perspective, pp.372-392



QVOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2022, Vol. 70, Issue 2

Pesynmamu: Moxe ce ovyekueamu Oa he [paksyg ocmeapumu b6osbu
yYuHaK Kada ce U3/I0XKU 3/I0HaMEPHUM rpozspamumMa Koju rnpuMersyjy
mexHuke usbezasar-a usspuiasarba y eupmyanHuMm OKpyxersuma. Mako
080 OKPYXEHE joul y8eK Huje ocmeapusio fyH Karayumem y cMucsy
UHmMeapucara, npunazohasara U OOCMYrNHUX COMEEPCKUX anama,
MoxXe ce cmampamu ripedcmasHUKOM Opyae eeHepauuje cucmema 3a
u307108aHO U3BpUWasar-e rpozpama, 36oe ceoz dusajHa Koju UCKIbydyje
npumeHy cogpmeepckoe azeHma. C Opyze cmpaHe, okpyxeme Kyky
cmeapa 6orbe C8eyKYNnHO KOPUCHUYKO UCKYCmeOo: nodpxaHo je 0obpom
GOKyMeHmauujoM U jakoMm rpoghecuoHanHoM 3ajedHuuomM, borbe je
UHMeepucaHo ca pa3nu4yumum coghmeepcKuM anamuma, rnodpxasa suuie
murioga supmyernu3sayuje, oriepamueHUX cucmema u murosa y3opaka u
2eHepuwe UHopmamueHuje u3lsewmaje. Wako nocedyje MmarUu
Karnayumem 3a OmKpuear-e 3/I0HaMepPHUX fpozpama Koju MpuMeyjy
mexHuKke u3bezasarba U38pwasara y eUPMYyanHUM OKPYXeHuma,
moeyhHocm  nipumeHe cKpunmu ¢ OecbuHuyujama  3r10HaMepHoR2
roHalwakr-a rpozpama HYUHU 080 OKPYXKEHE eQOEKMUBHUJUM.

Sakrpyydak: [a 6u ce nocmuerna onmumarnHa 3awmuma, 3acHogaHa Ha
OKpYyXXerbUMa omeopeHo2 Koda 3a U30/108aHO U3epliasar-e rnpospama,
nperiopyyyje ce npumeHa oba pasmampaHa cucmema. Y ycrnosuma
O2paHuU4YeHuUx pecypca, npumeHa cucmema Kyky noxerbHuja je, nocebHo
aKo ce He O4YeKyje 4ecmo usfiazarbe 3/10HaMEePHUM rpospamuma Koju
npumeryjy mexHuke usbezasarba U3BpWasara y eupmyasHum
OKpYXXeH-uma.

KreyuHe peuu: usonosaHo u3epuiasarbe rpoepama, Cuckoo, Drakvuf,
OuHamu4Ka aHasu3a 3/10HaMEPHUX fpozpama.
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