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Abstract:

Introduction/purpose: The problem of efficient distribution of crypto-
graphic keys in communication systems has existed since its first days
and is especially emphasized by the emergence of mass communica-
tion systems. Defining and implementing efficient protocols for symmet-
ric cryptographic keys establishment in such circumstances is of great
importance in raising information security in cyberspace.

Methods: Using the methods of Information Theory and Secure Multi-
party Computation, protocols for direct establishment of cryptographic
keys between communication parties have been defined.

Results: The paper defines two new approaches to the problem of estab-
lishing cryptographic keys. The novelty in the protocol defined in the se-
curity model based on information theory is based on the source of com-
mon randomness, which in this case is the EEG signal of each subject
participating in the communication system. Experimental results show
that the amount of information leaking to the attacker is close to zero. A
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novelty in the second case, which provides security with keys at the level
of computer security by applying Secure Multiparty Computation, is in
the new application field, namely generation and distribution of symmet-
ric cryptographic keys. It is characteristic of both approaches that within
the framework of formal theories, it is possible to draw conclusions about
their security characteristics in a formal way.

Conclusions: The paper describes two new approaches for establishing
cryptographic keys in symmetric cryptographic systems with experimen-
tal results. The significance of the proposed solutions lies in the fact that
they enable the establishment of secure communication between comu-
nication parties from end to end, avoiding the influence of a trusted third
party. In that way, the achieved communication level security signifi-
cantly increases in relation to classical cryptographic systems.

Key words: symmetric cryptographic key, key establishment, source of
randomness, advantage distillation, information reconciliation, privacy
amplification, secure multiparty computation.

Introduction

The rapid development of communication and network technologies as
well as technological advances in the design and implementation of mi-
croprocessor devices has led to information and communication connec-
tivity of a large number of heterogeneous devices resulting in the creation
of intelligent systems capable of monitoring and managing complex pro-
cesses. Communication connectivity based on Internet infrastructure and
protocols enables the establishment of complex management network sys-
tems, such as Wireless Sensor Networks (WSN) and the Internet of Things
(loT). This kind of progress brings the comfort of everyday life by advancing
many technological and life processes through smart cities, autonomous
vehicles, robotics and intelligent robot behavior (Mohamed, 2019; Atlam
et al., 2018). In this way, a symbiotic community of people and machines
is formed - Cyberspace. In this context, information security has a very
important role in maintaining the integrity and privacy of data because their
disruption in such an integrated world can cause serious damage, even
to the level of general disaster (Ziegler, 2019; Mahmood, 2019; Banday,
2019). Therefore, in addition to security mechanisms built into Internet
protocols, additional security mechanisms are used in devices and sys-
tems themselves to prevent external induction of their unwanted behav-
ior. Almost all security mechanisms are realized by applying cryptographic
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methods based on cryptographic algorithms and their cryptographic keys.
Accordingly, the basic precondition for the reliability of the created secu-
rity mechanisms essentially depends on the quality of the designed cryp-
tographic algorithms and the quality of the generated cryptographic keys.
Each of these topics, the design of reliable cryptographic algorithms and the
generation and management of cryptographic keys, represents an exten-
sive research area. Techniques for efficient generation and management
of cryptographic keys have been the subject of research throughout the
history of cryptology, and the need to establish a high level of security in
cyberspace has further emphasized this issue.

Managing cryptographic keys involves control over their life cycle. The
life cycle of cryptographic keys assumes their generation, storage, imple-
mentation, activation, use, deactivation, revocation and destruction. In this
process, the processes of generation and distribution cryptographic keys
are of essential importance. The basic assumption of the quality of crypto-
graphic solutions is that cryptographic keys are generated in a completely
random way and that the parties intended to protect communications come
into their possession in a way that prevents unauthorized parties from ac-
cessing their content. Until the beginning of the 1980s, classical cryptology
was focused on a direct or centralized way of managing cryptographic keys:

* Direct way of exchanging cryptographic keys when protected

communication actors exchange cryptographic keys in direct contact,
Figure 1.

Ak » B

Figure 1 — Cryptographic key delivery by direct contact
Puc. 1 — lNepedaya Kpunmoepaghu4decKux Kiodel rnymem rpsiMo20 KoHmakma
Crniuka 1 — PasmeHa Krby4yesa y OUPEeKMmHOM KOHmMaxkmy

» The Center for Distribution of Cryptographic Keys can function in
several different forms:

— Predefined communication network and cryptographic keys when
the communication network is defined in advance, who can com-
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municate with whom, and each participant in communication is
assigned a set of predefined cryptographic keys.

— Predefined communication network and assignment of crypto-
graphic keys on request when a member of the communication
system marked as A wants to protect his communication by a
symmetric cryptographic algorithm with another member of the
system marked as B. The initiator of the communication A ad-
dresses the Center for Generation and Distribution of Crypto-
graphic Keys T, with the requirement for cryptographic key to
communicate with B. The key assignment scenario is as follows:

1
KDC
d g
& 8
& & )
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B A B
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(@ (b)

Figure 2 — Models of the cryptographic key delivery by the Key Distribution Center
Puc. 2 - Modenu riepedayu Kpunmoepaghudyeckux Krr4vel Yyepes LleHmp
pacripedenieHusi Kpurnmozpaguyeckux Kiodel
Cnuka 2 — Modernu ypy4dera KpurnmoepagCKux Kibydesa npeko Llenmpa 3a
oucmpubyyujy KpunmozpaghCcKux Kibyvyeea

1. T generates a cryptographic key for the communication A
and B denoted K 45.

2. Then T form the ciphers Ek,, (Kap) and Ex,, (KaB) .

3. The generated ciphers are delivered to the parties A and
B, according to the agreed protocol, Figure 2

* Predefined communication network and forwarding of crypto-
graphic keys when a member of the network, A, creates a crypto-
graphic key K 45 and cipher E,, (K4p) and forwards it to center T
with a request to forward it to the user B. The Center T" deciphers the
received message, forms Ex, . (K4p) and forwards it to B, Figure 3.
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Figure 3 — Models of the Key translation center functioning
Puc. 3 — Modenu ¢yHKUyuoHUposaHus LijeHmpa nepedadyu Kpurnmoapaguyeckux
Krodel
Cnuka 3 — Modernu ypydersa KpurimoepaghCKux Kibydesa npeko Llenmpa 3a
MPeHoc KpunmozpaghCKux Kiby4yesa

A more detailed overview and analysis of centralized systems for gener-
ating and distributing cryptographic keys can be found in (Menezes, 1997).
With the emergence and expansion of mass communication networks,
and the need for information security, the centralized model of managing
cryptographic proved to be inadequate. There are several reasons for this:

* Initial establishment of the system implies the distribution of crypto-
graphic keys to users by the center for the generation and distribution
of cryptographic keys in a secure manner (Trusted third party). In the
initial phase when there are no secure data exchange channels, this
is usually reduced to courier delivery of the subject keys, which in the
case of mass networks, from the point of view of communication vol-
ume and number of participants, is uneconomical and inefficient.

+ Achieving agreement on a single central entity for the generation and
distribution of cryptographic keys is not realistic to expect according
to required and necessary operational capacity as well as user needs,
n? problem.

* A special issue is the realization of universal trust in the hypothetical
center for the distribution and generation of cryptographic keys, which
is, after all, the value attitude of each individual user. In today’s world,
which is divided over many issues, it is difficult to agree on a common
high level of trust in one such entity and ways to control it.
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» Attempts to the problem relaxation have led to the creation of com-
plex hybrid models that have induced the creation of complex organi-
zational structures resulting in demanding administration and mainte-
nance procedures.

Searching for more efficient and comfortable solutions in the late 1970s,
protocols for establishing cryptographic keys based on asymmetric crypto-
graphic algorithms were discovered. The security of asymmetric crypto-
graphic algorithms that are in mass use today is based on ignorance of ef-
ficient computer algorithms for factoring natural numbers, solving discrete
logarithms and related problems. The theory of complexity of computer
algorithms for this group of problems has no provable lower limits of com-
plexity for algorithms that solve the mentioned problems, and accordingly
their security cannot be absolute. Therefore, itis considered that this class
of cryptographic protocols belongs to practically secure cryptographic al-
gorithms, but there is no formal evidence for that. On the other hand, it
has been shown that these problems are effectively solved in the quantum
computer model of computation and therefore their security and usability
is lost with the realization of quantum computers. In the early 1980s, ideas
began to be developed to define protocols for which it would be possible
to formally prove the level of security they provide to their users in rela-
tion to available computing resources, similar to Shannon’s OTP encryp-
tion system. Researchers focused on the construction of protocols with the
following properties:

— Elimination of the trusted third party from the process of creating and
distributing cryptographic keys, which results in the possibility of es-
tablishing individual secure "end to end” communication systems.

— For defined protocols, formal security models can be formed and theo-
retical conclusions can be drawn about the achieved level of security,
while eliminating the need for the existence of the trusted third party.

In this context, two formal models of security of cryptographic solutions
stand out:

1. Security model based on Information Theory

2. Security model based on Theory of computability and algorithm com-
plexity

609

Galis, M. et al, Protocols for symmetric secret key establishment - modern approach, pp.604-635



Eﬁ VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2022, Vol. 70, Issue 3

Information theoretically secure protocols for key estab-
lishment

In his seminal papers (Shannon, 1948a,b) Shannon defined the con-
cept of cryptographic security using Information Theory and formulated the
concept of absolutely secure cipher systems. Shannon’s formulation did
not need to take into account possible attacks and the power of a potential
attacker for the simple reason that the security of cryptographic algorithms
as defined by Shannon implied unlimited computing power of the attacker.
In the case of cryptographic key protocols, the situation is somewhat more
complex and the attacker’s ability to access the messages exchanged by
the protocol, the way in which it can affect protocol execution, and the abil-
ity to reconstruct the cryptographic key obtained by the protocol must be
considered.

The first works on this topic appeared in the second half of the 1970s
(Wyner, 1975; Maurer, 1993; Ahlswede & Csiszar, 1993) with the idea that,
during the execution of the protocol illegitimate protocol observers who
have access to exchanged messages cannot collect the necessary amount
of information about the established cryptographic key with the aim of its
restoration in an efficient manner. Over time, the importance of this type
of protocol for establishing cryptographic keys has been recognized, and
with the increase in security requirements in cyberspace, more and more
attention has been paid to them.

The basic model of the environment in which protocols of this type are
defined and analyzed is given in (Maurer, 1993). According to the sym-
bols common in the literature, the environment in which the protocol takes
place is defined in the following way. Alice and Bob are actors who want to
achieve mutual protected communication using a symmetric cryptographic
algorithm, and for that they need a common secret key. Eve is curious and
interested in the information that Alice and Bob exchange and she knows
the protocol according to which they exchange messages and the crypto-
graphic algorithm they will use. The only way Eve can access Alice and
Bob’s information, provided the applied cryptographic algorithm is safe, is
to somehow get their cryptographic key. It is assumed that Eve has an in-
sight into all the messages that are exchanged during the protocol between
Alice and Bob. Based on the information gathered, Eve tries to reconstruct
the cryptographic key that Alice and Bob perform after the protocol is com-
pleted. The initial data, the strings of symbols, which are used in the exe-
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cution of the protocol for establishing the cryptographic key Alice, Bob and
Eve get in the following way. In a common source, a series of symbols is
generated by some random process, denoted by U" = {uj,u,...,un},
through independent binary symmetric channels of known characteristics
are sent to Alice, Bob and Eve who register them as strings of symbols
X" = {x, 22, 20}, Y™ = {y1,92,- ., ynt, 2" = {21,22,...,2n} TE-
spectively. The model is shown in Figure 4.

Common Random Source

”/ Zn* \\
n ’/' ‘\\
X Eve T
KA‘—| Alice Bob Ky

Public Channel

Figure 4 — Model of the execution environment for the Information theoretic
based symmetric key establishment protocol
Puc. 4 - N30bpaxeHue cpedbi 8bINOIHEHUS MPOIMOKOa yCmaHO8IeHUs
KpurnmozpaghuyecKux Krrodel 8 paMkax meopemuko-uHhopmayuoHHOU Modenu
Cnuka 4 — pachuyku Npukas OKpyxera u3epliasar-a npomokorsna 3a
ycmaHossrbasare KpurmoepagcKux Kiby4yesa y UHGhopMayUOHO-MeoPemcKom
modeny

The result of the protocol execution is to obtain a series of symbols
K4, Kp, with the objectives:

1. The probability that the resulting arrays are equal, P (K4 = Kp), is
close to unity. At the end of the protocol, a procedure, which does
not violate the security of the process, can be performed to determine
this equality, and the resulting symbol string is denoted by K™(™ =
K4 = Kp where m (n) is the length of the string symbols obtained
after the protocol execution.

2. The protocol is safe from the point of view of the obtained key, K™,
in the sense that Eve is not able to reconstruct the value of K™(™)
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which is expressed by
I (Km(">, Z") —0. (1)

This condition has proven to be quite limiting in practice and its some-
what weaker variant expressed with

lim T (Km<”>, Z”) —0. )

n—o0

where n is the length of the initial string of symbols.

Condition (2) essentially means that Eve has the information about
K™™) but it is not enough to effectively approximate or reconstruct the
key K™ In this way, the computing and algorithmic power that Eve has
is abstracted, similar to the definition of the security of cryptographic algo-
rithms in Shannon’s book, (Shannon & Weaver, 1963).

General structure of the information theoretically secret key
establishment protocols

According to the functional model shown in Figure 4, the protocol takes
place in several steps. In the first step, a common source of randomness
generates a series of random symbols U™ = {uj,us,...,u,} which by a
discrete symmetric communication channels without the memory of known
characteristics, Pyy z, forwards to Alice, Bob and Eve who register them as
strings of symbols X™, Y™, Z" respectively. In the described communica-
tion channel (Pxyz, X", Y™, Z™) errors can occur during transmission, in
the general case the sequences X™, Y, Z™ are different from each other.
In the next phase, Alice and Bob exchange messages via a public authen-
ticated channel to detect parts of the initial set of symbols that are common
to them. The way of communication is constructed so that the similarity of
their symbol strings increases and the similarity of Eve’s string of symbols
with Alice’s/Bob’s string of symbols either does not change or decreases
despite the known content of the exchanged messages. A measure appro-
priate to the situation is taken as a measure of similarity, most often Ham-
ming’s distance. This phase is called advantage distillation. After that, in
the third phase of the protocol, Alice and Bob exchange messages through
a publicly authenticated channel that allows them to extract identical parts
in their symbol strings and thus arrive at a string of symbols that is common
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to both. Here, too, it is understood that Eve’s knowledge of the obtained
common set of symbols does not increase. This phase is called the phase
of Information reconciliation. In the final part of the protocol, Alice and
Bob construct a common symmetric key by applying a pre-agreed publicly
known function to the derived common symbol string, and this step is called
Privacy amplification.

Common randomness source sequence distribution

The primary requirement in the process of generating cryptographic
keys is that the created cryptographic key has maximum entropy in relation
to its length and that the entropy of the plain text messages is not greater
than the entropy of the space of possible keys. Systems that meet this
condition are known to be secure against an attacker with unlimited com-
puting resources (processor speed, memory, power). This includes the
attacker’s approach to quantum computers. Probability theory and mathe-
matical statistics have developed techniques by which realizations of ran-
dom variables with different probability distribution functions under certain
conditions can be transformed into realizations of random variables with
uniform distribution. With this in mind, the idea of an information-theoretical
approach in this context is to identify and extract equal parts with sufficiently
high entropy from two mutually correlated signals. According to the nature
of the randomness sources used in this phase, we distinguish two models:

1. Random processes that are not connected to the communication
channel - source model, such as in (Galis et al., 2021).

2. Random processes related to the communication channel model are
used as a source of randomness, such as in (Maurer, 1993).

Advantage distillation phase

In accordance with the model shown in Figure 4, we can consider that
the binary symmetric channels through which Alice, Bob and Eve get their
strings X™, Y™, Z™ are mutually independent and characterized by error
probabilities p4, pp,and pg respectively with 0 < pa,pp, pe < % For prac-
tical applications, the relevant situation is when 0 < pr < min {pa,pn}.
In this context, it can be considered that Alice sends her symbol string X™
through a binary symmetric channel to Bob who receives it as a string Y
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with an error probability

pap = P(zi #yi) =

=P(xi#vyi lwi=w) Pxi=w)+P(xi £y |z #ui) - P(z; # u;)

=Py # wi) - P (i = ui) + P(yi = wi) - P (i # wi) = 3)

=pp-(1—pa)+ (1 —pB) pa
The relationship between Alice’s and Eve’s set of symbols is observed in
the same way, and the probability of error in that binary symmetric channel
is given by

paz =pz- (1 —pa)+ (1 —pz)-pa (4)

The aim of this part of the protocol for Alice and Bob is to exchange mes-
sages via a public authenticated channel and to select subsets of symbols
from X™ Y™ where the error will be less than (3) without revealing too

much information to Eve and the error in her channel will not be less than
(4). Below we will describe the most commonly used protocols of this type.

The repetition code advantage distillation protocol (RCAD) This pro-
tocol is described in (Maurer, 1993; Bloch & Barros, 2011; Tan et al., 2020).
For the selected segment of the initial bit string of the length N, Alice ran-
domly generates the bit » (P (r = 0) = P (r = 1) = })) and the code word

N
RN = (’r, T, r> Then she calculated

XN+RN:(r+x1,’r+x2,...,r—|—xN)

and the resulting vector is sent to Bob. Upon receiving Alice’s message,
Bob calculates

YN+ XV 4 RY = (yy+r+a,ya+r+ a0,y + 7+ aN)

N

If as a result Bob gets | 7,7, ...r | where r € {0, 1} he assumes that his and

Alice’s sequences coincide. Bob in response to Alice sends the bit F

N
1 Bob gets (r, T, r)

0 otherwise

F=
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If ¥ = 1, that sequences are considered equal on both sides and partic-
ipate in the construction of a new bit string, otherwise that bit sequence
is omitted from the further process. The value of the parameter N is de-
termined according to the situation and optimized so that the probability of
matching is maximal and the level of information leakage to Eve is minimal.
It can be shown that, on the accepted segments after the end of the RCAD
protocol, the next statements are valid, (Bloch & Barros, 2011; Wang et al.,
2015):

1. On the accepted segment of the length N between Alice and Bob the

error probability is

N
pREAD _ (PaB)
W+ (1—pap)™

(PAB
and pp is the probability of error on the segment of the length N
before starting the protocol execution.

2. Since XV + RY is transmitted through a public channel, Eve can
calculate ZV 4+ XV + R" and then the error between Eve’s and Alice’s
segment is expressed with

N
1 N
pig'’ = N > <w> Puw
1

a0+ =)

v|Z

where p,, is probability that vector of length N has Hamming weight
w.

3. Data remaining efficiency, as a quotient between the length of the
initial string and the length of the string obtained after the protocol
execution, is given with the next equation (Wang et al., 2015)

)N

~ (pap)N + (1 —pan
)= N
The significance of this solution lies primarily in the fact that the possi-
bility of implementing secure protocols for establishing cryptographic keys
from the Information theory point of view elimination of trusted third parties
has been demonstrated in a constructive way. The main drawback of this
protocol lies in the fact that in the case when pg is significantly less than
pa, pp itis quite inefficient in terms of the length of the derived key. A more
efficient variant of this protocol is described in (Maurer, 1993).

AD
1EGYP (pas
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The bit pair iteration advantage distillation protocol (BPIAD) The
BPIAD protocol is an iterative protocol that, starting from the initial bit strings
X™ Y™ in each iteration, generates a sequence for the next iteration. The
result of the last iteration is processed in the next stages of the key estab-
lishment protocol. The following steps are performed in each iteration of
the AD protocol, (Wang et al., 2015):

(1) Inthe s—th iteration Alice and Bob have strings of symbols of the length
ns bits and form blocks of two consecutive bits.

(2) Alice computes the parity bit for each block
{Xoi41® Xo5,i=0,1,...,|% |} and send them to Bob.

(3) Bob computes his parity bits {Y2;11 ® Ya;, i =0,1,...,|% |} and com-
pares them with Alice’s parity bits. For every i for which is X511 @
Xo; # Yoi11 P Yo, pairs Xo; 11, Xo; and Ya, 11, Yo; are removed from the
further process. In the case that Xo;11 ® Xo; = Y241 @ Yo; bit Xo;11
is included in Alice’s string and bit Ys; 4 is included in Bob’s string for
the next iteration s + 1.

It turns out that it is at the end of the s—th iteration, (Wang et al., 2015):

25
pﬁlglAD _ (PABU)
s T 2 2

(paB,)” + (1 —pag,)
pAEIAP = pREIAP (5)

2 2

RCAD (paB,)” + (1 —pag,)

pap,~ (pap,) = s °

The analysis of the described protocol and the results given in (5) concludes
that the number of iterations depends on the size p4p, and that with its
increase the required number of iterations increases so that the symbol
strings obtained in this phase can be productively used in the following,
pRETAD < pBETAD ‘Also, the protocol is extremely inefficient in terms of the
ratio of the lengths of the initial and obtained bit strings, because according
to the third equation in (5), the length of the obtained bit string decreases
exponentially with the number of iterations.

The bit pair iteration advantage distillation/degeneration protocol
(BPIADD) The fact that during the BPIAD protocol the probability of er-
ror in Eve’s bit string remains constant during the execution of the protocol
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remains constant, the second equality in (5) indicates the possibility of in-
creasing Eve’s capacity to obtain more information about Alice’s bit string
during the next protocol phase. In order to reduce these possibilities and
provide more favorable initial conditions for the next phase, Information rec-
onciliation, the BPIADD protocol is defined as follows, (Wang et al., 2015):

(1) Alice computes A, = Xor_1 ® Xor k =1,2,...and sends A, to Bob.
(2) Bob computes B, = Yo, 1 @ Yor, k= 1,2,...and sends By, to Alice.
(3) Forevery k =1,2, ... the following procedure is performed:

— If Ay # By then Alice deletes Xo;_1, X9 from X and Bob deletes
Y51, Yo, from Y.

— If A, = By, then Alice checks if X5, = 1. If it is, then she deletes
Xs5.—1 from X and if not, she deletes X5, from X. Bob does the
same in the case of the string Y.

It turns out that after the first iteration of this protocol, the following rela-
tions are valid (Wang et al., 2015):

2
1 (paB,)
BPIADD
PAB, =< . 5 < DAB,

2 (pag,)’ + (1 —pan,)

PAE,
pan! ADD — — +pag, (1 —pag,) > pag, (6)
(pap,)’ + (1 —pap,)’
15522 (pas,) =

2

From the first and second expressions in (6) it is clear that the error in the
Alice and Bob’s sequence decreases monotonically and the error in the
Alice and Eve’s series increases monotonically. By applying the protocol
in several iterations using (6) we get that in the s—th iteration in order, the
following is valid:

2
AI;IEIADD _ L (pABS_l)
’ 2 (PABH)2 + (1= paB,_,)

D) < PAB._,

PRRIAPD = PRt i (1=pas.,) >pap, (D)
2 2
PAB,_, + (1 - PAB,._,
WGP (pap, ) = Am) FLZPAm)
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In this way, the difference between Eve’s and Alice’s string becomes large
enough and the difference between Alice’s and Bob’s string becomes small
enough that the process of information reconciliation and the amount of
information that leaks to Eve during it does not have a significant impact
on the derived cryptographic key.

Information reconciliation After completing the previous phase, advan-
tage distillation, Alice and Bob have reached a situation where they have
an advantage over Eve in terms of the amount of mutual information about
their bit strings. In this phase of the protocol, Alice and Bob’s goal is to use
an authenticated public channel for communication to exchange informa-
tion that will allow them to correct any differences in the current bit strings
they formed during previous phases of the protocol. All messages ex-
changed through the public channel are also available to Eve. The more in-
formation Eve can extract from this communication imply the shorter length
of the secret key at the end of the process.

The first such protocol is described in (Bennett et al., 1992). From the
point of view of mass application and efficiency, several widely used solu-
tions have crystallized:

* In practice, the CASCADE protocol defined in (Brassard & Salvail,
1992) is widely used today. The protocol is iterative in its nature and
in the i—th iteration it takes place in the following way. According to a
pre-agreed permutation, Alice and Bob permute X" Y. The resulting
bit strings are divided into blocks of length k; bits. Alice calculates
the parity bit for each of her blocks and sends them to Bob. Bob
compares Alice’s parity bits to his parity bits on matching positions.
If there is a discrepancy between Alice and Bob’s parity bit for some
block they apply the binary search algorithm on that block and the ex-
change additional parity bits for some sub-blocks of the current block
with the aim to detect an incorrect bit. Upon incorrect bit detection,
Bob changes its value. Bob then analyzes the effect of the changed
bit on the previous iterations and eventually detects and corrects pre-
viously masked errors. This procedure is repeated for each block of
bits that does not agree with Alice’s corresponding blocks. Since all
blocks in this iteration are processed, the next iteration is taken with
ki1 = 2 k;. The initial choice of the block length, k1, is critical for the
efficiency of the algorithm. Many papers have dealt with experimental
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and theoretical analyses of this problem in order to achieve an optimal
performance (Bennett et al., 1988; Cachin & Maurer, 1997; Carleial &
Hellman, 1977; Csiszar & Korner, 1978). Sugimoto and Yamazaki
in their papers (Sugimoto & Yamazaki, 2000; Yamazaki & Sugimoto,
2000) defined certain modifications of this algorithm and showed that
such a modified protocol has a performance close to the theoretical
limits of efficiency. He also confirmed that four iterations are enough
to reconcile the values of bit strings. On the other hand, the commu-
nication complexity of the protocol during the execution can be great,
which results in a small length of the obtained string in order to mini-
mize the amount of information that Eve has.

The Winnow protocol is introduced in (Buttler et al., 2003) with the aim
of reducing communication complexity by eliminating the use of a bi-
nary search algorithm for error detection and correction. The author’s
idea is to use Hamming’s error detection and correction code to cor-
rect errors. Both sides, Alice and Bob, split their bit strings into blocks
of equal length. Two corresponding blocks are denoted by M, and
M, and their syndromes, S, and .S;, are calculated using the genera-
tor matrix G and the check matrix H, G - HT = 0. Alice sends Bob S,
who calculates S; = S, @ S,. If S; = 0 then M, and M, are consid-
ered equal, otherwise Bob transforms M, by changing the minimum
number of positions and recalculating S, for such a modified block to
get S; = 0. Analyses have shown that from the point of view of exe-
cution speed, achieved string length and security characteristics, the
protocol has good performance with appropriate p4p, (Elkouss et al.,
2009; Buttler et al., 2003).

The aforementioned protocols do not consider the situation when
there are significant limitations in the communication environment
in terms of loss of communication packets, limited time for protocol
execution and limited communication and computational complexity,
for example in satellite connections. Gallagher’s Low Density Par-
ity Check Codes (Gallager, 1962) were candidates for such environ-
ments as a promising solution. In this context, LDPC codes were first
mentioned in (Elliott et al., 2005). The advantage of LDPC codes in
these applications is that they provide low communication complexity,
inherent and pronounced asymmetry in terms of computing resources
of communication parties.
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Decoding LDPC codes requires more computing and memory re-
sources than the Cascade and Winnow protocols but its significance
is in communication resources and complexity reduction as it requires
only one message to be exchanged. In resource-constrained net-
works, this feature provides a significant advantage in achieving large
gains in execution time and security.

Other ideas in this context have emerged recently. One of them is the
application of neural networks in the process of error correction during this
phase of the protocol. (Niemiec, 2019).

More details on this topic with an exhaustive list of references can be
found in (Bloch, 2016; Mehic et al., 2020; Gronberg, 2005)

Privacy amplification

This is the last phase in the process of the protocol which is carried out
by Alice and Bob in order to obtain a cryptographic key that is information-
theoretically secure in relation to Eve. At this point, Alice and Bob have
a string of bits in common and know the estimate of the upper limit of the
amount of information Eve has about that string. Nevertheless, Eve’s in-
formation shows that Alice and Bob can extract from their strings a certain
string of bits S, about which Eve knows nothing or

I(Sap,SE)=0

where Sg is Eve’s version of S4g constructed based on the information
Eve collected. Eve knows that Sxp # Sg but does not know in which posi-
tions the sequences differ. Using the publicly known selected appropriate
deterministic function f, Alice and Bob calculate the required cryptographic
key as k = f(Sap). Knowing the function f and Sg does not provide any
knowledge to Eve about k because she does not know how the errors from
Sk spread during the calculation of f and affect its result. Consequently,
f (Sg) does not give any information about & to Eve.

Precise formalizations and proofs are based on the notion of Rényi en-
tropy and its derivatives, collision entropy and min-entropy.

Detailed references to protocols and formalizations can be found in
(Bloch, 2016).
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The common source of randomness choice

The previously described process of cryptographic keys establish-
ment implies that Alice, Bob and Eve get their initial strings of symbols
X", Y™ Z" from a common source of randomness as shown in Figure 4.
This generally implies the participation of a trusted third party in the process
itself. The level of communication security is increased when it is possible
to eliminate the influence of the trusted third party and achieve protection
of communication between Alice and Bob by controlling the generation of
cryptographic keys and using proven cryptographic algorithms. One of the
first examples of this communication protection type was the Quantum key
exchange protocol (QKD) BB84, (Bennett & Brassard, 1984). An inter-
esting and in some ways biometrical oriented approach is described in the
works (Milosavljevi¢ et al., 2018) and (Galis et al., 2021). The authors used
digitized recorded electroencephalogram (EEG) brain signals as a source
of randomness for Alice and Bob during identical mental activities, looking
at the image of the White Angel in (Milosavljevi¢ et al., 2018) and during
the Wisconsin Card Sorting Test (WCST) in (Galis et al., 2021). Intuitively,
Alice’s and Bob’s brain is stimulated by the same input stimulus but due
to individual physiological differences it is registered as correlated but dif-
ferent and independent signals, for example in the case of an image the
general image content is the same but color perceptions, physical dimen-
sions and other characteristics may differ. So the digitalized form of Alice’s
EEG becomes X" and the digitalized form of Bob’s EEG becomes Y. In
that situation, Eve has no information about X", Y™ and her only possibil-
ities may be:

1. To be able to recognize in a set of registered EEG signals on the
same stimulus, which does not contain Alice’s and Bob’s EEG, the one
closest to them, measured by the Hamming’s metric - Strong Eve

2. Thatthe set of registered EEG signals includes both Alice’s and Bob’s
EEG, but that Eve does not know the identity of the person from whom the
EEG signals originate - Medium Eve

3. Eve has no information about Alice’s and Bob’s EEG signal, but she
knows the process for obtaining it and the device for recording and digitizing
it - weak Eve.

In (Galis et al., 2021), the authors used 76 of EEG signals from differ-
ent individuals during WCST. For all registered samples, the previously
described procedure of performing cryptographic keys in the information-
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theoretical model, advantage distillation, information reconciliation, private
amplification was performed. A summary of the results is given in Table 1.

Table 1 — Experimental results of cryptographic keys establisment using EEG
Tabnuya 1 — 3kcrniepumeHmarnbHbie pe3yribmambl co30aHus
KpunmozpagbuyecKkux Krroyel rpu ucronb3osaHuu 33
Tabena 1 — EkciepumeHmarnHu pe3ysimamu ycriocmaesbara Kpurnmoapag@ckux
Krby4desa npumeHom EE-a

Type of Eve Strong Medium Weak

. 1301.55 1290.53 1301.76

Established key length +£502.16 | +£496.85 | <+ 502.44
Efficiency 4.79% 4.75% 4.79%

. . 0.4997+ 0.5005+ 0.4999+
Hamming distance(A,E) 0.0147 0.0149 0.0147
Successfully established pairs 100% 100% 100%

The table shows the results in relation to the assumed strength of Eve.
The second row labeled Established key length shows the mean length
value and the standard deviation of the established cryptographic keys
lengths in the (76 - 75)/2 implemented protocols. The third row shows the
efficiency of the applied protocols expressed as the ratio of the length of
the obtained cryptographic keys and the length of the initially used string.
At first glance, it seems that the efficiency is small and unsatisfactory, but
the length obtained, on average over a thousand bits, is many times higher
than the currently accepted standards for cryptographic key lengths of se-
cure symmetric cryptographic algorithms. The fourth row shows the Ham-
ming distance between the keys obtained by Alice and Eve at the end of
the process, normalized by the length of the key obtained, and the table
shows that this value is practically 0.5, which is a characteristic value for
independent and randomly generated arrays. In the end, the table shows
that the procedure was successful in all cases in which it was carried out.
In addition, it should be noted that the obtained sets of cryptographic keys
were tested by the NIST package to check the randomness of the data and
all requirements were met.

A full description of the basic idea, methodology, applied protocols and
experimental results can be found in (Galis et al., 2021).
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Computationally secure protocols for key establishment

With the expansion of information and communication systems, the dis-
tribution of cryptographic keys in a centralized way through a trusted third
party has become a bottleneck in achieving security in the information and
communication world. The first solutions that reduced and relatively elim-
inated this problem were defined in the second half of the 1970s with the
discovery of asymmetric cryptographic algorithms, electronic signature and
digital envelope techniques (Diffie & Hellman, 1976; Rivest et al., 1978;
Menezes, 1997). However, such solutions assumes the existence of an
infrastructure for generation and management of cryptographic keys for
asymmetric cryptographic systems and digital certificates based on them
(Public Key Infrastructure -PKI). This enables the introduction of digital
identity in the digital world. This, in turn, means involving a trusted third
party in the process of establishing cryptographic keys. Today’s trend in
the protection of messages in information and communication traffic is the
creation of direct secure channels between the parties in communication
and the development of techniques for establishing cryptographic keys di-
rectly between them in a secure way.

The first reflections on the protocol for secure decentralized computing
of functions are presented in (Yao, 1982). The described approach consid-
ers the possibilities for defining a protocol by which n participants denoted
by P; and each has a private data z; : = 1,2,...,n for a given function f

calculate the value (y1,y2,...,yn) = f (z1,22,...,2z,) in such a way that:
1. After protocol execution, the generated value (y1,¥2,...,yn) is the
exact value of the function f for the arguments (z1,z»,...,z,) and

each participant P, received them as a result.

2. After protocol execution, each participant P, knows only
(y1,%2, - - -, Yn), z; and nothing else.

3. Some participants in the protocol may behave maliciously in relation
to the protocol in order to obtain information or influence the outcome
of the protocol.

A graphical presentation of the Secure multiparty protocol is given in
Figure 5.

Secure multiparty computing can be fully formally described thus cre-
ateing a formal theory within which it is possible to infer conclusions about
the security features of the created protocols in a logically based way.
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Figure 5 — Graphical presentation of the secure multiparty protocol
Puc. 5 - Ipagbuyeckoe npedcmaerneHue rpomokosna 6e3onacHo20
MHO20MapmuliHO20 8bIYUCIIEHUS]

Cnuka 5 — paghuyku npukas 6e3bedHoe KoornepamusHo2 padyHara

This formalization first defines the characteristics of network channels
through which messages are exchanged during the execution of the proto-
col. Channels by their nature can be public, when the attacker has access
to the content of messages but cannot change them, and private, when
communication between each two participants is protected. As for the at-
tacker, depending on the communication channel on which the protocol
takes place, all messages can be available to him when the channel is
public or only those received from malicious participants when the chan-
nel is private. According to the received messages, the attacker is passive
when only by analysing the received messages he tries to reconstruct infor-
mation inaccessible to him, or active when he can influence the malicious
participants in the protocol available to him. In the case of an active at-
tacker, his behavior does not have to be uniform, but he can adapt to the
development of the situation during the execution of the protocol, and then
he is called an adaptive active attacker. Some protocol participants under
the influence of an attacker may behave in a way that affects the execution
of the protocol and the types of such behavior can be described exactly.
The protocol is considered safe if conditions listed on page 623 are met.
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An interesting question is how to define security in a formal way. The idea
is as follows.

By protocol history, we mean a collection of all non-private data used
and constructed during protocol execution in an environment. The ideal en-
vironment is an abstract construction consisting of simulator S, a functional
mechanism for executing protocol instructions that calculates f, and the at-
tacker. All activities in an ideal environment are performed in the correct
way, exactly as defined by the functionalities and protocol. The protocol to
be executed is denoted by 7, the attacker by A4, the protocol execution his-
tory by h and the security parameter by k. Since in an ideal environment,
everything takes place in the right way, security threats and information
leakage cannot be in it. Let us introduce the following two functions

1 h belongs to real world

B, (ks ) = { 0 otherwise

| 1 hbelongs to ideal world
I, a (k1) = { 0 otherwise

Then we say that the protocol = safely calculates the function f in re-
lation to the attacker A if there is a polynomial simulator S for which each
execution with the security parameter &£ and each protocol history i next
inequality is valid

P (Rea (ko h) = 1) = P (L a (k) = 1)] < 7 ®)

p (k)

for a sufficiently large k, where p(k) is an arbitrary positive polynomial. In-
equality (8) essentially means that an attacker is unable to distinguish be-
tween protocol execution in an ideal and a real environment and, conse-
quently, to gather additional information in addition to those already known.
The exact formalization of this concept can be found in (Cramer et al., 2015;
Hazay & Lindell, 2010).

The theory shows that in the case of public communication channels
and the presence of an active attacker, each function f can be safely cal-
culated in the previously stated sense, provided that the number of corrupt
participants ¢ is less than 3. A detailed classification of the possibility of
creating a protocol for secure multiparty computing depending on the type
of attacker and communication model can be found in (Cramer et al., 2015).
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This method is applicable in any situation when it is necessary to calcu-
late a function based on the private information of individual entities so that
the result is accurate and does not compromise the privacy of the entities
private data participating in the calculation. The problem of generation and
distribution cryptographic keys for bilateral or conference secure communi-
cation by its nature completely fits into the class of problems this area deals
with. The model of decentralized generation and distribution of symmetric
cryptographic keys for bilateral secure communication can be described as
follows. The participants P, and P, who want to achieve secure bilateral
communication agree on a symmetric cryptographic algorithm through a
public communication channel and the function f(x,y) which they will use
to derive the desired cryptographic key. Then the participant P, chooses
a random value x; and the participant P, a random value z;, implement-
ing the appropriate protocol for secure multiparty computing, and using it
to compute k£ = f(x1,x2) which they will use for the selected symmetric
cryptographic algorithm for communication protection. The realization of
the system for the automatic establishment of cryptographic keys for sym-
metric cryptographic algorithms begins with the selection of one of the ex-
isting universal protocols for bilateral secure multiparty computing, (Hazay
& Lindell, 2010). The implementation of the selected protocol implies the
existence of the following subsystems implemented:

— System for automated translation of the selected function f into an equiv-
alent vector Boolean function in the algebraic normal form and then
construction of its equivalent Boolean circuit.

— System for automated generation of Yao’s garbled computing system
based on the obtained Boolean circuit.

— System for the implementation of oblivious transfer protocols.

The realization of such a software package resulted in a system for the
direct establishment of cryptographic keys of parties who want to establish
secure communication without the mediation of a trusted third party. For
the security characteristics of the protocol in the bilateral case, the restric-
tions related to the number of malicious participants in the protocol are not
important for the simple reason of the number of participants, two. If at
least one of the participants is malicious, the protocol will not be success-
fully completed and the key will not be established.
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Similarly, this concept can be used to establish the protection of group
communication, such as conference calls or complete video meetings.

Comparative analysis of proposed solutions

By applying the previously described methods, we are able to solve the
problem of secure generation and distribution of cryptographic keys. The
levels of security that the methods offer are different, but they provide a
significant advantage over classical cryptology, the elimination of a trusted
third party. The benefits of eliminating a trusted third party are manifold. In
the first place, the absence of a trusted third party reduces the complexity
of the system and thus reduces the number of potential possibilities for its
compromise, and further simplifies its administration and maintenance. An
additional quality from the security point of view lies in the fact that both
systems can be described in a completely formal mathematical way and
accordingly analyze the defined protocols and make formal claims about
the achieved level of security.

In the Information theory model, it is possible to formally define protocols
that can achieve levels of absolute security for generating cryptographic
keys and that can be used even in Shannon’s OTP system. In this model
of performing cryptographic keys, an additional quality is the fact that the
source of common randomness can be different environments, which in-
creases the application area of such systems.

In the model of secure multiparty computing on public communica-
tion channels, protocols for establishing symmetric cryptographic keys that
reach the level of computer security can be formally defined. This lower
level of security is a consequence of the characteristics of communication
channels and the level of security of cryptographic mechanisms applied in
the implementation of the subsystem oblivious transfer.

Although the described systems offer important, technological and se-
curity improvements in the field of generation and distribution of crypto-
graphic keys, their application in this context is still small. The main rea-
son lies in the complexity of their implementation and demonstrated per-
formance. Conceptually, these solutions have been proven, but great re-
search efforts are being made to find opportunities to improve their perfor-
mance and more efficient implementation in terms of computing resources
(processing power, amount of memory).
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Conclusion

One of the central problems of cryptology, from its inception to the
present day, is the generation and distribution of cryptographic keys for
symmetric cryptographic systems. The centralized system of generating
and distributing cryptographic keys, characteristic of classical cryptology,
has manifested its limitations with the expansion of information and com-
munication systems and their network connection. The increased need for
the application of cryptographic mechanisms in the protection of informa-
tion systems has induced an increase in requirements. This paper presents
two models by which the described problem can be solved in accordance
with the security requirements of modern cryptology. Solutions based on
the above proposals give users complete autonomy and end-to-end secu-
rity protection. The applicability of solutions of this type allows

— Direct establishment of cryptographic keys between communication
sites, people or machines, without the mediation of a trusted third

party,

— Application of secure symmetric cryptographic algorithms in mass com-
munication systems, loT and WSN (UnkaSevi¢ et al., 2019),

— Simplification of the complexity of security systems thus facilitating their
administration, and

— By simplifying the complexity and administration of security systems, fa-
cilitation of their analysis, potential weaknesses detection and, overall,
an in- crease of their security.

The described methods for the realization of direct establishment of
cryptographic keys for symmetric cryptographic systems are in line with
new trends in data protection in order to reduce the possibility of influence
of entities that do not participate in communication directly. The applicabil-
ity of these techniques in IoT and WSN significantly increases the possibil-
ities of raising the level of security in cyberspace. This claim is supported
primarily by the fact that the described methods support cryptographic al-
gorithms with the highest degree of security.
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MPOTOKOJbl YCTAHOBNEHNA CUMMETPUYHbIX
CEKPETHBbIX KIMKOYEW — COBPEMEHHbIV MOOX0[

Meupan Manuc®®, Tomucnas B. YHkalleBu4?, KOppeCnoHAEHT,
3opar Ox. banau?, Munaxd M. Murnocaenesuy®

& NuctutyT BITATAKOM, r. Benrpag, Pecny6nuka Cepbusi
6 YHuepcuteT CuHrngyHym, r. benrpag, Pecnybnuka Cepbus
® Scytale, Tenb-ABuB, Nocygapcteo M3pausb

PYBEPUKA TPHTW: 27.47.17 Matematunyeckasa Teopus
UHdopMaLmm
28.21.19 Teopus KognpoBaHus
50.37.23 3awmTa OT HECAHKLMOHNPOBAHHOIO
poctyna. dusnyeckas 3awmTa
MHdopmaLmm
49.33.35 HapgexxHoCTb ceTen CBA3M U 3alumnTa
UHdopMaLmm
BWO CTATbW: opurinHanbHasa Hay4Hasi cTaTbsi

Pesrome:

BeedeHue/uenb: [lpobnema aghghbekmusHo20 pacrnpedeneHus
Kpunimoepaghuqdeckux Krro4yel 8 cucmemax Ces3u r1osieusnach
yXXe 8 repeble OHU UX CywecmeosaHusl, HO OCOBEHHO OHa
obocmpuracbk ¢ nosierieHUeM cucmem maccosol ces3u. Ornpe-
OerieHue u sHedpeHue 3¢hcheKkmuBHbIX MPOMOKOor08 pacripede-
JleHus Kpunmoeapaghu4decKux Krrodell 8 makux ycrosusix uepa-
em 3Ha4umersibHY0 POJib 8 M08bILEHUU UHGOPMaUyUOHHOU 6e3-
onacHocmu 8 kubepripocmpaHcmee.

Memodni: C nomouwbio Memodo8 meopuu uHgpopmayuu u 6es-
onacHbIX MHO20CMOPOHHUX 8bI4UCIeHUl 6biiiu onpedereHbl
1POMOoKoOJIbI OIS MPSIMO20 yCMaHOoBIeHUS KpUrnmozapagu4yeckux
Krodel mexdy cmopoHamu Cessu.

Pesynsmamebi: B cmambe npedcmasrneHbl 08a HOBbIX MOOXO-
0a K peweHuto rpobrieMbl ycrmaHo8NeHUs1 Kpurmoepagu4ecKux
Kmovel. Hoeswecmeo e npomokorse, onpederieHHOM 8 mMode-
nu 6esonacHocmu, coanacHo meopuu UHhopMayuu, oCHogaHa
Ha ucmoyHuke obuwel cny4aliHocmu, KOmopbiM 8 OaHHOM Crly-
yae sensemcsi cueHan O3l kaxdo2o omdernbHo20 cybbekma,
yyacmeyrouwe20 8 cucmeme ces3u. IKcriepuMeHmarsbHbIe pe-
3ynbmamsl rokasblearom, 4mo obbem uHghopmayuu, nocmyna-
roweli K NpomugHUKY, briu3ok K Hymo. Hoswecmeo 6o emopom
criyqae, obecriequsarowee 6e30MacHOCMb Ko4aM Ha ypoeHe
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KoMrsromepHoli 6e3onacHocmu 3a cHem rpumMeHeHusi be3onac-
HbIX MHO20CMOPOHHUX 8bI4UC/IeHUl MpuU Hanu4yuu HECKOIbKUX
y4acmHUKOB-3/10yMbILUIIEHHUKO8, COOEePXXUMCST 8 HO8OM IPUJIO-
JKeHuU 0dHoUl eblyucriumernsHolU modenu. [ oboux nodxodos
XxapakmepHO mo, Ymo 8 pamkax ¢hopmMarsibHbIX meopuli MOXHO
gopmarbHbiM obpa3om cOenamb 8b1800bI 06 UX Xapakmepu-
cmukax 6esonacHocmu.

Bbigeodbi: B cmambe onucbigaromesi 08a Ho8biX rnodxoda K
yrnpasneHuro KpunmoepaguyeckuMu Krodamu 8 cuMmempuy-
HbIX Kpurnmozpaghuyeckux cucmemax, noOKpersieHHbIX 3Kcre-
puMeHmarnbHbiMU pe3yfibmamamu. 3HadumMocmb rpedraza-
eMbIX pelwieHUll 3aKmo4aemcsi 8 MmoM, 4mo OHU M0380/1SH0Mm
ycmaHosUmb HalexXHYyl0 C€esi3b Mex0Oy 3auHmepecosaHHbIMU
cmopoHamu, usbeezas enusiHUsS mpembell 008epeHHol cmopo-
Hbl. [JocmueHymbili makum obpa3om yposeHb 6e3onacHocmu
C8513U 3Ha4YumersibHO rosbiaemcsi 10 CPasHeHUo ¢ Kraccude-
CKUMU Kpurnmozapaghuyeckumu cucmemamul.

Kntouesnie crnosa: cuMmempuyHbIl KpunmozapaghuyecKul Ko,
yrnpaessnieHue KpurnmoeapaguyecKuMu Kiodamu, UCMOYHUK CITy-
yaltiHocmu, npeumyuiecmsa ducmusnayuu 0aHHbIX, coariacoea-
Hue UHgopmayuu, ycuneHue KoHgudeHyuansHocmu, besonac-
Hbl€ MHO20CMOPOHHUE 8bIYUCIIEHUS.

MPOTOKOIN 3A YCTAHOBIBABAHE TAJHUX
CUMETPUYHUX KIbYYEBA - CABPEMEH MPUCTYTI

Meupar Tanuc®®, Tomucnae b. YHkawesuh?, ayTop 3a Nnpenucky,
3opaH b. bawau?, Munax M. MwunocaBreesuh®

& NuctutyT BITATAKOM, Beorpag, Penybnuka Cp6uja

5 YuuBepauteT CuHruayHym, Beorpag, Peny6nvka Cp6uja

® Scytale, Ten AsuB, OpxaBa N3paen

OBNACT: matemaTtuka, pa4yyHapCcTBO, TENEeKOMyHUKaLuuje
BPCTA YJIAHKA: opurnHanHu HayyHu pag

Caxemak:

Yeod/uurs: lNpobnem egpukacHe ducmpubyuyuje Kpurnmozpach-
CKUX KJby4Yeea y KOMyHUKayUOHUM cucmemuma rnocmoju odas-
HO, a ca r1ojagoM MacoB8HUX KOMyHUKaUUOHUX cucmema rnocmao
Je uspaxeH. [eguHucare u umniemeHmayuja egpukacHuUx rpo-
mokoria 3a ycmaHo8/bagate CUMempUYHUX KpurmoepagcKux
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K/by4yesa y makeuM OKOfIHOCMUMa UMa 8e1UKU 3Hadaj y nodu-
3amy UHopmayuoHe be3bedHocmu y cajbep npocmopy.

Memode: [lpumeHom memoda meopuje uHgopmauuja u be-
36e0Ho2 KoornepamugHoe padyHara degbuHUCaHU Cy MPOMOKO-
U 3a OUPEeKMHO ycmaHo8/bagar-e KpunmoepaghCKux Kiby4yeea
uamehy KOMyHUKaUUOHUX cmpaHa.

Pesynmamu: Y pady cy OecbuHucaHa 0ea Hoea ripucmyra rnpo-
brnemy ycmaHosrbagara Kpurnmozpagckux Kibydesa. HosuHa
y npomokosty degbuHucaHom y 6e36edOHOCHOM MoOesTy 3acHo8a-
HOM Ha meopuju UH¢hopMaluja 3acHUB8a ce Ha u38opy 3ajeOHuY-
Ke crlydajHocmu Koju je y oeom criydajy EEI cueHan ceakoe cy-
bjekma y4yecHuKa y KOMyHUKayuoHoM cucmeMy. EkcrnepumeH-
marHu pe3ynmamu riokasyjy 0a je Konu4uHa uHgopmMmauyuja Koja
omude Ka npomusHUKy briucka Hynu. HosuHa y dpyzom ciyyajy
Koju Krby4yesuma obe3behyje cuaypHOCM Ha HUBOY padyHapcKe
cuaypHocmu npumeHom 6e3bedHoe2 KoornepamueHoe padyHara
y nipucycmey gulue 3r1oHaMepHUX y4ecHUKa cadpxaHa je y Ho80j
rnpumeHu jeOHoe padyHapckoe modena. 3a oba npucmyna je Ka-
pakmepucmu4Ho 0a je y oksupy ghopMasiHux meopuja moeyhe
Ha gopmasiaH Ha4uH u3800UMU 3aKsby4yke O HUxosum b6e3bed
HOCHUM cg8ojcmeuma.

Bakmwyuak: MpedcmaerbeHa cy dsa HO8a ripucmyrna 3a ycma-
Hoerbasarbe KpunmozpaghCcKux Krbydesa y cuMempUYHUM Kpuri-
moepaghckuM cucmemMuma ca eKCcriepuMeHmarnHuM pesyrnma-
muma. 3Havaj MpedroXeHUX pewera Jexu y YureHuyu oa
omoeyhaeajy ycmaHoerbagsare noysdaHe KOMyHuUKauyuje usme-
Ry 3auHmepecosaHux cmpaHa ca Kpaja Ha Kpaj, usbeesasajyhu
ymuuyaj mpehe cmpaHe 00 nogsepera. Ha maj Ha4uH ce 3Ha4aj-
HO roeehasa rnocmuaHymu HUB0 CU2ypPHOCMU HUX08Ee KOMYHU-
Kauyuje y 0OHOCY Ha Kracu4He Kpurnmoepaghcke cucmeme.

KrbyyHe pequ: cumempuyHU KpunmoepagcKku Kibyd, ycrnocma-
e/barb€e Kibyya, U3eop cryvyajHocmu, 0ecmusayuja npedHocmu,
ycknahueame uHghopmalyuja, rnojadasarme rpusamHocmu, be-
36e0HO KoorepamueHO paqyHare.

Paper received on / [ata nony4eHus pabotbl / [Oatym npujema unadka: 23.02.2022.
Manuscript corrections submitted on / [lJata nony4yeHus ucnpaeneHHon Bepcun paboTbl /
HaTtym poctaerbaka ncnpaskm pykonuca: 22.06.2022.

Paper accepted for publishing on / lata okoHuyaTenbHoro cornacosaHusa pabotsl / Jatym
KOHa4HOr NpuxBaTara YnaHka 3a objaBrbuBame: 24.06.2022.
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