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Abstract:

Introduction/purpose: The paper analyzes the impact of malicious
codes in the cloud. Malicious code is an unauthorized piece of code
that violates the integrity of an application and infrastructure to cause
certain effects, such as security breaches, spread of infections, and
data infiltration from the computer with the help of malicious software -
this is a simple form of data theft which can lead to disastrous
consequences in all segments of society, especially when it comes to
national security. To overcome this challenge, it is necessary to detect
holes in the safety of cloud environments and repair them before the
attackers use these vulnerabilities to bypass the integrated cloud
infrastructure.

Methods: Structural analysis, functional analysis, comparative analysis,
synthesis.

Results: There are many factors for collecting, comparing, and
delivering intelligence data on cloud threats. Cloud applications are
increasingly being targeted because their use to store and share data
with mobile application hosting has been increased exponentially,
enabling industrial automation and business information monitoring
and procurement. In addition, billions of devices on the Internet use the
cloud infrastructure as a background for processing and transmitting
large data sets. Malicious code is easily distributed due to the ease of
sharing documents and files via the cloud.

Conclusion: As cloud technologies are taking a central place in the
world of digital transformation, the threat to the cloud environment is
expected to grow exponentially. This means that organizations need to
ensure that the cyber security position of the cloud infrastructure they
possess is robust and mature enough to combat all relevant security
threats in order to minimize business risks. Understanding the nature
of practical security controls and how they are assessed enables
organizations to build a practical approach to security and privacy in
the cloud.
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Introduction

Malicious code (malver) is an unauthorized piece of code that
violates the integrity of an application and infrastructure to cause certain
effects, such as security breaches, the spread of infection, and data
infiltration (it can lead to disastrous consequences in all segments of
society, especially when it comes to national security). Attackers can use
the cloud infrastructure to set up malicious code that performs malicious
operations and unauthorized activities, such as spreading malware,
filtering out sensitive information, and launching additional attacks. This
malicious code can take many forms including scripts, add-ons,
executables, binaries, and applets (any small application that performs a
specific task within a larger program). (Sood, 2021)

Malicious code can (Hutchins et al, 2011):

- spread infections to a large number of Internet users,

- filter out sensitive and critical data from compromised systems,

- use additional online systems to spread infections within the
network,

- install advanced malware, such as remote administration toolkits
(RAT) and ransomware (Some types of rensomers can block a computer
by creating a blackmail message that the user cannot remove without
paying a ransom. Other types can encrypt files. In that case, the user
whose computer is infected is asked to ransom in exchange for
decrypting the data recorded on the disk),

- reconnoiter and collect information about the target environment,

- use endangered infrastructure for additional abuses, such as
launching miners,

- arm compromised systems to act as launching platforms for
targeted and widely based attacks, and

- violate the integrity of cloud-based cloud web sessions.

A complex code can combine many of these functions in
collaboration for infection distribution and data filtering (Sood & Zeadally,
2016).

Malicious code distribution: Download attack model

It is important to understand the most prominent model for
distributing malware and attacks on the Internet. Attackers typically opt
for a download attack (Sood & Zeadally, 2016) that involves creating a

735

Damjanovi¢, D.Z. Malicious code in the cloud, pp.734-755



ﬁ‘ VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2022, Vol. 70, Issue 3

socially-crafted “fishing” email to encourage a user to visit an attacker-
controlled URL that distributes malware.

An attacker embeds a link in an email with a tempting (or even
ominous) message to trick users into clicking on the link. Let us
understand this model by dissecting its steps:

Step 1: An attacker sends an official email containing a built-in link to
a malware download site. This is called a social engineering technique
because it relies on the interests or emotions of users and tricks them
into clicking on an embedded link.

Step 2: The user opens the link in the email and is redirected while
the browser downloads the contents of the file hosted on the cloud
infrastructure (applications, storage services or instances).

Step 3: The browser automatically downloads the malicious file
located on the cloud infrastructure to the end user's system. Depending
on the type of attack, an attacker can either force the browser directly to
download a malicious executable file or download a maliciously created
file that exploits a vulnerability in the browser to install the payload into
the system. After a successful operation of the system, a dropper is
installed in the system. (Droper is an intermediate file that installs the
final malicious load on the system.)

Step 4: A droper loads malicious code into the user's system, which
can (in some cases) bypass system security checks to perform
unauthorized operations. Upon completion of these steps, a successful
download attack was successfully achieved. The cloud infrastructure
here acts as a launching platform for the distribution of infections (Sood &
Zeadally, 2016).

Similarly, an attacker may host phishing sites (phishing or network
identity theft is an attempt to steal Internet user data through a forged
website) on the cloud infrastructure to steal credentials from the end user
system (Sood, 2021).

Hosting a malicious code in cloud storage services

This allows us to understand the true picture of cloud infrastructure
abuse, especially that of storage services.

Misuse of inherent storage service functionality

Attackers abuse cloud storage service functionality to host malicious
codes and spread infections on the Internet. Attackers take advantage of
cloud storage functionality either through free accounts or by using
compromised accounts to host malicious code. Cloud storage services
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allow users to host files and share links with a specific set of users or
more, that is, anyone who has a link to a file can download the file.

In addition, certain cloud services allow us to download files directly
when the link is opened in a browser without any natification from the
browser. Both of these features allow attackers to host a malicious code,
make it public, and share a connection with large sections of Internet
users. When the user downloads the connection, the file is automatically
downloaded to the system. The first case study is a witty DNS malware.
This shows how attackers can abuse the functionality of cloud storage
service providers to host and distribute a malicious code.

The install.sh file is a bash shell file that, when executed, runs the
specified commands. Looking at the contents of the install.sh file, we
notice the URL for the cloud storage provider.

URL points to /brut.zip?dl=1. Due to its inherent functionality, the
cloud service provider supports binary verification using dl as a
parameter. If the dl value is set to O, the browser downloads the file only
after displaying a natification. If the dl value is set to 1, the browser
automatically downloads it. This indicates that the attacker may force
users to download the gross. zip without any user intervention (Sood,
2021).

Hosting scareware for social engineering

Scareware is another social engineering technique that allows an
attacker to trick (or manipulate) users into believing they have to perform
certain actions such as downloading files, providing specific information,
opening additional links, or buying malicious software. This can either
spread infections or extract sensitive information from the target user.

Attackers use intimidating software in conjunction with social
engineering tricks to force users to perform actions by playing on their
fears, such as sending computer virus notifications, indicating they will be
subject to a tax audit or even pretend to be a bank infringer. Users must
now re-authenticate or verify their account information. Modern attackers
who carry out online scams largely use this intimidating code.

This example of scareware illustrates user fraud by causing fear of
virus infection in the end user's system. This is potentially a phone scam,
because the intimidating software asks the end user to call the specified
number in order to get support and solve the virus problem in the end
user's system. In reality, the real goal is to deceive the user. An important
point is the distribution of this scareware through the cloud storage
service (Sood, 2021).
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Man-in-the-Browser (MitB)

Another client-side attack is Man-in-the-Browser (MitB), which
attackers use to steal the credentials of cloud management accounts by
installing malicious code on the end user's system. There are two
variants of MitB malware. One involves installing malicious code on the
system as an executable file, the other installs it in a browser as a
browser add-on or extension.

Both variants of MitB are capable of bypassing browser functionality
to perform unauthorized operations. These two models of attacks
undermine the integrity of the browser by implementing hooks into the
components of the browser and initiating a process to control the
execution of the task, which ultimately leads to the theft of sensitive
information.

Hooking (Sood & Enbody, 2011) is an inherent technique for
controlling the execution behavior of running processes by intercepting
the flow of communication, which changes the known behavior of the
operating system. In this MitB model, the attacker has already installed
malicious code into a system that has the ability to monitor
communication that takes place from a browser.

Let us say a user opens a cloud management account from a
browser. As malicious code is found in the system, it filters that traffic and
implements hooks to redirect requests that the browser sends to the
domain controlled by the attacker.

If you give credentials, the malicious code steals the credentials
through a hook and leaves the original request to a legitimate server.

The response was received from the server and the communication
was successful. This attack occurs on the end user's system before the
request actually passes through the network. The manipulation is going
smoothly and no one knows that the credentials for the cloud
management accounts have already been stolen. This model reflects the
MitB attack, as malicious code is capable of modifying or stealing
browser communication.

There are, of course, other variations of the MitB attack.

Grabbing form (Sood et al, 2011): Malicious code searches for an
HTML form that an application displays in a browser to request
credentials. For example, it may display a web page to sign up for a
cloud management account. When a user provides their credentials,
malicious code makes a copy of the complete HTML form data, which is
mostly an HTTP POST request, and transmits it to the domain managed
by the attacker. As a result, letters of credit were stolen.
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Inserting Content: Malicious code can easily insert unauthorized
HTML content on the client's side and lead the user to believe that the
content is legitimate. Let us say a user logs into a cloud management
account through a browser. Malicious code can insert HTML content to
trick the user into believing that the content is coming from a cloud
server, but in fact, malicious code on the system injects unauthorized
content into the HTTP response before it is displayed.

In addition to the above techniques, MitB malware can perform
potentially catastrophic operations in active web sessions with the cloud
management console.

We will show a few of them:

Stopping Elastic Cloud Compute (EC2) cloud instances,
Change inbound and outbound filtering rules to change
communication settings,
Inserting malicious code into S3 bins and making it publicly
available to spread malware,
Initiation of workloads for illegal crypto mining operations of
bitcoin,
Data filtering via data backups and recordings,
Gaining access to private S3 baskets,
Deleting other user accounts,
Hosting phishing websites on cloud instances,
Hosting illegal services and advertising accordingly using newly
created unauthorized instances, and
Synchronizing malicious files via cloud agents with storage
services from compromised systems.

It is clear how significant MitB attacks are and have the inherent
ability to abuse the integrity of the operating system and installed
packages (Sood, 2021).

Cloud CLI exfiltration of stored credentials

Cloud administrators and engineers use Command Line Interface
(CLI) tools to execute commands directly in the cloud infrastructure. This
design gives them an easy way to perform operations. However, for CLI
tools to work, they store credentials in a client-side figurative file. The
local configuration is unencrypted and the credentials are stored in plain
text on the end user's machine. If an attacker successfully installs
malware, then it is easy to filter out all saved credentials for cloud
management accounts. Installed malware can easily transfer credentials
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from a hidden .avs directory. Even in this attack mode, the malicious
actor does not directly attack the cloud infrastructure. Instead, they first
compromise the end-user system and then use stolen credentials to
misuse the cloud infrastructure. In addition, they can also use the AVS
CLI package to execute commands on behalf of users on the AVS
account. As mentioned earlier, a malicious actor can perform countless
operations to affect the environment in the cloud (Sood, 2021).

Synchronization token exfiltration via human cloud
attack (MitC)

Man-in-the-Cloud (MitC) (Dulce & Shulman, 2015) synchronization
token filtering (MitC) is another variant of the MitB attack, but in this
scenario, malicious code installed on the end-user system has a built-in
synchronization token targeting module used by various agents installed
on end-user systems to synchronize cloud files. As mentioned earlier,
malicious code running in a compromised system can be very powerful in
interacting with system software and running processes.

Numerous users install cloud vendor software agents to synchronize
files present in dedicated directories with cloud storage. This allows the
user to store the files in the appropriate directory, and the agent will
automatically sync the files. For this, agents need a synchronization
token to verify authentication and authorization for the cloud storage
service before the data synchronization operation begins. To facilitate the
synchronization process, the token is stored on the local machine so that
the user does not have to enter a password every time the
synchronization operation starts. This improves the ability of users to
work seamlessly with the cloud and allows files to be synchronized in an
automated way. If malicious code steals this token, then any device can
sync and access files available in the cloud storage for cloud user
accounts. Attackers use the MitC technique to filter out tokens and use
tokens from various devices to gain access to files or synchronize
malicious files to trigger chain infections. In some cases, malicious code
can modify tokens to avoid detection as a result of missing tokens and
trigger alerts. All in all, the MitC technique is an advanced approach that
abuses the file synchronization mechanism using cloud agents that run
the system.

Infecting virtual machines and containers

Attackers can choose different ways to infect VMs and containers to
inject malicious code or misuse it to perform unauthorized cloud
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operations. Numerous attack models that we talked about earlier can
contribute to the infection process, but there are some additional ways
that attackers can go after targeting VMs and containers.

Exploiting vulnerabilities in network services

Launching misconfigured and unsecured containers and
orchestration frameworks attracts threat actors, who then attack and use
them for evil purposes. Docker containers (Cimpanu, 2020) and
Kubernetes orchestration are often targeted by attackers via automated
malicious code to steal information or launch other malicious useful
content, depending on the design of the vulnerable component.

Inserting code into container images

Endangering the integrity of container images (Remillano, 2020) is
another technique that attackers use to distribute malicious code. A
number of developers use images and it is possible to insert malicious
code into an image and distribute it. When developers retrieve and
deploy a container image in a cloud environment, malicious code is
activated and unauthorized operations are performed, such as scanning
vulnerable dockers on the Internet or installing crypto miners.

Unsecured API endpoints

Unauthorized and insecure API endpoints in containers are the most
prominent vectors for compromising containers and installing malicious
code. Threat actors scan exposed API endpoints for container-based
services and execute code to perform unwarranted operations. One such
example is the malicious code Doki (Fishbein & Kajiloti, 2020) which
scans unsecured Docker images and compromises them for evil
activities on the Internet.

Secretly executing malicious code in VMs

VMs run as background processes without any visible element to
end users. This means that there is no graphical user interface (GUI) for
the VM and the user has no way to interact with the VM using the GUI.
As most VMs share resources, such as disks and resources with the host
OS, it is possible to misuse this design with specially crafted malicious
code. One such example is Ragnar (Arghire, 2020) locker ransomware,
which attackers distribute using a VM without performing ransomware
operations by encrypting files on the host over a guest VM over shared
resources.
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Applying software without patches

One of the biggest security concerns is placing unpatched and
outdated software in containers and VMs. Running code infiltrated with
security vulnerabilities makes the cloud infrastructure vulnerable to
exploitation - for example, running an insecure OS in VMs, placing
vulnerable database software in containers, and so on.

This makes it much easier for attackers to exploit the inherent
software and plant malicious code to perform illegal operations from the
cloud infrastructure. In one case, unpatched Linux server software
(Poston, 2020) was used by attackers to install persistent backdoor or
malicious code to gain access to Linux servers.

Embedding malicious code through vulnerable applications

Deploying vulnerable applications to containers and VMs is one of
the prominent vectors used by attackers to distribute malicious code.
Applications that allow injection attacks, such as multi-site scripting
(KSSS), structured query language (SKL), non-SKL (NoSKL), OS
commands, Extensible Markup Language (KSML), and Simple Object
Access Protocol SOAP), allow attackers to enter unverified useful data
that is executed dynamically. After the successful execution of useful
data, the code provided by the attacker is executed in the context of the
application and unauthorized operations are performed. A recent study
(Millman, 2020) highlighted an exponential increase in attacks on web
applications where the CDN security provider blocked billions of web
layer attacks.

Threat intelligence

Threat intelligence is defined as evidence-based knowledge that
includes detailed system artifacts, events, compromise indicators (IoC),
attack mechanisms, and potential risks for gaining detailed visibility of
system status to proactively detect and prevent threats, including
incidents. In general, evidence-based knowledge can be gathered only if
there is sufficient insight into systems, networks, and overall
infrastructure - including end-user behavior.

Cloud threat reporting

There are many factors for collecting, comparing, and committing
cloud threat intelligence. A number of factors are:
Cloud applications are increasingly being targeted by threat
actors because
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* the use of cloud applications to store and share files with mobile
application hosting, enabling industrial automation, monitoring and
collecting business information, has increased exponentially,

« multiple cloud environments is seamlessly integrated for large-
scale data transfer for sharing and productivity purposes, and

* billions of devices on the Internet use the cloud infrastructure as a
backdrop to process and transmit large data sets.

Malicious code is easily distributed due to the ease of sharing
documents and files via the cloud.

Malicious code is used to filter sensitive data from cloud instances.

Cloud infrastructure is often used for unauthorized operations
such as cryptocurrency mining.

Detecting and preventing security breaches reduces business
risks and potential damage to the brand.

Understanding the behavior of users who communicate with the
cloud is used for fingerprints of suspicious and anomalous behaviors.

Violations of privacy and compliance may occur due to insecure
application of controls.

The effectiveness of security controls is assessed in order to
create defense against threats.

Based on these scenarios, it is vital to gain and import visibility into
cloud infrastructure using organized threat alert operations (Sood, 2021).

Classification of threat intelligence

It is important to understand what we mean by the classification of
"threat intelligence". In general, threat reporting includes contextual
information from multiple resources needed to bring about information
about the threats in particular environment, and then take appropriate
action or precautionary measures accordingly. These actions are specific
to detecting and preventing malware, as well as manual, targeted attack
frames. Within the environment, it is possible to obtain and manage
contextual data (granular event-related details) from multiple resources to
generate threat intelligence.

These resources are:

In-house platforms - internal platforms for handling large-scale
contextual data to build threat intelligence,
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Enterprise platforms - platforms managed by third party
organizations that provide contextual data, which can then be used
directly in the internal platform, and

Platforms open source - community researchers use it to manage
and provide contextual data in open source format, which can then be
used directly in the internal platform to make informed decisions (Sood,
2021).

Basic threat intelligence classification model

Once contextual data has been received, different types of threat
intelligence can be generated:

Strategic intelligence
- threat Intelligence to help make strategic and informed decisions
by conducting high-level analysis and building risk profiles,

Operational intelligence

- threat intelligence related to the mode of operation of attacks
(broad-based, targeted) and threat actors (attackers) associated
with those attacks,

Tactical intelligence

- threat intelligence that reveals details of advanced and covert
techniques, tactics and procedures adopted by threat actors to
launch various attacks,

Technical intelligence

- threat intelligence covering technical aspects of threats, such as
detection indicators that detect the functionality of malware in the
system and the network level to build technical intelligence that
can be incorporated into automated detection and prevention
products (Sood, 2021).

Threat intelligence frameworks

In this section, we consider cyber threat intelligence frameworks that
use a modular approach to implementing the various phases and building
blocks of a mature threat intelligence platform.

Basic information for different cyber threat frameworks: DNI cyber
threat framework. The US government has introduced a cyber threat
framework (ODNI, 2021) to provide a consolidated approach to the
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classification and categorization of various cyber threats. This DNI
framework is designed to provide a common language for describing the
number of cyber threats and related suspicious activities. It also allows
policy makers and researchers to communicate about threat events in a
structured way so that appropriate action can be taken.

The framework emphasizes the rival life cycle, which consists of four
phases: preparation, engagement, presence and consequences. In
addition to these phases, the framework also explicitly relies on
objectives, actions and indicators to detect threats and conflicting
activities.

MITER ATT & CK Framework MITER Corporation provides the ATT
& CK Framework (MITER, 2021) to highlight techniques, tactics and
procedures adopted by opponents to launch either targeted or broad-
based attacks, depending on the conditions. This box provides
information that can be used to categorize various attacks and threats to
be detected in particular environment as part of a threat notification
platform. In essence, the latest version of ATT & CK illustrates the
comprehensive paths of attack from reconnaissance to the persistence
and exfiltration of various attacking entities.

This framework can be used in many ways, such as building threat
intelligence logic, cyber risk analytics, enemy detection / prevention
techniques, technology stack application, and automated attack
assessment. The MITER framework for conducting cyber threat modeling
(Bodeau, McCollum, Fox, 2018) can also be used to detect potential
threats against cloud infrastructure in a proactive way. The framework
enables the dissection of infrastructure and the implementation of threat
modeling by supporting a variety of threat-focused approaches, systems
and assets.

It supports attack characterization using a cyber defense framework
in which risks can be categorized into devices, people, data, network,
and applications. In addition, the risk associated with cloud infrastructure
and how vulnerable the cloud environment is to threats and attacks can
be calculated. Overall, this framework allows the application of threat
information to detect unknown infections by adopting a single standard.
Overall, both the DNI and MITER frameworks provide an efficient way to
use different types of cloud threat information to design threat intelligence
frameworks. These frames can be used directly or adapted to specific
requirements.
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Conceptual view of the threat notification platform

The threat notification platform is designed to enter raw data from
multiple resources and process it to create intelligence that can be used
to detect and prevent threats.

Consider different components:

Data collection

This component is designed to enter large sets of raw data in the
form of records, events, devices and CIDR lists from a wide range of
hosts working in the infrastructure, including different types of networks
and end-user devices. The goal is to collect data on a continuous basis
and maintain it for processing. Data includes objects such as IP
addresses, URLs, domains, file hashes, customer information, and
complete billing for users and services. All types of records are entered,
such as debugging and application execution, cloud service execution,
access and communication protocols.

Data operations

When data is collected, it is passed to the next component for
operations. The intention is to create a structural data format after
performing normalization and duplicate removal operations to build a
generic data format, remove duplicate records, and clear data entries
with missing information. Once the data is normalized and cleaned, it is
transformed into a structural format before validation and analytical
operations are performed on it.

Certified Intelligence

This component handles validated threat intelligence from multiple
sources, such as enterprise security tools deployed in the environment,
enterprise classification feeds, malware family information, and open
source threat sources to link to data operations and analysis machine.
This is validated threat information that is used in conjunction with data
from various organizational resources to build contextual threat
intelligence.

Correlation and data analysis

Once the data structure is in place, it is time to perform data
correlation and analysis using a variety of data science techniques,
including machine learning and artificial intelligence, to link large
amounts of data to detect anomalies and threats located in the
organization of infrastructure. The goal is to detect threats that are in the
system by analyzing raw data and using threat intelligence to reveal the
time frame of the threat.
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Contextual intelligence threats

Contextual Intelligence Threats (CTIl) emphasizes threats that are
found in systems in significant detail with the intention of showing
business risks to the organization. CTI can provide very specific insights
into the various assets used in infrastructure, including end users, and
assess how prone these entities are to malware infections or are already
infected with malicious code. This component also provides the ability to
search for contextual intelligence for any particular entity (end user,
system, and device). CTI can also be used for other purposes, such as
performing risk mapping and proposing safety remedies. It may be
particularly useful to specify areas of unacceptably high risk and
exposure.

Understanding compromise and attack indicators

The Compromise Indicator (IoC) highlights data or metadata that
reflects potential system compromise or the presence of threat actors in
the environment, especially in this context, the cloud infrastructure. The
IoC can help assemble the automated response needed to detect a
threat in the environment so that appropriate prevention steps can be
taken. Threat intelligence and security solutions import the l1oC database
to instruct tools to scan network data and endpoints from different
systems in the infrastructure to detect network and endpoint threats,
respectively. Another term used in the same context is Attack Indicators
(loA), which provides information regarding a potential attack that is
ongoing or has previously been performed on cloud infrastructure. The
primary difference between the 1oC and the I0A is that the 10C indicates
that a compromise has been reached, while the l0A reflects that the
threat actor launched the attack, but there is no confirmation of a
compromise. In order to obtain a detailed context on the security stance,
an alert triggered by scans, assessments, and other security software
must be linked using IoC and IoA to make specific calls about potential
threats to the system and determine how they arose (Sood, 2021).

Understanding malware protection

It is crucial to apply inherent security protection in a proactive way to
defend against malicious code and thus significantly reduce the impact
and risk on the organization.

Proactive security mechanisms help prevent the spread of malicious
code by detecting infections and stopping problems in early stages of
infection. This helps to significantly reduce business risk, and thus
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reduce the occurrence of security breaches. The term "protection” here
includes both "detection" and "prevention”. This means that "malware
protection" includes security mechanisms and strategies for the
implementation of "malware detection" and "malware prevention" controls
(Sood, 2021).

Malware detection
Controls that can be applied to detect malware in the cloud.

All cloud computing instances (hosts) should have a Host Intrusion
Detection System (HIDS) installed that is able to do the following:

» Apply File Integrity Monitoring (FIM) to assess changes that occur
in system files and maintain the state of the modified file. The goal is to
check for file integrity violations on critical cloud servers.

» Detect anomalies using log analysis to build a risk attitude so that
potential security risks can be analyzed. Detecting anomalies also helps
identify potential attacks targeting cloud instances, such as brute force
and cracking accounts. This technique is also called log-based intrusion
detection (LID).

* Process and file level analysis to detect malicious code, such as
rootkits running on the system. HIDS enables the detection of suspicious
and hidden processes in critical cloud servers in order to detect possible
infections.

All critical servers must have antivirus mechanisms installed to
scan for malicious code (viruses, trojans, ransomware and rootkits)
running on the system. Antivirus programs are updated at regular
intervals with advanced signatures and heuristics to stay up to date to
detect malicious code in the system. The antivirus engine has a built-in
ability to scan documents, executables, mail and archive files to detect
malicious code.

Scan files stored in cloud storage to detect potentially malicious
code. By default, storage baskets do not have the built-in ability to check
the nature of files. Either a third-party security solution or a cloud vendor-
specific security service must be implemented to scan files in the storage
bin for malware.

Implement an improved scanning process to dissect the contents
of files uploaded to cloud services to detect the presence of malicious
code. This content verification check must be enabled for each file
upload feature in cloud applications.
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Implement scanning of the content of specially embedded links
and attachments for emails associated with cloud accounts, such as
0365, to detect phishing attacks, such as

+ embedded URLs that point to malicious domains for download
attacks and

« attachments that contain malicious files resulting in malware
installation.

Check the integrity and security of third-party applications
integrated with cloud accounts for enhanced functionality to ensure that
malicious files are not served through these third-party services.

Always scan network traffic for intrusion detection by dissecting
network traffic and related protocols to detect command and control
(C&C) communication, data exfiltration, and sensitive data leakage. In
addition, scan the network traffic for malicious code that served as part of
the download attack and the spread of the infection.

Mandatory implementation of a system for detecting suspicious
behavior of end systems in relation to critical cloud services displayed on
the Internet. For example, for attempts to retrieve accounts that target
SSH and RDP services, the end customer sends multiple brute force
requests and account breaches to gain access. The same system of
behavior should detect a wide range of attacks and malicious code.

Perform periodic Azure authentication checks from Active
Directory Federation Services (ADFS) to ensure that all authentication
traffic flows properly through the ADFS instance and that no “golden
SAML” cards have been created to bypass normal authentication
(Vijayan, 2020).

Malware prevention

If any malicious files detected during the scanning process are
implemented at the operating system level, ensure that the quarantine
file takes place in an automated manner to avoid any interference. This
helps filter out malicious files on the fly and restrict access to, share or
transfer malicious files.

While uploading files to the cloud environment, i.e. application or
storage services, if the file is found to be malicious in nature, it should be
discarded, never stored in storage bins. This helps prevent malicious files
from spreading after storage.
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During the email scanning process, if malicious files are detected as
part of an attachment or malicious URL, apply automated quarantine to
filter emails that contain malicious content.

During the network scanning process, if intrusions are detected,
make sure that the intrusion prevention system restricts malicious code
and communication to prevent malicious code from reaching the end
user's system via the cloud.

If the system detects a data leak during the on-line scan process in
which the contents of the file are scanned to see if any sensitive data is
present in the file, make sure the system restricts file sharing with other
users and filter accordingly. A file containing sensitive data can be
transferred as part of a data exfiltration process using malicious code.

Since systems detect suspicious communication using behavioral
tracking, such as retrieval attempts, be sure to blacklist the end customer
by limiting the IP address to prevent retrieval attacks. Make sure that all
software running in the cloud has no vulnerabilities. If vulnerable
packages or network services are found to be active, make sure patches
are applied to remove vulnerabilities or poor configuration in the cloud
environment. Make sure that there is a strong strategy for backing up and
recovering the implementation in case of a ransomware attack. This
helps administrators recover damaged data from backups at some point.
In general, the detection and prevention of malware depend on each
other to protect against malicious code in the cloud. This is because in
order to prevent malicious code infections, they must first be detected.
This means that gaining insight into the work of malicious code is the
most important task. Once an understanding of the malicious code and
how it affects the cloud infrastructure is gained, preventative solutions
can be applied to completely disrupt the life cycle of the malicious code.
Thus, a complete malware protection framework can be applied to
prevent malicious use of cloud infrastructure (Sood, 2021).

Techniques, tactics, and procedures

Threat intelligence plays a significant role in building proactive and
reactive security approaches in the fight against malicious code in the
cloud. They also allow risk analysis to be performed to determine the
level of risk associated with critical hosts, applications, and services
deployed in the cloud. Threat intelligence also helps identify technigues,
tactics, and procedures (TTPs) used by threat actors and malicious code.
Using threat intelligence, mechanisms can be put in place to assess the
effectiveness of security controls in the environment and to verify that the
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security stance is robust enough. Overall, it is an important condition to
have an internal threat alert platform to implement rigorous cloud
infrastructure security procedures and processes. Applied intelligence on
threats helps to prevent the abuse and exploitation of the cloud
environment (Sood, 2021).

Conclusion

The attackers are targeting the cloud infrastructure to carry out
cybercrime and vile Internet operations. The attackers use the cloud
infrastructure for various attacks, such as distributing malicious code,
launching crypto mining operations, running DDoS, filtering sensitive
information and more. As cloud technologies take center stage in the
world of digital transformation, threats to cloud environments are
expected to grow exponentially. This means that organizations need to
ensure that the cybersecurity position of the cloud infrastructure they
possess is robust and mature enough to combat all relevant security
threats so that business risks are minimized. To overcome this challenge,
it is necessary to detect security holes in cloud environments and fix
them before attackers take advantage of these shortcomings to
circumvent the integrity of the cloud infrastructure. Understanding the
nature of practical security controls and how to evaluate them enables
organizations to build a practical approach to security and privacy in the
cloud. There are no shortcuts to cloud security because it is an ongoing
process which requires constant improvement how technology evolves.
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BPEJOHOCHbIV/ KO B OBTIAYHOM XPAHWIULLE

[pazaH 3. JambsHOBUY
Hes3aBUCUMBbIN nccrnegoBaTenb, . 3peHsiHuH, Pecnybnvika Cepbus

PYBPUKA TPHTW: 20.23.25 HdopMaLMOoHHbIE cUCTEMbI C 6asammn 3HaHWUIA,
81.93.29 VHdopmaumoHHas 6e3sonacHocTb. 3awuTa
WHpopmaymm
BWO CTATbW: o63opHas cTaTtes
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Pesome:

BeedeHue/uenb: B 0daHHOU cmambe aHanusupyemcsi eJusiHue
8ped0OHOCHbIX K0O0o8 8 obnayHoMm xpaHunuuwe. BpedoHocHbIl K00 —
3MO HeCaHKYUOHUPOBaHHbIU chpaesmeHm Koda, KOmopbil Hapywaem
UesI0CmMHOCMb MPUIOXEHUST U cemegoll UHgbpacmpyKkmypsbl, 8bI3bieasi
onpedersieHHbIe rnocnedcmeus, makue Kak: HapyweHue
6e3onacHocmu, pacrnpocmpaHeHue UHGeKyul U MPOHUKHOBEHUE 8
KOMrbtomepHble OaHHbIE C MMOMOWbI0 8peO0HOCHO20 MPo2PaMMHO20
obecrieyeHusi. MHbIMU criogamu, peyb udem O [pPocmol Kpaxe
O0aHHbIX,  Komopasi ~ Moxem  fpusecmu K  HeusernadumbiM
rnocnedcmeusiM 80 8cex cghepax obujecmea, yepoxas mem cambiM
HayuoHasnbHou 6e3zonacHocmu. [nsg moao 4mobbi npeodoriemsb amy
npobnemy, Heobxodumo obHapyxumb Obipbl 8 be3onacHocmu
obrnayHbix cped u ycmpaHume ux 00 MO20, KaK 3/10YMbIWIEHHUKU
gocrionib3ytomecsi  umMu  0ng obxolda  uHmeepauuu  obrayHou

UHGbpacmpykmypeil.

Memodhi: B cmambe ucrosnb3o08asnuch: CMpYKMypHO-
OYHKYUOHaMNbHBIU aHanu3, cpasHumersbHbIl aHanu3s u mMemod
CuHme3sa.

Pesynbmamei: Cywiecmseyem MHOXecmeo ¢hakmopos Onsi cbopa,
cpasHeHus u npedocmasneHusi pasgedbieameribHOU UHhopmayuu ob
obnayHbix yeposax. ObrnayHbie MPUIOXEHUS 4Yacmo CmaHo8smcs
MULWWEHbI0, OCKOMIbKY UX UCIMOMb308aHUe Ofii XpaHeHus u obmeHa
0aHHbIMU C XOCMUH20M MOBUIBHbIX [PUMIOXKEeHUU pacmem 8
eeomempuYeckoll  fpozpeccuu, 4Ymo [10380/59em OCyuw,ecmensime
MPOMBIWIIEHHYIO asmomMamu3ayuto, MoHuUmopuHe u cbop denoeol
uHghopmayuu. Kpome mozo, munnuapdbl ycmpolcme 8 UHmMepHeme
ucrionb3yrom obraqyHyto UHpacmpykmypy 8 kadyecmee ¢poHa Ons
obpabomku u nepedayvu 6onbuwiux maccueog daHHbIX. BpedoHocHbIL
KOO JleekO  pacripocmpaHsemcs u3-3a npocmomsl  0bMmeHa
dokymeHmamu u palinamu yepes obnako.

Bbigo0bi: lMockonbky ~ obnayHbie mexHonoauu  3aHumarom
ueHmparnbHoe Mecmo 8 Mupe yugposol mpaHcgopmayuu,
npedrnonazaemcsi, 4mo  y2po3a  obrnayHol  cpede  bydem
3KCroHYyuanbHo pacmu. 3mo o3Hayaem, 4mo Ond mo2o 4Ymobbl
MUHUMU3UpOB8amb  OU3HEC-PUCKU  OpaaHu3ayussM  Heobxodumo
obecrieyumb  ceepxHadexHyro  cucmemy  kubepbesonacHocmu
obriayHol UHbpacmpykmypbl, Komopasi CMOXem [pomugocmosimsb
ecem yepo3am be3onacHocmu. lMoHumaHue Xxapakmepa
npakmu4eckux cpedcme KoHmposnsa 6esonacHocmu u crocobos ux
OUEHKU MOMOXem opaaHu3ayusM ebipabomamb rpakmu4eckuli
nodxo0 Kk obecrnieyeHuro b6e3zonacHocmu U KOHGudeHUuarnbHOCmMuU 8
obnake.

Knrouesbie cnosa: 8pedoHOCHbIlU KOO, obriako, gpedoHocHoe [10,
UHMesnnekm.
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3NNOHAMEPHUM KO Y OBJIAKY

HpazaH 3. damjaHoBuh
He3aBUCHW UCTpaxusaY, 3perwaHuH, Penybnvka Cpbuja

OBJTACT: nHcdbopmauunoHe TexHororuje
BPCTA YJ1IAHKA: nperneaHu pag

Caxemakc:

Yeod/yurb: Y pady je useplweHa aHanu3a ymuuaja 3fioHaMepHUX Kodosa
y obnaky. 3noHamepHuU K00 (Marnieep) HeoenawheHu je 0eo koda Koju
Hapywaea UHMezpumem annukayuje u uHgpacmpykmype Kako 6u
u3asgao odpeheHe eghekme, Kao WMo cy Hapyuwasare be3bedHocmu,
wupere UHgekyuje u uHpunmpauyuja nodamaka ca padvyHapa y3 nomoh
3510HamepHoz cogpmeepa (padu ce o jeOHocmasHUjoj Kpahu noGamaka,
Koja moxe dosecmu 00 noz2ybHux nocneduuya y ceuM ceameHmuma
Opywmea, nocebHo kada je y numarby HauyuoHarnHa 6es3bedHocm). Kako
bu ce osaj u3za308 rpesasuwWwao, HEONXOOHO je omkpumu b6e3bedHocHe
pyrie y oKpyxxersuma y obriaKy u rnornpasumu ux rnpe He2o wmo Harnadaqu
uckopucme  ose  Hedocmamke U 3aobufly  uHmMespumem
UHebpacmpykmype obraka.

Memode: CmpykmypHa  aHanusa, ¢pyHKYUOHanHa  aHarnusa,
KOMrapamueHa aHasu3a, cuHmesa.

Pesynmamu: lNocmoju mHO20 Memoda 3a npukyrirbare, nopeheme u
docmasrbarbe obasewmajHux nodamaka o ripemrama y obnaky. Kmnoyd
annukayuje cy cee yewhe Ha memu akmepa rnpemmu, jep ce ynompeba
annukayuja y obnaky 3a cknaduwmerne u Oerberse damomeka ca
XocmuHaoM MOBUHUX arnnukayuja, Koje omozyhaeajy UHOyCmMpUjcKy
aymomamus3sauyujy, npaherse U rnpukyrnbake rnocrosHUX UHghopmayuja,
ekcrioHeHyujanHo rnosehana. [lloped moea, munujapde ypehaja Ha
UHmMepHemy Kopucme UHgpacmpykmypy obriaka Kao no3aluHy 3a
0bpady u rpeHoc 8euUKUX cKyroga rnodamaka. 3rnoHamepHU Koo ce 11ako
Oucmpubyupa 36oe nakohe derbera OOKyMeHama u damomeka fpeKko
obraka.

Sakrbyuak: Kako mexHosiozuje obrniaka 3ay3umajy UeHmpasnHo Mecmo y
ceemy OueumarHe mpaHcgopmayuje, odekyje ce 0Oa he npemme
OKpyXerwsuUMa y obraky eKcrioHeHyujanHo pacmu. To 3Hadu Oa
opzaHu3zauuje mpeba da obe3bede da cajbep 6e3bedHocHa rno3uyuja
UHgbpacmpykmype obriaka kojy nocedyjy 6yde doeorbHO pobycmHa u
3pena 3a b6opby rnpomug ceux penegaHMHUX 6e36e0HOCHUX rpemHU
Kako 6u ce MUHUMU3Upanu MocrosHU pusuyu. Pasymesarse npupode
npakmuyHux 6e36e0HOCHUX KOHMpO/a U HaduHa Ha Koju ce OHe
npoueryjy omoeyhaeajy opeaHusauyujama Oa u3sgpade rpakmu4yaH
npucmyn 6e3bedHocmu u ripugamH{ocmu y obnaky.

KrbyuyHe peudu: 3rioHamepHU ko0, obnak, maneep, UHmernuaeHyuja.
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