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Summary:

Introduction/purpose: The article presents a model of a slow frequency
hopping radio in the case of repeater jamming. The aim is to analyze the
effectiveness of repeater jamming to a military tactical slow frequency
hopping radio.

Methods: It is assumed that the repeater jammer will be successful in
detecting signals with slow frequency hopping at each hop and that it
will  perform successful partial jamming of the intercepted
communication. Under partial jamming, it is considered that a certain
part of the transmission time of each hop will be jammed. A theoretical
analysis of the impact of a repeater jammer on a frequency hopping
radio was performed based on the definition of the total probability of
error. Various parameters that affect the segment of hop duration under
jamming were considered.

Results: The obtained results show that high effective jamming is achieved
even when a short segment of hop duration is jammed. We discuss the
conditions for the repeater jammer to detect the signal during each hop and
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emit the jamming signal with the required strength. It has been shown that
increasing the frequency hopping rate can significantly reduce the
effectiveness of the repeater jammer.

Conclusion: Repeater jammers are highly effective against slow frequency
hopping radio communication systems.

Key words: spread spectrum, frequency hopping, repeater jamming,
error probability.

Introduction

Frequency hopping (FH) radios are designed to avoid narrowband
interference or jamming (Scholtz, 1982). That is achieved by frequent
changes of the operating frequency in a wide range of the spectrum. The
performance of military tactical radio communications is often evaluated
by the low probability of intercept and the anty-jamming characteristics
(Lee et al, 2006). Frequency hopping belongs to the spread spectrum
technology which has a lot of advantages, including but not limited to: anti-
jamming, anti-eavesdroping and secrecy (Zhang et al, 2012). Due to these
advantages, frequency hopping is a very important part of military
communication systems, but also widely used in commercial
telecommunication systems.

Frequency hopping is divided into fast and slow. Fast frequency
hopping is a technique in which a hop duration is shorter than a bit
duration, i.e. one bit is transmitted over several hops. Slow frequency
hopping is a technique in which a hop duration is longer than a bit duration,
i.e. several bits are transmitted within one hop. Slow frequency hopping is
much often used, primarily due to simpler implementation (Torrieri, 1981).

Jammers are malicious radio devices used by attackers to cause
intentional interference in radio communications. Jammers are used to
completely or at least partially prevent the target from efficient use of the
electromagnetic spectrum. Efficient use of the electromagnetic spectrum
represents a successful radio communication between two radio devices.
Jamming is performed by generating a signal with high strength which is
received by the receiver of the jammed device. When a useful signal
arrives at the receiver along with a jamming signal, it is not possible to
extract useful information.

One of jammers classifications is on continuous wave (CW), pulse
and repeater (Todorovi¢, 1994). Based on their bandwidth, jammers can
be classified as: wideband, partial-band and narrowband (Lee et al, 2006).
Also, some other classifications of jamming techniques focus on noise
jamming, tone jamming, sweep jamming and repeater jamming (Zhang et
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al, 2020). There are many other classifications of jamming techniques
(Grover et al, 2014).

In military applications, the ability of the frequency hopping radio to
avoid interference is limited by a repeater jammer (also known as a
follower jammer). A repeater jammer is a device that intercepts a radio
signal, processes it, and then transmits a jamming signal at the same
operating frequency. When the transmitter changes the operating
frequency, the repeater jammer scans the observed bandwidth and
searches for a new frequency to jam again. In the optimal case, the jammer
has the transmitter's hopping rate and the sequence of frequencies. To be
effective against a frequency hopping system, the jamming energy must
reach the target receiver before it hops to the next operating frequency.
Thus, the hopping rate is the critical factor in protecting a radio system
against a repeater jammer (Torrieri, 2015).

In this article, the effectiveness of a repeater jammer in the case of a
radio system with slow frequency hopping is considered. The aim is to
determine how the segment of hop duration under jamming affects the
performance of the frequency hopping radio.

The second section of the article presents a model of a frequency
hopping radio. Section three will present a model of repeater jamming in
the case of slow frequency hopping. In Section four, numerical results and
their analysis are given, while in the last section the most important
conclusions are made.

Model of a frequency hopping radio

Frequency hopping is based on operating frequency change in a wide
range. During communication, the transmitter and the receiver change
their operating frequency in hops, according to a pre-agreed rate and
order, which should remain secret for everyone except them. (Todorovi¢,
2021).

A block diagram of the transmitter and the receiver of a frequency
hopping radio is given in Figure 1 (Torrieri, 2015). Figure 1 (a) shows a
transmitter block diagram. The frequency hopping radio transmitter
consists of a modulator, where some of the conventional digital
modulations are applied. The modulated signal is further sent to the mixer
where it is mixed with the carrier generated in the frequency synthesizer.
The rule by which frequency hopping is performed is generated by the
pattern generator. The pattern generator actually generates a
pseudonoise sequence that defines which next frequency the frequency
synthesizer should be set to.
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Figure 1 — General block diagram of a frequency hopping radio:
(a) transmitter, (b) receiver
Puc. 1— Obuwjas b6riok-cxema paduoycmpolicmea co cka4koobpa3sHol rnepecmpotikoli
yacmomel: (a) nepedamyuk (6) npueMHuK
Cnuka 1 — Onwma 6nok-wema paduo-ypehaja ca chpeKk8eHUUJCKUM CKaKaH-eM:
(a) npedajHuk, (6) NpujeMHUK

The general block diagram of the receiver is shown in Figure 1 (b).
The pattern generator in the receiver is identical and has to be
synchronized with the pattern generator in the transmitter. This ensures
that the operating signal frequencies of the transmitter and the receiver
change simultaneously. The signal from the output of the mixer is filtered,
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thus returning to the frequency band of the applied conventional
modulation. By demodulating such a signal, an output signal from the
receiver is obtained.

T T Td Tf

S r
€< > > > >

Figure 2 — Structure of a frequency hop
Puc. 2 — Cmpykmypa ckayka 4acmombl
Cnuka 2 — Cmpykmypa jeOHo2 (hpeKk8eH UjCKOa CKOKa

The time duration of one hop is called the hop interval and denoted
by Tn (Torrieri, 2015). The structure of the hop interval is presented in
Figure 2. The hop duration can be represented as a single pulse consisting
of several segments. The most important segment, which also lasts the
longest, is called the dwell time and it is marked with Tq. The rest of the
time is the rise time, T;, in order to reach the appropriate level before
emission, and the fall time, Ts, in order to level drop after emission. The
first segment is the silent time, Ts, which is used to set up the frequency
synthesizer. It is short when hops are within the same subband, and much
longer when two neighbouring hops are in different subbands.

Jamming scenario

Repeater jamming is effective against slow frequency hopping
signals. A repeater jammer consists of two parts: a radio signal scanner
and a radio signal generator. At first, the jammer performs spectrum scan
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and detection of received signals (signal intercept) and, based on that
information reacts by generating a jamming signal the strength of which
has enough power to completely degrade the useful signal on the receiver
side (Lichtman & Reed, 2016). The jamming signal must reach the receiver
before the jammed communication system moves to the next operating
frequency. The repeater jammer has to quickly successively set the
frequency synthesizer to different operating frequencies within a wide
frequency range (Lee et al, 2006; Hansson et al, 2015).

The FSK (Frequency Shift Keying) modulation technique is the most
common in frequency hopping devices. It has been shown that the FSK
modulation has additional advantage as the most robust modulation,
especially in military applications (Blanchard, 1982). We assume that the
repeater jammer cover the entire FSK channel. After detection, the jammer
begins to transmit a jamming signal and after a certain time completely
jams the useful signal. The error probability would then be defined as
follows:

pe:p(j).p(e/3)+p(3)-P(e/J), (1)
where are:

— P(Q) — the probability that there is no jamming in a certain period of
hop duration,

— P(e/3) — the error probability when there is no jamming,

— P(3) — the probability that there is jamming in a certain period of
hop duration, and

— P(eld) — the error probability when there is jamming of the useful
signal.

As it is assumed that communication between two radio devices will
be certainly jammed in each hop, the key parameter becomes the segment
of the dwell time that will be jammed.

Figure 3 shows the geometric arrangement of a transmitter (Tx), a
receiver (Rx) and a jammer (Torrieri, 1989). The distances between the
elements are indicated. The distance between the transmitter and the
receiver is denoted by di, the distance between the transmitter and the
jammer with d,, and the distance between the jammer and the receiver
with ds. The directions of signal propagation are represented by arrows. In
order to meet the condition for the repeater jammer to be effective in
jamming, the following inequation must be met:
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d d, d
24T 4T, + T, + =< 24Ty, (2)
c cC ¢

where the remaining undefined elements of the expression are:

— ¢ — speed of propagation of electromagnetic waves through free
space which is 3-108 m/s,

— Tsy — time required to scan the frequency band used for signal
transmission by the repeater jammer,

— Tey—time required for the jammer to set the frequency synthesizer
to the appropriate operating frequency,

— Try — time required for the jammer to reach 90% of the maximum
emission strength (rise time), and

— Ta— pulse duration of the useful signal during one hop (dwell time).

Figure 3 — Position geometry of the jammer, the transmitter and the receiver
Puc. 3 — l'eomempusi nonoxeHusi ezeHepamopa romex, nepedamyuka u npueMHuKka
Cnuka 3 — l'eomempuja no3uyuja omemada, npedajHuka u npujeMHuka

If expression (2) were to be written as follows:
d2+d3£d1+(Td _TSJ _TPJ _TRJ)'Ca (3)

and if it were assumed that the right side of the inequality is constant, then
it would be an expression for an ellipse, where the transmitter and the
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receiver would be in the foci of the ellipse, and the jammer on the ellipse
itself (Torrieri, 1989). If the jammer was outside the ellipse, the jamming
would not be effective. Effective jamming could be achieved in cases when
the jammer is on the ellipse or inside of the ellipse (Torrieri, 1989).

7—s Tr Td Tf
<—>>r<—> <—]
(a)

7-SJ 7-PJ 7-F\’J 7-EJ 7-FJ
<———>

(b)

Figure 4 — Structure of a frequency hop: (a) transmitter, (b) repeater jammer
Puc. 4 — Cmpykmypa ckayka 4acmombl:
(a) nepedamyuka (6) nepedamyuka 0mMeemMHbIX MOMex
Cnuka 4 — Cmpykmypa jeOHo2 (hpeKke8eHUUjCKO2 CKOKa KOO:
(a) npedajHuka, (6) penemumueHoe omemada

Figure 4 shows the segments in hop durations for the transmitter and
the jammer. Figure 4 (a) is identical to Figure 2, and it is used for
comparative representation. In Figure 4 (b), time segments at the repeater
jammer’s hop are shown.

The repeater jammer is scanning the spectrum until it detects a
communication signal. After detection, during processing, the jammer is
setting up a frequency synthesizer on the appropriate operating frequency.
The adequate radiated signal strength of the jammer is achieved during
the rise time. The effective jamming period is in the segment marked with
Tes (time during which the jammer emits and jams).
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The jammer emitted time can be obtained using the following
expression:

TEJ :Th _TSJ _TPJ _TRJ _TFJ : (4)

After the strength of the communication signal decreases for 3 dB of
its maximum, the repeater jammer also decreases its strength in the Tg;
interval (fall time). The rise time and the fall time of the repeater jammer
are shorter than the rise time and the fall time at the frequency hopping
transmitter.

Numerical results

The analysis of the proposed slow frequency hopping radio and the
jammer can be performed based on expression (1). It is assumed in the
case of no jamming, the error probability depends only on the noise and
multipath fading that can occur in the channel during signal transmission.
In this case, the error probability is small enough and communication will
be realized successfully. In accordance with the above, two values of
P(e/3) were considered: P(e/3) = 10 and P(e/J) = 10®. Commercial radios
require a high quality of service (Qo0S), so it is necessary that the error
probability have very low values. In military radios, functionality has to be
provided in hostile environment, so higher values of error probability can
be acceptable.

If there is jamming during transmission, one can assume that a signal
will be completely degraded. Accordingly, the value of P(e/J) = 0.5.

The remaining two parameters from expression (1) are
complementary, i.e.:

P(J)+P(3)=1. (5)

Figure 5 shows the error probability versus the jamming period. Figure
5 (a) shows the entire jamming period for the two cases: P(e/J) = 10 and
P(e/J) = 10%. It can be noticed that two curves almost coincide. This was
actually expected because the values of error probability when there is no
jamming slightly contribute to the overall error probability. For a more
detailed view, Figure 5 (b) shows only 5% of the jamming period. From this
Figure, one can see that these two curves are different for only 2% of the
jamming period.
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Figure 5 — Error probability versus jamming period during a hop:
(a) overall diagram, (b) first 5% of the overall diagram
Puc. 5 — BeposimHocmb owubKu 8 3agucumocmu om riepuoda rnomMmex 8o 8pemsi
nepexoda: (a) obwas duacpamma (6) nepsbie 5% obwiel duazpammbi
Cnuka 5 — BeposamHoha epeuwke y 00HOCy Ha nepuod oMemara moKOM mpajarba xona:
(a) komnnemaH dujazpam, (6) npsux 5% epemeHckoe Oena dujazpama
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Figure 6 — Jammed signal in percent against the hop rate of the frequency hopping radio
Puc. 6 — 3aznyweHHbil cuzHan 8 npouyeHmax rno OMHOWEHUI K Yacmome CKa4yKkoe
paduocessu co ckaykoobpasHoU rnepecmpolikol yacmoma!
Cnuka 6 — lNpoyeHam omemaHo2 cuzHana y 00Hocy Ha b6p3uHy ckakara paduja ca
ppPEKBEHUUCKUM CKaKaH-eM

In order to calculate numerical results based on the proposed model,
we used realistic data for the repeater jammer: di = 30 km, d> = 20 km and
ds = 25 km. The repeater jammer scanning time, the repeater jammer
processing time, and the repeater jammer rise time are Tsy = 150 us, Tp;
= 800 ps and Try = 500 ns, respectively. It is assumed that the FH radio
dwell time is 90% of the hop duration and that the silent time is Ts = 0 s.

The percentage of the jammed signal versus the hop rate is presented
in Figure 6. The hop rate varies in a wide range from 100 hops/s to 1000
hops/s. This figure shows a linear decrease in the percentage of jammed
signals with the increase of the number of hops per second. It can be seen
that the jammer is effective up to a frequency hopping rate of 900 hops/s,
at least in a small percentage for higher frequency hopping rates. For
frequency hopping rates higher than 900 hops/s, the repeater jammer
becomes inefficient.

From Figure 6, it can be seen that over 80% of the hop duration is
jammed when the hop rate is 100 hops/s. For higher frequency hopping
rates, the percentage of jammed signals is lower. For example, for 900
hops/s, the jammed signal drops to around 4.5%.
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Figure 7 once again shows the error probability versus the signal
jamming period during a hop. Here, additionally indicated are two values
of the error probability for the jamming period which corresponds to the
frequency hopping rate of 300 hops/s and 700 hops/s. For 300 hops/s,
about 61% of the dwell time is jammed, which causes a high error
probability of about 3-10. For 700 hops/s, about 23% of the dwell time is
jammed, which also causes a high error probability of about 10, With the
increasing frequency hopping rate, from 300 hops/s to 700 hops/s, the
error probability is decreasing for 20%, but still has high values, even for
robust military radios.

 _ |
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Figure 7 — Error probability versus the period of jamming during a hop with the specified
characteristic values
Puc. 7 — BeposimHocmb owubKuU 8 3agucumMocmu om riepuoda nomMex 80 epemsi
rnepexoda ¢ 3a0aHHbIMU 3HAYEHUSIMU Xapakmepucmuk
Cnuka 7 — BeposamHoha epeluke y 00HOCY Ha epuod oMemara moKOM mpajarba xona
ca HazHa4YeHUM KapakmepucmuyHuMm epedHocmuma

Conclusion

Although frequency hopping signal transmission technology was
created primarily to avoid jamming signals, it can still be effectively jammed
using a repeater jammer. Slow frequency hopping is particularly
susceptible to jamming with a repeater jammer. Slow frequency hopping
transmits more bits during one hop and the time spent on one operating
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frequency is longer, so the repeater jamming is facilitated by jamming a
certain part of the hop duration.

The considered model of the jamming of the slow frequency hopping
radio simply shows the dependence of the error probability on the jammed
period of hop duration using the total probability equation. It has been
found that the error probability increases significantly after a very short
period of hop jamming. It is assumed that the repeater jammer will be
successful in detecting and jamming each hop.

The success rate of the hop duration jamming was analyzed
depending on the frequency hopping rate. It is shown that the increase of
the frequency hopping rate can significantly degrade the efficiency of the
repeater jammer.
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AHANNS PETPAHCJIMPOBAHHbIX MOMEX PAOMOCBA3U C
MNABHOW MEPECTPOMKOW YACTOTbI

Herad M. CtoaHoBWY2, KOppecnoHAeHT, bpaHucnas M. Togoposuyb,
Bnadumup b. Puctny?

a3 YHuBepcuteT 060poHbI B 1. benrpan, BoeHHas akagemusi, kadegpa
TEeNEeKoOMMYHMKaLMi 1 nHdopmaTtuku, r. benrpag, Pecnybnuka Cepbus

5 IHCTMTYT KoMnbloTepHbix cuctem PT-PK, r. Hoeu-Cap, Pecny6nuka Cep6us

PYBPUKA TPHTW: 47.47.00 PagnonepegatoLine n pagnonpmemHbole
yCTpoucTBa
BWO CTATbW: opurmHanbHas Hay4yHas cTaTtbs

Pesrome:

BeedeHue/uenb: B QaHHOU cmambe npedcmasrieHa MoOesb
paduornipueMHUKa ¢ nnasHoU nepecmpolkol 4Yacmombl 8 crlydae
pempaHcuposaHHbix nomex. Llenbs cmambu 3aknovaemcs 8
rnposedeHuu aHanusa aghgpekmusHocmu rnodasneHusi
pempaHcupo8aHHbIX MOMeX 8 B0€HHOU makmu4eckol paduocmaHuyuu
C rnnasHol cka4ykoobpasHoU riepecmpolikoli Hacmomeal.

Memodei:  [Npednonazaemcs, 4mo ycmpolicmeo  nodasneHusi
pempaHCcIupo8aHHbIX MOMEX CMOXem yCrewHo 0bHapyXume cugHarslbl
C niagHoU rnepecmpoukol Yacmomal rpu KaxkO0oMm rnepexode U 4mo OHO
bydem ycrewHo 8bIMNOIHAMb YacmuyHoe rnodasrneHue
rnepexsavyeHHo20 coobuweHus. [Npu yacmu4yHom rnodaesneHuU MoMex
cyumaemcsi, Ymo onpedesieHHasl Yacmb epeMeHU rnepedayu Kaxdoeo
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nepexoda bydem nodaeneHa. Ha ocHoee onpedeneHuss obuwel
geposimHocmu owubku 6bin nposedeH meopemuyeckuli aHanu3
g8o30elicmeusi pempaHCriuUpOB8aHHbIX MoMex Ha paduocesiab Cco
CKaykamu Yacmombi. Bbinu paccMompeHb! pasnuyHbie napamempbi,
gnusiouUe Ha rPoOOMKUMESIbHOCMb CKaYKo8 npu MomMexax.

Pesynbmamoi:  [lonyyeHHble pe3ynbmambl [0Kasbigaom, 4mo
8bicokasi aghgpekmusHocmb enywieHUss 0ocmuzaemcsi Oaxe npu
rnomexax C KoOpomkol OnumenbHOCMbIO CcKayka. B cmamebe
npoaHanu3upoeaHbl ycriosus, fpu Komopbix ycmpolicmeo rnodasnieHust
pempaHcupoeaHHbIX MoMex O0IKHO 0bHapyKueamb CueHarsl 80 8peMsi
Kax0020 ckauyka u rnpouseodums cuzaHas nodaesnieHusi ¢ mpebyemol
cunoli. B cmambe OQokazaHO, 4MO yegesiudeHUe CcKopocmu
cKaykoobpasHol nmepecmpolku dYacmombl MOXem 3Ha4umersibHO
CHU3UMb 3¢hdheKMUBHOCMb PeMmMpPaHCIUPOBaHHbIX NMOMEX.

Bbigodbl:  PempaHcriupogaHHble  [OMeXU  OKasbi8arm  CUIbHOE
so3delicmeue Ha cucmemy paduocesisu C MIa8HbIMU CKadykamu
yacmombol.

Knouesble  criosa:  pacwupeHue  criekmpa,  ckaykoobpasHas
nepecmpolika Yyacmomsl, a/yuweHuUe pempaHcrisimopa, 8eposimHOCMb
owubKu.

AHAJIN3A PEMETUTUBHOI OMETAHA PAONJA CA CINTOPUM
OPEKBEHLIMJCKNM CKAKAHEM

Henad M. CtojaHoBuh?, ayTop 3a npenucky, bpaxucnae M. TogoposuhS,

Bnadumup b. Puctuh?

a3 YHuBepanTeT oabpaHe y beorpaay, BojHa akagemuja, Kategpa
TenekomyHukaumja n nHdopmaTuke, beorpaa, Peny6nuvka Cpbuja

6 PT-PK UHcTuTyT 3a padyHapcke cucteme, Hoen Caga, Peny6nvka Cp6uja

OBJIACT: TenekomyHwukaumje
BPCTA UJIAHKA: opuruHanHu Hay4yHu pag

Caxxemak:

Yeod/yurb: Y pady je npedcmaerbeH modenn paduja ca Ccropum
bpPEKBEHUUJCKUM CKakar-eM y Criydajy kada je omemaH pernemumueHUM
omMemadeM. AHanu3upaHo je oMemaH-e€ B80jHO2 MmaKmu4ykoe paduo-
ypehaja ca chpekseHUUJCKUM CKaKaH-eM peremumueHUM oMemadyem.

Memode: lNpemnocmasrbeHo je da he penemumueHu omemad bumu
ecbukacaH npunukom Oemekyuje cuzaHana ca CriopuM (OPEeKS8EeHUUJCKUM
CKakar-eM KOO cgaKkoz CKoka U O0a he ycriewHo usspuwumu 0enumMuyHO
oMemare rpecpemuyme KoMmyHukauyuje. 1od denumuyHUM omemarem
ce nodpasymesa O0a he odpeheHu spemeHcKu 0eo mpaHcMUcCUje Ceakoe
xorna bumu omemaH. CriposedeHa je meopujcka aHanusa ymuuaja
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periemumueHo2 omMemada Ha paduo ca (YHPEeKBEHUUJCKUM CKakareM Ha
OCcHosy OeghuHUYUje momariHe seposamHohe epeuwke. Pa3mampaHu cy u
pasnu4umu rnapamempu Koju ymudy Ha OyxuHy nepuoda xona koju he
ycriewHo bumu omMemar.

Pesynmamu: [JobujeHu pe3ynmamu rioka3syjy da ce ehukacHoO oMmemarbe
rocmuxe axko ce omema Manu 0eo mpajama jedHoe CKoka. Y
pa3mampaHuM ycriogumMa pernemumueHU oMmemay Oemekmyje cuzHas
MOKOM ceakoe xora u emumyje omemajyhu cueHan nompebHOM CHazoM.
lokasaHo je Oa ce ca noseharem 6p3uHe (bPEKBEHUUJCKO2 CKaKar-a
MOXe 3HamHO CMarkbumu ymuuaj pernemumugHo2 oMemava.

3akrbyyak: PenemumuseHuU omemayu cy eeoMa echuKkacHu y oMemarby
KOMyHUKaUUOHUX  paduo-cucmema ca CHOpuM  ¢bpeKeeHUUCKUM
cKaKarbem.

KrbydHe peyu: MpowupeHu criekmap, (bPeK8eHUUJCKO CKaKarbe,
pernemumueHoO oMemar-e, eepogamHoha epeuuxe.
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