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Abstract:

Introduction/purpose: The paper explores the implementation of two-factor
authentication (2FA) in computer systems, addressing the increasing need
for enhanced security. It highlights the vulnerabilities of password-based
authentication and emphasizes the advantages of 2FA in mitigating digital
threats. The development of the VoiceAuth application, integrating 2FA
through a combination of password and voice authentication, serves as a
practical illustration.

Methods: The research adopts a three-tier architecture for the VoiceAuth
application, encompassing a database, server-side REST API, and client-
side single-page application. Speaker verification is employed for voice
authentication, analyzing elements like pitch, rhythm, and vocal tract
shapes.The paper also discusses possibilities for future upgrades,
suggesting enhancements such as real-time voice verification and
additional 2FA methods.

Results: The application’'s implementation involves a detailed breakdown of
the REST API architecture, Single Page Applications (SPAs), and the
Speaker Verification service.

Conclusion: The research underscores the crucial role of two-factor
authentication (2FA) in bolstering the security of computer systems. The
VoiceAuth application serves as a practical demonstration, showcasing the
successful integration of 2FA through a combination of password and voice
authentication. The modular architecture of the application allows for
potential upgrades.
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Introduction

With the development of Internet technologies and their role in our
everyday lives, the need for security and data protection has become a
necessity. In a time when sensitive transactions can be conducted and
personal and financial information can be accessed over the Internet or
other computer networks, the possibility of secure access to data becomes
crucial. Authentication in computer systems represents the confirmation of
a user's identity before allowing access to the system or data. This involves
verifying and confirming the authenticity of associated information to
prevent unauthorized access and protect sensitive data.

Classical computer systems often used password-based
authentication methods, but the drawbacks of such methods are becoming
more pronounced in modern systems. Passwords are vulnerable to brute-
force attacks, as modern high-performance computers can quickly
uncover them if they are not sufficiently complex. Users of computer
systems often use the same passwords for all systems, so in the case of
data leaks from one popular service, an attacker can gain access to all
user accounts. For these reasons, the need for an additional layer of
security during data and service access is highly emphasized today.

Two-factor authentication provides that extra layer of security by
requiring an additional proof of the user's authenticity in addition to the
username and password. The significance of two-factor authentication is
evident in the fact that major companies like Google and Meta require their
users to use two-factor authentication in the future to protect against data
breaches.

The concept of authentication

Authentication represents the process of verifying and confirming the
identity of a user or system in computers and information systems. This
security measure is applied to ensure access only to authorized individuals
and to prevent unauthorized access and misuse.

1) Authentication is the most crucial step in the process of gaining

access to data, consisting of three main steps:

2) ldentification: During this step, the user asserts who they are.

3) Authentication: During this step, the user provides evidence that

confirms their identity.

4) Authorization: During this step, it is determined whether the user

has the right to access.

171

Tomi¢, M. et al, Implementation of two-factor user authentication in computer systems, 170-191



QVOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2024, Vol. 72, Issue 1

In most computer systems, identification and authentication are
combined into a single step, where the user sequentially enters a
username for identification and a password as an authentication factor.
The combination of a username and password is the most common way
to prove identity, especially in web environments (Marky et al, 2022).

Vulnerabilities of password-based authentication

Despite the widespread use of passwords as an authentication
method, they are by no means secure and have multiple vulnerabilities
that can easily lead to identity theft if exploited (Tot et al, 2021). The
vulnerabilities of passwords do not lie solely in the authentication method
itself when considered in isolation. In theory, a sufficiently long password
that combines letters with numbers and other characters poses a
significant barrier to any brute-force attack (Bondarchuk et al, 2023).

It is clear that a sufficiently complex password serves as a significant
barrier against brute-force attacks, but a small number of passwords fall
into this category. The vulnerabilities of passwords lie in their widespread
use as well as in users' bad habits. Some weaknesses of passwords in the
context of users include:

o Users choose easily memorable passwords such as
"12345678," "11111111," or "password." Attackers can guess
such passwords manually, and any short passwords are
quickly guessed by computers.

o Users do not want to enter passwords with each login and
carelessly use the browser's save password options.

o Users use the same passwords for accounts on different
services. This practice leads to identity theft, even in the case
of very complex passwords. Almost all major platforms have
reported data breaches in the past few years.

Recommendation: It is advised to use different passwords, especially
for systems authorized to perform financial transactions.

Two-Factor Authentication as a method of protection

Two-factor authentication involves adding another layer of security
during identity verification. It commonly combines a password method with
another method, but any of the two methods used can be classified into
one of the following three groups:

o Something the user knows: This could be a password or some
form of code or response to a question.
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Something the user possesses: often a hardware device like
a mobile phone or payment card.
Something the user is: Typically, a biometric data point such
as a fingerprint or eye biometrics.

By combining two factors from different groups, the likelihood of
unauthorized access is significantly reduced, as the chances are lower that
an attacker possesses both factors, especially if they are not in any way
related to each other (Chandrakar & Om, 2015).

Common methods of two-factor authentication

Today, various types of two-factor authentication are in use, and
some of the decisive factors in their prevalence are speed of use, ease of
setup, and security.

1)

2)

3)

4)

Authentication Using SMS messages - Two-factor
authentication via SMS. After receiving the username and
password, the website sends the user a one-time code
(OTP) via text message. The user must enter the OTP code
into the application to gain access (Yuan, 2013).

Software Tokens - A recommended alternative to SMS codes
involves using software-generated time-based one-time
codes (known as TOTP). First, the user needs to download
and install a free two-factor authentication app on their
mobile phone or computer. They can then use the app with
any website supporting this type of authentication. Software
tokens eliminate the possibility of interception by hackers,
addressing a concern with methods delivered via SMS
(Reese et al, 2019).

Push Notification Method - The push notification is an
authentication request sent to the mobile phone, and the
user approves or rejects it with a single touch. Due to its
speed of use, Push Notification is considered a two-factor
authentication method that prioritizes user convenience.

Biometric Methods - In the past, the obstacle to biometrics
was the high cost of devices capable of recognizing biometric
data. Today, biometric authentication has become
commonplace for most people. Most smartphones now have
fingerprint or facial recognition capabilities. However, some
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biometric methods have emerged but are not widely used,
such as voice authentication, gait analysis, and typing habits.
Biometric authentication has several drawbacks. All
characteristics it relies on are permanent user traits. Another
significant problem is that biometric data is extremely
sensitive and allows not only user authentication but also
person identification. Therefore, the collection and
transmission of this data to digital services should be treated
with exceptional care. Hence, biometric data is usually used
for local authentication and stored and processed on the
device to avoid sending it over the network (Kaur & Kumar,
2021).

Development of the VoiceAuth Application

The practical part of this work encompasses the development of a test
application that applies the concepts of two-factor user authentication. An
application has been created that allows users to authenticate through a
combination of password and voice authentication. Since the user's voice
has been chosen as the second authentication factor, the application has
been named VoiceAuth. The application was developed in a three-tier
architecture with a separate data store, server-side, and client-side web
application. The database was created using the PostgreSQL object-
relational DBMS, allowing data manipulation through enhanced SQL
commands. The server-side web application was created as a REST API
service and written in the TypeScript programming language, using the
NestJs framework that enables the creation of modular web applications.
The client-side application was built as a single-page application (SPA) in
TypeScript using the Angular framework, which possesses a similar
modular architecture to the NestJs framework. The client application is
tailored for use on both mobile and desktop devices. For the purpose of
voice verification, a service was developed in the Python programming
language, communicating with the server application via the HTTP
protocol (Zou et al, 2021).

REST API Architecture

The REST APl (Representational State Transfer Application
Programming Interface) represents a standard way of communication and
data exchange between various software applications and systems over
the Internet. This technology enables simple and efficient interaction
between client applications and servers, providing a means for requesting,
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updating, and sharing data in a manner consistent with the fundamental
principles of web architecture.

In REST API architecture, resources (such as data or functionalities)
are represented as URLs, and operations are performed using HTTP
methods like GET (retrieve data), POST (send new data), PUT (update
existing data), and DELETE (delete data). This allows programmers to
easily communicate with servers and perform various actions based on
their needs.

REST API architecture is widely applied in various domains, including
web applications, mobile applications, and data exchange services, and it
facilitates the integration of different software systems in a simple and cost-
effective manner. This popular technology provides a modern approach to
the development, integration, and communication between web
applications.

The complete code written for the REST API of the VoiceAuth
application can be found at (Tomi¢, 2023a).

Single Page Applications (SPAS)

A single-page application (SPA) is a type of web application that runs
on a single web page without the need to redirect to new pages when
communicating with the server or processing user actions. Instead, SPAs
dynamically change the content and structure of the page using
asynchronous communication with the server and exchanging data with
the server using technologies such as AJAX (asynchronous JavaScript
and XML).

In SPA applications, one page typically contains components that are
dynamically loaded and displayed, achieving faster responsiveness and
less server load. Users can interactively work with the application without
the need to refresh the entire page.

This concept has become popular in recent years due to its user-
friendliness and quick development. Well-known web frameworks and
libraries such as Angular, React, and Vue.js are often used for developing
SPA applications.

The complete code written for the SPA VoiceAuth application can be
found at (Tomic¢, 2023b).

Speaker verification

Speaker verification is a biometric authentication method used to
confirm the identity of a person based on their voice. This technology is
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employed to determine whether a person's voice matches a previously
registered voice in the system (Zhu et al, 2020).

During speaker verification, the system analyzes various aspects of
the voice, such as pitch, rhythm, vocal tract shapes, and other
characteristic parameters. These data are compared with a voice sample
registered earlier in the system. If the system determines that the analyzed
voice matches the registered sample, it is considered a successful
verification, and the user is granted access.

There are several types of speaker verification, but the most common
distinction is between text-dependent and text-independent methods. In
text-dependent verification, the user is required to read words from the
screen, and such methods often involve speech recognition in addition to
the speaker verification system.

Speaker verification methods commonly utilize machine learning
algorithms and neural networks.

The complete code written for the Speaker Verification service in the
VoiceAuth application can be found at (Tomic¢, 2023c).

Authentication implementation techniques in web
applications

In the previous chapters, we talked about what authentication is and
which authentication methods exist, but we did not explain how
authentication mechanisms are implemented in different systems. In this
chapter, we will look at the most common techniques for implementing
authentication in web applications.

In the previous chapters, it was mentioned that authentication is the
process of verifying and confirming the identity of a user using some form
of proof, often referred to as credentials. In modern systems, users do not
provide their credentials for every action they perform; instead, they
provide them to the system during login, and for a certain period, they are
considered authorized to work with the system. During this time, the
system is responsible for keeping information about the logged-in user,
and this is also called maintaining a session. Due to the nature of the HTTP
protocol, which does not imply session persistence, there are various
techniques in web applications to achieve this, and we will now look at
some of them.

Basic HTTP authentication

This is the simplest method of session persistence implementation.
The client-side of the application is responsible for storing user credentials
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in memory and sending them to the server during each HTTP request in
the authorization header, usually encoded in Base64 format.

This session persistence method is not suitable for use because the
user's credentials are sent with every request, making it susceptible to theft
and identity loss.

Session cookie

An HTTP cookie is a block of data created by a web server when a
user visits a website and is stored on the user's computer or other device
through a web browser.

A session cookie is a cookie that lasts for the duration of a session.
The session begins when the user logs in to work. Session cookies contain
information stored in temporary memory or on the server's disk and are
deleted after the session ends. A session cookie is tied to a specific server.
This means that a session cookie cannot be read or accessed by any
machine other than the one that generated it. The corresponding server is
the one that stores the web application the user is visiting. The same
server also creates the session ID. The session ID is a unique, randomly
generated number stored in the session cookie.

A session cookie is suitable for use in applications that use the MVC
architecture because most frameworks have built-in support for server
sessions. Still, it is not suitable for use in implementing REST API solutions
because one of the principles of the REST methodology is not to store
session data on the server. This way, servers can scale horizontally, with
multiple instances of web servers each able to handle any HTTP request.

JSON Web Token (JWT)

JSON Web Token (JWT) is a standard used to exchange information
between two entities, usually a client and a server (Jones et al, 2015).
JWTs contain JSON-format objects that carry information to be shared ().
Each JWT is signed using hashing functions or asymmetric cryptography
algorithms to ensure that the contents (known as JWT claims) cannot be
altered by the client or a malicious party. JWT can take the form of JWS
(JSON Web Signature) or JWE (JSON Web Encryption). JWS tokens
contain public information that anyone can read but whose contents are
verified by the server that issues them. JWE uses asymmetric
cryptography algorithms to encrypt messages, allowing them to contain
private information.
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Commonly, JWT has three parts:

o Header, which contains information about the algorithm used
for signing or encrypting and information about the token type.

o Payload, the part containing claims that are verified. It also
includes the expiration period of the token.

o Signature, in the case of JWS, contains the cryptographic
digest of the associated header, claims, and a secret key
stored on the server.

JWT is suitable for implementation in the REST API architecture. The
token is stored on the client-side of the application (whether it is a SPA,
mobile, or desktop application) and is attached to each request in the
authorization header. The token is then verified on the server by creating
a new message digest and compared with the one in the token's signature.
Only the server can issue and verify tokens.

Analysis of the proposed solution

The VoiceAuth application was developed as a test application to
review data on employees' working hours and days off in the company
(Tomi¢, 2023d). The data in the application is randomly generated, but in
a real system, it would be retrieved from a third-party system, whether it is
an embedded check-in system, a time-tracking application for projects like
Clockify, or an accounting program. The application distinguishes two
types of users: regular users and administrators, who have different rights
and different login systems for work.

The best way to represent the structure of the application is by using
UML diagrams. This is a way to visualize a software program through a
collection of diagrams. Unified Modeling Language (UML) is a
standardized modeling language that helps programmers visualize,
construct, and document new software systems and drawings. UML is
used to create diagrams of static structure based on various engineering
practices that have proven successful in creating complex systems. There
are different types of UML diagrams used for different software structures.
There are 14 official types, with some additional versions that are not
officially recognized but are widely used. In this work, two diagrams will be
described: the Class Diagram and the Use Case Diagram.

Use Case Diagram

The Use Case Diagram is a representation of the interaction between
the user and the system, illustrating the relationship between the user and
different use cases in which the user is involved.
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The use case diagram can identify different types of users in the
system and different use cases.

A

Regular

usar

X

Admin

Figure 1 — Use Case Diagram

Fig. 1 shows the use case diagram for the application described in the
paper.

The first step is user login. Regular users use only their username and
password, while administrators, after logging in with their password, must
verify their voice.

Figure 2 shows the login process for regular users. The appearance
of the application on a mobile phone is also depicted.
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Korisni¢ko ime Korisnicko ime

Admin1201000222222 Admin1201000222222 Prijavi se pomocu glasa

Lozinka Lozinka .

—=> — >

Figure 2 — Regular user login

Administrators log in to the application first with a username and
password, and then they verify their voice. Voice verification is not possible
if authentication has not been successful.

As mentioned earlier, voice verification is done using a service
developed in the Python programming language, and the Speechbrain
package is used.

The machine learning models provided by this package are suitable
because voice verification only requires one recording for comparison,
achieving an accuracy of over 80 percent.

The authentication flow for administrators is shown in Figures 3 and 4.
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Korisni¢ke ime Korisnicko ime
Admin1201000222222 Admin1201000222222
Lozinka Lozinka

—=

Prijavi se pomocu glasa

—>

Figure 3 — Administrator login, part 1

Prijavi se pomo¢u glasa

00:00

VoiceAuth

Dobrodosao Admin1 Admin
Tvoj trenutni radni mesec:

Admin1 Admin
Avgust 2023.
Radnih sati: 145

Detaljnije

Figure 4 — Administrator login, part 2
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After the administrator logs in with a username and password, they
will be redirected to the voice verification page. The dependency between
the two login steps is achieved by creating a temporary JSON Web Token,
which serves as confirmation that the administrator has successfully
completed password verification.

In the application, the registration of new users is performed by
administrators, and in this way, only regular users can be registered. The
registration of new users is done through an email address entered by the
administrator. The administrator enters the user's information, including
the first name, last name, ID number (JMBG), and the email address to
which the user will receive a message for further registration, as shown in
Figure 5.

VoiceAuth Potetna Registruj korisnika  Radri sati = m

Email adresa

Prezime

IMBG

Registruj korisnika

Figure 5 — New user registration

No Reply mihail [l omail.com npexo sandbox mgsend.ne T

Dobrodosli Mihailo Tomic

Da biste postali zvaniéan korisnik, molimo vas potvrdite vas identitat kikom na dugme ispod

Potvrdi

© Ogrosopu | [ Mpocnean

Figure 6 — Confirmation email
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After this, an invitation with a link arrives at the email address, which
can be used for further registration and creating a password for future
logins, as shown in Figure 6.

Class diagram

In order for the above to be realized, the implementation of the
application has a certain number of classes in the TypeScript programming
language, which are implemented in the manner shown in the class
diagram. The best way to understand and overview the entire code is by
displaying class diagrams. The class diagram allows us to map the system
structures by showing different classes, attributes, operations, and
relationships between objects. In the diagram, a class is represented by a
rectangle. Each rectangle is divided vertically into three parts. The upper
part has the class name. The second and third sections provide details
about the class's operations, behavior, and attributes. Figure 7 shows the
class diagram for the REST API application described in this paper
because it contains the majority of the business and domain logic of the
system, without the presentation layer.

AuthService

WorkingHours

daysOff :numbe:

WorkingHoursService

constructor(whRzposito erSennce]

P P
: WorkingHoursController | _

constructoriwhService)

RolesGuard

Figure 7 - Class diagram
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The class diagram shown in the figure contains the most basic
classes that represent the key components of the entire application,

namely:

UserController, WorkingHoursController, UserService,

WorkingHoursService, User, WorkingHours, AuthService, MailService,
and RolesGuard. The explanations of the main classes are given below:

O

UserController and WorkingHoursController: These are
controller classes defining the inputs to the system and
operations provided by the created API. Each method in
these classes corresponds to a URL resource that allows
data manipulation in the system.

UserService and WorkingHoursService: These are the core
service classes containing the main business logic of the
application. They define methods that, using an Object-
Relational Mapper (ORM) tool, manipulate data in the
database. These service classes are intended to be used by
controller classes but can also be utilized in other service
classes.

AuthService: This auxiliary service class handles user
authentication. Besides the basic authentication role, it also
incorporates two-factor authentication and token generation.

MailService: This auxiliary service class is responsible for
sending messages via email. It utilizes the SMTP protocol to
send messages to users, with messages playing a role in
registering new users and changing passwords.

User and WorkingHours: These are data model classes
defined using an ORM tool. The attributes of these classes
are used for generating tables and fields in the database.

RolesGuard: This class plays a role in user authorization
when accessing resources. It provides a generalized solution
for authorization in the application. With the specific syntax
for the programming language, it allows adding user
authorization based on their role in the system (regular user
or administrator) with just one line of code for each resource
(represented as methods in the controller classes).
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Analysis of the proposed solution

As mentioned in the previous chapters, the majority of the application
is written in the TypeScript programming language, along with a voice
verification service written in the Python programming language. The text
below provides the basic information about the software tools and
packages used in the development of the application.

NestJs

NestJS is a modern, flexible, and scalable framework for developing
server-side applications in the TypeScript programming language. This
framework provides a contemporary way of structuring applications using
a modular concept and views the application as a set of interconnected
modules.

NestJS relies on fundamental concepts from object-oriented
programming as well as advanced concepts such as Inversion of Control
(IoC) and Dependency Injection (DI), enabling better code organization
and testing. This architecture encourages the development of applications
that are easy to maintain and test.

With support for synchronous and asynchronous code, NestJS allows
the development of high-performance applications. Additionally, within
NestJS, there is access to a wide range of modules and packages that
facilitate the implementation of various functionalities, including
authentication, database management, routing, and many others.

TypeORM

TypeORM is an object-relational mapping (ORM) library for
JavaScript and TypeScript programming languages. This tool allows
developers to easily communicate with relational databases using objects
and classes.

TypeORM provides an intuitive way to define and model databases
using object-oriented programming concepts. Working with databases and
tables is achieved through classes and annotations, reducing the need for
SQL queries and direct table interactions.

Angular

Angular is a popular framework for developing web applications.
Developed by Google, this framework enables programmers to build
dynamic and interactive web applications using HTML, CSS, and the
TypeScript language.

185

Tomi¢, M. et al, Implementation of two-factor user authentication in computer systems, 170-191



QVOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2024, Vol. 72, Issue 1

Angular uses the concept of components, where different parts of the
application are developed as a set of blocks that can be reused multiple
times. This approach facilitates the organization and maintenance of code,
as well as the development of various functionalities. Angular supports
modular code organization and the use of object-oriented programming
principles in the development of the presentation layer of web applications.

Speechbrain

SpeechBrain is an open-source Python framework for speech
processing that covers various aspects of speech and language analysis.
This framework allows researchers and programmers to develop
applications and models for speech processing, speech recognition,
speech synthesis, emotional analysis, and many other applications in the
field of natural language processing (NLP).

SpeechBrain provides a straightforward way to build and experiment
with different models and algorithms for speech analysis. It offers a
dataset, preprocessing tools, model-building modules, and the ability to
test and fine-tune models.

Possibilities of upgrading the proposed solution

This test application provides only the basic scope of functionality and
represents a demonstration of using modern biometric authentication
techniques in the Internet and other network systems. The application itself
does not provide utility value but can serve as a good foundation for
building a more complex system and its use through the internet or private
computer networks. The application can be upgraded as a time-tracking
system by introducing integrations with external time-tracking systems,
providing necessary legal and accounting information within the company.
Additionally, the modular nature of the developed solution allows for
efficient transformation of the application into a microservices architecture,
enabling its use as a standalone service for user authentication and
authorization.

Further upgrades to the application would depend on the needs of the
real system and the features it would offer, but some possible
functionalities that could enhance the application's significance include:

o Enabling the use of voice verification dependent on spoken
words by adding speech recognition algorithms to the
verification service. This would allow real-time voice
verification based on the uttered words, significantly improving
the system's security.
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o Providing other types of two-factor authentication, contributing
to user experience.
o Enabling two-factor authentication for all types of users.

From a technical perspective, the quality of the already developed
solution can be enhanced by allowing access to the application in a test
environment via a web server for users to test application functionalities
from their computers. Simplifying the installation of the application on
servers could be achieved by introducing DevOps work methodology and
automating the installation process through integration with version control
systems like GitHub, used during solution development, and CI/CD
(Continuous Integration & Continuous Deployment/Delivery) systems such
as Jenkins and GitHub Actions.

Conclusions

Modern information technologies and information systems provide us
with increasing possibilities day by day, penetrating into more and more
areas of our lives. Internet users are becoming owners of hew accounts
on various systems and services every day. With the increase in accounts
and the processing power of modern computers, there is a growing
occurrence of attacks and digital identity theft. Two-factor authentication is
one solution to this problem, offering users a higher level of security when
accessing their accounts and becoming a standard in complex services.

This paper explores the possibility of implementing two-factor
authentication for users in an information system. The ultimate goal was
to demonstrate that two-factor authentication is not a burden to users and
can be used easily and efficiently in computer systems. Additionally, the
paper aims to show that biometric methods can be successfully used as
one of the factors.
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Resumen:

Introduccién/objetivo: El articulo explora la implementacién de la
autenticacion de dos factores (2FA) en sistemas informaticos, abordando
la creciente necesidad de una mayor seguridad. Destaca las
vulnerabilidades de la autenticacion basada en contrasefias y enfatiza las
ventajas de 2FA para mitigar las amenazas digitales. El desarrollo de la
aplicacion VoiceAuth, que integra 2FA mediante una combinacién de
contrasefia y autenticacién de voz, sirve como ejemplo préctico.

Métodos: La investigacion adopta una arquitectura de tres niveles para la
aplicacion VoiceAuth, que abarca una base de datos, una APl REST del
lado del servidor y una aplicacion de una sola pagina del lado del cliente.
La verificacion del orador se emplea para la autenticacion de voz,
analizando elementos como el tono, el ritmo y las formas del tracto vocal.
El documento también analiza posibilidades para futuras actualizaciones,
sugiriendo mejoras como la verificacion de voz en tiempo real y métodos
2FA adicionales.

Resultados: La implementacion de la aplicacién implica un desglose
detallado de la arquitectura API REST, las aplicaciones de pagina Unica
(SPA) y el servicio de verificacion de oradores.

Conclusion: La investigacién subraya el papel crucial de la autenticacion
de dos factores (2FA) para reforzar la seguridad de los sistemas
informaticos. La aplicacién VoiceAuth sirve como demostracion practica,
mostrando la integracion exitosa de 2FA a través de una combinacion de
contrasefia y autenticacion de voz. La arquitectura modular de la aplicacién
permite posibles actualizaciones.

Palabras claves: autenticacion, sistemas informaticos, biometria.
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PYBPUKA TPHTW: 28.17.33 KoMnbloTEpPHOE MOAENMPOBaHNE peanibHOCTU.
BupTyanbHas peanbHoCTb
B[O CTATbW: opurmHanbHas HayyYHas ctaTbsl

Pesrome:

BeedeHue/uenb: B 0OaHnHOU cmambe uccriedyemcsi 8HeOpeHue
dsyxghakmopHoli aymeHmucgbukauyuu (2FA) 8 KoMbromepHbIX cucmemax,
nodyepkueasi pacmywyto nompebHocmb 8 ycuneHuu bezonacHocmu. B
cmambe 0CceewWarmces ya38UMoCmb aymeHmuguKayuu Ha OCHo8aHUU
napors u nodyepkusaromes rpeumywiecmsa 2FA 8 CHWxeHuUU yughposbix
yepo3. B kadecmee nipakmu4veckol usnmocmpayuu  rpedcmasneHa
paspabomka nipunoxeHusi VoiceAuth, uHmezpupyrou,e2o 2FA ¢ noMowpto
KoMbUHayuu naporsis U 20710coeol aymeHmucgbukayuu.

Memodei: B daHHoM uccriedogaHuUU UCMOIb3yemcsi mpexyposHeeasi
apxumexkmypa 0n1s npurnoxeHusi VoiceAuth, ekmrodarowjass 6asy daHHbIX,
cepsepHbii REST APl u nomnb3oeamernisckoe npusioxeHue. [ns
20/10c080U aymeHmuguKayuu UCrosb3yemcs fposepKka 2080psLeeo,
aHanusupyrowas makue a51eMeHmbI, Kak: 8bICOmMa moHa, pumm, memoép u
makm. B cmambe makxe obcyxdaromcsi 803MOXHOCMU 6ydyuiux
06Ho8seHUl, 8 MOM 4ucsie PoBepKa 20/l0ca 8 PexXuMe pearibHOo20
speMeHU U GornosiHumeribHbie Memoodbl 2FA.

Pesynbmambi: BHedpeHue npunoxeHus ekmodaem 8 cebsi demaribHyto
onucaHue apxumekmypbl REST API, odHOcmpaHU4HbIX npunoxeHul
(SPA) u cnyx6bi ayduornposepKu.

Bbigodbi: B uccnedosaHuu nodydepkueaemcsi pewaroujasi  posib
dsyxgbakmopHol aymeHmugukayuu (2FA) e nossiweHuu besonacHocmu
KomrbromepHbix cucmem. [NpunoxeHue VoiceAuth demoHcmpupyem Ha
npakmuke ycriewHyro uHmezpayuro 2FA nocpedcmeom kombuHauyuu
napons u eoriocogol aymeHmucgpukayuu. ModynbHasi apxumekmypa
npunoxeHusi 0orycKkaem 803MOXHOCMb €20 MOOepHU3ayuU.

Knrouesbie crosa: aymeHmugukayus, KOMIMbIOMEPHbIE CUCMEeMbI,
6uomempusi.
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cucteMmmma

Muxauno [. Tomuh?, Onugepa M. Papojesuh®

@ Codebehind doo, beorpap, Penybnuka Cpbuja, ayTop 3a npenucky

6 Bojcka Cp6uje, PaTHO Ba3yxonnoBCTBO ¥ NPOTUBBA3ayxXonsioBHa oaopaHa,
210. 6ataroH Bese, beorpag, Penybnuka Cpbuja

OBJNACT: pauyHapcke Hayke, MHCpOpMaLMOHe TeXHONOormje
KATEITOPWUJA (TWUIM) YITAHKA: opyruHanHu Hay4Hu pag
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Caxemak:

Yeod/yure: Y pady ce ucmpaxyje umniemeHmauyuja deoghakmopcke
aymeHmucbukayuje (2FA) y padyHapckum cucmemuma U Haenawasa
pacmyha nompeba 0Oa ce yHanpedu 6e36edHocm. MHiecmuye ce
yepoxXxeHocm aymeHmucbukayuje Ha OCHO8Y JI03UHKe U Haanawasajy
npedHocmu 2FA y cMarbugarby duaumarnHux npemrsu. Pa3goj annukayuje
VoiceAuth, koja uHmeepuwe 2FA Kpo3 KombuHauujy I03UHKE U
aymeHmucbukayuje 2r1acoMm, CIyXu Kao rpakmuyaH rnpukas.

Memode: Ucmpaxueare Kopucmu mpocriojHy apxumeKkmypy 3a pa3eoj
annukayuje VoiceAuth, obyxeamajyhu 6a3y nodamaka, REST API| Ha
CmpaHuU cepeepa U KIUjeHmMCKy arnukayujy. 3a aymeHmugukauujy
anacom Kopucmu ce eepudcbukauyuja 2080pHUKa, aHanuaupajyhu
efleMeHme Kao Wimo Cy MOoH, pumam u obsiuyu 8okarHoe makma. Y pady
ce, makohe, paamampajy moeyhHocmu 3a 6yOdyha yHanpehersa; npednaxy
ce dodauyu kao wmo cy eepughukauuja anaca y peasiHoM epemMeHy U
dodamHe memode 2FA.

Pesynmamu: UMmnnemeHmauuja arniukauuje ykibydyje demarbaH oriuc
apxumekmype REST APIl-a, knujeHmckKe arnnukayuje u cepsuca 3a
gsepugbuKkayujy 2080pHUKa.

Sakrbyyak: Ynoza dsoghakmopcke aymeHmucpukayuje (2FA) y javyary
b6e3bedHocmu padyHapCcKux cucmema je Kiby4Ha. Annukayuja VoiceAuth
CyXu Kao rpakmuyHa OemMOHcmpauyuja, npukasyjyhu ycnewHy
uHmezpauujy 2FA kpo3 kombuHauujy no3uHKe U aymeHmucbukayuje
enacom. ModynapHa apxumeKkmypa ansukauyuje ocmassba rnpocmop 3a
rnomeHuyujanHa yHarnpehersa.

KmbyyHe  peuyu:  aymeHnmucbukauyuja,  padyHapcku — cucmemu,
buomempuja.
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