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Abstract:

Introduction/purpose: This paper conducts a comprehensive analysis of a
potential implementation of Voice over Internet Protocol (VolP) systems,
focusing on network architecture, VolP phones, and servers. The study
explores potential vulnerabilities and proposes solutions. The paper
concludes by advocating for a holistic approach to securing VoIP systems,
incorporating supplementary services to ensure the confidentiality, integrity,
and availability of voice communications in the digital landscape.

Methods: Review of the underlying theory, analysis of the end-user needs
and potential solutions, practical viability assesment.

Results: The theoretical points discussed were proven in practice, using
commercially available resources. Communication was established in an
expected manner.

Conclusions: Implementing solutions similar to the one presented in the
paper would be a relatively inexpensive way to make diverse improvements
to the operation of tactical level units, both in peacetime and during war.

Key words: VolIP, real-time communication, voice sessions, computer
networks, SIP.
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Introduction

Commutation, or redirection, of telephone signals had a long
development. From manual switching, through the automation of
telephone switchboards, to today's packet switching in digital Internet
protocol systems, which will be the topic of this paper.

VolIP (Voice over Internet Protocol) telephony, the most modern form
of voice transmission, is the result of the convergence of telephone and
computer systems. In this form of communication, digitized voice is placed
in packets, units of information of the third network layer of the OSI (Open
Systems Interconnection) reference model. It enables the transmission of
speech over the network infrastructure used in computer networks, which
is especially convenient in the case of communication over long distances.
VolIP telephony enables many more new functionalities (Ahmad et al,
2015) compared to the telephone systems that are currently in use, some
of which will be mentioned in this paper.

The components necessary for the realization of a VolP phone
system are similar to those of other types of telephony. These are
telephones, transmission medium, switching devices and telephone
switchboard. This paper will describe the configuration of commercial
devices to fulfill these functions.

This modern type of telephony would find its place in the Serbian
Army. Lower cost of system implementation, greater possibility of
integration with realized solutions applied in data transmission, simpler
installation and the possibility of traffic management and monitoring are
just some of the advantages of adopting such a system. Through this
paper, one of the variants of the use of this system will be analyzed, using
the example of the command post of a tactical level unit.

Network scenario

The starting point for designing a computer network is the user's
needs (Fayyaz et al, 2016). This system is intended for use at the battalion
level, the basic modular unit of the Serbian Army, and higher units. The
battalion is the smallest unit that has headquarters in its formation, which
represents the largest group of users of the implemented system. The
users of this system are the heads of groups and sections within the
command of the unit, the commander and the deputy commander of the
unit. The system at the local level also supports the connection of other
users from the unit, which would be tactically meaningful only in peacetime
conditions. Each user has his own workplace, within which a computer and
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a VolIP phone are of interest for this work. The role of this system is to
enable communication between users at different workplaces.

In the implementation of this work, the task was defined as the
establishment of communication at the command post of two battalions in
the premises and their connection. The computer network realized for the
execution of the task (Figure 1) can be divided into a local network and a
network of large areas.
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Figure 1 — Logical network topology

Switch configuration

The configuration of the switch, as well as the router, was performed
using the PUTTY desktop application. It is an SSH (Secure SHell)/Telnet
client through which the Command Line Interface (CLI) is accessed. In the
command line, commands are entered for the general setting of the switch,
as well as for individual interfaces, lines, VLANs (Virtual Local Area
Network) and the like.

& com3 - puTTY

Figures 2 and 3 — Part of the running configuration of the 1st battalion switch shown in the CLI
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Access router configuration

The access router is the last device in the local network, and the
boundary between the local network and the WAN. Each router interface
is on a separate local area network, which is why routers are said to restrict
local area networks. Due to technical limitations, access routers and one
central router were used. In reality, there are a number of routers between
the two command posts, but they are under the jurisdiction of the stationary
component of the SAF's TclS (Telecommunication Information System of
the Serbian Armed Forces). (Markovi¢, 2023)

In this paper, the OSPF routing protocol was used because it is used
in the SAF. On the edge router, which is located between the stationary
component of the SAF and the Internet provider, it may be necessary to
configure BGP as well.

The general settings of access routers are similar to those of other
network devices. They are assigned a name, an IP domain name to enable
SSH and Telnet, a password for privileged access, and virtual lines. The
difference between configuring a router and a switch is the interface. The
C2620 router has only FastEthernet interfaces. Each of the router's
interfaces is automatically disabled, and can be enabled by configuring the
IP address. One of the capabilities of a router is to divide one physical
interface into several logical subinterfaces. The use of subinterfaces is
reflected in the definition of virtual local networks. In Cisco's 12.0(7) 10S
(Internetwork Operating System), which is very outdated, the first virtual
network must not belong to a subinterface, which is a difference from the
configurations used in practice today. This restriction means that the native
virtual local network (Native VLAN) must be the first VLAN used. This
makes traffic isolation difficult and prevents the use of a "guest local area
network".

Each of the interfaces has a defined IP address and netmask. The
netmask determines the number of users in the local network. In this
configuration, each of the VLANSs on the access interfaces has 16 possible
addresses, the first of which is the network address and the last is the
broadcast address. This means that the maximum number of IP devices
in each virtual network is 14. Subinterfaces must be assigned a VLAN tag.
It is inserted into the Ethernet header to separate the associated VLAN
(Ghini et al, 2009). The tags must match the VLAN number defined on the
switch.

The last interface of interest is Serial0/0 (s0/0). Connecting the
DCE/DTE cable connects the serial interfaces of the two routers. These
types of interfaces have not been used for years, but due to technical
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limitations of routers they are used in this system. The local area network
of this interface is of size 4, which means that there can be two devices in
it. It is the optimal network size for the case where two routers are
connected.

DHCP (Dynamic Host Configuration Protocol) is configured on routers
in the access plane. It assigns IP addresses at the request of the user,
which is desirable in such systems. The method of determining the IP
address is configured on the user's device, and in most cases it is desirable
that it be dynamic. The exception in this system is the VolP server itself,
whose address is static. The address is dynamically assigned to other
terminal devices. Considering that each user has two devices and the fact
that the size of the subnet is 16, we reach a conclusion that the maximum
number of workstations is 7. The size of the local network itself can be
changed simply, but in this example the goal was to use the IP range in an
efficient way. In addition to assigning IP addresses on the terminal device,
DHCP can be used to configure over 100 parameters (DHCP options). We
are also interested in the default gateway parameter. It is the IP address
of the device used to exit the local network, in this case the router
interfaces.

The last necessary option is to configure the routing protocol. The
used routing process is assigned the number 1. In the configuration of the
OSPF protocal, it is necessary to define the addresses and sizes of all
directly connected local networks with the associated areas, and the
address of the neighboring router. Area 0, the so-called "backbone" area,
and 1 are assigned to local networks in this project. By assigning different
areas, the router bordering the two areas would become an ABR (Area
Border Router) and perform link aggregation. It would group local network
addresses into one network, which it would advertise to the neighboring
area. Link aggregation in an incorrect configuration leads to the creation
of loops in routing, therefore care should be taken when planning the WAN.

One detail of good practice is to define passive interfaces in the
routing process. The OSPF protocol only exchanges messages with
devices of the same protocol, where some other conditions, such as the
matching of the Hello timer, must be met to establish an OSPF adjacency
(Strzeciwilk, 2021). To prevent unnecessary traffic, router interfaces can
be marked as passive, and they will then not send Hello packets. This is
to be applied to access interfaces, interfaces that are connected to the
local network.

The complete view of the router configuration can be found in Figures
4,5 and 6.
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Figures 4, 5 and 6 — Access router configuration

Distributive and edge router configuration

Distribution routers are located outside the command post of the unit
and are under the jurisdiction of the stationary component of TclS. In the
laboratory implementation, it was necessary to configure one such router.

The difference between access and distribution routers is the size of
the local area network that they are directly connected to. Unlike access
routers, distributive plane routers are connected only to neighboring
routers. This reduces the complexity of the configuration, considering that
only individual interfaces and the routing protocol need to be configured.
The configuration of these parameters is similar to the parameters of
access routers.

A specific case of distribution routers are edge routers. They are
located on the border between our network and the network of other TclIS
owners (telecom, post office, etc.). In addition to one of the internal routing
protocols, these routers must also have an external routing process
running. BGP (Border Gateway Protocol) configured on this router would
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summarize the entire address range of the internal network and forward it
as such to the neighboring BGP router. A higher level of protection is
introduced on these routers, most often by using a Firewall. The system
implemented in this work could be connected to the Internet, which will be
discussed in the fourth thesis. Part of the configuration of the distribution
router used in the implementation of this work can be found in Figure 7.

Figure 7 — Distribution router configuration

VoIP service

The network infrastructure implemented in the second point of this
paper can be used for data exchange between users, but it is insufficient
in itself for the operation of a VolP system. The missing elements will be
described at this point.

The function of a network is to provide communication between
devices. In a VoIP system, these devices are servers and phones (Ali et
al, 2013). The VoIP server plays the role of a telephone switchboard in a
classic telephone system. It assigns telephone numbers, establishes and
terminates telephone connection, performs remetering and switching, and
enables monitoring and management of telephone traffic. Servers are
often expensive devices that are placed in tightly controlled physical
conditions. They are most often accessed via the Internet, and are often
not owned by the organization that uses them to provide a specific service.
This type of server is called a cloud server. VoIP services are often run on
this type of server. However, the function of a server for certain services
can also be performed by a personal computer located in a local network.
Due to the nature of the information exchanged in the Serbian Armed
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Forces, and other limitations, such a solution was chosen for the
realization of this work.

In this work, the role of the server is performed by a virtual machine.
Itis a software emulation of a physical computer system. A virtual machine
is allocated the hardware resources of the physical machine on which it is
running. It is possible to run multiple virtual machines on a single physical
machine. Processes within a virtual machine are isolated and
independent, so a virtual machine can have its own operating system. The
software layer that manages the virtual machine is called a hypervisor. Its
role, among other things, is the allocation of hardware resources.

VoIP services use many protocols, but they can be said to be based
on SIP and RTP (Abualhaj et al, 2021). SIP (Session Initiation Protocol) is
a protocol whose role is to establish, modify and terminate a
communication session. In its essence, it is a signaling protocol and its
functions include the agreement of the codec used and the selection of the
network path for data transmission. It is also active during call
management, such as placing a listener on hold, redirecting and
establishing a conference. The second protocol, RTP (Real-time Transport
Protocol), is responsible for the transfer of packets after the connection is
established. Some of its roles are packetizing the voice, assigning a
sequence number to the packet, and reorganizing it in order of sending at
the receiving end. It eliminates problems caused by jitter, delay and packet
loss. It is also used in other real-time communications, such as video
streaming and gaming.

Virtual machine

For the purposes of this work, a virtual machine built on the open-
source application VirtualBox, from Oracle, was used. VirtualBox is
installed on the Windows 11 operating system, which means that the
virtual machine will be based on a type 2 hypervisor. VirtualBox offers
various options for configuring and using virtual machines, such as
machine cloning, machine state memory, folder sharing, and more. Of
greatest interest for this paper are the virtual machine's network settings,
shown in Figures 8 and 9. The virtual machine is configured to have its
own network outlet that behaves as a separate device from the point of
view of the rest of the network. The virtual machine is assigned 4 GB of
RAM (Random Access Memory) and one logical processor core.
Allocation of resources to virtual machines is done before startup. If
necessary, more hardware resources can be allocated, where it is
recommended to leave at least 30% of RAM and half of the logical
processor cores to the physical machine. The virtual machine is running a

415

Markovi¢, M. et al, Analysis of packet switching in VolP telephony at the command post of tactical level units, pp.408-434



QVOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2024, Vol. 72, Issue 1

64-bit Debian operating system. It is a free, open-source operating system
that offers various benefits for running servers over Windows. Less use of
hardware resources, greater protection and ease of software installation
are just some of them.

On the virtual machine, two lines of code are only needed to be
entered into the terminal to install FusionPBX. To act as a server, a virtual
machine must be connected to the rest of the network. A virtual Ethernet
interface is configured for this purpose. The rest of the server settings are
performed via the web interface, by connecting to the server's IP address.

| \,,f DebianVoip - Settings

General Network m
D Activities |8 Text Editor ¥

Adapter 1 Adapter2  Adapter3  Adapter4 Open ¥ [ Interfalc[ef
etelr
1# This file describes the network interfa
2# and how to activate them. For more info
5 Attached to:  Bridged Adapter 3
o 4 source /etc/network/interfaces.d/*
HName: 5
" Audio

¥ Advanced

' Enable Network Adap AT

Internal

6 # The Lloopback network interface
¢ . 7 auto lo
D Metwork Adapter Type: giface lo inet loopback

'.\, Serial Ports Promiscuous Mode: ork [EXPERIMENTA 10 auto enpos3
4 11 iface enp®s3 inet static
‘0 = MAC Address: 12 address 10.10.9.100
L - 13 netmask 255.255.255.0
«/ Cable Conncted 14 gateway 10.10.9].1
. Shared Folders 15 dns-nameservers 4.4.4.4

Figures 8 and 9 — Network adapter configuration

FusionPBX VolP server

FusionPBX is free, open-source software that serves as a
switchboard for a wide range of communications. It is based on
FreeSWITCH software, on which it builds a web GUI (Graphical User
Interface). Another well-known derivative of FreeSWITCH is
BigBlueButton, which is used on the distance learning platform in the SAF.
FusionPBX enables VolP, voicemail, fax, conference calling and many
other services. It can also be used for traffic monitoring and management.
It is used in commercial environments due to its large number of
functionalities and ease of implementation. There are paid versions of the
software that offer additional services such as notifying waiting users of
their position in the waiting queue, sending emails to users upon
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registration, and others. However, the biggest benefit of paying for this
software is access to official "training recordings" and documentation that
serves as a guide to the switchboard operator. The software is complex
and contains too many functionalities that are not well documented in the
software itself. Therefore, despite the price ranging between one hundred
and one thousand dollars per month, a large number of companies that
use this software have several subscribers. The $1,000 per month offer
offers a maximum of 6 hours of customer support per month.

An important term in this software is domain. Domain is the name for
all software processes related to one system (company, neighborhood,
etc.). A single server can serve multiple systems, but each system will
have its own domain. The only priviledge level valid for multiple domains
within a server is the superadmin operator. Operator levels are divided into
superadmin, admin and user. The superadmin has the ability to configure
all domains on the server, the authority of the admin is limited only to a
certain domain, and the other groups of operators have different
restrictions within their domain.

Configuration is done through the web interface. In order to access
the web interface, it is necessary to enter a URL (Uniform Resource
Locator) link in case there is a DNS (Domain Name System) server, or a
specific IP address as is the case in this paper.

After the operator logs in, the information about the operator and the
system is displayed on the home screen of the website, such as received
messages, the percentage of hardware resource utilization, the number of
registered users, and the like. The following is an explanation of the
individual settings.

User configuration

User management is done in the Extensions window. First it is
necessary to add users. In the add user window, there are many options,
such as recording the call, sending an e-mail after a missed call, even
selecting music for other users in the call waiting queue. Of interest for this
work are the configuration of password, domain, name on caller ID and
phone number. It is possible to add multiple users at the same time, where
they share the basic settings after adding, which can be changed
separately by configuring the individual user. It is also possible to assign a
specific MAC address to the user, whereby he will be automatically
registered when connecting a device with a defined MAC address. After
adding a user, it is possible to view the list of possible users, which can be
seen in Figure 10.
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P # Home & Accounls # Dialplan < Applications |# Staius @ Ad

Extensions (11)

Extension Effective CID Name QOutbound CID Name
o Super&dmin SuperAdmin
Koman dant 1 bataljon
2 Zamenik 1. bataljon
2 st 1. bataljon
23 82 1. bataljon
2 s3 1. bataljon
2% 6 1. bataljon

Figure 10 — User configuration
SIP profile configuration

This software handles calls based on four SIP profiles. The internal
profile for IPv4 is of greatest interest for this paper. There are 137
configurable options within this profile. They include settings for TLS or
SSL (Secure Sockets Layer), certain timers, call forwarding and the like,
but in this work it is necessary to change only a few parameters. The SIP
socket configured in this section must be identical to the configurations of
other VolIP devices. Figure 11 shows current SIP processes and possible
profiles. The SIP protocol usually uses UDP (User Datagram Protocol) on
the transport layer, but it can also be configured for TCP WebSocket and
WebSocketSecure, the last two of which are upgrades to HTTP and
HTTPS (HyperText Transfer Protocol Secure) respectively. In this work, a
standard configuration was used. Configured profiles must be run. The
operator has the possibility to cancel the registration of all users registered
on one profile at the same time.

Name Type Data State Action
extemal Profile sip:mod_safia@10.10 9 100:5080 RUNNING (0)

intemal Profile sip:mod_sofia@10.10 9 100:5060 RUNNING (0)

intemal Profile sip:mod_sofia@10.10.9.100:5066 transpart=ws: RUNNING (0) (WS)

intemal Prafila sipssmod_sofia@10.10 9.100:7443;ransport=wss RUNNING (0) (WSS)

Figure 11 — SIP profiles and processes
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Useful administrative views

FusionPBX, as previously mentioned, offers a great degree of control
over all aspects of interest to a telephone exchange. Special attention in
this paper will be devoted to the possibilities of monitoring and managing
the operator. The operator, depending on the level of his account, in
addition to the configuration of the user, has complete insight into the
activities related to the users. Busy time, call list, e-mail list, redirects; all
this is only part of the user data over which the operator has an overview.
An operator with a superadmin level account in standard configurations
has as many as 762 "permissions”, while an ordinary user has less than
100, which include calling, adding to a conference, activating redirection,
reading his voicemail, and the like. It is important to mention that the
operator can even record calls between participants, listen to other
people's voice mail and read other people's electronic mail. Figures 12 and
13 show some views that operators of a certain level have access to.

Devices (2)

Devices are endpoints that register to one or more extensions. They are added to the list m

[ MAC Address Label Vendor
[] bc-c3-42-52-8c-Ta 002
[] ¢B8-00-84-ed-b9-cl 20 cisco

Figure 12 — Registered MAC addresses

Ext. Domain Caller Name Caller Number Caller Destination
@ 21 10.10.9.100 S1 22 21
& 2 10.10.9.100 S1 22 22
o 21 10.10.9.100 il 22 21
o 2 10.10.9.100 Zamenik 21 22
& 23 10.10.9.100 Zamenik 21 23
@ 23 10.10.9.100 Zamenik 21 23
& 23 10.10.9.100 Zamenik 21 23
©& 21 10.10.9.100 s2 23 21
& 21 10.10.9.100 Komandant 20 21

Figure 13 — Global call list
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Panasonic KX-HDV430X VolP phone

A VoIP phone, one of the basic components of a VolP phone system,
differs from analog and ISDN (Integrated Services Digital Network) phones.
In order for the user to access the telephone system, it is necessary to
configure the telephone itself. In this paper, only network settings are of
interest, attention is not paid to user settings such as ringtone volume and the
like. It is important to note that these phones are powered by an adapter from
the mains or via Ethernet when connected to a PoE (Power over Ethernet)
switch. The phone used in this system is accessed physically, using a touch
screen, and using a web interface. The settings necessary for logging into the
telephone exchange are located on the web interface. The phone's physical
settings are low-level settings and must be set before accessing the web
interface. VLAN, IP address can be configured physically/statically (Figure 14)
and via DHCP (Dynamic Host Configuration Protocol), CDP (Cisco Discovery
Protocol), LLDP (Link Layer Discovery Protocol) and Embedded Web. In this
paper, the IP address and Embedded Web are physically set, which enable
access to the web interface.The phone also has the ability to send echo
request packets of the ICM protocol (Internet Control Message Protocol)
(Figure 15).

Static

10.10. 9. 5

255.255.255. 0 | Oy

v
Manual

Figure 15 — Ping response
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The rest of the necessary configuration was performed via the web
interface (Figure 16). In order for the user to register to the VolP server,
he needs to configure his phone number, authentication identification
number, password, IP address, port and domain of the server. All the
mentioned settings are located within the line window of the SIP window.

& Notsecure | 10.1095
Panasonic
KX-HDV430 Status Network System | VolP Telephone Maintenance
[ Logout |

e e
Phone Number |21 |
Registrar Server Address |10.10.0.100
Registrar Server Port 5060 [1-65535]
Proxy Server Address |
Proxy Server Port 5060 [1-85535]
Presence Server Address  [10.10.2.100
Presence Server Port 5060 [1-65535]

Qutbound Proxy Server [
Address

Outbound Proxy Server Port [5060 | [1-85535]

Service Domain |10.10.9.100

Authentication 1D |

Authentication Password = ]
Advanced

SIP Packet QoS (DSCP) [0 063

Enable DNS SRV lookup @ Yes U No

SRV lookup Prefix for UDP | _sip._udp. |

SRV lookup Prefix for TCP | _sip_tep. |

SRV lookup Prefix for LS |_sips_tcp. |

Local SIP Port | 5080 [1024-49151]

-Line 7

m S
3 3 o o Nk ®
c c c o El:!
5 5 5 5 5|5
H H H i i3
2 ® ® - =2

- Line 12

- Line 15

- Line 1

A Ne
alclc|c
sﬁ H
HE HI

Figure 16 — Client-side SIP configuration

It is also possible to configure the IP address of the phone itself, caller
ID, DNS and other options. This phone supports simultaneous use for a
maximum of 16 user accounts, i.e. 16 phone numbers, which can also
belong to different domains. One line is configured. After the configuration,
the phone will automatically log on to the VolIP server. The settings remain
saved in the phone's memory, and it is possible to delete them using the
web interface or by typing a certain number on the phone itself. This
function, similar to USSD (Unstructured Supplementary Service Data)
codes in mobile telephony, should not be known to ordinary users.

After performing all the mentioned configurations, the system is ready
for operation.

Additional services

The configurations realized in parts 2 and 3 of this paper are sufficient
for the operation of one VolP phone system. As part of this work, additional
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functionalities have been implemented, and the addition of services and
functionalities that were not implemented either due to time or technical
limitations will be theoretically considered. Advantages in the application
of the described solutions are reflected in the spheres of efficiency,
protection, provision of redundancy and scalability. They are also
important for the operator because they enable faster and easier
installation and management of the system.

SSH

SSH is a cryptographic network protocol used to access, manage,
and exchange data with remote computer systems. It was developed as a
replacement for insecure protocols like rlogin and Telnet. The purpose of
using SSH in this paper is to enable remote configuration of network
devices. This protocol is based on key exchange. After accessing the
network device through the terminal, in this case Command Prompt on the
Windows operating system, it is necessary to agree on the key exchange
method and the encryption algorithm. After exchanging the keys and
confirming the matching of the hashed authentication parameters, an SSH
connection is established to transmit commands to the network device.
The user can then access the device in the same way as they do via
console port and flat cable with RS (Recommended Standard) 232
connector. The routers used in this paper do not support SSH because
they were manufactured in 1998, so SSH is configured only on the switch.
To log in using the SSH algorithm, one needs to know the IP address of
the device, the username for SSH access, and the access password,
which is configured in the second chapter of this paper. In this example,
the Diffie-Hellman cryptographic algorithm for key exchange and the AES
(Advanced Encryption Standard) encryption algorithm with a key length of
256 bits were used.

DNS

The role of the DNS service is to translate domain names into IP
addresses. DNS servers work like a phone book. Most services that rely
on computer networks communicate based on IP addresses. Users, on the
other hand, do not have an easy time remembering IP addresses. When
a user makes a request to a browser or other application for a resource on
the Internet, that request is forwarded to a DNS server that will translate
the requested domain name into an IP address. The translated IP address
is returned to the user's device, and it becomes a parameter for
establishing communication between the user and the requested resource.
DNS servers can be of different hierarchical levels, and store different
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types of data. Most often, the Internet provider has its own DNS resolver
that stores data about frequently used domains and IP addresses. When
a request is made to the DNS resolver for an unknown domain, it forwards
the request to higher-level DNS servers.

The purpose of using a DNS server in this system would be reflected
in the case of expansion of this type of telecommunication system.
Introducing a local DNS server would make logging in and administration
of this system easier. For example, in the event that the same VolIP server
is shared by all units of a reinforced brigade-level tactical group, each
subordinate unit would have to remember the exact IP address of its
domain on the VolIP server. Using a DNS server, instead of remembering
an IP address, users and operators would log in using a domain name like
"komandant.1lpb@1br.tgl". This type of name is similar to an emalil
address. All email services address users by name and associated
domain. Without the DNS service, the e-mail address of a gmail user would
look like "username@177.217.9.219".

Soft VoIP phones

Soft phones are applications that allow users to use VolIP telephony
services without a physical phone. Depending on the software itself, they
offer a number of benefits and improvements over physical VolP phones
(Singh et al, 2014). They reduce system cost, facilitate configuration and
remote management, and can be integrated with other applications. They
can be installed on computers, mobile phones, tablets and similar devices.

Use on mobile phones, with appropriate expansions of the network
infrastructure (WLC (Wireless LAN Controller) and multiple wireless
access points) would enable user mobility at the command post, while
retaining all the good features of the basic system. A mobile phone without
a SIM (Subscriber Identity Module) card does not connect to the civil
mobile communications network. Even with the card, it is possible to turn
off the transmission power of the mobile phone by entering the appropriate
configuration window, using a certain USSD code defined by the operator
(Bhattacharjee et al, 2010). By turning off the transmission power for the
mobile network, the phone becomes invisible to the adversary. The
advantage of VoIP telephony is that it relies on the Internet, so mobile
phones can rely on a local Wi-Fi (Wireless Fidelity) network that would
originate from wireless access points at the command post. A Wi-Fi signal
has a much shorter range than a cell phone signal, so it would be very
difficult for a potential enemy to detect. Such an upgrade of the
implemented system would retain the features of anti-electronic protection,
along with the great benefits offered by mobility.
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The software phone was very useful in the realization of this work,
due to the technical limitations of the laboratory and the existing VolP
phones. The MicroSIP application is installed on the server computer. It is
free, open-source software that supports all the functionality of physical
phones, except for video calls. In addition, it offers the possibility to
configure protection at the transport layer of the OSI reference model using
TLS and SRTP protocaols.

The configuration of MicroSIP is simpler than the configuration of a
physical phone, and is done in just one window, which is shown in Figure
17. It should be noted that to use this application it is not necessary to be
connected to the Internet, and it only takes a few MB of memory space.
From that aspect, and bearing in mind that the application is open-source,
it can be concluded that the use of this application does not represent a
security risk.

Figure 18 shows the appearance of the application after the call is
made.

SIP Server 10.10.9. 100

SIP Proxy

Username= 23
Domain® 10.10.9.100

Login 23

Password e
Display Name S2
Voicemail Number
Dialing Prefix
Dial Plan
] Hide Caller ID
Media Encryption Disabled
Transport uDpP
Public Address Auto
Register Refresh 300 Keep-Alive 15

: Publish Presence
) allow IP Rewrite
ICE

) Disable Session Timers

Figure 17 — MicroSIP configuration
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Figure 18 — Call established using MicroSIP

Redundancy and load balancing

The implemented system, in the topological sense, has a centralized
structure. In the case of application during combat operations, this type of
implementation may adversely affect the continuity of communications
(Thirunavukkarasu & Karthikeyan, 2015). Therefore, it is necessary to
implement certain solutions that ensure redundancy. These solutions
increase the complexity and cost of the system, but are necessary in the
case of more mass use of the system.

In an organizational sense, some kind of redundancy would be
provided by defining the rank of the unit running its own VolP server.
Battalion-level units already possess technical resources for the
implementation of such a system, in the form of PKCb (Serb. Battalion
Mobile Switching Hub). The lower the rank of the unit that implements such
a system, the more resistant the entire telecommunications system is to
interruptions. In the event of the loss of its VolP server, provided the switch
is still functional, the unit could rely on the other unit's server with negligible
configuration changes, providing a high degree of redundancy. Connecting
several such systems is simple from a technical point of view, and does
not require any hardware additions compared to separate systems, but
due to technical limitations it was not realized in this work.

Technical measures to ensure redundancy can be implemented at
several levels. Today's commercial servers have multiple network cards,
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which can be connected to different switches. Such an implementation
would ensure that the immediate consequences of the loss of one switch
are reflected only on the users connected to that switch, and not on the
entire system. The process of deciding which path the server will choose
is configurable, and can be static (one switch is primary and the other is
backup) or involve load management based on certain metrics. Some
other advantages of a server with multiple NICs are link aggregation and
QoS filtering, which are not of interest in this paper.

The last level of redundancy relates to the router. Configuring HSRP,
VRRP, or GLBP allows a group of routers to share a single virtual IP
address. The first two protocols work in a similar way. They assign a virtual
IP and MAC address to one physical router according to a certain metric,
which all other network devices use in communication. The biggest
difference between HSRP and VRRP is that the first protocol is proprietary
to Cisco, while the second is an open standard for all manufacturers. GLBP
is an improvement over these two protocols, as it also offers the possibility
of load management. The main router (AVG (Active Virtual Gateway)),
selected according to a certain configurable metric, assigns virtual MAC
addresses to other routers (AVF (Active Virtual Forwarder)), which forward
the traffic on. AVG is responsible for the resolution of ARP requests that
are directed to a shared virtual IP address. Based on certain metrics and
network conditions, it assigns different virtual MAC addresses to different
routers. An AVG router can be an AVF router at the same time. In addition
to these two types of routers, there is also an SVF (Standby Virtual
Forwarder) router, whose task is to monitor the state of the AVF router
and, if necessary, take over part of the traffic.

Security

Information security features are an important indicator of the quality
of a Tcl system. In an ideal Tcl system, organizational, technical and other
protection measures are implemented at all levels of the OSI reference
model. In the previous chapters, some protection measures were
mentioned, such as TLS, SSH, WSS (Web Socket Secure) and others. In
this part of the paper, the technical protection measures implemented on
the second and third layers of the OSI model are of interest.

Data link layer protection techniques often include device MAC
addresses. Protection at this level is mainly implemented on the switch.
Apart from the division into virtual local networks, which in itself carries
some features of protection by isolating groups of users, port security
measures (Port Security) were implemented in the realization of this
system. Traffic filtering by known MAC addresses is enabled on the
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switch's access interfaces. Considering that each device has its own
unique MAC address, the interfaces are configured to protect the network
from access by unknown devices. It is possible to define the exact MAC
address of the allowed device before access itself, or with the sticky
command allow the addresses of devices connected to the interface to be
automatically remembered. In this system, the security implemented is
configured to allow access to the first five devices that connect to this
interface. In case of unauthorized access, it is possible to completely
disable the interface of the unauthorized device or automatically reject
traffic without disabling it. An operator accessing the switch in privileged
mode can see statistics related to protection of this type. The switch
protection configuration used in this work is shown in Figure 19.

Greater diversity in protection is possible at the network layer of the
OSI model. The basic form of protection at this layer is the use of an access
control list (ACL). The traffic parameters that will be forwarded or rejected
are defined within the ACL. AC lists are divided into standard and
extended. The first type makes a decision based only on the source IP
address. They are simpler to configure but offer an unsophisticated form
of protection. Extended AC lists allow or deny traffic based on source and
destination IP address, port, and protocol type. They allow for more precise
traffic control. It is important to note that the criteria (rules) defined in the
list are applied hierarchically. If the lower-numbered criteria in the list allow
traffic, the higher-numbered criteria are not considered. The practice is to
enter the command deny 0.0.0.0 at the end of the list, which prohibits all
traffic. In this way, it is ensured that the network device does not forward
traffic that was not previously defined by the operator.

Protection of a certain level can be configured on any device, but there
are also devices for which protection is the main task. A firewall is a device
or software that monitors, filters, and controls traffic between two devices.
It is placed between a protected and an unprotected network, and makes
decisions based on predefined criteria. Their functioning is not limited to
one layer of the OSI model, and the possibility of traffic inspection even
allows the interruption of the traffic flow upon detection of a prohibited
string of characters within the text file. The firewall analyzes the traffic
according to various parameters, which makes the effective use of these
devices very complex. Protection as well as the attacks are becoming
more and more complicated, especially with the introduction of artificial
intelligence in this fight. The analysis of techniques that can be applied in
protective walls will not be covered in this paper.

Traffic often goes beyond the reach of the locally owned network. In
the event that sensitive information must be transmitted through a part of
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the network over which we have no control, that traffic needs to be
protected. The set of protocols of the third layer of the OSI model used for
these purposes is called IPSec (IP Security). It has a dual function: it
confirms the identity of the other communication participant and ensures
that the traffic between the two participants remains unknown to all other
devices that forward that traffic. The first function is provided by the
Authentication Header protocol. AH prevents data from packet headers
from being altered and verifies the identity of the other participant using a
hash calculated based on the original header and a key known only to the
end participants. The key exchange algorithm (IKE (Internet Key
Exchange)) will not be given attention in this paper. The role of traffic
encryption is performed by the ESP (Encapsulating Security Payload)
protocol. It can be realized in two ways. It is possible to encrypt only the
useful information without the header or the entire packet. These two
modes of operation of the IPSec group of protocols are called transport
type and tunnel type. In addition to encryption, ESP also offers
authentication. The difference between AH and ESP is that the first
protocol performs authentication taking into account the content of the
entire packet, while the second protocol uses only information from the
header for authentication. IPSec is the basis for various implementations
of VPNs, which will be discussed in the next chapter.

Figure 19 — Switch security configuration

VPN tunneling and the Internet

A virtual private network (VPN) is a technology that allows users to
protect and hide traffic passing through an unprotected part of the network.
It is based on the principles of authentication and encryption, functions for

428




which implementation uses different protocols. The most famous VPN
solutions basically work on IPSec, SSL/TLS, OpenVPN and WireGuard
protocols (Singh et al, 2014). In this paper, their specificities will not be
considered.

VPNs are used for various purposes, such as providing anonymity on
the Internet, bypassing location restrictions, remote access, and the like.
In this paper, attention is paid to VPN tunneling, i.e. establishing a
protected connection between two devices connected by an unprotected
network. VPN tunnels can be established with or without a VPN server. By
using a VPN server, the system is centralized, but also easier to configure.
This is the most common implementation of virtual private networks. The
server establishes tunnels, encrypts and decrypts traffic between users.
VPN servers can be run on the Internet or independently. OpenVPN is one
such software, offering the option of using their own servers or running
your own. It is an open-source application, which means that it can also be
used for military purposes without security riskst, with prior testing and
modification of the algorithm for additional protection. Depending on the
amount of traffic that passes through the VPN server, the function of the
server can also be performed by a personal computer. In the case of tunnel
implementation using a server, the traffic of all computers in the local
network that communicate with devices at another location through the
Internet would be processed in the server. This implementation is called a
"site-to-site" VPN tunnel. Another way of using it is called "point-to-point".
In this embodiment, each user establishes its own tunnel with another
user. The advantage of this method is that it is not necessary to use a
server computer, but configuring individual tunnels is more complex. The
use of the Internet to transmit military traffic using upgraded commercial
technologies to achieve secure tunnels is already widespread in foreign
militaries, depending on the cryptographic value of the traffic.

Conclusion

In this paper, the implementation of a VolP phone system is analyzed
and demonstrated. The system was implemented using commercial
solutions of newer and older production. During the realization of the

1 The TETRA radio system, used by many government institutions around the world,
including the Ministry of Defense, has an encryption algorithm that was publicly revealed
at the end of 2020. In January 2021, a team of researchers discovered a number of risks,
perhaps the most dangerous of which is a backdoor. Exploitation of this "deliberate”
security flaw weakens the 80-bit key to just 32 bits, allowing even commercially available
systems to "break" the encryption with a brute-force attack in less than a minute
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system, due to technical and time constraints, it was not possible to
implement certain functionalities, which were therefore considered from
the theoretical side. The implemented system represents the basis for the
development of new and complex solutions that would increase the
properties of scalability, protection, redundancy, ease of installation and
administration, and introduce many other benefits. By analyzing existing
commercial solutions, one can create an insight into the advantages,
disadvantages, challenges and limitations that the introduction of such a
system into use in the Serbian Armed Forces would achieve.

The existing telephone system in the Serbian Army is a mixture of
analog and ISDN systems. VolIP telephony represents a step towards a
future that brings better quality, more efficient communication. This path to
the future is not without its challenges, both of a technical, organizational
and logistical nature. The current infrastructure of the stationary
component of the telecommunications and information system of the
Serbian Army does not support the introduction of such a system in its
entirety, but with certain adaptations, this system would be easily adapted
to the existing solutions implemented in the mobile component, i.e. PKC.
Bearing in mind that there is already an L3 (Layer 3) switch and a computer
located in the vehicle cabin, for the implementation of this system,
depending on the number of users, there would be no need for any
hardware changes. This system is very flexible, to use the basic telephone
service, only one switch is needed, a computer that would function as a
server, and a VolP phone or a combination of a handset and a microphone
in case of running a software phone on the user's computer. To implement
more advanced functionalities, it would be enough to add one router,
switch and firewall to the vehicle.

Within the existing computer network, the only requirements before
introducing such a system would be operator and user training. The
system is highly modular and can be run on a variety of hardware, which
is another logistical benefit. The protection of such a system can be
achieved on different layers, by combining different technologies. The
ability to safely use existing civilian infrastructure for military
communications purposes is an enticing aspect of this project that also
deserves attention.

Introducing VolIP telephony in the SAF will be a big and challenging
feat. However, following the trends in the development of commercial
solutions and systems of foreign armed forces, such a feat seems
inevitable. The purpose of this work is to serve as an introduction and basis
for that technological transformation.
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Resumen:

Introduccién/objetivo: Este articulo realiza un analisis integral de una
posible implementacién de sistemas de Voz sobre Protocolo de Internet
(VolP), centrandose en la arquitectura de red, los teléfonos VoIP y los
servidores. El estudio explora posibles vulnerabilidades y propone
soluciones. El documento concluye abogando por un enfoque holistico
para proteger los sistemas VolIP, incorporando servicios complementarios
para garantizar la confidencialidad, integridad y disponibilidad de las
comunicaciones de voz en el panorama digital.

Métodos: Revision de la teoria subyacente, analisis de las necesidades del
usuario final y posibles soluciones, evaluacion de la viabilidad practica.

Resultados: Los puntos tedricos discutidos fueron probados en la préctica,
utilizando recursos comercialmente disponibles. La comunicacién se
estableci6 de la manera esperada.

Conclusion: Implementar soluciones similares a la presentada en el
documento seria una forma relativamente econémica de realizar diversas
mejoras en la operacion de unidades de nivel tactico, tanto en tiempos de
paz como durante la guerra.

Palabras claves: VolP, comunicacién en tiempo real, sesiones de voz,
redes informéticas, SIP.
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PYBPUKA TPHTWU: 20.15.05 NHdopMaLmoHHble cnyxbbl, ceTu, cMCTeMbI B
uenom
49.33.29 CeTun cBA3M
BWO CTATbW: o63opHas ctatbs

Pe3swome:

BeedeHue/yernb: B daHHOU cmambe rpo8odumcsi 6CECMOPOHHUL aHarus3
rmomeHyuansHo20 8HeOpeHUs1 cucmembl riepedadu 20s0ca o UHmMepHem-
npomokosty (VolP). B cmambe ocoboe sHumaHue ydensiemcsi cemesou
apxumekmype, menegoHam VoIP u cepsepam. B cmambe uccnedyromcesi
romeHyuasnbHbie Hedocmamkmu U rpednazatomcsi  orpedesieHHble
peweHus. B 3aknroyeHuu omcmausaemcsi UeoCmHbIU  Mo0xo0 K
obecrieyeHuro  b6e3zornnacHocmu  cucmembl  VoIP, eKmoyarouwuti
doroniHUmMernbHble ycriyeu Orisi obecrieyeHusi KOHGhudeHUuUanbHOCMU,
uenocmHocmu u 8ocmyrHOCMU 20710080l C¢8s3u 8 Uughposol cpede.

Memodbr: B GaHHOU cmambe rnpumMeHeHb! criedyroujue memoobl: 0630p
OcHosHOU meopuu, aHanus rnompebHocmel nosib30eamenel, aHanu3s
romeHuyuasbHbIX peweHul, oueHKa npakmuyeckol ycmoddusocmu.

Pesynbmamel:  ObcyxO0aemble meopemudyeckue nonoxeHuss 6biiu
nodmeepx0eHbl Ha npakmuke npu UCMOIbL308aHUU  UMEWUXCS 8
npodaxe pecypcos. Ces3b Oblna HanaxeHa 8 coomeemcmeuu C
OXudaHUsIMU.

Bbigodbi: BHedpeHue peweHul, aHano2u4HbiX rpedcmassieHHOMy 8
cmamee, 6bir10 Obi OMHOCUMESIbHO HEAOPO2UM CrIOCOBOM M08bILIEHUS
aghgpekmusHocmu dessimesibHOCMU MaKmu4eckux rnodpasdesneHuli Kak 8
MUPHOE 8peMSsi, mak U 80 8pPEMST BOUHbI.

Kntouesble cnosa: VOIP, KOMMyHUKauuu 6 pexume peasibHO20
8peMeHU, 20/10C08bIe ceaHCbl, KoMnbiomepHasi cemb, SIP.
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OBJIACT: payyHapcke Hayke, TenekoMmyHukauuje, UT
KATEITOPWJA (TUIM) YIAHKA: npernegHu pag

Caxemak:

Yeo0: Y pady je crnpoeedeHa memesrbHa aHanusa Mmoayhe
umrnemeHmauuje cucmema Voice over Internet Protocol (VolP), y3 ¢bokyc
Ha MmpexHy apxumekmypy, VolP menegoHe u cepsepe. VicmpaxeHe cy
rnomeHyujanHe pawusocmu U rpedrioxeHa pewera. Takohe,
nperiopydyje ce yenucxodaH ripucmyn obesbehusary VolP cucmewma,
yKkibydyjyhu 0odamHe ycriyee kako bu ce ocueaypana roseprbusocm,
uHmezpumem u ocmyrnHOCM a1aco8HUX KOMyHUKayuja y uaumarHom
OKpYXKetby.

Memode: Y pady cy npe3eHmosaHu: rpeaned 0OCHOBHE meopuje, aHanusa
nompeba KpajrbUux KOPUCHUKa U MOMEHyujariHux pewera, Kao U
rpakmu4Ha ripoyeHa o0pxueocmu.

Pesynmamu: Teopujcke mayke 0 Kojuma ce pacrpassbasio 0okasaHe cy y
npakcu, kopuwherem KomepuyujarnHo docmynHux pecypca. KomyHukauyuja
je ycnocmaerbeHa Ha O4yeKusaH HaquH.

Sakrbydak: ImnnemeHmauuja pewierba CruYHUX OHOM rpedcmas/beHoM
y pady 6uo 6u penamusHo jecbmuH HadyuH Oa ce cmeope pasnu4yuma
noborbwarba y Oenosarby jeduHuua MakmuykKoe HUB0a, Kako y MUpy,
mako u y pamy.

KrbyuHe pedqu: VOIP, koMyHukauuje y pearniHOM 8peMeHy, 2/1acogHe
cecuje, pauyHapcke mpexe, SIP.
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