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Summary:

The aim of this paper is to open up problems regarding parasitic radiation,
both inductive and conductive one, originating from devices for data
transmission, processing, generation and data protection as well as from
their assemblies.

All devices that are used today, both in everyday use at home and in
communication between individuals or institutions, contain, other than
useful electromagnetic radiation, a part of useless, but also inevitable
signals that are outside the control of manufacturers. Devices used for
encrypting information are particularly vulnerable to this phenomenon,
because every form of protection is meaningless if any part of useful
information is accessible, and one of the most important segments of
reaching them is monitoring parasitic radiation.
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Introduction

We live in a time of mass generation, flow and use of information,
which is conditioned by the development of information and
communication technologies.

The question of contemporary society is not who rules capital, but
who rules information. Namely, the information has become the most
appreciated and sought-after commodity.
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A great deal of information and data is common goods and serves for
public use; it is neither subject to financial expense, nor is subject to the
interests of intelligence services - therefore, there is no need to protect it.

The other kind of information is a kind of a secret, it has a special
usable value and is often a subject of trade or attempts to acquire it in an
illegal manner.

No matter what kind of information or data is in question - secret,
commercial, or information and data relevant to the field of defense and
security of an institution or state authority - there are two possible
scenarios:

- non-conformity of supply and demand in the price and terms of

delivery of information, and

- inability to provide information due to the violation of the integrity of

an institution or the state.

Such data and information are protected in different ways, from their
source to destination, using physical technical protection measures,
access restrictions, special handling and storage, cryptographic protection
(Markagic, 2010), and other methods.

Bearing in mind that digitization has entered almost all human
activities, it is understandable that a large amount of information is
processed, transmitted and stored in a digital form, thus increasing a
possibility of access to information by an unconventional path.

Although encryption methods have reached a high degree of
confidentiality, and although the integrity and the protection of information
seem to be "absolute", it must be borne in mind that much information can
be compromised and accessible to unauthorized individuals on its way
from the sender to the recipient.

Phenomena of CER and TEMPEST

The phenomenon of interest in electromagnetic radiation (EMR) and
electromagnetic eavesdropping dates back to the middle of the last
century. Almost all armies of the world and the intelligence services have
always known that electromagnetic devices, without proper protection,
generate a certain level of radio frequency (RF) signals that can be
recorded, and then easily read as clear information by simple methods.

Since there is a lack of expertise related to the topic of Compromising
Electromagnetic Radiation - CER (KEMZ in Serbian), this issue is not
sufficiently focused on (Blandova, 2001), especially in the field of
information technology.
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The occurrence of massive use of information technology equipment
with information of great sensitivity and significance highlights, first of all,
the problem of protection of state, military, and other secrets.

The problem of unauthorized access to information through CER has
been present in military, diplomatic and intelligence circles for more than
50 years (Markagi¢, 2010). In Western literature, this problem is most
often dealt with in the Transient Electro Magnetic Pulse Emanation
Standard (TEMPEST) (Horev, 1998), although there are opinions that this
is just a code name without any special meaning. In any case, these are
strictly confidential standards which define the permissible limits and
measurement methods of TEMPEST or CER (National Security Agency,
2007), (TEMPEST workshop presentation, RIGA, 2008).

The notion of compromising radiation is primarily related to devices
where the cryptographic protection of information is carried out. (Ward,
1993)

History of parasitic radiations

The initial forms of the present CER or TEMPEST occurred sometime
before the end of the 19th century. The first scientists in the field of
telecommunications became aware of the problem which was later called
crosstalk. This name was related to the effect of one wire's signal on the
signals of the other wire, which would result in unwanted consequences
such as signal transmission from one wire to another.

The first documented appearance of the above-mentioned problem
occurred during the war in 1914. The phone, as a relatively new invention
at that time, was used in communication between soldiers on the
battlefield and their command posts. The cable lines sometimes stretched
along the entire battlefield, at a distance of several kilometers. In some
cases, they would go directly to hostile trenches, and the idea of using the
leakage of the signal emerged in order to get to the enemy's confidential
information.

To this end, the stations for eavesdropping in key locations were
developed to monitor the hostile activity.

This technique brought a great advantage to those who
eavesdropped, and by 1915, it progressed to such an extent that signals
"leaking" into the ground could be eavesdropped at a distance of nearly
100 meters for the phone and at more than 250 meters for the telegraph.

This was a major problem for the Antanta forces because the
Germans thus inflicted huge losses on them. The following year, the
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telephone equipment had to be moved two and a half miles from
battlefields.

In 1918, the US military hired top cryptologist Herbert Jardley to
develop methods for detecting, intercepting and exploiting compromised
radiation of telephone lines and radio receivers used on the battlefield.

Already at that time, something similar to TEMPEST began to be
developed. The official date of the creation of TEMPEST is not known to
the general public, but the assumption is that it was in 1950.

Because of the American Government's awareness of the dangers of
losing information, it launched the TEMPEST program with the primary
goal - fight against espionage. The WW2 aftermath and the Cold War
between the United States and its allies and the USSR were considered to
be the beginning of a race in technological development between the two
world powers and the two antagonistic blocs. There was a massive
development of spying activities, so the need for information security and
secure communication was becoming greater than ever. At that time,
NATO discovered a German underground tunnel with equipment for
wiretapping wire communication where the Germans intercepted Soviet
messages.

After several years, one of the most famous TEMPEST attacks in
history occurred. Namely, in 1957, the British Prime Minister issued an
order to oversee the French Embassy in order to determine their position
on accession to the European Economic Community. In addition to
encrypted traffic that was transmitted via a crypto device from the embassy
to the headquarters in Paris, MI5 intelligence agents discovered a very
small and weak secondary signal, which in some way "leaked" from the
device, that is, the device itself acted as an emitter. It was a signal that did
not contain encrypted text, so there was no need for a cryptanalysis, but
only for a simple reconstruction.

Already in 1965, TEMPEST was publicly mentioned for the first time
at a conference on computer devices and systems. Then a TEMPEST
memorandum was published, which was later replaced with the NACSIM
5000 manual (TEMPEST manual). In 1982, it officially stopped being
confidential and became available to the general public, although there are
still darkened lines considered to be secret (Kuhn & Anderson, 1998).

Source of CER

Each electrical device creates an electromagnetic field and transmits
electromagnetic signals. Simple kitchen appliances - mixer, fridge, electric
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cooker, toaster, home appliances - TV and radio, computer, and
equipment for telecommunication and cryptographic devices are all
sources of EMR.

On each of these devices, even in the production process, and before
the sale, certain tests are carried out about whether they can have an
impact on other electrical and electronic devices.

In commercial appliances and devices, besides the requirements for
physical protection of the environment and people, the problem of radiation
is not studied in more detail; however, computer and communication
devices take into account the requirements of TEMPEST.

Even not specially skilled and qualified individuals with appropriate
and often commercial and cheap equipment, from the remote and safe
place, are able to intercept the already mentioned compromising radiation
from which a large amount of usable data can be obtained by analysis and
reconstruction.

It is understandable that the methods and procedures are still kept in
strict secrecy to achieve security through obscurity and many things are
still under question (NSA, 2004).

Attacks, information disclosure and protection

It is impossible to separate the concept of electromagnetic radiation
and attacks on ICT systems from the concept of protection from CER.
Certainly, the focus in both cases is to protect the confidentiality of
information and data without neglecting the physical and technical
requirements for the design and configuration of the device. Attacks are
defined as a wide range of activities that aim to get information by tapping,
or by monitoring radiation at the source of processing and / or encryption
of information. When considering protection against attacks, and therefore
protection from them, it is necessary to know the structure and the
methods of attacks in order to prepare an appropriate way of defence and
protection against malicious individuals or theft of information. By the way
of execution, all attacks can be divided into active and passive attacks.

Passive attacks

Passive attacks are a type of attacks that does not have a third party's
impact on the sender, recipient, or information. The third party only
monitors the movement of signals through the transmission path, collects
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them with the listening equipment and devices, and then analyzes them
and attempts to find out the open / desired information.

It is very difficult, almost impossible to detect the presence of an
attacker because its presence does not affect the flow of processing or
transmission of information, leaves no traces of its activities and is often
located at a certain distance from those involved in the generation and
transmission of information.

A large number of passive TEMPEST attacks are attacks by side
channel attacks. This term is taken from the field of cryptography. From
the very name it can be concluded that this attack goes roundabout. As the
name itself says, these attacks are going to be bypassing roads (Markagic,
2010). The most common idea is to use an "unbreakable" algorithm, and
then a failure to implement it is required.

Based on the vulnerability of the systems for generating, processing,
protecting and transmitting data, information attacks are also divided as:

* monitoring the amount of radiation on the computer - the most
striking attack on the basis of which one of the more prominent
TEMPEST experiments emerged,

+ time attacks - monitoring of the time needed to perform a certain
computer operation,

« architectural attacks by a secondary channel - the use of failures in
the architecture of computers,

* acoustic cryptanalysis - the analysis and use of sounds that arise as
side effects in computer use,

» control of computer energy consumption - the amount of energy a
computer uses during operation, listening to sounds - an attack that
monitors pressing of buttons,

+ emissions from the monitor and other computer components.

Active attacks

From the very name it can be seen that active attacks involve the
attacker's engagement and its impact on information either at the place of
generation, processing, cryptography or transmission, thereby increasing
the possibility that an attacker will be detected. Apart from a higher risk,
these attacks can bring a greater advantage to a malicious individual or
allow eavesdropping in cases where this would not be possible with
passive methods.

The first known form of active attacks was an attack by the TEMPEST
virus that occurred in the early seventies of the last century. This is one
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aspect of the impact of a program on a computer that behaves as a radio
emitter whose tones are data carriers.

Then there was the idea of writing TEMPEST viruses, malicious
codes that infect computers so that they transmit secret data to a radio
frequency that is later intercepted by a conventional radio receiver
(Atkinson, 2010). It is even not necessary for this type of attack that a
computer is connected to the public network. Using modern signal
reception devices, attacks can be carried out from long distances.

Another type of active TEMPEST attacks is an attack on smart cards.

The most famous attack of this type is the exploitation of program errors
(glitching), or the exploitation of hardware failures in the card itself.
In the literature, there are often some other terms such as: EMSEC
(Emission Security) HIJACK (type of attacks aimed at intercepting and
using signals traveling through a communication line, cable or wireless,
or via a power cable and NONSTOP (Kuhn & Anderson, 1998) (radiation
monitoring that accidentally induces nearby radio transmitters and similar
devices). In this way it is possible to cause compromising radiation of a
device containing classified information and intercept and radiate these
radiations.

There is also the third, most commonly used category of attacks,
which is a combination of active and passive methods.

Protection

Preventing data leakage by compromising electromagnetic radiation
in order to protect the device against unwanted loss of information is the
core of protection from CER or TEMPEST.

Two basic postulates to be considered when applying the CER
methods and procedures for protecting information are:

1. Technical and technological characteristics of equipment that
meets the standards:

a)preventing the correlation between RED signals and BLACK

equipment, RED / BLACK separation (RED devices, i.e. connections
that transmit confidential, secret information and BLACK devices and
connections that transmit open information).

b) amount of radiation generated by the equipment, and

c) preventing leakage of signals through electromagnetic and acoustic

radiation.

2. Appropriate use of equipment.
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The RED / BLACK separation separates these two systems in order
to avoid mixing RED (safe) and BLACK (unstable) devices, because then
there may be a combination of signals, i.e. transmission of confidential
data along an uncertain line and intercepting and detecting this
information.

Equipment

In the standards worldwide, it has been concluded that it is necessary
to distinguish three levels of approval for the use of CER protection
equipment:

1 - Devices of this level do not exist for commercial purposes, and the
electromagnetic radiation emitted by such devices is almost non-existent;
they are used for the protection and secure transmission of data of
national importance.

2 - Equipment used to transfer standard but partially confidential data.

3 - Classic equipment publicly available and easily made by handy
means.

Protection against compromising radiation or TEMPEST is dealt with
by almost all important institutions and state authorities.

Conclusion

Through the consideration of the harmful effects of uncontrolled
radiation, it can be concluded that the fear of such radiation is justified and
not a figment of imagination.

Eavesdropping and monitoring primarily state authorities but also
companies are everyday occurrences, and even individuals are not
immune to this phenomenon. It is a matter of concern that the losses are
estimated by billions of dollars this way, and that part of the data thus lost
represents permanent and irreparable damage.

However, although the danger is real, there are methods for data,
information and device protection. Lately, it has been concluded that the
investment in protection should be adapted to the situation in order to
minimize possible compromising radiation. Methods are different and
protection is achieved by using special metal enclosures and special
filtered power supplies. One of the ways is to ensure the entire area
around the used equipment, although in most cases it is difficult or
impractical to implement it. Between protection and a real danger there
should certainly be a happy medium so one needs to consider the
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profitability of such investments and acts accordingly. Of course, there is a
big difference between private, business, state, and public sectors.

Nowadays, information security is at the forefront. Although attacks
pose a potentially major threat to information security, it is clear that
individuals can have very little influence on the protection against them.
Although CER / TEMPEST is a topic that does not affect most citizens’
daily functioning, any leakage of confidential information should
nevertheless be prevented.
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KOMMPOMETUPYIOLWEE 3NEKTPOMAIMHNTHOE
N3IYHYEHUE - BbI3OBbI, YITPO3bl N SALLUTA

Munopad C. Mapkarud
YHuBepcuTeT obopoHbl B 1. benrpaa, BoeHHas akagemusi, Otoen
TenekoMmyHuKaumn n uHdopmaTtuku, r. benrpag, Pecnybnuka Cepbus

OBJIACTb: TenekoMmmyHVKaLumu, MHPOPMALIMOHHBIE TEXHOMNOMUN
BWAO CTATbW: npodeccroHanbHas ctaTbs
A3bIK CTATbW: aHrnunckun
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Pe3some:

Llenbto daHHOU pabomebl si8risiemcsi oceeweHue rnpobrnemsl napasumHbix
UHOYKMUBHBLIX U KOHOYKMUBHBIX — U3/1y4eHULl. Yempoticmaa,
ucrionib3yemble 8 Mo8ce0He8HOM Obimy, a makxe 8 KOMMYyHUKauuu
MexX0y MObMU U YYPEXOEHUSIMU, KPOME r1OSIe3HbIX MacHUMHbIX
usnyqyeHul codepxam U rapasumHbie U3/ly4YeHusi, 8 MmoM 4ucre u
HEMUHYeMbIl cuzHasl, KomopbIl Mpou3gooumesls He 8 COCMOSHUU
KoHmposuposames.  Ycmpolicmea,  Komopble — UCMOMb3yrmcs 8
Kpurimoobpabomke 0OaHHbIX OCOBEHHO YyscmeumersibHbl K 3momy
518/1€HUI0, MOCKOJIbKY Kaxk0asi ¢hopma 3auumbi mepsiem CMbICI, ecriiu
xomb Manelwass 4acmb MonesHol  UHgopMauuu  cmaHoeumcst
OocmynHod. O0HUM u3 Hauboriee 8aXkHbIX CeeMeHmMo8 rnpuobpemeHust
rone3Hol UuHghopmayuu s8/19emcsi KOHMPOsb MOO0YHbIX U3TyYeHUU.
Knoyesble cnosa: usnydeHue, npociywusaHue, UHopMayUOHHas
6es3onacHocme.

KOMMNPOMUTYJYRA EJIEKTPOMAIHETHA
3PAYEHA — UBA30BU, NMPETHE N SAWLTUTA

Munopad C. Mapkaruh
YHuBepautet oabpaHe y beorpaay, BojHa akagemuja, Kategpa
TenekomyHukaumja n nHdopmaTtuke, beorpaa, Penybnuka Cpbuja

OBNACT: TenekomyHukaLumje, UHbopMaunoHe TEXHONOrmje
BPCTA UJTAHKA: cTpy4yHn unaHak
JESWNK YJTAHKA: eHrnecku

Caxemak:

Lurs osoe pada jecme Oa ce caeneda npobriemamuka rapasumckux
3padera, Kako UHOYKMUBHUX, mako U KOHOYKMUBHUX, Koja emumyjy
ypehaju 3a npeHoc nodamaka, ypehaju 3a o0bpady, 2eHepucare U
3awmumy nodamaka U HUX08U CK/T0108U.

Ypehaju koju ce Kopucme y c8aKOOHeBHOj KyhHoj yrnompebu u y
KoMyHuUKayuju mMely rnojeduHyuma unu uHcmumyuyujama, OCUM KOPUCHO2
efieKmpomMazgHemHoz 3padyerba calpxe U 0e0 HeKopucHoz, anu u
Heu3bexHoe cuzHara Koju je eaH KoHmporie rpousgohaya. Ypehaju koju
criyxe 3a Kpunmoobpady uHgopmauyuja nocebHo cy ocemrbusu Ha 08y
rojasy, jep ceaku eud sawmume 2ybu cMmucao ako ce y ma Kom Oesly
Oohe do derna KopucHe uHghopmauuje, a jeGaH 00 bBUMHUjuX ceameHama
Oornacka 0o HUx Mnodpa3dymesa u ripahere rnapasumckux 3padyersa.

Krby4He pedu: 3paderse, npucywkKuearme, cuaypHocm uHgopmayuja.
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