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Abstract:

Neural cryptography based on the tree parity machine (TPM) is
presented in this paper. A mutual learning-based synchronization of
two networks is studied. The training of the TPM based on the
Hebbian, anti-Hebbian and random walk as well as on the secure key
generation protocol is described. The most important attacks on the
key generation process are shown.
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Introduction

Information security (IS) is a set of processes, methodologies and
procedures for protecting the information and information systems from
unauthorized access, use, modification, or destruction. Protecting
information in potentially hostile environments is a crucial factor in the
growth of the information-based processes in the industry, business, and
administration. Cryptography is a key technology for achieving IS in
communications and computer systems (Basin and Peterson, 2015)
defined as the exchange data into a mingle code that can be deciphered
and sent across public and private networks (El-Zoghabi et al., 2013).
Cryptography provides four services: privacy, authentication, data
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integrity and non-repudiation. Privacy ensures that communication
between two parties remains secret; authentication is required to ensure
that information is exchanged with a legitimate party; data integrity refers
to overall completeness, accuracy and consistency of data while non-
repudiation assures that parties in communication cannot deny the
authenticity of their signatures on a document or sending a message they
generated (Rouse, 2015).

In recent years, cryptography as the application of artificial neural
networks (ANNs) has become more attractive and more widely studied
(Zhou et al. 2004), (Klein et al., 2004), (ElI-Zoghabi et al., 2013). Initially
inspired by neuroscience to imitate neural structures of the brain, ANNs
have been used to solve problems where analytical solutions have failed.
They are powerful tools for finding the decision automatically by
calculating appropriate parameters (weights) to make the compatibility of
one system to another (Abed, 2012).

Neural networks learn from examples. A “teacher” network is
presented by input/output pairs of data and a “student” network is being
trained on this data. After training, the “student’s” weights overlap with
the “teacher’s”. As a consequence, the “student” can classify an input
pattern that does not belong to the training set. It was shown that two
randomly initialized feedforward neural networks (FNNs), with one layer
of hidden units (Proti¢, 2015), which are trained on their mutual output,
can  synchronize identical time-dependent weight vectors.
Synchronization can be used for a creation of a secure secret key as well
as to construct a key exchange protocol for a secure transmission of
secret data using a public channel (Rosen-Zvi et al., 2002). In
comparison with traditional supervised learning, there is no fixed target
function in mutual learning, because each of communicating parties acts
as a “teacher” and a “student” simultaneously. Both of the two parties’
statuses are chaotic, driven by a random input (Zhou et al., 2004).

The advantage of neural cryptography is that the algorithm used in
generating a secret key can be a simple perception of the Tree Parity
Machine (TPM). Synchronization of TPMs by mutual learning only works
if both machines receive a common sequence of (random) input vectors.
For that purpose, each communication party uses a separate, but
identical pseudo-random number generator (PRNG). By mutual learning,
two parties synchronize their networks without transmitting inputs over a
public channel. Having reached full synchronization, parties can
authenticate each other by knowing weight vectors which are identical,
and represent a secret key.

This article presents the mutual learning of two TPMs based on the
Hebbian, anti-Hebbian and random walk learning rules. The following
paragraph presents the structure of the TPM. The secret key generation
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and the attacks on TPMs are described in Chapter 3. The analytical and
statistical results are presented in Chapter 4. The last chapter concludes
the paper.

Tree parity machine

The parity machine (PM) is a neural network applied in cryptography
to generate a secret key. It is also used for a key exchange protocol. The
TPM network is in fact an FNN that has input layer neurons constructed
in the McCulloh-Pitts model (Proti¢, 2015), (Dolecki and Kozera, 2015).
In the second layer, the network has neurons with specific activation
functions. The outcome of the output neuron is the results of the entire
PM network. Each PM network is described by three parameters: the
number of hidden neurons - K, the number of input neurons connected to
each hidden neuron - N, and the maximum value for weight {-L, ... L}. A
PM consists of KN random input elements x; = 1, j = 1...N, K binary
hidden units 0; = £1, i = 1,..., K, and one binary output unit 7=[;0;,, where
0; is determined via the function o; = sign(% ;w;x;). A PM that has three
neurons in the hidden layer (K=3) is called the three parity machine,
shown in Figure 1.

1={-1,1}
O, G, Oy ={-1,1}

WKN:{_LI . 'IL}
Wll WlN WZN

Xll XlZ Xl3 XJ.N XZl XZZ X23 X2N XKl XK2 XK3 XKN={_]" l}

Figure 1 — Tree parity machine
Slika 1 — Tree parity masina
Puc.1 — Tree parity malumHa
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Function sign(x) is given with the formula
-1, x<0
sign(x)=10, x=0
I, x>0

To calculate the output value, the following method is used (1)

K N
7= Hsign(Zwy.xi/.J 1)
i=1 Jj=1

Training the tree parity machine

Both communication parties, A and B, are using a TPM with K
hidden units (Kinzel and Kanter, 2002). In this example, each network
consists of three o units:

o/ =sign(wfxi) o’ =Sign(wiB xl.)

i,j

WA/BG{—L, —L+1, ... L1, L}, x, ef1, 1}

Three hidden bits o are combined to an output bit r of each TMP
output bit
' =0/0jo! 1’ =000}

The two output bits are used for a mutual training process. At each
training step, A and B receive identical input vectors x4, X2, X3 and the
corresponding output bit of their partner. The training algorithm goes in
this way (Ruttor et al., 2004):

1) if the output bits are different, T nothing is changed
2) if ¥ =7" =7, only hidden units which have an output bit

identical to the common output o*’* =7*'# are trained

3) to adjust the weights, consider three learning rules
a. Hebbian learning rule

wy = g(wk + DCkG(GkT)G)(TATB ))
b. Anti-Hebbian learning rule

wy = g(wk - DCkG)(O-kT)@(TATB ))
¢. Random walk

W; = g(Wk + ka(O-kT)@(TATB ))
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© is a special function:

0, a<b
G)(a,b): 1, a=b
0, a>b

Only weights are changed by these learning rules, which are
connected to hidden units with g; = 7. By doing so, it is impossible to tell
which weights are updated without knowing the internal representation (o,
0> ... Ok). This feature is especially needed for the cryptographic
application of neural synchronization. The learning rules have to assure
that the weights stay in the allowed range between -L and +L. If any weight
moves outside this region, it is reset to the nearest boundary value *L
(Ruttor, 2006). This is achieved by the function g(w) in each learning rule:

sign (W)L, |w| > L
g(w)= .
w, otherwise

Afterwards, the current synchronization step is finished. This process can
be repeated until the corresponding weights in A's and B's TPM have equal
values w/* = w. Further applications of the learning rule are unable to destroy
this synchronization, because the movements of the weights depend only on
the inputs and weights, which are then identical in A's and B's networks.

Secret key encryption

Compared to other algorithms based on the number theory, the neural
algorithm has several advantages. lts simplicity is the most important of them.
Also, it is easy to implement in hardware. Moreover, the number of
calculations is low. For every communication, a new secret key can be
generated. In this way, no secret information has to be stored for a long time.
The safety of algorithm is based on short time to train the TPM. Attackers who
know all details of the protocol and the information exchanged over the public
channel should not have the computational power to calculate a secret key.

Secret key generation

After a relatively small number of training steps, all pairs of the
weight vectors are identical, w’ = wp. The two multilayer networks have
identical synaptic weights. Weights can be used as a key for encryption,
a seed for random bit generators (RBGs) or a key in other encryption
algorithms (AES, DES, 3DES).
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Attacks

Security of neural synchronization is put at risk if an attacker E is
capable of synchronizing with any of the two parties during the training of
TPMs. The learning time of the attacker that is trying to imitate one of
parties in communication is reported to be much longer than
synchronization time (Abed, 2012).

Assume that E knows the algorithm, the sequence of input vectors
and the corresponding output bits. In time =0, E could start from all of
the (2L+1)>N initial weight vectors and calculate the one that is consistent
with the input/output sequence. It has been shown that all of these initial
states move toward the same final weight vector (Kinzel and Kanter,
2002). This task is, however, computationally infeasible.

A given protocol can be broken by geometric, probabilistic, and
genetic attacks (Kilmov et al.,, 2002), as well as under regular and
maijority flipping attacks (Zhou et al., 2004) and as such it is not entirely
secure. One of the attack strategies involves a large number of
cooperating attackers that succeeds in revealing the secret key.
However, in each time step, every attacker is multiplied to cover 2"
possible interpretations of ;.

Analytical and statistical results

Analytical calculations show that the attacker E can synchronize with
A and B after some learning time which is about 1000 times slower than
synchronization (Kanter et al., 2002). Why is that? The answer is simple:
The difference between the communication parties and the attacker is
that partners can influence each other’s network, while the attacker only
listens. Some attacks are presented here.

1. Klimov et al. (2002) proposed theGenetic attack in which a large
population of attackers is trained, and every new time step each attacker is
multiplied to cover 2“" possible representations of {g}} for the current output.
As dynamics proceeds, successful attackers stay while others are rejected.

2. The same group of authors has described the Probabilistic attack
in which the attacker tries to follow the probability of every weight
element by calculating the distribution of the local field of every input and
using the output.

3. In the Regular flipping attack (RFA), the attacker imitates one of
the parties. In a step in which his output disagrees with the imitated party,
he alters (negates) the sign of one of his hidden units. While the
synchronization time increases with L? the probability of finding a
successful flipping-attacker decreases exponentially with L.
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4. The strategy of the Majority flipping attack (MFA) is to use attackers
as a group rather than as individuals who cooperate. All weights are
updated in accordance with the majority’s results. Wang (2015) defines the
attacker to be successful if he is able to guess 98% of the weights.

5. Up to now, the most successful attack on neural cryptography is
the Geometric attack. The attacker uses the same TPM and training step
as A and B. Only for 7 = 1%, E performs the training step. When 7= agrees
with the two parties that communicate, E trains hidden units which agree
with the common output. For 1= # 7" the attacker first inverts the output
bit o; of the hidden unit with the smallest absolute value of the internal
field and then performs the training step. In this case, the probability that
an attacker can synchronize with A or B is non-zero. Consequently, if the
attacker uses an ensemble of sufficient TPMs, there is a good chance
that he can find a secret key (Mislovaty et al., 2002).

Conclusion

In the last decade, mutual learning based on the parity machine has
become popular to be used for cryptography. In this paper, a three parity
machine that is a special type of a feedforward neural network with three
artificial neurons in the hidden layer, one output neuron and KN input
elements is presented. Inputs to the network are binary numbers, while
the weights between inputs and hidden neurons take predefined values.
The output of the hidden neuron is calculated as a weighted sum of all
multiplications of inputs and weights. If the scalar product is zero, the
output of the hidden neuron is mapped to -1, otherwise it is mapped to 1,
in order to ensure a binary output from the network. The output bit of the
network is a product of the three bits of the hidden units.

Mutual learning is used for synchronization between two parties that
communicate across a public or private channel. During the synchronization,
both communication parties use the same tree parity machines, receive
common binary inputs generated randomly from the same random number
generator, and exchange output bits. Adjusting the weights according to the
learning rules leads to full synchronization in a finite number of steps.
Networks trained on their mutual inputs synchronize to an identical time
dependant weight vectors. This phenomenon is used to generate a secret
key. The learning rules presented in this paper are the Hebbian learning
rule, the Anti-Hebbian learning rule, and the Random walk.

An attacker who knows the input/output pairs can derive weights, by
learning with his own tree parity machine. Still, even if he eavesdrops a
message between the two parties, he cannot change it. The
communication parties benefit from mutual interaction so the passive

489

Proti¢, D., Neural Cryptography, pp. 483—495



VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2016., Vol 64, No 2

attacker is usually unable to learn the secret key in time. This essential
mechanism allows synchronization but prohibits learning. However, it is
shown that some attacks such as the genetic attack, the probabilistic
attack, the regular and majority flipping attacks, as well as the geometric
attack can crack the tree parity machine protocol. Therefore, some
additional cryptographic functions can be combined with the tree parity
machine protocol to enhance security. Recent research presents the
results on combining a neural network and chaos synchronization (Klein
et al.,, 2004), splitting the mutual information and the training process
against flipping attacks (Zhou et al., 2004), adding feedback (Ruttor and
Kinzel, 2004) using tree parity machines of various sizes (depths),
applying delayed chaotic neural networks (Yu and Cao, 2006).
Prabakaran et al. (2008) used different learning rules with different units.
Additional research shows that various techniques for software
development and hardware implementation can also improve the security
of the tree parity machine (CyberTrone, 2009), (Godhavari, 2010).
Nevertheless, the specificity of the presented theme suggests that further
development of this topic is needed.

References

Abed, S., 2012, Cryptography Using Artificial Neural Network, Al-dananeer, 14(1),
pp-378-402.

Basin, D., Peterson, K., 2015, Information Security and Cryptography, Springer.

CyberTrone 2004, [Internet] Neural Cryptography, Dostupno na Code Project web-
site: www.codeproject.com, Preuzeto: 19.08.2015. godine.

Dolecki, M., and Kozera, R., 2015, Distance of the initial weights of tree parity
machine drawn from different distributions, Advances in Science and Technology
Research Journal, 9(26), pp.137-142.

El-Zoghabi, A., Yassin, A. H., Hussein H. H., 2013, Survey Report on Cryptography
Based on Neural Networks, International Journal of Emerging Technology and Advanced
Engineering, 3(12), pp.456-462.

Godhavari, T., and Alamelu, Dr. N. R., 2010, Cryptography Using Neural Network,
The Technology World Quarterly Journal, 2(4), pp.49-54.

Kanter, I., Kinzel, W., & Kanter, E. 2002. Secure exchange of information by
synchronization of neural networks. Europhysics Letters (EPL), 57(1), str.141-147.
doi:10.1209/epl/i2002-00552-9

Kilmov, A., Mityaguine, A., Shamir, A., 2002, Analysis of Neural Cryptography,
AsiaCrypt 2002. pp.288-298.

Kinzel, W., and Kanter, 1., 2002, [Internet] Neural Cryptography, Cornel University
Library, Dostupno na http://arxiv.org/abs/cond-mat/0208453v1 Preuzeto: 20.08.2015. godine.

Klein, E., Mislovaty, R., Kanter, R., Ruttor, A., and Kinzel, W., 2004,
Synchronization of neural networks by mutual learning and its application to
cryptography, Advances in Neural Information Processing Systems, pp.689-696.

490




Mislovaty, R., Perchenok, Y., Kinzel, W., & Kanter, |. 2002. . Phys. Rev, . E 66,
066102. doi:10.1103/PhysRevE.66.066102

Prabakaran, N., Loganathan, P., and Vivekanandan, P., 2008, Neural Cryptography
with Multiple Transfer Functions and Multiple Learning Rule, International Journal of Soft
Computing, 3(3), pp.177-181.

Proti¢, D., 2015, Feedforward neural networks: The Levenberg-Marquardt
optimization and the optimal brain surgeon pruning, Vojnotehnicki glasnik/Military
Technical Courier, 63(3), pp.11-28.

Rouse, M., [Internet], Nonrepudiation, TechTarget, Dostupno na
http://searchsecurity.techtarget.com/definition/nonrepudiation, Preuzeto: 14.08.2015. godine.

Rosen-Zvi, M., Kanter, I., & Kinzel, W. 2002. Cryptography based on neural
networks analytical results. Journal of Physics A: Mathematical and General, 35(47).
35(47): L707-L713. doi:10.1088/0305-4470/35/47/104

Ruttor, A., 2006, Neural Synchronization and Cryptography, Dissertation zur
Erlangung des naturwissenschaftlichen Doktorgrades der Bayerischen Julius-
Maximilians-Universitat. Fakultat fur Phyisik und Astronomie, Wurzburg.

Ruttor, A., Kinzel, W., Shacham, L., and Kanter, |, 2004 [Internet], Neural
cryptography  with  feedback, Cornel University Library, Dostupno na:
http://arxiv.org/abs/cond-mat/0311607v2 Preuzeto: 17.08.2015. godine.

Wang, D., 2015, Neural Synchronization Using Genetic Algorithm for Secure Key
Establishment, Journal of Engineering Science and Technology Review, 8(2), pp.152-156.

Yu, W., and Cao, J., 2006, Cryptography based on delayed chaotic neural network,
Physics Letters A, 356(4), Elsevier, pp.333-338.

Zhou, J., Xu, Q., Pei, W. and He, Y., 2004, Step to Improve Neural Cryptography
Against Flipping Attacks, International Journal of Neural Systems, 14(6), pp.393-405.

HEMPOKPUMTOIPAGUS

HaHuena . MNpoTny

[eHepanbHbIi WTab BoopyxeHHbIx cun Pecnybnuku Cepbus,

YnpaBneHne nHopmaTukm u TenekoMmyHukaumii (J-6), LleHTp npuknagHon
mMaTeMaTVKu 1 anekTpoHukmn, Benrpag, Pecnybnuka Cepbus

OBJIACTb: TenekommyHukaLmm, MHopmaLmoHHasi 6e30nacHoOCTb
TUMN CTATbW: 0630pHas ctatba
A3bIK CTATbW: aHrnuiickui

B pabome npedcmaeneHa HelpoKkpunmoepaghusi, OCHOB8aHHas
CUHXpOHU3ayuu Ha 08yx Opeso8uUdHbIX MawuH YyemHocmu (TPM, tree
parity machines). lNpedcmasneH aHanu3 CUHXpOHU3ayuu memodom
dsyHaripasnieHHo20 0by4eHusi. OnucaH TPM mpeHuHe, OCHO8aHHbIU
Ha: npasune Xebba, aHmu-rpasusne Xebba u crny4daliHom bnyxdaHuu,
a makxe Ha [POMOKO/ie 2eHepayuu CKpbImo2o Krroya. B pabome
npusedeHbl caMble 3HaYUMbIE amaku Ha rpouecc 2eHepayuu Koya.

KnioueBble crnoBa: free parity mawuHa, aHanu3 pedu, HeUPOHHble
cemu, Kpunimoepachusi
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NEURONSKA KRIPTOGRAFIJA

Danijela D. Proti¢
General$tab Vojske Srbije, Uprava za telekomunikacije i informatiku (J-6),
Centar za primenjenu matematiku i elektroniku, Beograd, Republika Srbija

OBLAST: telekomunikacije, informaciona bezbednost
VRSTA CLANKA: pregledni &lanak
JEZIK CLANKA: engleski

Sazetak:

U ovom radu prikazana je neuronska kriptografija, zasnovana na
tree parity masini (TPM). Prouéavana je sinhronizacija dve mreze bazi-
rana na medusobnom obucéavanju. Opisan je trening TPM zasnovan
na Hebbovom, anti-Hebbovom i random walk protokolu, kao i na proto-
kolu za generisanje tajnog klju¢a. Prikazani su najznacajniji napadi na
proces generisanja kljuca.

Uvod

Informaciona bezbednost je skup procesa, metodologija i proce-
dura za zaS$titu informacija i informacionih sistema od neautorizovanog
pristupa, kori$¢enja, modifikacije ili uniStenja. Zastita podataka u po-
tencijalno neprijateljskim okruZenjima osnovni je faktor u napretku na
informacijama zasnovanih procesa u industriji, poslovanju i administra-
ciji. Kriptografija je klju¢na tehnologija za postizanje informacione bez-
bednosti u komunikaciji i racunarskim sistemima, definisana kao raz-
mena kodovanih podataka koji mogu da budu deSifrovani i preneseni
kroz javnu ili privatnu mrezu.

Kriptografija obezbeduje Cetiri servisa: privatnost, autentifikaciju, in-
tegritet podataka i nemogucnost pobijanja. Privatnost obezbeduje da ko-
munikacija izmedu strana ostane tajna, autentikacija je zahtevana da bi
bilo osigurano da informaciju dele legitimne strane, integritet podataka
odnosi se na celovitost, tacnost i konzistentnost podataka, a nepobijanje
obezbeduje da strane u komunikacifi ne mogu da poreknu autenticnost
njihovih potpisa na dokumentu ili prenos poruke koju su generisale.

Poslednjih godina kriptografija je, u smislu primene ve$tackih ne-
uronskih mreZa, postala atraktivnija i Siroko prouc¢avana. Pocetno in-
spirisane imitacijom neuronskih struktura mozga, vestacke neuronske
mreZe bile su koris¢ene za reSavanje problema tamo gde nisu bila mo-
guca klasi¢na analiticka reSenja. One su snazZni alati za nalaZenje re-
Senja automatski, proracunavajuci parametre (teZine) da bi se postigla
kompatibilnost jednog i drugog sistema. Neuronske mreZe uce iz pri-
mera. ,UCitelj” je predstaviljen parom ulazno-izlaznih podataka, a ,uce-
nik” je treniran na tim podacima. Nakon treninga ucenikovi parametri
odgovaraju uciteljevim, pa uc¢enik moZe da klasifikuje ulazne paterne
koji ne pripadaju obuéavaju¢em skupu.
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Dokazano je da dve slucajno inicijalizovane feedforward neuron-
ske mreZe sa jednim skrivenim slojem, koje su trenirane zajedni¢kim
izlazom, mogu da sinhronizuju istovetne vremenski zavisne teZinske
vektore. Sinhronizacija moze biti koriS¢ena za generisanje tajnog klju-
Ca, kao i za formiranje protokola za razmenu kljuCeva za zasti¢eni pre-
nos tajnih podataka koris¢enjem javnog kanala. U poredenju sa tradici-
onalnim supervised obucfavanjem, u medusobnom obucavanju nema
fiksirane ciljne prenosne funkcije, jer se svaka strana u komunikaciji
ponasda i kao ucitelj i kao ucenik.

Prednost neuronske kriptografije jeste da algoritam koriséen u gene-
risanju tajnog klju¢a mozZe biti rezultat TPM-a. Sinhronizacija TPM-ova
medusobnim obucavanjem radi iskljucivo ukoliko TPM-ovi dobiju istovetnu
sekvencu ulaznih vektora. U tu svrhu, svaka strana u komunikaciji koristi
Svoj, istovetan generator pseudoslucajnih brojeva. Medusobnim obucava-
njem dve strane sinhronizuju svoje mreZe tako da ne prenose ulaze jav-
nim kanalom. Dostizanjem pune sinhronizacije strane mogu da se identifi-
kuju, jer znaju teZinske vektore koji su identi¢ni i predstavijaju tajni kljuc.

Tree parity masina

Parity maSina (PM) jeste neuronska mreZa koja se primenjuje u
kriptografiji za generisanje tajnog kljuca. Takode, koristi se za protokol
razmene klju¢a. To je, u stvari, feedforward neuronska mreZa koja u
prvom sloju sadrzi neurone generisane po McCulloh-Pitts ovom mode-
lu. U drugom sloju nalaze se neuroni sa specificnom aktivacionom
funkcijom. Izlazna vrednost izlaznog neurona je istovremeno izlazna
vrednost PM-a. Svaku PM opisuju tri parametra: K — broj neurona skri-
venog sloja, N — broj neurona ulaznog sloja povezanih sa svakim neu-
ronom skrivenog sloja i maksimalna vrednost teZina. Parity maSina ko-
Ja ima tri neurona u skrivenom sloju naziva se tree parity masina.

Trening tree parity maS$ine odvija se na sledeci nacin: ako su izla-
zni bitovi razliciti niSta se ne menja; ako su isti menja se vrednost skri-
venim neuronima skrivenog sloja i to isklju¢ivo onima koji imaju istovet-
ne vrednosti sa svojim izlazima. Za podeSavanje vrednosti teZinskih
parametara koristi se jedno od sledecih pravila obu¢avanja: Hebovo,
anti-Hebovo ili random walk. U svakom koraku ulazi u obe TPM su isti.
Nakon $to je izvedena sinhronizacija, parametri TPM-ova (teZine) slu-
Ze za generisanje tajnog kljuca. Obucavanje mora da obezbedi da tezi-
ne ostanu u granicama dozvoljenih vrednosti.

Kriptozastita bazirana na tajnom kljuéu

U poredenju sa drugim algoritmima koji su zasnovani na teoriji
brojeva, neuronski algoritam ima nekoliko prednosti. Jednostavnost je
najbitnija od njih. Takode, laka je implementacija u hardver. Pored to-
ga, broj kalkulacija je mali. Na kraju, za svaku komunikaciju moguce je
generisati novi tajni klju¢. Na taj nacin ni jedna tajna informacija ne mo-
ra da bude pohranjena dug period. Sigurnost algoritma zasnovana je
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na kratkom vremenu za obucCavanje TPM-ova. Napadac koji zna sve
detalje protokola i informacija koje ¢e biti razmenjene javnim kanalom
nema dovoljnu racunarsku snagu da izracuna tajni kljuc.

Nakon malog broja koraka za obucavanje dve mreZe imaju iste
parametre koji mogu biti iskori§ceni za klju¢eve za Sifrovanje, genera-
tore slucajnih brojeva ili kljuceve za druge kriptografske algoritme. Bez-
bednost moze biti narusena ukoliko napada¢ moZe da se sinhronizuje
sa makar jednom od strana u komunikaciji. Medutim, vreme obucava-
nja je znatno duze. Cak i ako se pretpostavi da napadac zna algoritam
i sve parove sluéajnih ulaznih sekvenci i odgovarajucih izlaznih bitova
potreban mu je znatno veci broj kalkulacija, pa je sinhronizacija teska.
Medutim, dokazano je da su moguci napadi na TPM-ove. Dati protokol
moguce je napasti geometrijskim, propabilistickim i genetskim napadi-
ma, kao i klasi¢nim i vecinskim flipping napadom. Nova strategija na-
pada podrazumeva da se ukljuci veci broj udruZenih napadaca koji mo-
gu da uspeju da otkriju tajni kijuc.

Analitiki i statistiCki rezultati

AnalitiCki rezultati pokazuju da napada¢ mozZe da sinhronizuje sa
A i B nakon odredenog vremena obucCavanja koje je oko 1000 puta du-
Ze od vremena sinhronizacije. To je zbog toga Sto partneri u komunika-
ciji mogu da uti¢u jedan na drugog dok napadac samo slusa. U radu su
prezentovani sledeci napadi: genetiCki napad koji je zasnovan na veli-
kom broju multiplikacija; probabilistiCcki napad koji je baziran na prace-
nju verovatnoce pogadanja svake teZine; RFA gde napadac imitira jed-
nu od strana; MFA koji koristi viSe napadada kao grupu; geometrijski
napad Koji koristi pracenje izlaza obe strane u komunikaciji i izvodi tre-
ning alternacijom izlaznog bita skrivenog sloja sa najmanjom apsolut-
nom vrednoScu.

Zakljugak

U poslednjoj deceniji medusobno obucCavanje zasnovano na tree
parity masini postaje popularno za koris¢enje u kriptografiji. U ovom radu
prikazana je sinhornizacija dve neuronske mrezZe sa tri elementa skrive-
nog sloja i jednim izlaznim neuronom. Ulazi u mreZu su binarni brojevi,
dok su tezine brojevi predefinisanog skupa. Izlaz iz mreZe je proizvod iz-
laza iz neurona skrivenog sloja, koji su racunati kao suma proizvoda po-
Jedinih teZina sa odgovaraju¢im ulazima. Ukoliko je skalarni proizvod nu-
la izlazu se dodeljuje vrednost -1, u suprotnom dodeljuje se vrednost 1.
Medusobno obucavanje koristi se za sinhronizaciju izmedu dve strane
koje komuniciraju javnim ili privatnim kanalom. Strane Koriste iste tree
parity masine, primaju istovetne ulazne bitove i razmenjuju izlazne bito-
ve. Podesavanje teZina po pravilima sinhronizuje sistem na identi¢ne
vremenski zavisne teZine u konaénom broju koraka. Ovaj fenomen kori-
sti se za generisanje tajnog kljuca. Pravila obu¢avanja koja su prikazana
u radu su Hebbovo, anti-Hebbovo i the Random walk.
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Napada¢ koji zna izlazno-ulazne parove moZe da odredi teZine
obucavajudi tree parity masinu. Ipak, i ako presretne poruku, on ne
moZe da je menja. Komunikacija izmedu dve strane obezbedena je
medusobnom interakcijom tako da pasivan napadac¢ obi¢no nije u mo-
gucnosti da odredi tajni klju¢. Medutim, postoje napadi na ovakav pro-
tokol. To su genetski napad, probabilisti¢ni napad, regularni i vec¢inski
flipping napadi i geometrijski napad. Zbog toga je moguce kombinovati
protokol tree parity masine sa drugim kriptografskim funkcijama, kao
Sto su haoticna sinhronizacija, deljenje medusobne informacije u pro-
cesu obucavanja protiv flipping napada, dodavanje povratne sprege,
odlaganje, koriS¢enje masine razli¢itih veli¢ina (dubine), koris¢enje raz-
licitih pravila obucavanja, itd. Dodatno, istraZivanja pokazuju da razli¢i-
te softverske tehnike i hardverske implementacije takode doprinose
bezbednosti tree parity masine. U svakom slucaju, specificnost prezen-
tovane teme ukazuje da je istraZivanje u ovom pravcu i dalje potrebno.

Klju¢ne redi: tree parity masina, neuronske mreze, kriptografija.
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