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Abstract: Declarations of will made in a digital environment are undeni-
ably different from the ones done in a “physical” world and some persons
might not be aware of their significance. Many people join various Internet
Service Provider’s (ISP) sites daily. To do that, they usually have to agree
to terms of service (ToS) that govern those sites. These declarations of will
are sometimes direct: by clicking ‘I agree’, a person knows that he/she has
agreed to ToS, whether he/she has read them or not. What is more impor-
tant, a person is aware (or should be aware) that he/she has entered into
some sort of an agreement with an ISP - a clickwrap agreement. However,
on some Web pages, a person is consenting to the ISP’s ToS simply by stay-
ing on and browsing the page, which constitutes a browsewrap agreement.
These declarations are not direct and a person is often unaware that he/she
has entered into an agreement with ISP. Furthermore, ToS often change and
an ISP will sometimes not inform users about it. In those instances, users
will not be aware of the changes to ToS and that, by continuing to use the
ISP’s services, they are agreeing to them. These are some examples of will
being declared in a digital environment, without the person declaring it be-
ing aware of what he/she has done. It seems that, for some reason, people
take what happens online less seriously than what happens in a “physical”
world. This paper will try to show that this is a serious mistake in a digital
environment.
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1. Introduction

It is probably inconceivable to most people to be a party to a contract without
even being aware of its existence and the fact that their behavior means assent
to it. Most people think that, in order to enter into a contract, they need to di-
rectly declare their will, sign the contract or certify it. However, there are certain
contracts, known as adhesion contracts, where it is sometimes not clear to the
party who agreed to them, i.e. that he/she has become a party to a contract.
These contracts are concluded on a daily basis; they are so common today that
many people do not even register that they have become their participants. This
applies to offline, but particularly, to online adhesion contracts.

Online adhesion contracts are contracts that regulate the relationship betwe-
en users and Internet Service Providers (ISPs). Today, it is almost impossible
to access and use a Web site, for whatever purpose, if a person does not agree
to the terms of use of that site. These terms are contained in online adhesion
contracts and users have to agree to them, if they want to use the Web site. At
the same time, because of various factors, most users are not aware that these
terms exist, that they are placed in a contract, and that some of their behavior
constitutes assent to the contract, thus becoming its party.

This paper will discuss typical types of online contracts and the ways in which
parties declare their will in order to conclude them. It will also present (mostly)
U.S. case law, which was used for a simple reason: probably the largest number
of lawsuits, concerning online contracts, have been filed before U.S. courts in
the last 15 to 20 years. The paper also mentions one decision from the Court
of Justice of the European Union (CJEU) but U.S. case law on online contracts
is more comprehensive and it dealt with all types of online contracts that are
discussed in this paper. Besides, the goal of this paper is to present problems
associated with declarations of will in regards to online contracts, in general. It
does not aim to deal with any particular legal system or jurisdiction. That being
said, as the decision from the CJEU will show, most courts, no matter which
legal system they belong to, would reach similar decisions like U.S. courts, if
presented with similar facts.

The first part of the paper will talk about various ways of declaring one’s will
in civil law, while concluding traditional contracts. The second part provides
a brief overview of adhesion contracts, and the similarities and differences
between those concluded offline and online. The third part of the paper deals
with typical types of online contracts, the ways in which ISPs inform users of
their existence and effects, and the ways in which users agree to the terms of
use contained in those contracts. The fourth part deals with possible ways in
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which online contracts could be improved, in terms of alerting users of their
existence and users assenting to them.

2. Various ways of declaring one’s will in civil law

When concluding traditional contracts, both parties have to declare their inten-
tions to conclude a contract. One party has to declare his/her will as an offer to
conclude a contract and the other has to accept it (Smits, 2017:41-42). An offer
can be made to a specific person, but it can also be made to a larger number of
people (Klari¢, Vedris, 2014-402). Sometimes the offer will be accepted as is,
and a contract will be concluded, because only an acceptance that fully corres-
ponds to the offer in terms of content represents its acceptance (Klari¢, Vedris,
2014-403). However, it is not uncommon for the other party to reject the offer
and place a counter-offer with modified terms (Cesi¢ 2, 2021-18).

Regardless of how the contract was concluded (with or without negotiations), the
will of the contracting parties must be clearly and seriously expressed (Gavella,
2019:240-214). There must exist a serious intention to enter into a particular
contract; the parties have to agree to it and all of the persons involved need to
be fully aware that they became parties to a particular contract.

When talking about various ways of declaring a will in civil law, we primarily
have in mind direct declarations of will, where it is completely clear to everyone
what the true will of the one making the declaration is. The simplest and certainly
the most reliable way to express one’s will is orally or in writing (Klari¢, Vedris,
2014:127-128). If one declares one’s will in those ways, there is usually no doubt
as to what the person wanted to declare and how she did it, provided that there
are no defects of a declaration of will, in which case the contract resulting from
such a statement will generally be either void or voidable (Gavella, 2019:308).
Even when the will is declared by signs (nodding a head or hand gestures), nor-
mally there should be no problems as to what one is declaring, since declaration
of will by signs is also a direct way of declaring one’s will (Cesi¢ 2, 2021-12).

Of course, the will can also be declared in indirect ways, i.e. by conduct or, as
designated in Croatian law, by conclusive actions (Klari¢, Vedris, 2014:129-130;
Smits, 2017: 57-58). In these cases, the will of the person must be interpreted
from one’s behavior. There is a typical example in inheritance law, where it is
quite clear that, when a testator disposes of the property included in a testa-
ment while still alive, the testator is, in fact, revoking a testament or a part of
it, by conduct.!

1 Art. 66 of Inheritance Act, National Gazette of the Republic of Croatia, 48/03,163/03,35/05,
127/13,33/15, 14/19. Given that this is an indirect way of declaring one’s will, where others
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However, whether a person has declared his/her will directly or indirectly,
there is no ambiguity on her part (or at least there should not be) of what was
done, and undoubtedly, it is clear to that person what the consequences of the
declaration of will are going to be, regardless of whether the same can be said
about the other party.

In the digital environment, people are declaring their will all the time. Howe-
ver, because of distinctiveness of online environment, those declarations often
differ from the ones made offline. The will online can be declared in different
situations, but this paper will deal exclusively with the ones made in order to
access various ISPs’ services. It will deal with users’ assent to online contracts
that dictate their relationship with ISPs and ISPs’ notice of the existence of the
contract and the consequences of users’ behavior. When it comes to assent to
online contracts, it will be shown infra that a will can be declared in different,
peculiar ways, when compared to the offline world. However, one of the biggest
differences between declarations of will made offline and online is probably that
persons declaring their will online often have no knowledge that they have done
so and, correspondingly, are not aware of the consequences of their declarations.

3. Adhesion contracts - offline and online

The terms of use governing users’ relationship with an ISP are arranged in the
form of adhesion contracts, whose clauses are set on a “take-it-or-leave-it” prin-
ciple (Kamantauskas, 2015:61). These terms are determined and published by
an ISP, while it is up to users to either accept or reject them and, thereby, lose
access to ISP’s services.

It has to be emphasized that most contracts today (both offline and online)
are made as standard-form contracts or adhesion contracts (Preston, McCann,
2012:133-134; Smits, 2017:13). An adhesion contract is a standardized contract,
the content of which is determined in advance by one contracting party, which
decides on the conditions under which the contract will be concluded and offers
the conclusion of the contract to a larger number of persons (Petri¢, 2002:59). As
already said, adhesion contracts are widely used today, and have been for some
time (Smits, 2017:10, 13). Although, they might have a bed reputation, they are
notinnately bad for consumers (Condon, 2003:437). There are a lot of advantages
to these types of contracts: lower costs (all transactions of the same type are
processed in the same way); bargaining about future contracts takes time and

can only speculate that a person wants the usual consequences of his/her behavior, the
person making the declaration must be given an opportunity to waive those consequences
and protect herself from misunderstanding of his/her behavior; in Croatian civil law, it can
be made by making statements called reservatio and protestatio (Klari¢, Vedris, 2014:130).
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money, so concluding adhesion contacts saves both; most standard terms have
been tested in courts so that parties (at least theoretically) save on litigation
expenses as well; also, adhesion contracts are more suited for mass consumer
transactions (Kunz, Ottaviani, Ziff, Moringiello 2003:289; Kim, 2011:1328). It
would be unthinkable for every consumer who wants to use certain company’s
services to be able to negotiate with the company and to have to sign the con-
tract in the end.

However, there is a an obvious downside to all adhesion contracts; the party that
puts together these contracts chooses which terms they will consist of, and the
other party has no choice in the matter. Therefore, the party accepting terms
put in adhesion contracts is at a disadvantage, compared to those composing
the contract.? It is reasonable to conclude that sometimes those accepting the
contract do not want to do so (at least when it comes to certain provisions), but
have no choice if they want to gain desired goods or services. Another issue
with most adhesion contracts is that assentis not given in a direct manner, as is
usually the case with traditional contracts; rather, it is presumed or construc-
ted (Kim, 2011:1330). Therefore, the party assenting to the terms of adhesion
contract is sometimes not aware that his/her behavior led her to enter into a
binding contract.

Online contracts, concluded between users and ISPs, exist for a reason and are
very important for both parties. They are made in the form of adhesion con-
tracts because there is probably no other way to compose them (Kim, 2010:1).
They govern the relationship between these two parties and they consist of a
variety of terms. Among other, these terms include: software licensing; terms of
use for utilizing a Web site; terms of sale; forum selection; arbitration clauses;
copyrightrules; security, privacy and return policies; choice of law, etc. (Brehm,
Lee, 2015:4; Kamantauskas, 2015:62).

While there are a lot of similarities between paper adhesion contracts and the
ones made online, there are also significant differences. One of the differences
is the size of offline and online adhesion contracts. With paper contracts, com-
panies that draft them will be very careful not to make them too long because

2 Theones composing adhesion contracts have to be carefull not to overstep while deciding
what terms they will put in them because, if they do, it might lead to unconscionability,
violation of consumer protection laws, unfair trade practices, etc. (Kunz, 2003:290). For
example, Article 296 (para. 1) of the Croatian Obligations Act (National Gazette of the Republic
of Croatia, 35/05,41/08, 125/11, 78/15, 29/18) states that the provisions of general terms
and conditions of the contract which, contrary to the principle of good faith and fairness,
cause obvious inequality in the rights and obligations of the parties, to the detriment of the
party that is agreeing to those terms and conditions, or jeopardize the achievement of the
purpose of the contract, are null and void.
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every consumer will be reluctant to agree to a contract that comes on many pages
(Preston, McCann, 2012:135). The bigger the document, the more cautious the
consumer will be because she will suspect that some of those numerous provisi-
ons might be overly burdensome. With online contracts, the size of the contract
does not come across because they are not printed out; so, users will not have a
real comprehension of their actual size (Kim, 2011:1349, 1351).

Also, in paper contracts, there is often a human intermediary, whose knowledge
of the contract might be limited, might have no bargaining power, and may exert
pressure over the other party, but who can still be helpful answering some que-
stions about the terms of the contract, products and services (Kunz, 2003:290).
In online contracts, there is usually no such person and users are left to tend for
themselves. That might be one of the reasons why online users are often unaware
of the existence of these contracts, while accessing ISPs’ websites. Even if users
are aware of them, they usually feel powerless to negotiate them in any way and
perceive them as overly broad and restrictive (Founds, 1999:100).

4. Declarations of will in online contracts: How do
ISPs give notice and users their assent?

4.1. Types of online (wrap) contracts

There are several types of online adhesion contracts (further on, they will be
referred to as “wrap contracts”?), and their names derive from the ways users
declare their will to assent to them. Authors generally mention three typical
types of wrap contracts: Shrinkwraps, Clickwraps and Browsewraps.*

Shrinkwraps are included in the package with the purchased product, usually
software, which the user finds out about and assents to after opening a plastic
wrapping or a shrink wrap (hence the name) (Kim, 2007:799). Of all the contracts
that will be discussed in this paper, this is the only one that comes in a printed
form. The user declares his/her will that he/she is assenting to a Shrinkwrap by
tearing open a package. This declaration is not as explicit as in Clickwraps but
is much more direct than it is in Browsewraps (Condon, 2003:435).

3 This termis used by prof. Kim, among others, in some of her papers (e.g. Kim 2010, 2014,
2016).

4 Ithas to be noted that all wrap contracts do not fit within these three categories. There
are hybrid wrap contracts that have features of more than one of the typical wrap contracts
(e.g., click-browsewrap hybrids, scrollwraps, sign-in wraps, multiwraps: shrink-clickwrap
hybrid or shrink-click-browsewrap hybrids) (Kim, 2016(b):25-29).
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Clickwraps are contracts in which users’ will must be declared in a direct way;
there is an explicit manifestation of assent to the terms (Condon, 2003:435).
Therefore, users often know, or at least should be aware of their assent. The-
se contracts are concluded after the user clicks (hence the name) on the box
next to the statement “I agree”, “Agree”, “OK” or something similar (Scranton,
2002:291). If the user does not click on the box, he/she cannot proceed to the
website. Here, the assent is given in probably the most direct way possible in a
digital environment.

Browsewraps are the third type of wrap contracts which will be the most
difficult for the user to be aware of. These contracts exist behind a hyperlink,
which is located somewhere on the ISP’s website. In most cases, the website or
the Browsewrap itself states that, by browsing the page (hence the name) or
downloading from it, the user indicates assent to the terms (Kamantauskas,
2015:52). Here, assent is given merely by remaining on the site or downloading
from it, which the user is usually not aware of. There is only an implied decla-
ration of will to assent to that contract, nothing as explicit as clicking or even
tearing a plastic wrapping. In Browsewraps, the user is able to achieve whatever
he/she wanted on a website, without doing anything at all, and to assent to the
terms of use, without even knowing they exist. Therefore, the user often has no
knowledge that, merely by browsing the site, he/she became a party to a binding
contract (Condon, 2003:435-436).

The following few pages will deal with how these wrap contracts came into
being, the case law pertaining to them, and certain controversies surrounding
them.

4.1.1. Shrinkwraps

In the 1990s, software industry sparked a debate by making End User License
Agreements (ELUAs)® in the form of Shrinkwrap licenses (Garcia, 2013:34). A
software would arrive in a plastic wrapping (also called shrinkwrap), usually
with a sticker across the front or a user manual, containing the conditions for
use. This was a shortened version of the licensing agreement, and its full version

5 AEULAis alegal agreement between a customer (end user) and the software developer
(licensor). It ensure that developer retains full ownership rights and control over the software
while a customer receives alicense to merely use the software. This agreement only specifies
how users can use the purchased software license. It does not cover other contractual terms
for that ISP’s use of Terms of Service (wWhether they are called ToS or given a similar name);
see: https://www.privacypolicies.com/blog/eula-vs-terms-conditions/

ToS is a contract between an ISP and a user, which defines the rules by which a user must
abide by in order to use an ISP’s service; see: https://odinlaw.com/the-differences-between-
a-eula-tos-and-sla/
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was inside the plastic wrapping (Garcia, 2013:34). The user would agree to the
terms by opening a plastic wrapping and would be able to examine the contract
only after she has already opened the product, and thus consented to the terms
(Condon, 2003:435).

It would be unimaginable for software developers to have to compose a written
contract, which every purchaser would have to sign; in order to have a valid
licensing agreement with a user, this is probably the only way they could think
of (Kim, 2011:1336.). The biggest issue concerning Shrinkwraps, which gene-
rated the most controversy when it first appeared, was that users would first
give assent to the terms (by opening the package) and only after that would they
be able to read them (Garcia, 2013:35.). Sometimes, a user would have certain
period of time to return the software and decline the agreement, but not always
(Garcia, 2013:35; Kim, 2016(b):14).

In the U.S., Shrinkwraps were largely invalidated before 1996.¢ However, in
1996, a landmark case ProCD, Inc. v. Zeideberg, changed all that. In ProCD, the
court found that Shrinkwrap licenses were valid and enforceable contracts “...
unless their terms are objectionable on the grounds applicable to contracts in
general”.” The court did not find a problem with user assenting to terms before
being able to read them because, in ProCD, the defendant had an opportunity to
return the purchased software after he had read the terms of use and decided
that he did not agree with them (Condon, 2003:439). In other words, in ProCD,
the court decided that a Shrinkwrap is not unenforceable just because of the
way a user declares his/her will to assent to it and learns about its content. From
then on, Shrinkwraps became standard among software companies and other
related industries, which soon started packaging licensing agreements in the
form of Shrinkwraps, regardless of the fact that scholars and authors severely
criticized them (Garcia, 2013:38 - 39).

4.1.2. Clickwraps

A Clickwrap would appear to a software user as a screen (or a few of them) and,
in order to proceed, the user would have to click that he/she has read the terms
listed on the screen and agreed to them (Garcia, 2013:35). Unlike Shrinkwraps,
Clickwraps lacked physical form; they only existed online. Here, users’ decla-

6 See: Step-Saver Data Sys., Inc. v. Wyse Tech, https://cyber.harvard.edu/metaschool/fisher/
contract/cases/step.htm

7  ProCD, Inc. v. Zeidenberg, see: https://scholar.google.com/scholar_
case?case=11811009805458694240

This case is usually linked to Shrinkwraps, but it has to do with Clickwraps as well, since
this contract was a hybrid Shrinkwrap-Clickwrap: users were also required to click that
they agree to the terms, or they could not use the software (Davis, 2007:580).
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ration of will was direct and they would first have the chance to read all of the
terms, unlike with Shrinkwraps.

Clickwraps also sparked a lot of controversy, but not for the same reasons as
Shrinkwraps. The biggest issue with Clickwraps was that software developers
did not give users notice of the existence of the terms; so, users were not aware
what their clicking entailed (Garcia, 2013:39).% To elaborate: in order to attract
and keep users’ interest, websites try to be extremely user-friendly; so, ISPs try
not to bother users with legal information. For this reason, most users were not
given the notice that they have entered into a binding legal contract by clicking
(Garcia, 2013:39-40).

Regardless of the controversy surrounding them, Clickwraps were considered
by courts to be valid until 1998. Since then, courts have (for the most part) taken
a stand that, if a click can be proven, it does not matter whether the user has
actually read or understood the terms, nor was it important whether the user
was aware what the clicking entailed. If the box next to “I Agree” was clicked,
assentwas given (Davis, 2007:579). For example, while deciding in Groffv. Ame-
rica Online, Inc. (1998), the court stated something very important: “Here, the
plaintiff effectively “signed” the agreement by clicking “I agree” not once but
twice. Under these circumstances, he should not be heard to complain that he
did not see, read, etc., and is bound to the terms of his agreement.”® Therefore, a
click was equalized with a signature in a physical world. As already noted, from
then on, courts have largely enforced most Clickwraps.?

In the EU, in EI Majdoub vs. CarsOnTheWeb.Deutschland GmbH, the EU Court of
Justice took a similar stand in 2015. The Court indicated that clicking “Yes”
meant asset, which the users had to have been aware of, especially since they
could not move forward without clicking.!*

To summarize, while deciding on enforceability of Clickwraps, the courts will
want to establish if the user assented to the terms (Davis, 2007:583-587). The-

8 For example, in Hoffman v. Supplements Togo Management, L.L.C. (see: https://law.justia.
com/cases/new-jersey/appellate-division-unpublished/2011/a5022-09-opn.html), the
court took a stand that Clickwrap is enforceable as long as there was a button with some
indication that clicking amounts to acceptance. A similar stand was taken in Grosvenor v.
Quest Communications Intern. Inc. (Garcia, 2013:42-43).

9 Groffv. America Online, Inc.; see: https://casetext.com/case/groff-v-america-online-inc

10 In few instances when courts refused to enforce Clickwraps, there was no sufficient
evidence that the click was made, or the terms of the contract were void based on traditional
contract principles (Davis, 2007:582).

11 ElMajdoub vs. CarsOnTheWeb.Deutschland GmbH, CJEU (2015); see: https://eur-lex.europa.
eu/legal-content/EN/TXT/PDF/?uri=CELEX:62014C]0322&from=EN
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refore, if an ISP could prove that the user declared his/her will in a direct way,
by clicking, courts will uphold the contract. Courts will not consider users’ cla-
ims that they have not read or understood the contract, that it was too lengthy
and ambiguous, or that they did not remember clicking or were not aware that
clicking meant agreeing to anything (Davis, 2007:588.). However, as with paper
contracts, courts will consider users’ claims that certain terms were, for example,
against public policy or the principle of conscientiousness and honesty (Davis,
2007:590; Condon, 2003:447-452).

4.1.3. Browsewraps

Browsewraps developed after Clickwraps and they refer to agreeing to terms
of a website, merely by browsing or making a transaction which originated on
the website (Garcia, 2013:35). They are mostly used by email, retail and social
networking sites (Preston, McCann, 2012:135). The user declares his/her will
to be bound by a Browsewrap, by visiting, viewing, using or just navigating
the website. The issue here is that the user usually does not know that his/her
behavior means assent, considering that some websites do not give notice to
users or their notice is not visible or understandable to an average user. Even
if the user is aware that his/her browsing means assent, it is sometimes hard
to know what he/she assented to because the terms are often located in such a
place that it makes them hard to find (Garcia, 2013:36).

An early mention of the term “browsewrap” occurred in 2000, in Pollstar v.
Gigmania, Ltd."?, but the landmark case concerning Browsewraps was Specht v.
Netscape Communications Corp. In Specht, the court found a Browsewrap contract
to be unenforceable. In this case, the contract in question was actually a hybrid
Clickwrap-Browsewrap.!* The Browsewrap part of the contract could be visible
only if the user scrolled all the way down, below the button that activated the
program and below the download instructions; thus, users were actually encou-

12 In Pollstar v. Gigmania, Ltd., the court actually upheld this contract, which was not
conventional. Although it stated that the notice was “in small gray print on gray background”
and not underlined, asis the custom on the Internet, the courtalso noted: “The court hesitates
to declare the invalidity and unenforceability of the browse wrap license agreement at this
time. Taking into consideration the examples provided by the Seventh Circuit, showing that
people sometimes enter into a contract by using a service without first seeing the terms, the
browser wrap license agreement may be arguably valid and enforceable.” See: https://scholar.
google.com/scholar_case?case=1097855858429084707&q=170+F.Supp.2d+974&hl=en&as_
sdt=2002

13 Inorder to download the software, users first had to click that they agree to the terms.
However, the downloaded software contained a plug-in which was bundled with another
software; but, for that particular software, there was no clicking to agree to its terms; its
mere download meant that the user agrees to terms (Garcia, 2013:44).
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raged to download the software before seeing the terms (Scranton, 2002:292).
For that reason, the plaintiffs claimed that they had no adequate notice of the
existence of those terms and, therefore, should not be bound by them. The court
agreed, stating: “Reasonably conspicuous notice of the existence of contract
terms and unambiguous manifestation of assent to those terms by consumers
are essential if electronic bargaining is to have integrity and credibility. We hold
that a reasonably prudent offeree in plaintiffs’ position would not have known
or learned, prior to acting on the invitation to download, of the reference to
SmartDownload’s license terms hidden below the “Download” button on the
next screen.”™

This proved to be very important in deciding whether a Browsewrap should be
enforceable in the future: the emphasis was put on a notice (or the lack of one)
given by an ISP. On the basis of this case, we may reach the following conclu-
sion: if an ISP gives adequate notice to users that their browsing or downloa-
ding constitutes assent to terms of use, even a contract made in the form of
a Browsewrap can be enforceable. From then on, Browsewraps continued to
be used and soon courts started to uphold more and more of these contracts
(Scranton, 2002:294-295).1

4.2. Adequate notice and assent

When problems concerning wrap contracts arise and cases end up in front of
the court, users’ claims depend on what type of wrap contract is in question.
They might claim that they did not declare their will (in any way) in order to
assent to ISPs’ terms. How could they assented to something if they were not
even aware it existed (Kamantauskas, 2015:66)? They might also claim that ISPs
did not give them any notice that some of their behavior constitutes assent to
a wrap contract.

It is obvious from case law that courts agree that there has to be a reasona-
ble notice of the existence of terms of use. ISPs need to announce to users, as
directly as possible, what their actions mean. Reasonable notice might mean

14 Spechtv. Netscape Communications Corp. https://cyber.harvard.edu/stjohns/Specht_v_
Netscape.pdf p. 28

15 For example, in Hubbertv. Dell Corp, the court stated: ,The blue hyperlink simply takes a
person to another page of the contract, similar to turning the page of a written paper contract.
Although there is no conspicuousness requirement, the hyperlink’s contrasting blue type
makes it conspicuous. Common sense dictates that because the plaintiffs were purchasing
computers online, they were not novices when using computers. A person using a computer
quickly learns that more information is available by clicking on a blue hyperlink.” See:
https://scholar.google.com/scholar_case?case=16411101656811779909&q=359+I1l.
App.3d+976&hl=en&as_sdt=2002
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actual notice about the existence of terms but also constructive notice, which
implies that a “reasonably prudent offeree” would be aware of their presence
(Kim, 2016(a):243). When U.S. courts considered notice given by ISPs, they took
into account different elements: placement of the notice; the size and type of
its font; words used; presentation, form and functionality; web design; colors;
hyperlink labeling; and the user experience (Kunz et al., 2003:292; Brehm, Lee
2015:6-7; Kim, 2016(a):252).

4.2.1. ISPs’ notice

For example, the user can be given notice by a scroll box revealing (at leasta por-
tion of) the terms, or by an appropriately placed sentence that will be apparent
to an average user (Kunz et al, 2003:293). It has to be positioned somewhere
where a reasonable person would be able to find it. So, if scrolling is required to
get to the notice, a website should be designed so as to entice an average user to
scroll all the way to the notice (Macdonald, 2011:297).1¢ Also, there is another
important thing concerning ISPs’ notice: if the website can be reached through
multiple pages, the notice should occur on all of those pages.'”

If the terms are found behind a hyperlink (i.e. in Browsewraps), it should be un-
derlined and marked by a different color (usually blue).'® The hyperlink leading
to terms of use has to be immediately visible and should not require users to
search for it. Especially, it should not require users to have to click on multiple
hyperlinks to find multiple terms of the agreement (Kunz et al., 2003:305).*
Also, there has to be a sentence or a phrase alerting users that terms are loca-
ted behind a hyperlink, and that sentence or a phrase has to be located in such
a place on a website that it can be easily seen by an average user (Kunz et al,

16 For this reason, the court found that a Browsewrap was unenforceable in Specht: “... a
reasonably prudent offeree in plaintiffs’ position would not have known or learned (...) of
the reference to (...) license terms hidden below the “Download” button on the next screen.”
See note 14.

17 Thisis called ,deeplinking”, the process of linking to a website located beneath the
home page (Tontodonato, 2000:201)

18 In Long v. Provide Commerce, Inc., the hyperlink leading to terms of use was in “light
green“on a “lime green“ background of a website. The court found that: “...the Terms of Use
hyperlinks—their placement, color, size and other qualities ... are simply too inconspicuous
to meet that standard. Indeed, our review of the screenshots reveals how difficult it is to
find the Terms of Use hyperlinks in the checkout flow even when one is looking for them.”
See: https://caselaw.findlaw.com/ca-court-of-appeal/1729412.html

19 InSgourosv. TransUnion Corp., the court noted: “A website might be able to bind users to
aservice agreement by placing the agreement, or a scroll box containing the agreement, or a
clearly labeled hyperlink to the agreement, next to an “I Accept” button that unambiguously
pertains to thatagreement.” See: https://caselaw.findlaw.com/us-7th-circuit/1730191.html
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2003:293).2° The phrases used should be simple and straightforward: “Use of
this Web site is subject to our terms of use...” or “By going beyond this page, you
are deemed to have agreed to our terms of use” (Kunz et al., 2003:294.).

The language used also has to be taken into account. It should not be ambiguous
and users should be aware that they are entering in a binding contract. Howe-
ver, in AvePoint, Inc. v, Power Tools, Inc.; the court held that, if an ISP could prove
that a user had actual or constructive knowledge of the terms of use (“...knew,
or should have reasonably known...”), the Browsewrap could be enforceable,
regardless of an ISP not giving users notice of the term’s existence.?!

All that has been said about notice given by ISPs leads to the conclusion that it
should be as direct and as explicit as possible. This makes sense, given that ISPs
are the only ones capable of alerting users of terms’ existence and of the ways
users assent to them (Kim, 2011:1331). ISPs are the ones that decide how they
will present (or not) terms to users, who are in no way capable of influencing that.
ISPs decide what the contract will look like and what it will comprise; they can
put emphasis on some terms and decide to hide others; they may require users
to click once, many times or not at all; they can spread terms on different pages
or locate them all in one place (Kim, 2011:1351). Because of that, ISPs should
take care to do whatever is in their power to notify users of the terms and their
meaning, but it seems that they are doing exactly the opposite; they try to hide
the terms of the contract and diminish their importance. Certainly, putting a
Browsewrap below an enticing offer urging users to click and buy items on sale
is the same as hiding them or not putting them there at all (Cicirelli, 2016:1007).

After an ISP has given users adequate notice of the existence of the terms and
an opportunity to read them, users have to be made aware that taking a certain
action means they have assented to the terms (Kunz et al., 2003:306). Therefo-
re, ISPs have to inform users, in advance, that their conduct (opening a plastic
wrapping, clicking on a box, or just browsing the website) will be considered a

20 In Sgouros v. TransUnion Corp., the court found that the title “Service Agreement” on
a scroll window did not indicate what terms it governed. Also, there was no way for the
user to be alerted to the nature of a document that the hyperlink led to, since it was titled
“Printable version” and not Terms of Use or Service agreement or some similar phrase (Kim,
2016(a):252). In this case, the court actually took a stand that an ISP “actively misleads the
customer”: ,But what cinches the case for Sgouros is the fact that TransUnion’s site actively
misleads the customer. The block of bold text below the scroll box told the user that clicking
on the box constituted his authorization for TransUnion to obtain his personal information.
It says nothing about contractual terms. No reasonable person would think that hidden
within that disclosure was also the message that the same click constituted acceptance of
the Service Agreement.”

21 AvePoint, Inc. v, Power Tools, Inc.; See: https://cases.justia.com/federal/district-courts/
virginia/vawdce/7:2013cv00035/88318/62/0.pdf?ts=1411607234
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valid assent. It is not important whether users have to take a direct action or
whether assent is given by conduct; they have to be informed of how assent is
given and what it means (Kunz et al,, 2003:307).

4.3.2. User’s assent

1) In Clickwraps, users have to click a box next to the terms, indicating they
have read and assented to the contract. Their declaration of intent to enter into
a contract with an ISP is direct. In Shrinkwraps, opening the plastic wrapping
constitutes assent to the contractinside, like in Clickwraps. Thus, users will not
be able to claim that they had no knowledge of these contracts.

In Browsewraps, things might be alittle different since there is often no notice of
their existence or the notice is not adequate. A hyperlink leading to terms of use
is sometimes “hidden” somewhere on a website and it might be difficult to find it,
even if the user was notified that it existed and was looking for it. In those instan-
ces, users could successfully claim they were not aware of contracts existence,
or that they could not find it. If that is the case, it would be impossible for ISPs
to prove users’ knowledge of the terms of a Browsewrap and their assent to it. If
ISPs gave users adequate notice, they might be in a better position but, if they did
not, users would have to admit they were aware of the contract’s existence and
have read the terms. But, since users are the ones arguing that a Browsewrap
is unenforceable, they will never admit to it (Cicirelli, 2016:996). Therefore, if
an ISP decided to use a Browsewrap, it has to be much more cautious, in terms
of notifying users that they are assenting to a Browsewrap by conduct.

As shown earlier, assent can be given either actively: by doing something (by clic-
king), or passively: by failing to act after being notified (notleaving the website)
(Kim, 2016(b):24). However, no matter how assent was given, for a wrap contract
to be enforceable it is important for an ISP to be able to prove that the user has
taken an action that constitutes assent. They have to be able to prove that the
user has declared his/her will in a way necessary to agree to a wrap contract.
ISPs can do that, for example, by preserving evidence of an actual “click-stream
data”, or proving that the user could not go any further on a website without
first performing an action that constitutes assent (Kunz et al., 2003:308-309).
The case law pertaining to Clickwraps shows that, if an ISP was able to prove
user’s click and the user was given reasonable notice of the contract itself, these
contracts will be enforceable (Condon, 2003:446). As expected, proving assent
in Browsewraps is much more difficult (Kim, 2016(b):24-25).

Therein lies a problem with assent to wrap contracts: users might be alerted
of the terms existence and how to assent to them but they will, more often
than not, be unaware that they have entered into a binding contract (Condon,
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2003:434). Even in Shrinkwraps and Clickwraps, users might not know that they
have become a party to a wrap contract by taking a direct action. Then, imagine
what happens to users assenting to Browsewraps; their behavior alone has lead
them to be parties to a contract but most will have no knowledge of that fact
(Macdonald, 2011:289).

2) When it comes to user’s assent, another issue needs to be discussed: should
assent to terms of use mean that the user has given a “blanket assent” to all of
the terms in the wrap contract? In many wrap contracts, there are provisions
that have nothing to do with what the user wanted to achieve on the website
(Kim, 2013:182). Some of those provisions give ISPs rights they have never had,
while severely limiting users’ rights. Does a user’s assent mean that he/she has
agreed to all of the provisions in a wrap contract, even the precarious ones?
Some authors advocate that users should be compelled to assent multiple times
to multiple problematic provisions.

Evenif ISPs give users adequate notice about terms’ existence, they do not inform
them of the terms’ content (Kim, 2013:183). It is up to users to read the terms
and decide whether they will assent to them or not. However, users usually do
not read wrap contracts; many users are completely unaware that they exist at
all. Also, users presume that provisions found in the wrap contract are related
to the transaction made between them and an ISP. However, that is not the case
for all of the provisions because each of them serves a different purpose.

Some terms shield ISPs from different problems, e.g. from liability (provisions
limiting warranty or stating that there is no warranty at all) or they put limita-
tions on the use of the product (license instead of transferring ownership) (Kim,
2011:1337-1339). These terms are there to protect ISPs, and users probably
expect them in a wrap contract. Some provisions in wrap contracts are there to
limit or terminate users’ rights (e.g. provisions on exclusive jurisdiction or an
arbitration clause). These provisions, unlike the ones used to shield ISPs, might
put users at a disadvantage, but they are also used by ISPs to minimize risks
by cutting down costs and unpredictability. Users might not like them but they
understand the rationale behind them. Both of these types of provisions are
used for a defensive purpose and are typically found in most adhesion contracts
(Kim, 2011:1339-1341).

However, with the development of wrap contracts, certain provisions that secure
ISPs benefits unrelated to the subject of the transaction started to emerge (e.g. gi-
ving ISP the license to user content that is much broader than is necessary, giving
[SPs intellectual property rights, etc.) (Kim, 2011:1342, 1354). These provisions
were not normally found in adhesion contracts, and if they were, consumers
would have to specifically assent to them, together with assenting to the rest of
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the contract.?? In wrap contracts, if the user assents to the terms, his/her assent
covers all of the provisions, including those that are to users’ disadvantage. A
name “blanket assent” is used for one assent to all of the terms, regardless of
what they might refer to (Kim, 2007:803; Kim, 2010:3; Kim, 2011:1330, 1339;
Kim, 2013:196; Kim, 2014:319).

As mentioned before, some authors propose that these overburdening provisions
should not be accepted by one click alone, especially not by simply browsing
the site. Rather, it would be more prudent for the user to have to click multiple
times, in order to assent to multiple problematic provisions, giving ISPs benefits
or rights it should not normally have (Kim, 2011:1353). Multiple clicking would
serve another purpose: ISPs might give up putting too many of such provisions
in wrap contracts because, if users have to click on each provision that is to
their disadvantage, and there are too many of those, users might forgo that ISP’s
website altogether (Kim, 2014:319). This would certainly draw users’ attention
to those provisions and would make them reconsider giving assent, in the first
place.?®

However, this might also create a counter effect. For example, under Directive
E 2009/136/EC* it is required in all EU countries that websites have to obtain
users’ consent if they are to store information on or retrieve it from users’ com-
puter or some other device (e.g. smartphone). All of the ISPs” have to inform users
that they are using cookies. They have to let users know what those cookies are
being used for and acquire users’ assent before placing cookies on their device.?
The assent has to be given every time when a user accesses the website. Even
if the user accesses the same site from the same device every day, assent has
to be given over and over again. As a result, users are now so desensitized to
clicking that most just automatically click that they agree, in a hurry to access
the website, without giving ISP’s notice a second glance and, in many cases,
without even being aware what they have assented to. It is imaginable that the
same might happen with wrap contracts, which would require users to click
multiple times on multiple, overly burdensome, provisions.

22 For example, if a hotel wanted to charge additional fees for late check-outs, consumers
would have to be informed about the rate and agree to the fee in advance (Kim, 2011:1342).

23 Multiple clicks assenting to multiple ,problematic” provisions might seem too annoying
for a user, but that is exactly the point: users shoul not relinquish their rights too easily,
with one click or by merely browsing, without even being aware what that click or a browse
meant (Kim, 2011:1363).

24 Directive E 2009/136/EC; https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0
J:L:2009:337:0011:0036:en:PDF

25 Privacy Policies.com: Ultimate Guide to EU Cookie Laws; https://www.privacypolicies.
com/blog/eu-cookie-law/
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5. How to improve wrap contracts in terms of notice and user’s assent?

After even a brief analysis of the problems and case law concerning wrap con-
tracts’ and declarations of will made in order for them to be concluded, it can be
summarized that there are some things ISPs could do to improve wrap contracts.

First, it seems that the more a wrap contract looks like a Clickwrap, the fewer
problems ISPs and users will have later on. ISPs will have less risk, if contract’s
enforceability is discussed in front of the court, and users will be better infor-
med what action constitutes assent to terms of use (Cicirelli, 2016:995, 1013;
Kamantauskas, 2015:51, 8). Also, there has to be a notice that clicking means
assent to the terms found in a Clickwrap. Furthermore, a user should not be able
to proceed to a website if he/she does not click the box manifesting assent to the
terms, which have to be available in a visible screen. Many authors agree that
clicking is the surest way of giving assent and later proving it. It is not overly
burdensome to users and it leaves little or no room for doubt that users are
aware that they have entered into a contract by clicking (Macdonald, 2011:305).

Regardless of all that was said, if the terms are composed in a form of a
Browsewrap, a hyperlink has to be discernible in lettering and color. It has to
be located on a website so that an average user would have no problem finding
it. Terms should not be composed in a way requiring users to click on multiple
hyperlinks to view them. Also, if a Web site consists of more than one page or
can be accessed through more than one page, terms of use should be visible on
all of those pages (Brehm, Lee, 2015:7). Most importantly, an ISP has to inform
users by using a visible, simple and straightforward phrase, stating that they
are assenting to the terms of use by staying on a website or downloading from it.

If a contract is made in the form of a Shrinkwrap, the best way to ensure that
there are no problems with its enforceability is usually to let users return pur-
chased products, if they do not agree with the terms found in the contract. They
might not be able to read it before assenting to it, but they should be given an
opportunity to withdraw from it within a certain time frame.?¢

However, the biggest problem with improving wrap contracts seems to be that
even ISPs do not take them seriously and do not consider them important. It is
understandable that there were issues when wrap contracts were a novelty.
But, a lot of time has passed since then and the courts still encounter the same
problems. Therefore, it seems that ISPs have done little to nothing in order to
improve wrap contracts, in terms of their conclusion (Kamantauskas, 2015:78).

26 As stated in ProCD, Inc. v. Zeidenberg. See note 7.
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6. Conclusion

This paper has tried to demonstrate different ways of declaring one’s will in
order to enter into typical types of wrap contracts. As shown, those declarations
vary: from straightforward (clicking) through unconventional (tearing a plastic
wrapping) to extremely ambiguous ones (just browsing the website). Each of
the wrap contracts analyzed in this paper has its own set of issues but, accor-
ding to the presented literature and case law, it seems that Clickwraps are the
best way to go. They are almost risk free for ISPs and foolproof for users. They
are convenient for users who will not have to look for them and who will have
no doubt as to what they have assented to. They are useful for ISPs because, if
there is trouble, they only need to prove that a user clicked that he/she agreed
to the terms of the contract.

However, many ISPs still choose Browsewraps, thus ending in problems when
they have to prove that users were notified about contracts’ existence, that they
were given an opportunity to read them, and that they knew what their behavior
constituted. It is understandable that Browsewraps do not overwhelm users
by burdening them with boring legalese, which makes them user-friendly and
convenient. However, if a Browsewrap’s enforceability is questioned in front of
the court, problems will emerge, mostly for an ISP. User friendliness aside, it
almost seems as though ISPs use Browsewraps for another reason: to hide the
fact thatthere are terms of use somewhere on the website, regardless of the fact
that these terms are crucial for user-ISP relationship.
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Ap. cy. ly6paska Kaacuuek,

BawupedHu npodbecop,

IIpasHu pakyamem, YHusepzumem J. J. Strossmayera y Ocujeky,
Penyb6auka Xpsamcka

MAHUDECTALHJE BO/BE Y IUTUTA/THOM
OKPYKEHY H ONLINE YTOBOPH

Pe3ume

Manugecmayuje sosbe dame y duzumaiHoM OKpYHcersy, HECYMHUBO Ce PA3AUKY]Y
00 oHUX Koja ce dajy y ,puduukom” ceemy, a nojeduHe ocobe moxcda HUCY HU
c8ecHe HUX0802 3Havaja. Beauku 6poj ocoba c8akodHe8HO npucmyna pa3HuM
Web cmpanuyama npyscaoya unmepHemckux ycayea (Internet Service Providers).
Ja 6u mo yuuHuau, 06u4HO MOpaAjy npuCmMamu Ha yc/a068e noc/a108arbad npyrcaoyd
yeayea (Terms of Service), koju ypehyjy cnomenymy Web cmpaHuyy. Osakee
MaHugecmayuje 8osbe noHekad cy dupekmHe: HAKOH wWmo KjaukHe Ha ‘Caaxcem
ce’, ocoba nocmaje cgecHa 0d je npucmaJa Ha yc/a08e noc/aA08arsad, 6e3 063upa da
JU UX je npoyumadaa uau He. OHO WMo je jow eaxcHuje, ocoba je ceecHa (uau 6u
mpe6a.ia 6umu) da je 3ak/by4uaa HEKYy 8pcmy y2080pda C NPyHcaoyem UHmepHemcke
ycayze — m3e. clickwrap yzoeop. Mehymum, Ha Hekum Web cmpaHuyama, ocoba
npucmaje Ha yc/08e noc/108arba NPYyHCAOYd UHMEPHEMCKUX YCay2d CAMUM MuM
wmo ocmaje Ha cCMpaHuyu U hpea.1edasa keH cadpacaj — m3e. browsewrap y2080pu.
Osakse maHugecmayuje 8o/be HUCY JUpeKMHe U KOPUCHUK Yecmo Huje ceecmat
da je ckaonuo y2o8op c npyscaoyem ycayee. Hadaswe, ycaosu nocaosarsa ce uecmo
Merbajy, a npydcanay uHmepHemcke ycjyze noHekad Hehe o6agecmumu KOpUcHUKe
0 mome. Y mum cay4ajesuma KopucHuyu Hehe 6umu c8ecHU hpoMeHa yca108a me
yurbeHuye da Hacmas/barbeM Kopuwiherba npysjcaovesux ycayada, npucmajy Ha
me usmjeHe. 080 cy camo Heku 00 npumepa o4YUMOBarA 80./be Yy OUSUMAAHOM
OKpYyicersy, Kod Kojux 0co6a Koja je ouumosarbe yHuHU/d, yonuime Huje c8ecHd o0HO2d
wmo ce dozodus1o. YuHu ce da, U3 HeKo2 pas.102a, /byou Marbe 036U/bHO cXeamajy
O0HO wmo ce dozaha Ha uHmepHemy od oHoza wmo ce dozaha y “pusuukom” ceemy.
Osaj he pad nokywamu nokazamu da je mo 036U/bHa 2pewKd Kojy KOpucHuyu ycayea
Mo2y Hanpasumu y dusuma/aHoM OKpyicersy.

KmyuHe peyu: manugecmayuja soswe, ycaosu nocaosarba (ToS), npyxcanay
uHmepHemckux ycayaa (ISP), online yzoeopu, clickwrap u browsewrap yzogopu.
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