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Hp Tawjana Jlykuh, sanpednu iipoghecop
Ipasnot paxynineina y Hosom Caody

JTUTUTAJIHU JOKA3U

Casxceinak: Haxo cy komijyitiepu Y4uHuu byocke aKiueHOCu Opicum u
JeOHoCasHUjuM, a UCIOBPEMEHO UHOBATUUBHUM ) CMUCTY CIUBAPAFsd HOBUX
o0buKxa pada u Opyiux aKiu8HOCIU, OHU CY UCHIO TUAKO YIMUYAU U HA KPUMU-
Hanne aximueHociiu. Pazeoj ungpopmayuonux u ungopmamiuykux wexnonroiuja
OuUpeKiliHo yitiuie Ha pa3zeoj Komijyiepcke opensuxe, be3 Koje ce He modice Hu
3AMUCTUTUY OMIKpUBArbe U 00KA3UBAIbe KPUSUUHUX Oena iomohy xomijyiuepa u
xeaitiarve rouxosux yuununaya. bopba tipoitiue cagpemenux ooIuKa KpUMUHATU-
wettia K00 Kojux ce pauyyHapu Yecitio ojaesyjy Kao cpedcilieo, Uiy Kao ipeo-
Meill U3BpuLerba KPUBUUHOL 0eld, HYJHCHO 3aXiesa Ho3HA8Arbe OUTUIATHOL 00-
Kaza, Kao u flocebna upasuia u ipoyeodype mwuxo8ol oKpusarsd, ukcuparea u
UPUKYTIBARA 00 ClUpaHne Cupyurarka UHpopmMayuorne wexnonoiuje. ¥ oeom pa-
0y, ayiiop ce basu Upobremaimiukom OuiuitiaiHol 0okasa, gopensuuxe (Komijy-
iiepcke) uciupaie u xopuwheroa oge 8pcitie 00Ka3a y KPUBUUHOM UOCIUYIK).

Kuyune peuu: ouiuiiannu 0oxas, Komijyiliepcka popensuxa, ungopma-
YUOHA TUeXHON0IUuja, KPUSUUHU UOCTUYUAK.

1. YBoaHa pa3matpama

CaBpeMHO IpYyILITBO CE JaHac HE MOXKE HU 3aMHUCIUTH 0e3 KOMIIjyTepa Koju
Cy 3Ha4ajHO M3MEHWIN HIXOB HAUMH KUBOTA U paaa. Jbycke nemaTHocTy cy 1mo-
craine Op»Ke U jeAHOCTaBHUjE, a CTBOPEHH Cy U HOBU OOJIMIIM paja M APYTuX Bp-
cTa akTUBHOCTH. Mel)yTuM, NpeTHOCTH Koje Cy JOHEIH KOMITjyTepH HHCY, Ha jKa-
JIOCT, I/ICKOI.')I/IIHheHI/I CaMO y IMO3UTHUBHOM CMUCITY, HCTO CY U KPUMHUHAIIHE ACjIaT-

! OBaj pan je HacTAa0 KAO pe3yNTAT HAYYHO-HCTPAKUBAUKOT paxa Ha IIpojexty ,, Teopujckn
1 TIpaKTHYHU TpobiieMn cTBapama u npumeHe npasa (EY u Cpb6wuja)* unju Hocunan je IlpaBHu
¢axynrer y HoBom Cany.
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HOCTH "MHOBHpaHE" OBUM CaBPEMHHM CPEJICTBOM KOje Mpyka JI0 caja HeBuheHe
MoryhHoct. OBaKko HEITo je OMJIo M 3a OYEKHUBATH, C 003UPOM Ha TO Jia je OIl-
LITE MMO3HaTa YMI-CHULA a2 HH(POpMALMOHU 1 MHPOPMATUIKH Pa3Boj UMa 01pa3a
Ha CBE aKTUBHOCTH JbY/IH, 112 CAMUM THM M KpUMHHAITHE. Y HAMEPH Jia ce u300pu
ca HOBUM HaYyMHUMAa M CPEICTBHMA BpILICHA KPUBUYHHUX JI€]Ia, APYLITBO je Pa3Bu-
JI0 HOBY BPCTY KPHUMHHAJIMCTHUKE TEXHMKE, T3B. KOMIjyTepcke (opeH3uke Koja
je oMmoryhmma OoTKpWBame M JO0Ka3UBarmbe M3BPIICHNX KPUBHYHUX JieNa IMoMohy
KOMITjyTepa U HACHTU(UKOBAE IbHXOBUX YUUHMIAIA.

KpuBu4HO 1o ¥Ma 3a MOCHEAMIly HEKY MPOMEHY y CIOJFHOM CBETY, He-
3aBHCHO OJI TOTA JIa JIU j€ U3BPIICHO YHILCHEM HIIH HeUHbemheM. OBe IIpoMeHe
HACTajy CaMuM IPUIIPEMabeM, U3BPIICHEM HITH NPUKPUBAKHEM KPUBHYHOT Jie-
na. CBaka mpoMeHa y CIOJFHOM CBETY calpiku y ceOu Heke mHpopmanuje Koje
MOTY /1a C€ OIHOCE Ha caMy paliby U3BpLICHA (HauMH, CPEICTBO) WIM HA Y4H-
Huora. Te mpoMeHe cy, ycTBapH, 3HAKOBU KOjH CY HOCHOIIM KPUMUHATHCTHY-
KUX MHQOpMAaIja 1 OHU MOTY OWUTH MaTepujalHe U MICUXUYKE (JJMYHE) MPHPO-
ne. OBH 3HAKOBM Cy CMEpHHIIE ONEPATUBHOI paja MOJMLHjE U MPaBOCYTHHX
oprana. MarepujaHi HOCHOIM KPUMHUHAINCTUIKUX WHOpMaIja Cy Ipeame-
TH W TParoBU KPUBUYHOT JIeNa, a MCUXWYKH HOCHIIAL KPUMUHATMCTUYKUX HH-
¢dopmanyja je cehame nuna Koja ¢y y MpOLUIOCTH YyJHO OINA3Wiia HEKe YHibe-
HUIIE PeJIeBaHTHE 3a YUYMHHUOLA WJIM 3a KPUBUYHO aeno. Mako 3HaKoBU HacTajy
Ka0 TOCJIEANIIA KPUBUYHOT JIeNa, OHU Cy CAMOCTAJIHU U Ka0 TaKBH €T3UCTHPAjy
y CIIOJEHOM CBETY, a HH(OpMaIHje Koje capike ce He BUJE TOJIUM OKoM, Beh cy
OHE JIATeHTHE U NpUKpuBeHe. OCHUM LITO Cy CaMOCTaJIHH, 3HAKOBU CY y IIPOLIECY
MIEPMAaHEHTHOT Memama MO yTUIajeM OpOJHHX CIIOJhallbuX (akTopa, anu U
YHYTpallmbiX PakTopa (IICHXWYKKM 3HaKOBH). Ha MaTepujainHe 3HaKOBe - HOCHO-
e uHpopmanrja AUPEKTHO yTHUY, Tj. OHU 3aBUCE O/ BPEMEHCKHUX yCJI0Ba, MPO-
TeKa BpeMeHa, JINIa KOja TMOKYIIaBajy Ja X YKJIOHE (YHHIITE UM U3MEHe), Kao
U OpOjHMX JPYTHMX YMHUJIAIA Ca KOjUMa Joja3e Y JOJUp. 3a Pa3lIuKy O] HhHX,
MICUXUYKHA 3HAKOBU - HOCHMOLM HMH(pOpMalWja Cy HAjBUILE H3JIOKEHHU YTHUIAjy
BpEMeHa ycIe]| Kora, 1o npaBuity, 0iene u Mmoauukyjy ce. 300r Tora je XUTHO
MOCTYTIAhE 110 Ca3HAY 33 M3BPIICHO KPUBUYHO JIEJIO MIPBH M TJIABHU YCIIOB 32
OCTBapuBame e(prUKacHUX pe3ysTaTa paja HaJUIeKHHUX OpraHa y OTKPHBamwby H
JOKa3MBamwy KpuBUUHOT Aena. HapaBHo, 0BO mocTyname Mopa fa Oyzne y ckia-
Jly ca CBUM IPaBUINMa KPUMHHAINCTHKE.

2. JInyHM ¥ MaTEePHjaTHH T0KA3H

Jlokasu npezacraBibajy HOAATKE YNHEHUYHE NPUPOAE, KOjU IpOoU3JIase U3
KPUBHYHONPOLIECHUX PaAbu Koje Cy Mpeay3enu Cy0jeKTH KPUBHYHOT MOCTYII-
Ka, a Ipe CBera CyJl, KOjHu je MpUMapHO OArOBOpaH 3a M3Boheme JoKa3a y Kpu-
BUYHOM TOCTYIIKY, HaKO M CTpaHKE Y4eCTBY]jy y M3BOhEmY J0Ka3a, HA COHOBY
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KOjUX Ce YTBphyje YMIeHNYHO CTame, a Ha TeMeJby KOTa ce M3BOJIe KPUBUIHO-
[IPaBHO PEJIEBAHTHU 3aKJbYUlM Y TOIJely OUTHUX eJeMeHaTa KpUBHYHOT Jeya
WU KpPUBHYHE OJIOBOPHOCTH, T€ M300pa, OJHOCHO MEpe KOHKPETHE KpUBHYHE
CaHKIIMje KaJia Cy 3a TO HCIyHeHH MOTPeOHN MaTepHjajHu U POLIECHU YCIIOBH,
WM ce Ha TeMeJby THX I0JlaTaka M3Biadye ojpeheHr KpUBHUYHONPOLECHH 3a-
KJbYUIIH, TIPH YEMY CE TaKBU 3aKJbYUIM Cy/ia y TPOLECHOM CMHUCITYy yoOJIn4aBa-
Jy Y OKBHPY OJAJIyKE KOjOM CE Ha 3aKOHCKU pETyJHCaH HA4WH pellaBa MpeaMeT
KPUBHUYHOT MocTyrKa.” J[0Ka3 HUje HUINTA JPYTo HEro YME-CHUIA, OAHOCHO HH-
dbopmarja ¥ OHM ce MOTy TONCTUTH Ha pa3HE HAadYWHE, TMpeMa pasIuIuTHM
KpUTEpHjyMHUMa. 3a J10Ka3e KOMIjyTepCKOI KpUMHUHAINTETA, 3HAa4YajHa je IoAe-
Ja Ha JUYHE U MaTepHjajiHe AO0Kase, a KPUTEPUjyM 3a MOJEITy je caMa HhUX0oBa
npupoaa. JINYHK JOKa3K MpecTaBibajy YyJIHUM OINAXKameM Ca3HaTe YMELCHUIIE
Koje mpyxajy oapeheHu 3amuc o gorahajy, a MaTepujaiHu JOKa3H Cy QPU3HUKU
JIOKa3u ¥ TparoBu. U jeHH U Ipyru Cy paBHONPABHU Y KPUBHYHOM IOCTYTIKY U
pEIIEeBaHTHU 3 JIOHOLICHE CyICKE OJUTYKe, II0J] yCIOBOM Ja CaJlpiKe PeleBaHTHE
YUELEHUIIE KOj€ CEe OJTHOCE Ha M3BPIICHO KPUBUYHO JIENIO, OKPUBJHLEHOT, orelie-
HOT U, YOIIIITE, Aa Cy 3Ha4ajHU 32 YTBph)UBambe YNHEHIIHOT CTaba, OJHOCHO 3a
noHouewe omtyke. Llto ce THue Mel)ycoOHOT oaHOCA MaTepUjaIHUX U JTMYHUX
JI0Ka3a, IOTPEOHO je HarJIacuTH, J1a IaHac, ¥ MOpeA pa3BHjeHe KpUMUHAIMCTHY-
Ke TeXHHKEe, Y KpUBUYHOM MOCTYIIKY C€ OJUIyKe Yy HajBeheM neny ocnamajy Ha
JUYHE J0Ka3e, a MaTepHjaHUM JOKa3uMma ce Hajuemrhe caMo MOTKPeIbYjy
JMYHU JIOKa3W, U OTKJIamkha WK MOTBphyje cymma, aa je oxpeheHo swuiie u3Bp-
LIWJI0O KPUBMYHO Jiesio. Pa3jior 3a oBO je unibeHUIA Ja Y HajBeheM Opojy cityda-
jeBa HeMa MJIM MMa BPIIO Majo MaTepHjalHUX JIOKa3a, jep Ce OKPUBJHEHU TPYJIE
Ha CBEe HA4YMHE /Ia OCyjeTe KPUBUYHHU TOCTYIIAK YHHUINTAaBajyhu WM caKpuBajy-
hu marepujanHe nokase, ajJu UCTO TaKO M yTHUyhu Ha CBEJOKE U BEILTaKe, Haj-
yemhe 3acTpaliuBambeM. Y CUTyalMju OCKYAMLE MaTepUjaIHUX JOKa3a, CyA0BU
npuberaBajy JTMYHUM JOKa3UMa.

MarepyjanHu JOKa3W y BE3M ca M3BPIICHEM KPUBHUYHOT Jiefla HACTajy y
mporiecy Meh)ycobHor menoBama m3Bpmuona u omreheHor, mpu deMy Aoia3u
70 y3ajaMHOT' IpeHOca KPUMHHAIMCTHYKH pelieBaHTHHX HH(popmauuja. [lofg
MaTepHjaHUM JO0Ka3uMma ce MOoApa3yMeBajy pa3He (U3UUKe CTBapH KOje MOTy
MOCITYKUTH Kao JI0Ka3, C TUM JIa OHE HUCY HUKaKBa IoceOHa BPCTa JI0Ka3a, HETo
npunaaajy APyruM JoKazuma (McIpaBama) WM Cy TpeaMeT ysubaja Wi Be-
mTauera.’ 360r Tora cys, Hajuenthe npuIMKOM H3BOhEHA U OLEHE MaTepHjall-
HUX JI0Ka3a, aHTaXxyje CTpyUhaka HeKe JIpyre, HelpaBHE CTPYyKeE, KOju ce y HOo-
CTYIIKY TI0jaBJbyj€ Kao BEIITaK W KOjH Jjaje CBOj Haja3 W MUIIJbEH-E Ha OCHOBY

% IlIkymih M., Kpueraso mporecto paso, Beorpax 2011, cp.185-186.
3 V Bayer, Jugoslovensko krivi¢no procesno pravo, knjiga druga, Pravo o &injenicama i nji-
hovom utvrdivanju u kriviénom postupku, Zagreb 1972. ctp.17.
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npaBuiIa U JocTurHyha cBoje cTpyke. Y Hayasy, BEIITaK KOHCTaTyje MOCTOjambe
WM HETIOCTOjahe YHIbEHUIIA KOje Cy TMPEIMET I0Ka3HBamba, a Y MUIUBCHY H3-
HOCH CBOj Cy/l (JINUHHU CTaB, 3aKJbY4aK) O KOHCTATOBAHHM YHILCHHUIIAMA.

3. OTkpuBame 1 I0Ka3UBakbe KPUBUYHOT j1ejia
KOMILjyTepCKOI KpUMHHAJIA

CaBpeMeHN OONHIIM KPUMHHAIATETA, BUCOKOCO(DHCTHIIMPAHU Y TIOTIICTY
HAuWHA M CPEJICTaBa U3BPILICHA, KA0 M CTPYYHOCTH M3BpLIMJIANA CY HAMETHYIIH
Kao MpaBWJIO Jia C€ 3a HHUXOBO OTKPUBAILEC M JAOKa3uBame cBe delrhe xopucre
Hayka u Joruka. OBo je OTBOPWIO ITyT (OPEH3UIM y CMUCITY Ja Ce OHa HaMeT-
HyJa kao Bojeha Hayka y mpoliecy pacBeT/beha KpUBUYHUX Jielia, U uaeHTH -
KOBamba HUXOBUX U3BpIIMiana. DOopeH3HYKo 3HambEe MOpajy Ja Moceayjy HH-
CIEKTOPH, KpUMUHAIMCTHYKH TEXHUYAPH, TYKUOIH U CY/Hj€, OTHOCHO HIXOBO
CTPY4YHO 3HamE c€ He MOXXKe HH 3aMHuCIATH 0e3 dopensuke. OBo U3 pasziora
mro ce 6e3 oapeheHor, na Tako KaxeMo MpeA3Hama u3 HopeHsuke, He OU Mo-
[JIM HU MIO3MBATH BEIITAM Y KPUBUYHH MIOCTYIAK, HUTH OU c€ MOTao OLEHUTH
IUXOB Haja3 U MUIILJbEHE O YNEHUIAMa KOje Cy MpeAMeT JoKa3uBama. Tako-
he, 3name u3 Qopensuke omoryhapa U MpaBUITHO MPUOABIbAKE, KAO U BPEIAHO-
Bame J0Ka3a. 300r Tora je OHO HEONXOJHO CBUM YYECHHLIMMA Y MOCTYIIKY, a Y
KPUBUYHOM ITOCTYIKY a/IBEP3UjaITHOT THIIA, OHO je moceOHO moTpedHO OpaHmo-
Iy OKPUBJHCHOT.

4. Komnjyrepcka ¢opeH3uka U AUruTaiHa ¢gopeHsuka

®dopensnuke HayKe - popeH3uKa (Koje ce IOHEeKaa Ha3uBajy U CyJICKe Hay-
Ke€) TIPeJCTaB/bhajy CKyIl HAYYHHX TpaHa Koje Cy MoTpeOHe 3a yTBphuBame 4u-
IbCHUIIA y TOCTYTKY (CyACKOM Wik yrnpaBHoOM). [locToje pasmuaute rpane ¢o-
pEeH3MYKE HayKe Y Koje craja u koMmmjyrepcka Gopensuka. He nmocroju jeaun-
cTBeHa JeuHuUIMja KoMIjyTepcke (opeHsuke, aau uMajyhu y Buxy dnmme ce
oHa 0aBu, MOXe ce pehu fa je To jeHa BpCcTa TEXHOJOMIKE KOHTPOJIE KOMIT)y-
TEPCKOT' CHCTEMa, Ka0 M HETOBOT CaJipiKaja pajau NpUKyIUbamba U 00e30ehema
JI0Ka3a y BE3W Ca M3BPLICHUM KPUBUYHHUM JIEJIOM, I HEKUM JPYTUM MPECTy-
IOM, TZI€ je KOMITjyTep UCKOpHUIltheH y He3aKOHUTE CBpXe. Y HayIu HHje jeInH-
CTBEHO oJipeheHo MecTo, OMHOCHO CTaTyC KOMITjyTepcke dhopen3uke. 1ok jeaau
TBpJIE Ja je TePMUH KOMITjyTepcka POpPEeH3NKa caMo 3aMEH-eH TEPMHHOM JIUTH-
TaiHa (hOpPEeH3UKa, IPYTH TBPJE J1a je KOMIjyTepcka (OpeH3HKa 1e0 AUTUTATHE
(hopenzuke. be3z 003mpa Ha TO, OKO MpeaIMETa OBE rpaHe (OPEH3NKE MOCTOjH OTI-
1ITa yCarJallieHOCT, JIa j& TO KOMIjyTep Y HajilupeM CMHCIY, I1a TO OHJa MOJI-
pasyMeBa u cazpikaj nuckosa (xapa auckosa, CD/DVD nuckoBa), canpikaj ome-
paTuBHE MeMopuje, MpexHH caobpahaj u cBe paame peann3oBaHe y3 momoh pa-
gyHapa, Kao IITO Cy eNEKTPOHCKA KOPECIIOHACHH]IIa, MTaMIamke, Skype KoMmy-
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HUKaluje u Apyro. [lanac ce mopes payyHapa, rojaBjbyjy U JApyra CpejcTBa 13-
BpILCH-a KPUBUYHOT JIeNa, Ko IITO Cy AMTHTAIHU (OTO amapaTH U KaMmepe, Mo-
OunHu TeneOHU, MAMETHU TeleOHH, MEPCOHANHU JUTMTAIHU ACHCTCHTH W
CJIMYHO, & CBU OHU MOTY OMTH IpeaMeT o0pajie y MOCTYIKY, IPUMEHOM paBU-
na komrjytepcke ¢opensuxe. Komnjyrepcka (qururaina) gopeHsuka je Hayka
Koja ce 0aBH WACHTHU(PHUKOBAHEM, MPUKYIbAKHEM, YYBAHEM, TOKYMECHTOBAHEM
Y aHAJU30M II0/IaTaka KOjH Ce YCKJIaJWIITeHH, oOpaljiBaHN WM MPEHOIICHH y
nurutainoj popmu. OHa ce 0aBH pauyHapuMa, MOOMIIHUM M (PUKCHUM Teledo-
numa, PDA ypehajuma, MeMOpHjCKUM KapTulama, Kao U IpyruM MeAujuMa Ha
KojuMa ce Hajase notpebnn momanu. CTpydmaly U3 0Be 00JIaCTH Y CBOM paay
Hauase Ha OpojHe mpodJieMe, a TO Ce MOKYIIaBa npeBa3uhu Crieiujain3aiujom
CTpYyUHbaKa 3a yxe 00JIacTH, Kao IITO Cy pauyHapcka (opeH3HKa, HopeH3HKa
MobuTHEX ypehaja, mpexxHa opeHsuka u popeHsuka 6ase momaraka, GopeH3u-
ka omepatuBHUX cuctema (Windows, Linux i Mac OS). Onx xana je mpu3HaTa o1
crpaie ASCLD-LAB-a* (2003) kao camocranHa (pOpeH3HuKa JAUCUHIUIHHA, 3a
KOMITjyTepCcKy (DOPEH3MKY je MOpaciio MHTEPECOBAmE y CMHUCIY eayKaluje U
CTPYYHOT yCBaplliaBama u3 OBe 00J1acTH.

Haxo je mmpoko ynorpeOpuBa, KOMIJyTEpPCKy (AUTHTANIHY) QOPEH3UKY Yy
KPUBUYHOM IOCTYTKY Tpeda KOPUCTH caMO Y OHHM CHTyalljama, KaJa je eBu-
JEHTHO Jla CE Ha HEKOM KOMIIjyTepy Hajaze Moryhu peneBaHTHH J0Ka3u. Y Ta-
KBHM CHTyal{jama ce, 10 MpaBuily, BeOMa TELIKO J0Jla3u O THX J0Ka3a Ia je
NoTpeOHO Jla TEXHUKE KOMIjyTepcKe (OPEH3UMKE NMPUMEIYje CTPYUmaK U3 Te
o0JyiacTH, Kako He Ou JoNuIo Jo omTehema 10Ka3a U CMambeha IlHXOBE YIIOTpe-
OJEUBOCTH Y CYJICKOM MOCTYNKY. AKTHBHOCTH KOj€ YHHE KOMIIjyTepcKy (opeH-
3MKY c€ OWTHO Pa3lIuKyjy O]l OHUX aKTHBHOCTH KOj€ C€ CIIPOBEJIE Y HEKUM Tpa-
TUITHOHATHAM (POPEH3UYKHUM JHCIHIUINHAMA. Matepujaiu koje oOpahyje, kao
Y ajaTH M TeXHUKE KOje KOPUCTH KOMITjyTepcka (OpeH3uKa HHUCY HMPHUPOTHOT
nopekima. OcuM Tora, pa3inKa KOMITjyTepcke (IUTUTaIHe) (GOPEH3UKE Y OTHOCY
Ha TpaauIroHaiHe (opeH3nUKe UCIUILTHHE je U Y TOME IITO OHA BPIIU HCIIH-
TUBAKkbE M aHAJIM3E Ha CBAKOj JIOKAIMjH, @ HE CaMO y KOHTpoJMcaHuM (j1abopa-
TOPHjCKUM) yclioBHMa. HapaBHO, OCHOBHH, aJld HE U JIOBOJbAH YCIIOB 3a MPHMe-
Hy KOMIIjyTepcke (OpeH3HKe je AUTHTAIHU J0Ka3 Y OJHOCY Ha KOra ce MpHMe-
Y]y Hay4YHE METOJe paau HICHTU(HUKALM]jE, TPUKYIJbaha U aHAIM3Upamka 1o-
JaTaka Koju IMOYHMBajy YHYTap KOMIIjYTEPCKOI CHCTEMa, Kao W 3a OIopaBak
00pHCaHUX, KPUIITOBAHUX MITH ONITeHieHUX MOJIATaKa, y3 OUyBamhe HHTETPUTETA
OPHUTHUHATHOT JI0Ka3a.

Kommjyrepcka (aururanHa) QopeH3nka MMa H3y3€THO IIUPOK CIIEKTap
MpUMEHe, T1a TaKo, HaKO Cy 3a by MPBEHCTBCHO 3aMHTEPECOBAHU OPTraHU jaBHE

* Bumre Buzern: The American Society of Crime Laboratory Directors/Laboratory Accredi-
tation Board http://www.ascld-lab.org/
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0e30emHOCTH, NpKaBHE 0€30€eTHOCTH U MPABOCYAHU OpPraHH, CBE BUIIIC je IPH-
BaTHUX KOMIIaHU]ja 1 OaHaKa KOje KOPHUCTE KOMITjyTepcKy (hOpEH3UKY 3a BpIle-
e YHyTpalllbe KoHTpoJie. OCHM TOra, Y HAJUICKHOCT U JICTIOKPYT pajia MpuBaT-
HOT 00e30ehema M caMO3alTHTHE NIENaTHOCTH Yy (upMama, KOMIIaHHjaMa H
CBUM JPYT'MM YCTaHOBaMa WM MHCTUTYIHjama, CIIaJla U BPIICHE MOYSTHUX HC-
Tpara KOMIjyTepCKOT UHIIWJICHTA, 114 je 32 OYEKHBAaTH, JIa TEK TOIITO CIPOBEIY
COITICTBEHY ,,MCTpary”, obaBecTe Ha JIC)KHE OpPraHe MOJHIIN]E WU TYKUIAIITBO.
OBuM, T3B. MPETXOJHUM HCTPAKUBAKEM, OHU YTBphYjy MpUpOIy WHIMICHTA,
Ma YKOJHKO ce MOKaXKe Ja Ce pajd O KPUBHYHOM JIeNTy, JTaJbH paj Ha TOME MO-
pajy Ja mpenycre HaJUIeKHUM APKABHUM OpraHuMa. [IpeTxoJHO HCTPaKMBAHE
MOK€ MHOTO J]a IOMOTHE ITOJIMIHjCKUM OpraHhMa y JajbeM Pajy, ajau UCTO Ta-
KO MOXe Ja OyJie 9ak U IITETHO 3a 1aJb€ MOCTyNarke MOMUITH]e, YKOJIHUKO j& OHO
M3BPILEHO O] CTPaHe HECTPYYHUX JbYIH U 0e3 ofroBapajyhe omnpemMe 3a KOMII]jy-
TepcKy aHanu3y. Ha oBOM MecTy je Ba)KHO HallOMEHYTH H Jla Cy OBJlaIlhema op-
raHa T3B. ,,JIPETXOHOT UCTpaKHBama' BeoMma orpanwdcHa. J[oOpo pememe je
AHTKOBAKE CTPYYHOI KOHCYNTAHTA 332 MHUIMjaJHy WCTpAry, akBH3HIU]Y W
(hopeH3nYKy aHanu3y JWTCUTATHUX J[0Ka3a, BIACTUTHM CHarama, HajMame J0
TpeHyTKa yTBphuBama npupo/e WHIIMACHTA U TOHOIIeHa OUTyKe O (He) YKIbY-
YUBaKy 3BAHUYHUX UCTPAKHUX OpraHa, MTO ce Hajuelnhie YnHH.

5. IuruTaJHu 10Ka3u

JlururanaHu 1oKa3 je BpCTa JI0Ka3a KOju ce O]l OCTAIMX MaTepHjaHUX AO-
Ka3a pa3iukyje mo (Gopmu, a TO je muruTaHa (hopma, Koja Moapa3syMeBa HEKH
CJIEKTPOHCKH WJIM MarHeTHH ypehaj (moaany y onepaTHBHO] MEMOPH]jH, Ha XapA
IUCKY, (bemr KapTHIlaMa, ajld ¥ TOJIAIM KOjU ce Haja3e y TpaHCMUCHju). uru-
TaJHU JI0Ka3 ce MaHU]ecTyje Kao HU3 jeAMHHUIIa U HyJa Koje ce moMohy enek-
TpoHCKOT ypehaja mpeBonn y Hama pasyMJbuB o0muK. OBH JTIOKa3u Cy MO CBOjOj
BpPEIHOCTH W3jeJHAYCHU ca MaTepHjalIHUM JO0Ka3uMma 0 KOjUX ce J10Jla3d Ha
Beh TpaguIMOHaNaH HAYWH, JOK je 32 NMPUKYIUbAE TUTHTATHHUX I0Kas3a Mo-
TpeOHa crienujaiHa onpeMa. CBaku OpUTHHAIHM J0Ka3 Tpeba 1a OyJe cauyBaH
y M3BOPHOM OOJIHMKY, I1a TO HCTO BayKH M 3a AUTUTAIHE J0Ka3e. CBaKko 1ajbe Be-
mraliere ce He cMe BPIIUTH Ha OPUTHHAITHOM J0Ka3y, Beh Ha HeroBoj KOMuju,
jep Cy y mHTamy KOJA MCTpaKMBama TUTHTAIHHX J0Ka3a Hajuemhe y MUTamy
WHBa3MBHE METOJIC KOJHMa CE OBH JIOKAa3H MOTY YHUIITUTH. Komnuja nururamHor
JI0Ka3a Mopa OWTH BEpHA OPUTHHAIY y CBAaKOM Moryieay u Tpeba na Oyzae cme-
IITeHa Ha T3B. "9ucTOM" MEHjy, OAHOCHO OHOM Ha KOME HHje OMIo momaTaka
panyje.

> M. ‘Bopljesuh, Pecypcn 3a McTpary KOMITjyTepCKOr KpHMHHAIA, CTP.2
http://www.itvestak.org.rs/ziteh 04/radovi/ziteh-04.pdf
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JurnrananMm nokazuma ce 6aBu KoMIjyTepcka ¢popeH3uKka Koja ce Oa3upa
Ha NPUHLUILY 3aKOHUOCHY — TIOJl KOJUM c€ HOoApa3yMeBa MOTyRHOCT NMpHKY-
IJbarkba JAUTUTAIHUX JI0Ka3a caMO Ha OCHOBY OJUIyKe Cy[a; Janyd uciupaie —
mpeMa KOMe jelaH IUTUTAIIHY JI0Ka3 He CMe Jla HCKJbYUHU APYTH; 0Y)8ara Ouiu-
wwannol ookasa; udeniuugenimugurxayuje Hotenyujartol 00KA3HOT Maitepuja-
74 U uHiteipuiteiia 00Ka3Hol Maiiepujana.

Komnjyrepcka gopensuka ce 0aBu 00pajioM U aHATM30M 3aKOHUTO MPHUKY-
MJBEHUX JUTUTATHUX J0Ka3a KOju cy MpoHaljeHH y caMoM padyHapy WU MeIu-
juMa 3a gyBame nogaraka (FDD, HDD, USB, CD/DVD ROM wu ap.). [Toctymax
KOjU ce TIpUMembYje je CTaHAapAN30BaH M OH Ce, Ka0 M CBAKH IMPOIEC HANA3H y
CTamy JUHAMUYHOT KpETama MoJ] KOJHM ce MojJpa3ymMeBa HU3 yHarpe] yTBphe-
HUX pajilbll U MEpa, a TO Cy: PENO3HABAE, CAKYIJbAbE, UyBambe, JOKYMEHTO-
Bame, Kiacudpukanuja, ynopehusame, HHANBHIyaTH3aIja U PEKOHCTPYKIIH]ja
J0Ka3a.

JlokapnoB ,,IpHHIMI pa3MeHe je 3aCHOBaH Ha TBP/bH Ja MPUIMKOM CBa-
KOT KOHTAaKTa JIBE CTBAPH J0Na3H 10 pasmene.’ OBaj IPHHIIKII ce PUMEmbYje 0J1
1940. ronuHe, anu ce MOcTaBJba MUTAKE AA JIM CE OH MOXKE IPUMEHUBATH U Y
KOMIT)YTEPCKHM HCTparama. ¥ ciydajeBUMa KpUBHYHHUX Jejia KOMIIjyTepCKOT
KPUMHUHAIUTETa OOMYHO y KOHTAKT JI0JIa3e J[Ba MJIM BHIIC pauyHapa o]l KOjHX
jenan npunana omreheHom, a apyru u3spimony. Kaga oBu pauyHapu aohy y
KOHTAaKT, OHH CBAKaKO BpIIIC Pa3MEHY IoJlaTaka Wik HH(pOopMaIija, mTo ce MO-
e JIOKa3aTH Ha HUBOY OINEPATHBHOT CHCTEMa padyHapa. YKOJIHKO Ce Ha jeTHOM
pauyHapy y CMD yky1a Heka MpekHa KOMaHJa Koja ce OJHOCH Ha JAPYTH pady-
Hap, Moxxe ce gohu no IP agpece n apyrux nozmartaka Apyror padyHapa.

V Be3u ca AUIHTATHUM JI0Ka3HMa MOTPEOHO je yKa3aTh U Ha IUXOBE Kapak-
TEpUCTHKE Kao M caMy Hpupoxy . Ha mpBoM MecTy To je eenuxu 6poj ocymmuue-
Hux auya, jep cy kopucuuim VatepHera Hajuemhe aHOHUMHH, T1a jé CAaMUM TUM
BeNUMK Opoj MOTEHUMjAIHO OCYyMIbWYEHHX Juua. HMoeninuguxayuja ipecinyiia
ce KOJI KOMITjyTEPCKOT KpUMHHAIMTETA YECTO BPIIM BPEMEHCKH MHOTO KacHHje y
OJTHOCY Ha M3BPIIICHO KPUBUYHO /€710, a HajOOJbU MpHUMeEp 3a TO je kpala mosep-
JbUBHX MH(pOpManuja win kpaha uaenturera. Beauku opoj dioinienyujannux oo-
Ka3a ce Ha CaMOM TIOYETKY UCTpare elMMUHHMIIE, a Ja OM Cce MOIJa TOCTaBHUTH
MoYeTHa XUIOTe3a UCTPAKUTEIhA, IITO CE BPIIN y 3aBUCHOCTU O] came MPUPOJIE
npectyna. Iloonoxcnocin konimamunayuju je Takohe KapakKTepUCTUKA TUTUTA-
HUX JIOKa3a ¥ OHA MOJIpa3yMeBa lUXOBY BEJIMKY OCETJHUBOCT HA IIPOMEHY CTaba,

8 Eamony Jlokapt (1877-1966) Guo je mpeu aupekTop KpuMmumamuctruke mabopaTopuje y
JInony (®panuycka)- Jlokapaosa tepopuja win Jlokapaos 3akon — Bumie Buaet: Chisum, W.J.,
& Turvey, B. "Evidence Dynamics: Locard's Exchange Principle & Crime Reconstruction, Journ-
al of Behavioral Profiling, January, 2000, Vol. 1, No. 1.

" Bugern: G.Mohay & A.Anderson & B.Collie & D. Vel Rodney & R.McKemmish, -
Computer and Intrusion Forensics, Boston 2003 str.44.
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MHOTO Belin HEero Koj Ipyrux Jokaza. 300T Tora je moTpeOHO MPaBOBPEMEHO
Ipey3eTH CBE Mepe KOjiMa ce MOKEe OYyBaTH 3aTEUEHO CTambe, a TO CE TIOCTHKE
CaMo CTPOrOM IPOLELYPOM aKTUBHOCTU. Jlakoha Tybuiika 0okaza je IpUCyTHA
OHZIa KaJa je YOBeK caM (hakTop Tora, y CMUCIY Ja je JIMLE Koje MOCTyna He-
CTPYHHO, aJId ¥ OH/a KaJia HUje 3Hao Ja je JoKa3 MPUCYTaH.

6. Komnjyrepcka ncrpara®

Jlokasu Koju Mory OUTH peJIeBaHTHH y MCTPa3u KOja ce BOJIH IMTOBOJOM KOM-
IjYTEPCKOT KPUMHUHAIIUTETA CY KOMIIjyTep, JIANTOoI, [ITaMiiad, GOTOKOIHp anapa-
TH, MOOWIHU Tenedon, mmyna aurutanHa cpeactBa (PDA), CD, ¢nomu nuck,
USB memopuja, aurutanHa Kamepe, 3uml AuckoBH, hard drive u cBe apyre Hampa-
BE KOje UMajy MOTYNHOCT CKJIaquITemha nogaTaka. OBU T0Ka3W BHCOKE TEXHOJIO-
THje 3aXTeBajy Apyradujy BPCTy HCTpare y OJHOCY Ha KJIaCHUHY, Kao U JIMIA Mo-
cebne crpyuHoctu. Kana ¢opensnuapu mpeay3My cBe HEONXOIHE Mepe Aa Ou
OCUTYpaJli MHTETPHUTET JIOKa3HOT MaTepHjaia, OH je MPUXBATJbUB Y CYJICKOM MO-
CTYIIKY, Ka0 M KOJI KJIACHYHE UCTpare, ¥ AaJbH MpaBall HCTpare je IMPeKTHO oJipe-
heH onepaTUBHMM ca3HambUMa U JOKA3UMa KOjU Cy NMPUKYIJBCHU Ha JIMILy MECTa.
Naxo y Hajsehem Opojy cirydajeBa KpUMHHAIMCTHYKA UCTpara MOYnkbe Ha CaMOM
JIMITy MECTa, KOJ KOMITJyTepCKUX HMCTpara je Hemro apyrauuje. Jluie mecra je
MECTO M3BPILICHa KPUBUYHOT Aeja (TIe je mpeay3eTa paimbha HiH HACTYNUIIA MO~
CIIeITUITA WITH je TIpeMa YMHUIIIBajy U3BPIIHOIa Tpebasia 1a HACTYIN ), Kao U CBAKO
JIpYro MECTO Ha KOME ce Hajla3e JOKa3d M TParoBW Yy BE3H Ca W3BPLICHUM KpH-
BUYHHUM JesioM. VcTpare KOMIjyTepCcKOr KpUMHUHAINUTETa OUYHEbY UACHTH(UKO-
BamkEM JI0Ka3a, OHJA CIeIU JOKyMEHTOBamE J0Ka3a U Ha Kpajy HUXOBO IPHUKY-
mbame.” [IPHITMKOM MCTPaXKHMBAKHA JIUIA MECTA HOTPEOHO je MOMTOBATH TIPABUIA
U TIpOLIEAYpE jep ce caMo Ha Taj HauuH 00e30elyje KOMIIETHO TOKYMEHTOBAmE
JMLa Mecta, 00pasia CBUX PENEBAaHTHUX JJOKA3a Y CMHUCIY IIPABUIIHOT PYKOBamba U
MaKoBamba JI0Ka3a U HUXOBOT Cllathba Ha BEITaYCHe. Y CYNPOTHOM, HETONITOBA-
Be MpaBHiIa MOXeE JIa IPUKYIUbEHE J0Ka3e Y CyJICKOM IMOCTYNKY YYUHU HE3aKO-
HUTUM W HENPHUXBATJFMBHUM 3a MOCTyNak. MaeHTudukoBame N0Ka3a, OJIHOCHO
[IPENO3HaBakEe 10Ka3a ce BPLIX IIPEIJIe0OM JIMIAa MECTa, a HaUKWH IpeTpare Juua
MecTa 3aBUCH O] IIPUPOJIE U BEJIMUYHHE 00IacTh KOjy Tpeba MpeTpakuT, Kao u
BpcTe J0Ka3a (moceOHO JaTeHTHUX JAoKasa). IIpermen nmia mecta MOYUELE BHU-
3yeJIHUM II0OCMaTpameM, a KOPUCTE Ce U pa3Ha TeXHWuKa cpenctsa. 1lo naenTu-
(ukamju ToKas3a ce mpenasu Ha BHXOBO JOKYMEHTOBAME, OJHOCHO (DUKCHpArhe
KOje ce BpIIM CHUMamkeM 1 (hoTorpaducameM.

¥ Bumern: . Marcella & A.Greenfield, Computer crimes—Investigation—Handbooks, Boston
2002.

? [puka3s pat ma ocHoBy: J. Vacca , Computer Forensics: Computer Crime Scene Investiga-
tion, 3rd Edition, London 2005.
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[pukyrsbame J0Ka3a TOKOM Bpilieka yBuhaja o0yxBaTa IpuMeHy METO/a,
TEXHHUKa M MpoLenypa Koje ce KOpHCTe 3a M3y3MMarbe J0Ka3a ca JIMIa MecTa.
OBaj mocTymak 3axTeBa BpeMe, NMaXJbHBO U CTPIUBMBO MOCTYINAWmbE CTPYYHHX
JIATIA, @ TUMCKH paja TOKOM oOpaje JuIla MecTa je oJ mpecyaHor 3Hadaja. Ilo-
TpeOHO je MPUJIMKOM BpIIeHka yBUDaja y3eTH CBE TparoBe OTHCaka MPCTUjy ca
noBpurHe anapara, CRT ekpana u KOMITjyTepCKOT MHIIA. Y KOJIUKO, HA OCHOBY
MHCAOHE PEKOHCTpPYyKIHje porahaja, Kao M ca3HATUX YUEHEHHIIA, TIOCTOJH CyMEba
Jla je KOMIjyTep KOpHUINheH 3a CKIAJUIITCHE JJ0Ka3a, 00aBe3HO CE OAy3UMajy
CBHM MEMjHU 32 CKJIQAMLITEHC M0JIaTaka. 3a HCTpary MOry OWTH 3Ha4ajHU U IIPO-
HaljeHM MpOTrpaMu KOjH MPUKYIUbajy M aHAIM3HUPajy MHpOpManmje, Kao 1 OmiIo
KaKBa yIyTCTBa 3a ynoTpeOy THUX Mporpama.

KowmrjyTep xoju je 3areueH Ha JHIy MecTa, yKOJIUKO je YKJbyUeH, HE CMe
ce MCKJbYYHTH, jep OM TO MOIJIO M3a3BaTh I'yOMTaK BpeAHUX J0Ka3a, ma ¢o-
peH3u4Yap Mopa INpBO Jla TECTHPA MOCTYIAK ralieka 1a Ou OTKIOHHO PU3HK O]
eBEHTYAJHUX JECTPYKTUBHHUX IPOTrpaMa KOju OM ce HECMOTPEHUM TalleHheM
MOTJIM aKTHBUPATH W OOpHCATH NTOKa3e. YKOJIHUKO TOCTOjU TMOTpeda y KOH-
KPETHOM CIMYajy Jia c€ KOMITjYTep CKIIOHH Ca JINIa MeCTa jep MOCTOjU CyMmba
y TIOCTOjarkbe 3aMKe Koja OM MoTJia Ja akTHBHpa 3jo0hymHe mporpame, y Ta-
KBUM CHUTyalljaMa je IMOCe0HO BaXKHO MAXKJHPMBO PACKIONMUTH padyHApCKy
oTpeMy | Taja ce Hajuemhe MpBO KaOIOBH MpaBWIIHO 0OemexaBajy, a 1a ou ce
KacHHje MOTJIH MmoBe3atn. HapaBHO cBe 0BO ce paau y TUHAMHUYKO] a3y yBH-
haja. CBe eNeKTpOHCKE KOMIIOHEHTE C€ YyBajy y CTaTHYKHUM Kecama, a KOpH-
cTH ce M ypehaj 3a cTaTHUKO y3eMJbeHe J1a He OW JIONUIO JI0 CTaTHYKOT Ipa-
KIbEHha KOJUM OM ce YHUIITHIN JoKa3u. CBe Mepe U pajiibe Koje ce mpey3u-
Majy Ha JIMIy MECTa 3aXTeBajy BpeMe, Ia TaKo, aKo je MOTPEOHO CIIaCUTH CIIU-
Ke ca XapJ JpajBa, moTpedaH je u3y3eTHO AyT TeXHUYKH npoiiec oopane. [Ipe-
Tpara Meauja ce Takohe Moxe M3BPIIMTH Ha JIMIy MECTa, a UCTPaKHA eKUIa
cama ojapelyje BpeMe koje joj je moTpeOHO 3a mpey3uMame Joka3a. HapasHo,
CTPYYHOCT U aJCKBaTHa ONpeMa Cy MpEeAycIOBH epuKacHe oOpaje Iuna me-
cra. [loctynak yBubaja KoJ KOMIIjyTEepCKOT KpUMHHAJAa j€ UCTH KAa0 U KOJA
JAPYTUX TPaaulMOHATHUX oOiuka KpumMuHaia. OBa J0Ka3Ha pajmba NOYHHE
o0e30ehemem nuLa MecTa, a 3aTUM CIIEAN: BU3YEITHH Nperies JIuua Mecta (y3
MHUCAOHy PEKOHCTPYKUHjy porabhaja), puxcupame auua mecta (portorpaduca-
BEM), U3paja CKUIIe JINIa MeCTa, IeTaJbHa IpeTpara J1ia MeCTa, CHUMambe U
CaKyIUbame MaTepHjaTHUX JOK3a M Ha Kpajy, BPIIU CE€ jOII jeTHOM BH3YEIIHH
nperien nuna mecra. Pasnnka y oxHocy Ha yBubaje 3a Apyra KpuBHYHA Jiena
je y Tome, mTo je oBze yBuhaj Bumre texuudke npupoje. C 063upom Ha TO Aa
je mpeamer yBuhaja KOMIjyTep WM HEKU eIeKTPOHCKH ypehaj, kopucre ce pe-
noBHe (opeHsnuke TexHuke. [Ipunrkom obOpaje nuia Mecta moTpedHo je 3a-
MTUTH U 00€30eANTH KOMIIjJyTepCKH CUCTEeM, a Takole je BayKHO J1a JIWIa Koja
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paze ca xommjyTepuma Oyay yJdajbeHa M3 MPOCTopa JHIa MecTa Koju je 00e3-
oehen. ToM NpUIMKOM ce MOpa yCTaHOBHUTH KoOja Jinua cy Ouia y noaupy ca
JHIEM MecTa U ca BbUMa ce oJMax o J0JacKy yBubajHe ekuiie, o0aBiba WH-
(dopmaTHBHH pa3roBop. YmpaBo 30or Tora mrto omreheHa Jauma mpBo cama
MOKYIIaBajy Ja OTKJIOHE HAcTaly IITETy, caMa MM aHTaxyjyhu cTpydyHa jim-
1a, 9YeCTO Ce YHHMINITABajy HEMOCPEIHH JOKa3H KOjH MOTY Jla YKaxy Ha U3Bp-
muona. 300T TOra je jako BaKHO Ja MO CasHamy 33 U3BPIICHO KPUBUYHO JEJIO,
omrreheHa numa ogmMax 00aBecTe Ha/UIeKHE OpTaHe.

Kon kpyBHYHHX Jieia BUCOKOTEXHOJIOIIKOT KPUMHUHAIIA, JIIIE MECTa MOXKE
OWTH YaK U YJaJbeHO HEKO MECTO WM BO3WIIO, IITO je TMOCeIula MpPEKHUX
crocobHocTu. Panme koje cy cnenuduune 3a Bpuiewme yBuhaja KOA T3B. KOM-
IjYTEPCKOT JINIa MECTa ce 0IHOCE Ha ojipehuBambe CBUX JIOKAIUTETA KOje je I0-
TPpeOHO MPETPAKUTH U MPOHAIAKEHE CIEUPUIHOCTH Xap/Bepa Uii codTBepa
KOju cy npeamet yeubaja. [Ipuiarkom oBe 1okasHe pagmbe Mopajy ce uaeHTH -
KOBaTH CBE MpEeXHE MOTYNHOCTH, Kao M Be3e ca MECTOM TIJie ce€ KOMIjyTep Ha-
Ja3u Y TOM TPEHYTKY, a aKo IMOCTOju U MIHTepHeT KOHeKI1]ja, ucTpara rmorpuma,
MOTNpaBuiy, Mel)yHApOIHY JMMEH3UjY, U Y By Cy OHJA YKJbyueHH pasHu WH-
TEpHET MPOBajIepy 1 APYTH HAIJICKHH OPTaHHU.

PazBujame ororpadckor npoduia je jour jeqHa KaparepucTuka ysubaja
3a Jiesia KoMIjyTepckor kpumuHana. [lox oBuMm ce nmoapasymesa ¢ororpaduca-
€ JINIIa MECTa M3 CBUX YIJIOBA, OJMaX IOIITO je 0HO 0o0e30elheHo y 3aTeueHOM
crawy. QoTtorpaduje n3zdnm3a cy OUTHE 3a cBe KOHEKTOpE Ha KabJoBUMa H ype-
hajuma, xoju ce mMoToM mHpaBWIIHO obOenexkaBajy. PoTo andyMm ce mpuiaxke Ha
Kpajy y3 3amucHUK 0 yBuhajy. PazBujame dororpadckor nmpoduia 3axTeBa XuT-
HO TIOCTYTAIE U Ty c€ pasnukyje Tpu tuma dortorpaduja: pororpaduje 1meno-
KYIHOT M3TJIe/Ia JIMIA MEecTa - T3B. IIUPOK MOTJe]l Kpo3 00jeKTUB (1ajby H3TIIe]
nuia mecra), pororpaduje cpenmer panra - mokasyjy sesy usmely npenmera u
(dotorpaduje mokaza m36IM3a — MOKa3yjy JAeTajbe Kao IITO Cy CEPHjCKH Opoje-
BHU, O3HAKE M YHUBEP3aJIHU KOJOBH Npom3Boaa. OBO CBE ce BPIIN Y CTATHYKO]
a3y, a y TUHaMHUUKOj - (a3 mperpare, BpIIU ce GU3NYKH MPEriie] JIuia MecTa
U CaKyIJbajy ce eJIEKTPOHCKU JOKa3H. Y OBOj (a3u je BakHO Ja (GopeH3ndap
MMa TPETIIOCTaBKy O BpCTama JoKa3a KOju Cy NPUCYTHH Ha JIMIy MecTa Ha
OCHOBY MHCAOHE PEKOHCTpyKIHje morahaja. Pasmuke y mcrparama KOMIjyTep-
CKOT KpHMHHaJIa ce Orie/ajy Yy BeIHYMHN KOMITjYTEPCKOT CUCTEMa U KOJTMYUHH
mojaTaka Ha JIMCKY, Koja ce 00e30ehyje u cauma. C 003upoM Ha TO J1a Xap[ Au-
CKOBH KOjH C€ MOT'Y TPEHYTHO Hah¥ Ha TPXKHUIITY MOTY Jla CKJIQJMIITE YaK BUIIE
on 200 I'b momaraka, pBO je TOTPeOHO OAPEANTH KaIraluTeT TUCKa KOju Tpeba
Jla Ce KOMUPA WM CHUMHU 33 KacHHje (OPEH3NYKE aHAIU3E, Jep j& KO BEIUKUX
JaTtoTeka To Hemoryhe, ma ce y TUM ciydajeBuMa (OpeH3nYKa MCTpara BPIIU
Ha JHIy MecTa. [IpUKyIUbeHN JTOKa3M Ha JIMIYy MECTa YMHE T3B. ,JJAHAIl JUTH-
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TAJIHMX JI0Ka3a,” a TO ce MOCTHXKE NMPUMEHOM CIIOXKEHHX (POPEH3NUKUX METO/a
W CTPOTO MPOMHCAHE MPOIEeIype.

O mpuBpeMeHO OAy3eTHM eIEeKTPOHCKHM ypehajuma ce cacraBipa mocedaH
3allMCHUK M OHU ce (oTorpaduiry, a My OJ KOra je OH OAy3€eT ce h3aaje mo-
TBpAa. MoOwaHN TeneoHn cy Manu 1 9yBajy ce y DapasejeBuM Kecama, a Jin-
CKOBH C€ MaKyjy Y aHTH-CTaTH4Ke Kece, MOLITO Cy MPETXOAHO 00eIIeKEeHH.

3a NPUKYIUbAhE U OUyBambe TUTUTATHUX ¥ MYJITHMEIHjaTHUX JI0Ka3a, Kao
U 32 BbUXOB TPEHOC, HEOITXO/IHO j€ J1a TIOCTOjH YCIIOCTABJbEH CUCTEM KBAIUTETA.
OBaj cucreM MOpajy UMaTH CBE YCTaHOBE Koje ce 0aBe (PpopeH3MKOM. Y TOM
CMHCITY je OTpeOHO Aa ce MPONHIIY CTaHJapAHE MPOLeIype KOjU HUCY HUILITA
JPYro, HEro JIOKyMEHTOBAaHE CMEpHHIIE, OJHOCHO MHIMKATOPH KOHTpPOJE KBa-
mutera.'’ CBa mpaBuIa ¥ IPOLEAypPE Y BE3H Ca ANTHTATHHM J0Ka3HMa MOpPajy
OWUTH MPENM3HO HaBEACHE y NOKyMEHTalMju (HOpEH3HUYKE YCTaHOBE CTaHIAPI-
HUX TIpolenypa. Ymorpeba CTaHZapIHUX TpoIleaypa je oa ¢GyHIaMEeHTaTHOT
3Ha4aja Kako 3a mocTymnajyhe HaanexHe opraHe, Tako M 3a caMy (opeH3HuKy
Hayky. CMepHHUIe Koje Cy Y CKJIajJy ca CTPYKOM CY YCJIOB 3a NPHXBaTame pe-
3yNiTaTa M 3aKJby4aka oOJ CTpaHe CyJOBa y KPHMBUYHOM MoCTynky. Umajyhm y
BUJIy YMEGEHHILY J1a Cy MHTCH3MBHE TEXHOJIOMIKE IIPOMEHE OCHOBHA KapaKTepH-
CTHKA JUTUTAIHUX JJOKa3a, BPCTe, OONMIM M HAaUMHH MTPUKYIJbaba U UCIIUTUBA-
Ba JUTHTAIHUX JI0Ka3a ce MOpajy IMpaBOBPEMEHO aXypHpaTH, W Hajuenthe ce
TO paJyl Ha TOAWIIKeM HUBOY. CTaHJapAn U KPUTEPHjYMHU 32 OLIEHY MpoLeaypa
KOje ce pUMemYjy y Be3u ca JIUTHTAIHUM JI0KazuMa Tpeba na Oyny Qiekcu-
OWJTHU, a BAIMIHOCT MOCTYITIKA CE YCTAHOBJbABA MPEeMa er3akTHollhy u moys/a-
Houhy MojeIMHUX TeXHHKA. Y OBOM KOHTEKCTY, HOTPEOHO je KOPUCTUTH NpH-
KJIaJHE XapaBepe u copTBepe (TECTHpaHe) KOju Cy ePUKACHH Y MPUKYTJbAby U
UCTIMTUBAY TUTMTATHUX JOoKasza. Takole Tpeba HAIIOMEHYTH Jja CBE aKTHBHO-
CTH KOje ce OJJHOCE Ha OJly3UMarbhe, UyBambe, HCIIUTHBALE WITH MPEHOC JTUTUTAN-
HOT JI0Ka3a, Mopajy OuTH 3abenexene 1 y nucanoj Gpopmu. 3axreB 3a Moy31aHo-
mhy 0kasa mojapasymeBa ojroBapajyhu HEIpeKWHYTH JIaHAIl CBUX eJieMeHaTa
JI0Ka3a, y3 KOju je moTpeOHo o0e30eauTu oarosapajyhy moxkymenramujy. Joky-
MEHTalja Koja ce MpHiIaXe Y3 HaJla3 U MUIUBCHE BELITAaKa CIYXKH 3a IIOTKpe-
IJbECHE IETOBUX 3aKJbyUaKa.

MehynaponHa opranuzamyja 3a KoMijyrepcke qokase (International Orga-
nization on Computer Evidence (IOCE)) xoja je ocHoBana 1995. ronune, nmana
je 3a sk ga o6e30eau pasmeny uHpopMaIrja Koje ce OJHOCE Ha KPUBUIHA JIe-
Ja KOMIjyTepCKOT KpUMUHAJIMTETa, ajld je OBa OpraHu3alyja Jana u nocebaH

10 Crannapae u kpuTepHjyMe y Be3H ca JUTHTATHAM JOKasuMa - BuaeTH: Digital Evidence:
Standards and Principles, Scientific Working Group on Digital Evidence (SWGDE) International
Organization on Digital Evidence (IOCE)

http://www.fbi.gov/about-us/lab/forensic-science-communications/fsc/april2000/swgde.htm#Proposed
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JOTIPUHOC y CMHUCIy YCTaHOBJbaBamka Mel)yHapoIHHX CTaHIapAa 3a pazMeHy
CJIEKTPOHCKHX TojaTaka. Mel)yHaponHU cTaHAapay, MPEe3eHTOBaHU M MPHUXBa-
henn Ha MeljyHapomHO] KOH(EpeHIHji BUCOKOTEXHOIOMKOT KpuMrHana u ¢o-
pemsuke 1999. roqune cy caegehn:'!

e Hu jesHa akTHBHOCT K0ja ce Mpe/{y3uMa Y BE3 ca JUTHTAITHUM JTOKa3H-
Ma HE CMe /Ia yTUYE Ha IbHXOBY HU3MEHY.

e (Camo cTpydHa U KOMIIETEHTHA JIMLA MOTY Jla UMajy NPUCTYI AUTHTAI-
HOM JIOKa3y.

e (CBe aKTHUBHOCTH KOje CE€ OJIHOCE Ha OJy3UMarbe, CKIAIUIITCHE WIN
MPEHOC AUTHTAIHOT JI0Ka3a Mopajy OUTH y MOTIYHOCTH JOKYMEHTOBAHE.

e Jlune y uMjeM moceny Cy IUTMTAIHHM JOKa3M je€ OJrOBOPHO 3a CBE aK-
THBHOCTH KOj€ TIpey3Me y BE3H ca BUMa.

e (CBaku nIp)KaBHU OpraH (arcHIpja) Koja je OATOBOpPHA 3a OJy3HMarmbe,
MPUCTYT, CKIAJUIITEHhE WIH MPEHOC JUTHTATHUX JI0Ka3a, Mopa Jia MoCcTyna y
CKJIaJly ca OmuITe npuxBaheM craHaapIuMa.

Ocrane npenopyke MelyHapoaHe opraHu3sanuje 3a KOMIjyTepcKe JI0Ka3e
ce omHOCce Ha (DOPEH3WUIKY KOMIIETEHITH]Y W TOTpedy 3a MehyHapoIHOM akpe-
JIUTAIMjOM QJIaTKU, TEXHUKA U 00yKe, Kao U pa3MeHy uHpopMaigja Koje ce ol-
HOCE Ha BUCOKOTEXHOJIOIIKH KPUMHHAI U POPEH3NYKO pauyHapCTBO.

[Tocne m3BpmieHOT yBUhaja je BaXKHO KaKO C€ apXWBHPAjy AWTHUTAIHHU U
MYyJTUMEIWjaTHA TOKa3W U3 Pasiora MITO je MOTPeOHO a ce TO M3BPIIU Ha Ha-
YHH KOjuM he ce oMOryhnuTH mpHUCTyIl THM JI0Ka3uMa, Kaja ce 3a THM YKaxKe To-
Tpeba. ApXHMBUpamke je TOCTYNaK CKIaJUINTeHha MoJaTaka y JyKeM BpeMeH-
CKOM TEepHOJy, Ha HaYWH KOjU UX YMHU JOCTYIHHM. Y CilydajeBUMa Ijie je Ho-
TpeOHO J]a ce M3BPIIN apXUBUPAHE, ITOTPEOHO je 1a OHO Oyie TIaHUPaHo O ca-
MOT TI0YETKa FeHepHCara, 00paje, a 0 o1y3UMarmha 10Ka3a.

7. Uctpare y cajoep npocTopy

JenHa o]l KapakTepUCTHKAa KPUBHYHHX JIeJIa BUCOKOTEXHOJIOIIKOT KPUMHU-
Hajia je crerupuYHO MECTO M3BpIlICHa Jena. HauMe, MecTo U3BpIICHa OBUX
KPMBUYHUX JIeJIa HE MOXKE C€ BE3aTH 3a payyHap M CTO Ha KOME ce padyHap Ha-
Ja3M0 y TPEHYTKY W3BpLICHA, jep je cajoep MpOCTOp BHPTYEIHU JIE0 CTBAPHO-
CTH KOjU HE TI03Haje JApiKaBHE TPaHWIE Kao HU CyBepeHy BiacT japxkase. Opa
cneunUIHOCT je mocneauna nojase MHTepHeTa u riobanu3amuje Mpexa Koje

"Digital Evidence: Standards and Principles, Scientific Working Group on Digital Eviden-
ce (SWGDE)International Organization on Digital Evidence (IOCE)
http://www.fbi.gov/about-us/lab/forensic-science-communications/fsc/april2000/swgde.htm#Proposed
2 SWGIT Guidelines for the Forensic Imaging Practitioner / Section 15 Best Practices for
Archiving Digital and Multimedia Evidence (DME) in the Criminal Justice System
http://www.theiai.org/guidelines/swgit/guidelines/section_15_ v1-1.pdf
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naHac noctoje. Excnianmsuja MHTepHETa M Tiobaiiv3aidja JIOKATHUX Mpexka,
Kao M Harid pa3Boj WHPOpPMAaLMOHE KOMIjYTEPCKE TEXHOJIOTHjE YCIOBWIIE Cy
HOBHM HAuWH pajia CTpydmaka nHdopmanuoHe texuonoruje. Hanme, nomro cy
ce KJIaCHYHe J1abopaTopHje IMoKa3ane Kao HeaJeKBaTHE y OBHUM CIydajeBUMa,
¢dopenzuyapu cy ox cajoep mpocTopa HampaBuwiId HoBe Jlabopatopuje. Cajoep
¢dopeHsuka je omoryhuia a ce J0Ka3H MpoHaNase y pauyHapCKUM Mpexama U
Ha MaTtepuery. Mmajyhu y Bunmy na ce cBe ogurpana on-line, Ha MpeXu y peai-
HOM BpEMeEHY, MOTPEOHO je Jia ce Ipate T3B. yiladu, Mperiie]] 3a0pameHor cap-
*aja Ha MHTepHeTy, eBeHTyallHe 3J0ynoTpede 1 Apyre CyMIbHBE aKTHBHOCTH.
Kao noruyHa 1 Hy»Ha NOCIIE/MIA HABEJICHOT, TIOCTABUIIO CE HajIMCKYTaOWITHHU-
je nurtame 3a cajoep GpopeH3uuape, a TO je 3aKOHUTOCT HbUXOBUX aKTUBHOCTH Y
CMHCIIy TOLITOBalka MPUBATHOCTH, OJHOCHO I'paHMIE 33AMPama y OBY 30HY.
OBo je HajBehn mpoOiieM naHac ca kojuM ce cycpehy cajOoep dopeH3uUapm.
Wnax, epukacHa 6opOa IpOTHB OBOT BHJIa KPUMHIHAIUTETA MTOKa3yje aKTHBHOCT
(dopeHznyapa ycMepeHy Ha clipedaBame, OTKPUBAE U JJOKa3UBaE MPECTYIa y
cajoep pocTopy Kao IMpETeKHUjU WHTEPEC, a 3aKOHOABaIl je Taj Koju Tpeda aa
yCIIOCTaBU MOTPEOHY paBHOTEXKY M3Mel)y JiBa, HA MPBH TOTIIE] CYHPOTCTAaBIbE-
Ha MHTepeca, IPaBo Ha epUKACHO KPUBHYHO 3aKOHONABCTBO M MPABO HA 3allTH-
Ty OCHOBHHUX MpaBa H ciioboza rpalana.

[Tpunukom uctpare Ha MuTepHETY MocToje oapehena ommre npuxsBahena
MpaBWiIa y TOCTyNamwy, OAHOCHO CTaHIapAM3aluja Koje ce Tpeba nmpuapkaBa-
.’ UctpaxuBame dopensndapa y cajoep mpocTopy IouUMme YTBphHBarbeM
HACHTHUTETa KOPHUCHHKA, a TO ce Bpum nomohy IP anpece pauynapa. OBa anpeca
je modeTHa crenenuia y ucrpasu. IP angpeca je jemuHcTBeHH Opoj padyHapa, u3-
paxken y OpojeBuMa koju omoryhaBa MehycoOHu caoOpahaj KOpHCHHKA ITyTeM
WnrepHera, a y cxiany ca npaswianMa MHTepHeT nportokona. Taj mehycoOHn
caobpahaj noapaszymena npumame U crnpoBoheme nHpopMalrja y UMe TOIIH-
spaona. [Ipumenom moceOHUX MeToa, Kajga ce yTBpau web hosting service, ont
cepBHCEpa MPABOCY/HU OpPraHW TPaXke MOJATKE O UIACHTUTETY JIMIa KOje je
OCYMIbMYEHH y KOHKPETHOM citydajy. Web hosting service je BpcTa cepBuca Jo-
MahinHa Ha MHTEpHETY KOju oMoryhaBa pU3HYKUM M MPaBHUM JIHIAMA JIa CBOjE
BeO cajTOBE y4HMHE JOCTYITHHM y OKBHPY LieJie Mpexke. YKOJHMKO Ce YTBPIHU Jia
Cy MoJialy 0 KOPUCHHUKY HEUCTHHUTH, OHJIA CE TPAXKH JINCTA KOPUCHHUKA KOJH Cy
Kpeatopu MHTepHET cTpaHuIE, jep ce Ha OCHOBY Tora Moxke yTBpautu IP anpe-
ca KoJ[ IpoBajIepa, Tae ce MojaBJbyje OCYMIBbHUIEHO Jinie. Ty ce TIpBO BPIITH WH-
JUBHIyalu3alyja Juna, yTephyje ce 1a JIiM je OCyMIbHUCHO JIMIE MPaBHO MU
¢u3HYKO JIMIe, a TEK OHJA CE YCTaHOBJbaBa HEroB mieHTHTeT. OOaBe3a 3aap-

' Bugern: J.Kperuh, CTanzapau y MOCTyIamby TYXHTana y GopoH MPOTHB KOMITjYTepCKOT
kpumuHana, CD 36opauk ZITEH, 2004., cTp. 10.
http://www.itvestak.org.rs/ziteh 04/radovi/ziteh-12.pdf
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’KaBarba TEJICKOMYHUKAIMOHUX MOJaTaka 3a IMpoBajaepe Koja je MponucaHa 3a-
KOHOM y apxkaBama wiannnama EY (a koju cy yckmahenu ca JlupektuBom EY o
3ajip)kaBamy Mojaraka), omoryhasa JojaKeme 10 MoJaTaka O BPEMEHY H Me-
CTy JIeJI0Bama KOPUCHUKA Ha VIHTEepHETY, OJJHOCHO OCYMEIUYEHOT JINIIA.

Hurnransa ¢opeHsnka cBOjy MpHMEHY HHj€ Hallllla caMO y OKBHpY pana
ciry’)kOu jaBHe 0Oe30eaHOCTH, ApkaBHE 0e30eIHOCTH M TPaBOCYTHHX OpraHa,
Beh u y oprannzanyjama u npeaysehuma, rae je norpedHo y3 momoh ¢opensmuu-
KHX HAyYHHX METOJa YTBPJIUTH oJipeljeHe YNIEHUIIE U JIOKA3aTH HX.

8. 3ak/byuHna pazmarTpama

Kowmmjyrepcka dopensuka je nanac condicio sine qua non 3a OTKpUBambE
JUTUTATHUX JI0Ka3a, MOCTYNAke ca lhUMa M lbUXOBO TIPE3CHTOBAKE Y KPUBHY-
HOM mocTynky. Jla 6u ce oBa rpana (hopeH3uKe MoOrja Ha eUKacaH HAYMH
YIOTPEOUTH, OJHOCHO MPUMEHUTH Yy CYACKOM HOCTYIIKY, MOTPeOHO je na mo-
cTOju oxaromapajyha 3akoHCKa peryiaruBa. Y TOM CMHUCIY, Tpeba uctahm ma
cy Cjenumene Amepuuke JlpxxaBe u 3eMJbe 3amaaae EBpone perynucane cBo-
JUM TIO3UTUBHUM 33aKOHOJABCTBOM KOMITJYTEPCKY (DOPEH3UMKY Tako IITO CYy
YCBOjHJIE OMIITE MPOLEAYPEe U CTaHAapIe KOjU ce OJHOCE Ha AUTHTAIHE J10Ka-
3e. Y Peny6nunn Cpouju y KpuBnuHOM 3aKOHUKY, T7IaBU 27. - KpUBUYHA J1ea
IPOTHB NPOTHB 6e30eIHOCTH PauyHAPCKMX MOJaTaKa @ 1y 3aKOHY M OpraHH-
3alMjyu U HAJUICKHOCTH JIP)KaBHUX OpraHa 3a 00pOy MpOTHUB BUCOKOTEXHOJIO-
mkor kpumuHana' je neduHUCAHA yJI0Ta KOMIjyTepa KOJ OBHX KPHBMUYHMX
JieNla, 1 Ha OBaj HAYMH Cy AUTUTAIHHU JOKa3H YIUIM Y CYICKE MOCTYIKE U IO0-
CTany He3a00MIIa3HU /10 OTKpHBama W JoKa3zuBama. C 003MpoM Ja je BeoMa
KOMIIJICKCAH 3ajlaTak u3BOheme MUIHTAIHUX JI0Ka3a Y MOCTYIKY, TOTPEOHO je
na ce hopeHznyapu HHPOPMALNOHE TEXHOIOTHje CTPOTO NPUAPKABA]Y OCHOB-
HUX IpaBUja W MpoLEeAypa y MOCTylamy ca AUTMTAIHUM AOKa3uMa. Pa3Boj
nH(pOpMaIFiOHe TEXHOJIOTHje W IUTHTaIHE (POpeH3WKe je MoKaszao Ja, MaKo
TParoBH MOTY OUTH Yy JUTHTAIHOM OOJIMKY, TOTOBO HEBUAJBUBU y cajoep mpo-
cTopy, Moryhe uX je moBe3aTH Tpar ca MOjeIUHIIEM, OJHOCHO H3BPIIMOLEM
KpUBUYHOT Aena. Mnak, ¢ 003upoM Ha To Aa ce MH(OpMaLnoHa TEXHOJIOTHja
0p30 pa3BHja, HEOMXOIHO je& Ja TO3UTHBHOIIPABHHU MPOIHICH, Ka0 U 3HAIHC yie-
CHHMKa Yy KPUBUYHOM MOCTYIIKY IpaTe 0Baj pa3Boj jep caMo Ha Taj HauuH he ce
OCTBapHBaTH LIMJbEBU KPUBUYHOT mpaBa. [[03UTHBHO 3aKOHOJABCTBO KOje ce
OJIHOCH Ha OBY Ipo0iemMaTuKy Tpeba aa Oylie 3aCHOBAHO Ha PEIEBAHTHUM Me-
hyHaposHUM cTaHzapauMma, a CTaHJapJu3aluja MOCTyNama ca JAUTUTAITHUM

' Kpusnunn 3axornk, Ciyx6Gern riackuk PC 6poj 85/2005, 88/05 - ucmpaska, 107/05-
ncnpaska u 72/09.
1% Cnmx6enn rmacuuk PC 6poj 61/2005.
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JI0Ka3uMa je HEOIlXOJHa 3a pa3MeHy MH(OpMaIija y Be3u ca KPUBUYHUM Je-
JUMa BUCOKOTEXHOJIOIIKOT KPUMUHAJIA Ha HAIMOHAIIHOM U Ha MelyyHapogHoM
wiany. Ha kpajy, Tpeba ucrahu na cy momuuuja, TyxwinamtBo U UHTepHET
NPOBajIepU OCHOBHM HOCHOLIM OKPUBabha M JI0OKa3HBaka KPUBUYHUX JIEJIa BH-
COKOTEXHOJIOIIKOT KPUMHHAJIA, )M j& UCTO TaKO HEOIXOJHO Jia JpiKaBa CBO-
juM mpormcuMa omoryhm Haa3op ol cTpaHe OBHX opraHa Hax caoOpahajem
KOju ce oaBHja Ha MHTEepHEeTY, y3 3alITHTY CBUX IpaBa Koja MpHUIaaajy KOpH-
CHHMLIMMA padyyHapa, oqHocHO MHTepHeTa.
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Tatjana Lukié, Ph.D., Associate Professor
Faculty of Law Novi Sad

Digital Evidence

Abstract:

Although computer makes human activities faster and easier, innovating
and creating new forms of work and other kinds of activities, it also influenced
the criminal activity. The development of information technology directly af-
fects the development of computer forensics without which, it can not even ima-
gine the discovering and proving the computer offences and apprehending the
perpetrator. Information technology and computer forensic allows us to detect
and prove the crimes committed by computer and capture the perpetra-
tors. Computer forensics is a type of forensics which can be defined as a process
of collecting, preserving, analyzing and presenting digital evidence in court pro-
ceedings. Bearing in mind, that combat against crime, in which computers ap-
pear as an asset or object of the offense, requires knowledge of digital evidence
as well as specific rules and procedures, the author in this article specifically ad-
dresses the issues of digital evidence, forensic (computer) investigation, specific
rules and procedures for detecting, fixing and collecting digital evidence and
use of this type of evidence in criminal proceedings. The author also delas with
international standards regarding digital evidence and cyber-space investigation.

Key words: digital evidence, computer forensic, information technology,
criminal procedure.
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