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Abstract: The abolition of the European borders has benefited a large
number of people, allowing ordinary European citizens to move freely around
and within the European Union. This, however, means that criminal organiza-
tions and terrorist groups have also gained their “paradise”. Consequently,
European attempts to combat crime had to overcome individual national ac-
tions by developing co-operation between the Member States. Police co-
operation, as its integral part, was established on the bilateral and multilateral
level. Nevertheless, the balance between strengthening of the police powers, on
the one hand, and rights of individuals, on the other, has been disturbed. Has
the EU overstepped the line and infringed basic human rights and fundamental
freedoms, in particular considering right to privacy and defence of suspects? In
order to find the answer the authors focused on the development of the police
powers alongside the protection of the defendants’ rights concerning three
levels, i.e. national level of Member States, bilateral co-operation and multilat-
eral co-operation in EU.

Key words: EU Criminal Law, the rights of the suspect, bilateral coopera-
tion, Europol.

INTRODUCTION

The abolition of the European borders has been beneficial for different
kinds of people. Consequently, ordinary European citizens have become able to
move freely around and within European Union. However, criminal organiza-
tions and terrorist groups have gained their “paradise”. In that sense, European
attempts to combat crime had to overcome individual national actions by devel-
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oping co-operation between the Member States. Police co-operation, as its part,
was established on the bilateral and multilateral level, with its legal basis settled
in articles 87, 88, and 89 of the TFEU'. Nevertheless, the balance between
strengthening of the police powers, on the one hand, and rights of individuals,
on the other, has been disturbed. Does it seem that the EU has overstepped the
line and forgotten the famous Kant’s proverb: “Justice requires attention to the
rights of the defendant as well as to the victim?”

This paper” is focused on the development of the police powers alongside
the protection of the defendants’ rights concerning three levels, such as:

e National level of Member States

¢ Bilateral co-operation

e Multilateral co-operation in EU

INCREASING POWERS OF THE POLICE ON NATIONAL LEVEL
German example

1.1. Principle of discretionary prosecution-public prosecutor

The trend towards increasing police powers, which started at the national
level of individual states, has gathered momentum and is now a phenomenon
that exists at the EU level.

Police can use their powers in two ways. One is to launch an investigation
upon instructions from public prosecutor, while the other is to prevent the threat
on their own initiative.” The former has always been part of police investigation
under the principle of mandatory prosecution, which dates back to the German
Imperial Criminal Procedure Code of 1877,% still in effect today. Under the
principle of mandatory prosecution initial suspicion is a necessary criterion for
starting the investigation and prosecution.’ In that way criminal law is predict-
able and it ensures that police do not use their powers for repressive investiga-
tions. Giving the advantage to discretionary over mandatory principle signifi-
cantly changed the role of the police in criminal law. In effect, the entire
German criminal law was given a new meaning.

! Treaty on the Functioning of European Union.

2 This paper was presented at the meeting held in Brussels May, 2010 before the highly re-
garded European officials and representatives.

3 The German Code of Criminal Procedure (hereinafter StPO) Art 163.

* German Imperial Criminal Procedure Code, Strafprozessordnung, StPO, Bundesgesetz-
blatt, Federal Law Gazette; dating from 1877 as promulgated in 1987, April 7% (BGBI .1, 1074,
1319) published in Schonfelder, no 90. Art.152 subs.2.

> Peter-Alexis Albrecht, “The Forgotten Freedom”, 2003BWYV Berlin, p. 88.
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By applying the principle of discretionary prosecution, more powers were
given to both the public prosecutor and the police. Increasing informal prosecu-
tion infringes legal predictability in criminal law. For example, public prosecu-
tor can dismiss the cases which have minor negative consequences and slight
culpability if there is no public interest for prosecution. Article 153a of the
German Code of Criminal Procedure has extended the powers to drop the case,
subject to conditions that impose obligations on the accused. One example
would be paying a sum of money to a non-profit institution. In that way prose-
cutor becomes the judge in preliminary investigation, that is, he becomes the
judge in front of the judge.® He decides if there is public interest to dismiss the
case and what consequences this will have. This has led to a situation in which
the same offence, committed by different individuals, may not be prosecuted in
the same manner.” Discretionary powers of public prosecutor can also be seen
in the fact that he can choose in which local court to bring the case, or even to
bring the case in front of the district court, although it should be submitted in a
local court. Federal Court of Germany did not perceive this to be a violation of
the principle of legitimate judge, even though that could mean that the accused
would have recourse to fewer avenues of appeal.® Imbalance between the pow-
ers of the prosecutors and the accused and violation of constitutional principles
of independent judiciary is obvious.’

1.2. Principle of discretionary prosecution-police

“Strengthening of the police powers” '° in Germany has been an ongoing

process since the 1970s. At the time when the RAF terrorism emerged, police
launched the “operative concept of combating criminals”. In order to ensure
public safety police powers were extended. Their task was no longer investigat-
ing single offences, but uncovering dangerous structural networks."' For that
reason, state police law provided the legal basis for using undercover agents,
police monitoring and computer searches. The information obtained in the pre-
liminary phase, long before initial suspicion ever existed, could be used in later
proceedings.'? Furthermore, Criminal procedure law revoked prosecutors’ and
judges’ control over the police who were performing these activities, explaining

% Tbid. p.95.

7 Tbid. p.92.

8 Mireille Delmas- Marty and J.R. Spencer, European Criminal Procedures, 2002, Cam-
bridge University Press, p. 307.

% Peter-Alexis Albrecht, op. cit., p. 95.

10 Ibid.

" 1bid. p. 96.

2 Ibid.
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that as too complicated.”’ Certain procedural guarantees disappeared, for ex-
ample right to a lawyer, while communication was limited."* Federal Supreme
Court even allowed admissibility of evidence collected in that way. Moreover,
international telecommunications network could be monitored and used in this
new scope of police duties.

Police powers were strengthened, while powers of the suspect were disre-
garded. Better organized and financially stronger police are always one step
ahead. In contrast, defence lawyer cannot achieve similar progress due to the
fact that reason for the suspicion of the crime is no longer controlled. In our
opinion, the only thing defence lawyer can do in that case is to look for proce-
dural irregularities, which is, of course, neither easy nor the best solution, but
sometimes the only one.

1.3. Police and defence lawyer

In criminal proceedings, police powers are the strongest during the pre-
paratory stage. While the public prosecutor and the police have the principal
role, the judge can only supervise legality of coercive measures, ordered by the
public prosecutor.

Although the suspect is guaranteed many significant rights in the German
Code of Criminal Procedure, such as right to be heard, right to comment on the
evidence, right to remain silent and right to assistance of a lawyer; these rights
are in practice violated by the police and not always protected by the Court."
Presence of a lawyer at this stage is obligatory only when the judge is interro-
gating the accused,'® but is optional when the examination is performed by
public prosecutor'’, and is not provided during interrogation conducted by the
police."”® Moreover, when the police are reluctant to provide the arrested with
his right to defence counsel he can use the right to remain silent. This is the
most familiar right to the general public, unlike the one that states that when the
presence of counsel is mandatory, the state will cover the costs'’. Furthermore,
there is obligation to inform the suspect of his right to remain silent, but there is
no obligation to inform him of the right to have his costs covered. As a result,

" Ibid.

' Mireille Delmas- Marty and J.R. Spencer, op. cit., p. 310.

"> GG Article 103, para 1, StPO163a and 136, StPO137.

16 StPO168c (1).

17 StPO168a (2) and 168c.

18 StPO163a (4).

Y Dr. Christian Fahl, Article, The Guarantee of Defense Counsel and the Exclusionary
Rules on Evidence in Criminal Proceedings in Germany, June 2007,page no 1060, available at
http://www.germanlawjournal.com/pdfs/Vol08No11/PDF Vol 08 No 11 1053-
1067_Articles Fahl.pdf
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the suspect may sometimes agree to be examined without presence of a lawyer,
thereby making the position of the defence vulnerable. The police are aware that
it is easier to extract a confession without the presence of a lawyer, so they try
to obtain the first interview alone with the suspect. The police practice, not to
help the accused unless they have to, is obvious. The case, in which an Italian
citizen was taken into custody by the police, on suspicion of committing murder
in Hamburg, confirms that. He was informed of the possibility to use the assis-
tance of a lawyer, but as he could not understand German, and he could not find
a lawyer that spoke Italian, eventually he confessed to the police. Later, it was
proven that police knew a lawyer who spoke Italian, but they concealed that
from the suspect, in order to obtain the confession. *’

Another problem is that there is no rule in German law which stipulates
that evidence obtained unlawfully cannot be used in the proceedings.”’ Al-
though there are rules in German Criminal Procedure Code for excluding evi-
dence,” leading opinion in Germany is that too many restrictions make their use
impossible. For example, taking blood samples is allowed without the suspect’s
consent, if that is necessary for the proceedings, on condition that such action
does not violate his health and that blood is taken by a physician.” On the con-
trary, Federal Court of Justice, in its early decision, ruled that evidence which is
obtained by assistant doctor, who is not yet a legally qualified physician, can be
used in court.** The result is that blood samples are of the same quality, even
though they have not been taken by a physician. There are other examples that
illustrate discrepancies. For instance, the law stipulates that searches can be
conducted only if they are ordered by judge or public prosecutor.”> However, in
1989 the Court ruled that evidence collected without judge’s permission can be
used in the proceedings, because object of proof was as good as the others.*

Article 136a sets out a list of methods that cannot be used. Those include
“ill-treatment”, “induced fatigue,” “administration of drugs”, “torment”, “de-
ception” and so forth, but sometimes it is hard to distinguish what is legal and
what is illegal under this article’’. For example, is it illegal to use confession,
obtained after more than 20 hours of interrogation, or to keep heavy smoker
away from cigarettes? These are only some examples, which highlight strong

EEINT

* Ibid.

> Ibid.

22 For example statement of witness who has not been informed of his right to silence, StPO
Articles 52 to 55.

2 StPO Art 81(1).

% Dr. Christian Fahl, op.cit., p.1062.

2 StPO Art 105 (1).

26 Dr. Christian Fahl, op.cit., p.1061.

7 Ibid. p. 1063
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powers of the police and their great influence on the court. While they are inter-
rogating the accused, the police are walking a thin law line. In order to obtain a
confession, they do not choose the means. To avoid dismissing the case, the
Court is willing to accept evidence collected in that way. Once again, that does
not go in favour of defence lawyer.

On the one hand, defence lawyer cannot fight against army of police pow-
ers shown in using advanced methods of investigation, such as the above men-
tioned undercover investigations. On the other hand, we can see that police are
given a lot of discretion when they are conducting interrogation without the
presence of the lawyer.

1.4. ECtHR ruling on the use of the police methods in investigations

This imbalance of police powers has been reaffirmed in a number of
ECtHR cases. The court provides the proof that the police do not respect the
fundamental rights established in ECHR and Universal Declaration. Although
ECtHR has formed the opinion that the use of undercover agents, telephone taps
and other advanced methods of combating serious organized crimes is some-
times necessary, the right to a fair trial and the right to privacy are undoubtedly
infringed.” Furthermore, ECtHR’s task is not to determine whether some evi-
dence has been collected unlawfully under the national law, but to examine
influence of this “unlawfulness” on infringement of some other rights protected
by the Convention.” The problem of controlling police when they are involved
in secret operations and the status of evidence collected in that way is high-
lighted in the case Malinias v Lithuania.*® The existence of instigation to com-
mit a criminal act’' shows how hard it is to control legality of police actions in
secret investigations. Clear lack of equality in the adversarial process is imme-
diately obvious in the use of the evidence obtained through secret operations
against the accused that was not given the opportunity to comment on the evi-

2 ECtHR case Perry v United Kingdom application n0.63737/00, 2003, Mr. Perry, who
was suspected of robbery, was covertly filmed by custody camera in police station. Court found
that there was infringement of right of privacy by using tape for purpose of identification and
showing it at the hearing.

% Lijana Stariene,” The Limits of the Use of Undercover Agents and the Right to a Fair
Trial under the Article 6(1) of ECHR”, page no 272, available under
www.mruni.eu/en/mokslo_darbai/jurisprudencija/archyvas/dwn.php? id. Ramanauskas v. Lithua-
nia, § 52; Gafgen v. Germany, § 97; Khan v., § 34; P. G. and J. H. v. United Kingdom,

no. 44787/98, § 76, ECHR 2001-1X.

*“ ECtHR case no 10071/04, Malinias v Lithuania.

31 Agent provocateur was intensively offering significant amount of money for the supply
of large amount of drugs. In these cases it was proven that imitative was always coming from
agent provocateur.
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dence™. In the case of Edwards and Lewis v United Kingdom,” in which appli-
cants were arrested for committing crimes of drug traffic and money counter-
feiting, prosecution based its charge on the grounds of secret information, which
only the judge could examine. The same problems arise when using telephone
taps. The right of the witness who wants to remain anonymous has to be re-
spected, but in that way procedural right of the defendant to question the wit-
ness is infringed.*

While it is true that some defendants obtain justice in front of the ECtHR,
that still does not imply the proper balance of powers, which should be ensured
in pre-trial period and during the trial itself. The defendant’s lawyer should be
present during the interrogation of the accused by the police. A similar opinion
was given by German government in the so-called consensual procedure. More
involvement of defence counsel in preliminary phrase and his right to access the
evidence will reduce its potential exclusion at the trial.>> When rights of defence
counsel, as representative of the suspect, are properly secured there is less con-
cern that the rights of the defendant would be violated. In that sense, they
should be put on the same level as the rest of the trial participants.*

2. BILATERAL POLICE COOPERATION BETWEEN
THE MEMBER STATES

Progress in the police investigation is not only present at the national level.
Everything that has been prepared there has advanced at the European level
with an even greater force.”’

2.1. Horizontal and vertical cooperation

In 1985 following political agreement between the governments of the
Benelux Economic Union, Schengen Agreement®® which abolished checks at
their common borders, was concluded®®. The next step was made with CISA
which simplified police cooperation and mutual assistance, allowing further
bilateral agreements between states which have common borders. After that a

32 Lijana Stariene, op.cit. p.280.

3 ECtHR case, applications 10s.39647/98 and 40461/98, 2004, Edwards and Lewis v.
United Kingdom.

3 Lijana Stariene, op.cit., p. 276.

33 peter-Alexis Albrecht, “The Forgotten Freedom™ , 2003BWYV Berlin, p. 130.

3 Ibid. p.128.

37 Ibid. p.100

% Available at OJ 2000, L 239/13.

3% Andre Klip, European criminal law, 2009: 1% edition, Antwerp-Oxford-Portland, p. 317.
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number of Conventions, Joint Actions, Recommendations, Resolutions, and
Framework Decisions were adopted and amended. The most important docu-
ment which regulates various forms of police cooperation is EU Mutual Assis-
tance Convention.*

In order to comply with their obligations to combat crimes under the Trea-
ties, Member States (MS) sometimes must seek the cooperation of other Mem-
ber States. As in every field of European Law, the principle of sincere coopera-
tion is applicable in criminal law. For the same reason, securing Union interest
in criminal matters, the Commission is entitled to supervise the Member States;
it can request certain information from them, but also has to supply available
information to them. There are two possible forms of bilateral co-operation
between the Member States in fighting crime. Horizontal co-operation is be-
tween the law enforcement authorities of two MS, while vertical co-operation is
between the MS and the Commission.

2.2. Horizontal cooperation

Following from the general obligation of police authorities to assist each
other, established in CISA as well as in EU Mutual assistance Convention, vari-
ous methods of collecting evidence, exchanging information, building the skills
and expertise, and building liaisons, were established or improved. Cross-border
surveillance, covert investigation, joint investigation teams were regulated. In all
these forms of cooperation, authorities use different models such as: the request
model, mutual recognition model and availability model. The first and the last are
the most important for police authorities. Under Article 4 of EU Mutual Assis-
tance Convention, requested Member State which is executing the request must
comply with the formalities and procedures expressly indicated by the requesting
Member State. The aim is to facilitate the use of information which acts as evi-
dence in the proceedings in the requesting MS. The problem arises when both
countries, which have started proceedings and collected some evidence, need
mutual assistance from each other, but each state has different rules for obtaining
and using the evidence. These rules are based on conflicting balance of State’s
right to punish offenders and the fundamental right of individuals.*' Evidence
which is not compatible with the rules of the issuing states will be proclaimed
inadmissible in criminal proceedings. That situation hardly ever goes in favour of
the accused. One possibility is that procedure will be terminated due to the lack of

40 EU Mutual Assistance Convention from 29 May 2000, available at OJ,12/07/ 2000,
C197.

41 professor Dr h.c.mult. Bernd Schunemann, EURODEFENSOR, Balanced concept of
criminal procedure inspired by the concept of the rule of law in Europe, page no 2, available at
http://ec.europa.eu/justice_home/news/consulting_public/0004/civil_society/eurodefensor en.pdf
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evidence and it will be assumed that the acquitted will never obtain opportunity to
prove that he would have been released even if he had stood trial. The other is that
the procedure continues, but it will be really compromised.

On the other hand, sometimes it is hard for an individual to conclude
which is the requesting and which is the requested state. That can violate human
rights without recourse to judicial protection, not only under national law of
individual states involved but also under ECHR. In the case Chinoy against the
United Kingdom,* ECtHR ruled that the applicant’s allegation of illegal use of
tape records in France by the USA undercover agents in proceedings in the UK
was invalid. The reason was that the applicant appealed against the wrong state,
in this case the UK. The unanswered question was: would his rights have been
better secured if he had appealed against France, or maybe both countries, tak-
ing the risk of not exhausting all domestic remedies in both countries? How-
ever, we can see from this case that the English court accepted evidence which
was obtained unlawfully under the French law, explaining that it is not under
the English jurisdiction how French police authorities obtained evidence. In that
sense, the court showed lack of sensibility and understanding of rules in other
legal systems, and also breached the reliability principle®. Furthermore, even
though evidence which was obtained under the foreign law, but in compliance
with domestic principle, could not be accepted. Scottish court in the case of HM
Advocate v. McKay ruled that sometimes irregularities can be excused and
evidence admitted*. Again, legal predictability is lacking.

Above all, the request model has been shown to be very slow. Procedure
under the request model is too complicated and is not suited for modern condi-
tion police cooperation. Proposal was given under the European Evidence War-
rant,” which is based on the mutual recognition of evidence. Article 4 regulates
that EEW will be used for evidence which is already in the possession of the
issuing state and which is not on the list,*® for the other evidence “old” request
model will be applied. Although EEW has not entered into force yet, it is obvi-
ous that some changes are necessary.

Moreover, constant extension of the police powers has been proven with the
availability mode, which has been established in Prum Treaty by several states.
This model has been successful in transposing some provisions from the treaty

4242 Andre Klip, European criminal law, 2009: 1* edition, Antwerp-Oxford-Portland, page
no 378, EComHR, 4 September 1991, Chinoy v. United Kingdom, 15199/89, unpublished.

“ 1lias Bantekas and Susan Nash, “International Criminal Law”, second edition, first pub-
lished in Great Britain 2003, by Chavendish Publishing Limited, London, p. 246.

“ Ibid. p. 247.

> European Evidence Warrant, OJ L 350, 30/12/2008, p 72.

46 European Evidence Warrant, OJ L 350, 30/12/2008, p 72, article 4, has establish exhaust-
ing list when evidence cannot be used.
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into Decision 2008/615 on Stepping up Cross-border Cooperation.*’ The principle
of availability is explained: “This means that a law enforcement officer in one
Member State of the Union who needs information in order to carry out his duties
can obtain it from another Member State and that the law enforcement authorities
in the Member State that hold this information will make it available for the de-
clared purpose.”* The main idea is to present on line check in databases for com-
parison and automated transfer of DNA material, fingerprints, vehicle registration
data and similar; information may be used for preventing terrorist offences, but
also for immediate investigatory purpose. The advantage of this model is that
system of cooperation can be more efficient. Request is not necessary and there is
no need to wait for the reply. On the other hand, a lot of debates have taken place
about protection of the accused rights, especially data protection and right to pri-
vacy. So far, agreements have been regulated so that information may be ex-
changed between member-states under certain conditions; however the "principle
of availability”, now gaining ground, assumes that entire data sets may be for-
warded without restrictions and without approval of the court”. Information has
to be submitted simply because it is available.

In order to make the system functional, Member States have to establish
DNA data bases, but it has not been specified what kind of data would be in-
cluded, from which people? Might some countries collect DNA data not only
from people convicted of serious crimes, but also from people who are suspects?
Can we say that this is legal? In my opinion, it is a violation of human rights,
considering especially how much damage can arise from a situation where some-
one is wrongly suspected. People often remain stigmatized by the crimes that they
may not have committed. On the other hand, one might question where the limits
of this model are. As individuals cannot say no to send their data, and legal reme-
dies are not provided, it is clear that their rights are infringed.”® Moreover, it is
still not unequivocal whether this model will enable requesting state to gather data
from other countries, which it is not allowed to gather under its national law.”!
That would give the police authority to go beyond its national law and would

47 Council decision 2008/615/JHA of 23 Jun 2008 on stepping up of cross-border coopera-
tion, particularly in combating terrorism and cross-border crime, available at OJ L 210, 6/8/2008.

8 Council decision 2008/615/JHA of 23 Jun 2008 on stepping up of cross-border coopera-
tion, particularly in combating terrorism and cross-border crime, available at OJ L 210, 6/8/2008,
(4), and also Andre Klip, European criminal law, 2009: 1% edition, Antwerp-Oxford-Portland,
page no 354.

4 Christine Wicht, More security at any price, The Stockholm Program of the European
Union, 24/03/2010,first published in Bldtter fur deutsche und international Politik 3/2010 avail-
able at http://www.eurozine.com/articles/2010-03-24-wicht-en.html

3% Andre Klip, op.cit., p.354.

3! Valsamis Mitsilegas, EU Criminal Law, 2009: 1* edition, Hart Publishing Ltd, Oxford,
p. 262.
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infringe legal certainty. The question is what will prevail, the security and privacy
of the individuals or the interest of the states? It is easy to conclude that exchange
of this information will help police officers, but the price may be too high. The
casy flow of, for example, data on bank accounts seriously infringes people’s
privacy. A consequence of automated transfer of material is that there is no con-
trol of condition under which data is transferred. In that sense legality of the in-
formation exchanged is questionable.

Once again it has been shown that criminal law has become ambiguous.
Progress has been made only on one side. General opinion of the lack of protec-
tion of defence rights is present among lawyers, academics and professors. An
individual’s rights are not only violated during the investigation, exchange of
data, but also during the trial, which is consequence of different rules for obtain-
ing evidence. As has already been shown EEW is not an adequate solution. New
methods for gathering and admissibility of evidence have to be established.
Evidence collected under the EU rules has to be admitted as relevant. There are
two possibilities for achieving this. One is greater harmonization of laws in pre-
investigation phrase. Legal predictability and equality will be best secured in
that way, but this seems very hard to achieve. A second possibility is repre-
sented in EEW, and that is mutual recognition of evidence. This would mean
that all evidence which is collected lawfully under the national law of one state
must be admitted in the proceedings of the other state. The problem which has
already been mentioned is that different rules for obtaining evidence® will lead
to unequal standard for national cases and non national cases. Considering the
abovementioned, the best solution might be a compromise. Therefore, imposing
certain minimum rules or standards that have to be achieved for recognition of
evidence, seems to be the right solution.

On the other hand, by establishing an institution such as EURODEFEN-
SOR, greater balance would be achieved between the prosecution and defence.
This was proposed in Alternative Project of Penal European Prosecution and
further elaborated in European Programme of Criminal Law and Procedure. It
would be financed by the EU, be independent and consist of two separate de-
partments. One is the Legal Protection Department, which would be responsible
for protecting the accused at the early, necessarily domestic, stage of the inves-
tigation and the other is the Support Department which would establish contact
with defence counsel, coordinate defence and make information and financial
resources available.”

32 In some countries, suspected has rights to access to defense Council in 24h, upon his ar-
rest by police, but in some others there is no such obligatory. If person is arrested by police of
second mentioned country, and interrogated under their rules, judge of first mentioned country
has to accept such evidence.

33 Professor Dr h.c.mult. Bernd Schiinemann, EURODEFENSOR, op.cit. p.15.
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3. CONCEPT OF MULTILATERAL CO-OPERATION WITHIN EU

Multilateral co-operation is the most successful European integration in the
area of crime investigation. This unique type of co-operation and enforcement
“does not necessarily or exclusively serve the interest of a specific EU Member
State”.”* Its features are quite different in comparison to other kinds of co-
operation within the EU, bilateral co-operation. As it has been presented in the
first part of the paper, the bilateral co-operation between the law enforcement
authorities is based on the need of one Member State, on the one hand, and the
ability of another to assist it, on the other. However, the former state will main-
tain the control over the process.”

On the contrary, in multilateral co-operation we can distinguish various
procedures which could be initiated in the different ways depending on the MS
role. Moreover, we usually cannot even recognize in which country’s favour
multilateral cooperation is initiated. Even if we have a case where the existence
of a crime is clear, multilateral co-operation would have an aim to clarify the
roles of the individuals involved and decide in which MS the proceedings will
take place. Nonetheless, these decisions will not be made by a single Member
State, but by their representatives in the bodies of multilateral cooperation. Mul-
tilateral co-operation, as such, is formed on three levels™:

1. Police level

2. Prosecutorial level

3. Level of judges and courts

In this paper the focus will be only on the police level and its foremost
part, Intelligence centre for strategic analysis-EUROPOL.

3.1. EUROPOL: Intelligence Centre for Strategic Analysis
3.1.1. History of Europol

“It is interesting to analyze the creation of Europol, having emerged as a
new plant in the international law enforcement garden after a long and difficult
germination period.” >’

The creation of Europol was characterized by constant battle between two
approaches. The former one was centralizing approach regarding Europol as a

3% Andre Klip, op.cit, p.383.

> Ibid.

58 Ibid. p. 384.

37 Treaty enforcement and international cooperation in criminal matters: with special refer-
ence to the Chemical Weapons Convention, Rodrigo Yepes-Enriquez, Lisa Woollomes Tabassi,
Organisation for the Prohibition of Chemical Weapons, Cambridge University Press, 2002,
page 285.
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central, Union police force overseeing national police forces. The letter ap-
proach was more “intergovernmental” where the role of Europol was intended
to be solely to enhance cooperation and coordination between police forces. The
first aspect was strongly put forward in ‘80s and ‘90s with an idea of creating
the “European FBI”. However, the unsolved questions such as how many and
what kind of powers should be given to Europol encountered strong resistance
from a number of MS. The idea of European FBI remained far-fetched. Finally,
a compromise was found. The basis for the Europol establishment was set for
the first time in the Treaty on European Union in 1992. In 1994 Europol started
only limited operations in the sphere of drug-related crimes as Europol Drugs
Unit. The Europol Convention was signed a short time later, and came into
force in 1998 followed by further Protocols. These legal acts have gradually
widened the competences of the Europol. In 2002, the mandate of Europol was
extended to deal with all serious forms of international crime listed in the An-
nex to the Europol Convention, which included terrorism and currency counter-
feiting, racism and xenophobia, racketing and extortion...This process gathered
momentum and culminated when Europol gained the most significant compe-
tencies on 6™ of April 2009. As of this date Europol became an EU body, as it
was adopted in the Decision’® by the Council of the EU, Justice and Home Af-
fairs, in Luxembourg. This Decision abounded with some fundamental differ-
ences:

e “Communitarisation” of Europol and move away from the “intergov-
ernmental” concept

e Europol acquired a stronger mandate and new capabilities to fight inter-
national serious crime and terrorism and became able to assist investigations
against serious crimes (for example: serious killer who was convicted of crimes
in two or more MS)-not necessarily “organized crime”

e Europol has become a formal EU agency

e Asabody of EU it will get its finances from the budget of the EU

e The opportunity to cooperate with third partners-Europol will be able to
widen its sources of information because it can receive information from private
parties

e Since legal instrument which regulates the work of Europol is no longer
the Convention but the Decision, national parliaments have weaker control.

The Lisbon Treaty has increased responsibility of Europol, in order to es-
tablish more effective internal security within the EU. In that sense, the Director
of Europol says: "This is a time of great opportunity for Europol and police
cooperation in the EU. We will use this period of reform to our mandate and

% COUNCIL DECISION of 6 April 2009 establishing the European Police Office (Euro-
pol) (2009/371/JHA), Official Journal of the European Union L 121/37, 15.5.2009.
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capabilities, and the opportunities afforded by the Lisbon Treaty, to establish
Europol as the criminal information hub and principal operational support cen-
tre in the EU. Working in support of our Member States we are determined to
play a major role in making Europe safer."” It is important to acknowledge that
even though Europol has wider competences after these changes, it still cannot
be regarded as a federal police since there is no possibility to “carry out any
operational activity in the territories of the MS since it does not enjoy autono-
mous law enforcement powers.” ®

Since this brief analysis has shown in which direction the development of
Europol is going, in the context of the defence rights, one crucial question re-
mains: Are these increased competences in compliance with the available de-
fence protection? Is there a good balance between security of the EU citizens,
on the one hand, and restriction imposed on rights of the individual person, on
the other?

This raises some concerns relating to Europol which will be presented after
each analysis of the relevant issues explaining the work of Europol.

3.1.2. Objective and tasks

The Europol Decision (article 3)°' stipulates that Europol shall strengthen
cooperation between Member States in preventing and fighting organized crime,
terrorism and other forms of serious crime when they affect two or more Mem-
ber States. These objectives are to be achieved by fulfilling the tasks outlined in
article 5 of the Decision. Europol has to facilitate the exchange of information
between MS and also collect, store, process, and analyze the relevant informa-
tion. It has an obligation to inform national authorities of any information con-
cerning them and help the national investigation teams by forwarding the in-
formation. Europol may even ask MS to initiate, conduct or coordinate the
investigation and to suggest the setting up of joint investigation teams. As been
already acknowledged, Europol does not have executive powers, but, in some
sense, it can be seen as partially operational already. “It also has powers to par-
ticipate in joint investigation teams, something that in practice means that Euro-
pol officer may operate in the territory of a MS. In this context, the line between
assisting and operating may be rather blurred.”

3 http://www.europol.europa.eu/index.asp?page=news&news=pr100105.htm, visited on
24™ of April, 2010.

% Maria Fletcher and Robin Loof with Bill Gilmore, EU Criminal Law and Justice, 2008:
first edition, Edward Elgar Publishing Limited.

! COUNCIL DECISION of 6 April 2009 establishing the European Police Office (Euro-
pol) (2009/371/JHA), Official Journal of the European Union L 121/37, 15.5.2009.
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3.1.3. Mandate

The Europol’s mandate has been expanded to include serious international
crime in a broad sense, even in the stages where there is merely reasonable
ground to believe. According to article 4 of the Council Decision its compe-
tences include crimes which have to meet a number of conditions:

1. Organized crime, terrorism and other forms of international crime listed
in the Annex to the Decision

2. Involved in two or more Member States

3. The crime requires a common approach

4. Scale, significance and consequences of the offences.

“Europol is entitled to deal with 32 crimes which are subject to “fast-
tracking” under the European arrest warrant and shall become more “operational”
by being part of joint investigation teams. Thus, the mandate of Europol is no
longer restricted to organized crime.”®* Moreover, Europol has a right to support a
MS in organizing an international event with a public order policy impact.

In other words, Europol does not deal with minor crimes but with serious,
transnational, organized crimes with European dimension. Competences of
Europol go even further than that, considering the article 4(3) of the Decision.
Those are related to criminal offences committed to procure the means of perpe-
trating acts in respect of which Europol is competent, in order to facilitate or
carry out acts in respect of which Europol is competent or to ensure the impu-
nity of act. Some of the crimes which are under Europol competences are de-
fined in certain international or European legal instruments, since there are
references to those instruments in the Annex to the Europol Decision. Accord-
ing to some authors, this is a safe mechanism since the Europol does not work
on the same legal background as on the national level of Member States.”
However, in the opinion of the writers of this text, a person could notice
that the respect for the principle of legality, nullum crimen sine lege, nulla
poena sine lege, could be ostensible here. It could be seen that the list of other
forms of serious crimes which Europol is competent to deal with, consists of
solely listed names of crimes. As it has been mentioned above, some of them
refer to the international conventions (for example, Council of Europe Conven-
tion on Laundering, Search, Seizure and Confiscation of the Proceeds from
Crime, signed in Strasbourg on 8 November 1990). However, there are also
crimes without definition, which means that police investigation (where the
bulk of the evidences could be collected) based on the multilateral co-
operation would be performed without knowing actual elements of the

82 Elspeth Guild, Florian Geyer, Security versus justice: police and judicial cooperation in
the European Union, 2008: 1* edition, Ashgate Publishing, Ltd, p. 26.
83 Andre Klip, op. cit., p. 390.
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crime. Some authors agree with this statement: “Although the Europol Conven-
tion defined the crimes which Europol was initially competent to deal with,
none of the crimes over which Europol has subsequently gained competence has
been defined.” The solution in Annex is given in this way: “The forms of
crime referred to in Article 4 and in this Annex shall be assessed by the compe-
tent authorities of the Member States in accordance with the law of the Member
States to which they belong.”” Principle of legality is weakened since we do
not have incrimination on the European level. Even in the cases where
some description is given it is still vague and broad. However, this has not
yet proved to be a significant problem since Europol only assists national inves-
tigations. In that sense, if Europol continues to develop in the same direction
and acquires law enforcement powers in the future, this issue could cause
more problems. Some authors suggest that if Europol gains law enforcement
powers and becomes close to the concept of federal police, EU would need its
own Criminal Code. In any case, it would be better to have a clear picture of
where the limits of Europol competences are. Otherwise the legal protection of
individuals seems to be weak.

3.1.4. Relations between Europol and Member States

In order to achieve efficiency, every MS has to establish a national unit,
the only liaison body between Europol and the national authorities. According
to Article 8, these national units are to be responsible for carrying out the tasks
of Europol. There can be no direct contact between MS competent authorities
and Europol. It always has to go via the national units. “The national units and
Europol are to supply each other mutually with information and respond to
request.”®® Each national unit sends at least one liaison officer to Europol seat in
Hague, who will represent interests of his MS. Liaison officers will assist in the
exchange of information between their national unit and Europol, and they must
give advice with regard to the analysis exchanged.®’

3.1.5. Computerized system of collected information

Europol has established a three part system of the collected information:
1. information system (the so-called Europol Information System)
2. analysis work files (AWFs)

84 Steve Peers, Europol: The final step in creation of an “Investigative and Operational”
European Police Force, 2007, Statewatch analysis.

5 COUNCIL DECISION of 6 April 2009 establishing the European Police Office (Euro-
pol) (2009/371/JHA), Official Journal of the European Union L 121/37, 15.5.2009.

8 Andre Klip, op.cit, p. 390.

57 Ibid. p. 391.
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3. index system.”®

A) The Information system is the section where the national units and the
liaison officers can directly enter data and from which they can directly extract
data. That means that not every police or other law enforcement authority of the
MS has access to the information system. It contains information which is a
direct input of the Europol national units and liaison officers, as well as data
which Europol itself inserted directly. The full range of data is only accessible
via the liaison officers. This information system is tightly controlled and closed,
since consequences of easy excess to it could be very dangerous-for example, it
could warn people involved in criminal activity or put undercover officers or
potential witnesses at risk. In the article 12 we can find three types of persons
whose data could be inputted:

1. Persons suspected of having committed or having taken part in a crimi-
nal offence within the competence of EUROPOL

2. Persons who have been convicted of such an offence

3. Persons regarding whom there is justified and reasonable concern to
believe that they will commit a criminal offence within the competence of Eu-
ropol.

However, all data must contain a reference which indicates whether the data
were provided by a third party or are the result of the Europol’s own analysis.

The problematic issue here concerns exchange of data on persons for
whom there are grounds for presuming that they will commit criminal
offence (article 12 (b)). It has been stated by some authors that this provision
is particularly dangerous with respect to rights of individuals, especially be-
cause of the question of how law enforcement agencies will decide that this is
the case and whether the information processed by Europol results from unregu-
lated policing methods®. These questions remain unanswered. This expression
is too vague and ill-defined.

B) The Analysis work files system has purpose to analyze data which ex-
ist in the information system as well as much wider information. It does not
concern only person mentioned in article 12 but also persons who could be used
as witnesses in future proceedings, persons for whom there is a reason to be-
lieve that they could be victims in the future, or any other person who could
provide useful information for the offence. As far as liaison officers are con-
cerned, their right to access the work files is based upon the “need to know”

58 Article 10 of the COUNCIL DECISION of 6 April 2009 establishing the European Po-
lice Office (Europol) (2009/371/JHA), Official Journal of the European Union L 121/37,
15.5.20009.

% Valsamis Mitsilegas, EU Criminal Law, 2009: 1* edition, Hart Publishing Ltd, Oxford,
page 186.

% Andre Klip, op.cit. p. 395.
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principle, which means that they have to give sufficient reasons for participating
in the analysis.

C) Index to the Analysis work files system is created for the data stored
in the analysis work files. These indexes have to be created in a way to be clear
to a person using them, as to whether they contain relevant data. In other words,
liaison officers should be able to decide whether the case affects their country
from the index description.

It has been stipulated that Europol can use this data only for the perform-
ance of its tasks and for the crimes under the scope of its competence. These
systems are tightly closed and “the principle of availability is definitely not
applicable to the flow of information from Europol”.”” Even though there is a
limited access, some authors claim that the potentials of Europol are rather
sparsely used, since in reality it does not have as much information as it is
supposed to contain. One explanation is that law enforcement authorities are
reluctant to give all the information to Europol since that could lead to the suc-
cess of another foreign entity, after all the work that has been previously done
by someone else. “There is a little of enthusiasm to supply the information
which will lead to seizure, arrest and prosecution in another Member State,
when most of investigating work has been done at home.””" The other reason
could be the fact that MS do not have enough confidence in Europol. Even out-
side the EU there have been statements which show distrust of Europol’s infor-
mation system.”?

This analysis of Europol information systems has been down with the aim
of showing how deep they could go into the privacy of the individual and to
show the lack of the means of protection and remedies which are offered to an
individual.

3.1.6. Judicial and Political Accountability

One of the most controversial issues in the development of Europol is the
matter of judicial control. There has been constant refusal by some Member
States to accept ECJ involvement. However, the problem of preliminary ruling
procedure dates back to when Europol Convention was in force. Since it is sub-

7 Ibid. p. 392.

" 1bid. See also Maria Fletcher and Robin Loof with Bill Gilmore, EU Criminal Law and
Justice, 2008: first edition, Edward Elgar Publishing Limited.

" COUNCIL DECISION of 6 April 2009 establishing the European Police Office (Europol).

72 FBI has stated: “Uncertainty and even distrust concerning the information/law enforce-
ment intelligence process applied by Europol among the law enforcement community in the US”
found in “Europol-USA agreement: Was it really needed?” Statewatch News online, July
2001 :http://www.statewatch.org/news/2006/jul/01europol-usa.htm.
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stituted with the Europol Decision, it is logical to presume that ECJ will have
competences to interpret it. The Preamble of the Decision says that “judicial
control will be exercised in accordance with article 35 of the TEU.” However,
in some opinions it seems this reference will not introduce any major changes to
the current status quo’*, due to the possibility for the MS to opt out of the ECJ
jurisdiction on preliminary ruling (for example: UK).

On the other hand, political control performed by national parliaments is
weakened since Europol Decision is the Council decision. However, since Eu-
ropol will be financed from the EU budget European Parliament will have more
significant control over it.

Nonetheless, critical issue of ECJ having no competences to protect the
rights of individuals has to be emphasized. Some kind of accountability is en-
sured through national legal systems since every state which is responsible for
the erroneous data inputted in Europol data base is liable for damages. Some
authors stress that even the protection by national courts is limited since they
are subordinate to the Joint Supervisory Body, “to the inviolability of Europol
archives as well as to the immunity of Europol’s officers.””* However, the prob-
lem of the lack of protection on the EU level remains huge because “any indi-
vidual who is affected by such a misuse cannot appeal to the ECJ due to the lack
of legal competences.””

The following issue is about Joining Supervisory Body, described in Arti-
cle 33 of the Decision. There was controversy between some states during the
negotiations with Germany favouring a judicial type and France insisting on a
purely administrative type. Regardless of what model is used, forming a JSB as
an independent body is a key to accountability. Even though article 33 pre-
scribes that MS will appoint its representatives who will constitute this body,
there have been suggestions that “the power to select the members of the JSB to
the European Parliament would be a significant step towards ensuring democ-
ratic accountability for Europol.”’®

It can be concluded that the powers of Europol continue to expand in re-
sponse to cross-border crimes. However, that does not justify restrictions on the
rights of individuals and lack of political and judicial accountability. Further-
more, greater transparency will be helpful since it would increase public knowl-
edge of its operations and a greater willingness to accept the expansion of its

73 Mitsilegas, EU Criminal Law, 2009: 1 edition, Hart Publishing Ltd, Oxford, p. 184.
™ Elspeth Guild, Florian Geyer, Security versus justice?: police and judicial cooperation in
the European Union, 2008: 1* edition, Ashgate Publishing, Ltd, p. 26.
75 110
Ibid.
78 http://www.justice.org.uk, Justice, UK’s legal and human rights organization, visited on
24™ of April, 2010.
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powers. In any case, better organization of Europol will be able to resist the
transnational crime exploitation.

3.1.7. The future of Europol alongside the future of the rights of individuals

Since European Decision and Lisbon Treaty have introduced a lot of
changes concerning Europol, the question is: whether those changes imposed
measures for sufficient protection of the rights of individual?

Almost all authors agree on the one thing-this widening of powers has not
been accompanied with major amendments in privacy framework. “What new
safeguards are proposed to ensure the accountability of these new ‘operational
and investigatory powers’? None. There is no reference to national parliaments,
no enhancement of supervision by the European Parliament, and no strengthen-
ing of the data protection regime, apart from the creation of a Data Protection
Officer within Europol.””’

Extending Europol’s powers to collect, exchange and analyze a wide range
of personal date, on the one hand, while not securing enough safeguards, on the
other hand (which is what happened in the new Europol Decision) is not accept-
able.”® “The expansion of Europol’s powers poses great challenges for the pro-
tection of human rights in the EU, in particular privacy. In the light of these
challenges, the adequacy of the current legislative framework governing Euro-
pol in terms of privacy protection, judicial control, transparency and account-
ability remains questionable.*”’

In our opinion, the best solution at present would be to use all the potential
of Europol within existing legal framework instead of constant widening of its
powers. On the other hand, the balance which has been disturbed has to be re-
stored again, by introducing better protection of individual privacy and human
rights.

CONCLUSION

It is important to note that procedural safeguards and defence rights do not
start with the proceedings before the court, but have to be respected during the
investigation, in the pre-trial period, as well. This fact must not be forgotten on
the national level, as well as on the European level when Europol, joint investi-
gation teams and other forms of cooperation are concerned.

"7 Steve Peers, Human Rights Centre, University of Essex, Europol: The final step in the
creation of the “Investigative and Operational” European Police Force, Statewatch ISSN 1756-
851X.

78 yalsamis Mitsilegas, op.cit. p.186.

™ Ibid. p.187.
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From the analysis above, it could be concluded that the defence rights have
to be set in such a way that they offer efficient protection of the individual both,
on the theoretical and empirical level. In our opinion, it seems that EU fails on
both levels at the moment. In that sense, some changes have to be introduced in
order to address this problem.

Choosing between different solutions given by various authors, creation of
the institution, such as EURODEFENSOR, would be sufficient progress. “This
model has the decisive advantage of matching an institutionally strengthened
prosecution by an equally powerful institutionalized defence body.”* The way
we see its possible function, it would be active in the cases of serious crimes
with cross-border element. EURODEFENSOR would monitor and ensure the
respect for the rights of the accused in cases where Eurojust is active and no
defence council is involved yet.

Finally, the crucial point is to preserve the fundamental values which pre-
sent the basis on which the Member States and the EU are settled. Fight against
crime has to be taken seriously, but not at the expense of human rights, rule of
law and democracy.

8 professor Dr.Dr.h.c.mult. Bernd Schunemann, EURODEFENSOR, op.cit. p.15.
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Tujana Kynuh, adsoxattcku upuiipasnux y Hosom Caody
Tujana Byxuh, adsokaiticku upuipasrnux y Hosom Caody

IIpaBa ocyMHbHU4Y€eHOT M NOJHIHjCKA capaliba
y EBponckoj YHuju

Carceinaxk

VYkumame Tpanuna y EBporickoj YHHjE NOHENO je MHOTe OcHeduImje
OOMYHMM €BPOICKUM rpaljaHima oMoryhuBIm cio00JHO KpeTame Jby I, pooe,
KanuTaja u ycayra. Ca apyre cTpaHe, TakBe IPOMEHE MOr0A0Balle CY U Pa3HUM
KPUMHHAIHUM ¥ TEPOPHCTHYKHAM OpraHusaijama. ¥ TOM CMHCITy, OopOa
MIPOTHB OPTaHM30BAHOT KPUMHHAJIA Ca HAIIMOHAIHOT HUBOA MopaJa je aa npehe
Ha BUIIM HHUBO, OWJIATCPAIHY U MYJITHIATCPAIHY capajmby Jp)KaBa WIaHUIA
EV. V nokymiajuma na cy30ujy pasrpaHaTé KPHMHHAI JPXKABE UIAHHUIE CY
YBOJIWJIE Pa3InYUTE MEPE Y OKBUPY CBOj€ HOBOO(GOPMIbEHE Capajihe, HApOUUTO
y cepy MPETKPUBUYHOI TOCTyNKa W ucTpare. To je IoBeno g0 mpobiema
HapywmeHor Oajanca u3Mel)y 3alTHTE NpaBa OCYMILHMUYCHOT JIMLA, €A jeIHe
cTpaHe W oBnamnihema opraHa yHyTpallllbHX MOcoBa, ca apyre. [locrama ce
nutamke Ja U je EBpornicka YHuja 3a0opaBuiia Ha TeMeJbe EBpoICke
LUBUIM3alMje, JbyICKa MpaBa U ciioboae, AyOoko 3aaupyhu y mpuBaTHOCT U
paBo Ha oA0paHy ocyMmrueHor. OaroBapajyhin Ha UCTO ayTOPH OBOT pajia cy
MIPE/ICTAaBIIIM Pa3BOj W jadame MOJHIM]CKUX OBiamhema Ha TpU HUBOA, a y
KOHTEKCTY TpaBa mojenuHna. [IpBu Jeo paja OJHOCH C€ HA aHAIU3y OBOT
mpobjeMa Ha HAIMOHATHOM HHMBOY IMOjeJMHUX JprkaBa wiaHuna. Jpyru aeo
objammaBa OWIaTepaiHy KOOIIepaIijy Ips’kaBa WIAHWIA, JOK ce Tpehw 1eo
(doxycupa Ha HajBAXHUJU BUJ MyJITUIATEepaliHE capajme, Eypornon u merose
HEIOCTaTKe.

Kipyune peun: EBponcko KpHMBHYHO NpaBo, MpaBa OCYMEUYEHOT JIMIA,
Ounatepanna capanma, EBPOIIOJI.
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