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I[TIOTPEBHM HOPMATHMBHU OJAT'OBOP HA
[TPOBJIEME OTKPUBAKBA U TOKA3UBABA
JIEJIA BUCOKOTEXHOJIOIIKOI' KPUMMHAJIA'

Casceiniax: OnpeheHn acnekTH BUCOKOTEXHOJIOIIKOT KPUMHWHAJIA, TPE-
CTaBJbajy CYIITHHY IpoOiieMa ca KOjuMa ce OpraHd OTKpUBamba U FOmbeba KpH-
BUYHHUX JIeJIa KOja Cy MOYHIEHA 3JI0yHOTPpeOOM HH(POPMAIIMOHUX TEXHOJIOTH]a,
cycpehy. CBu OBM acleKTH YMHE BUCOKOTEXHOJIONIKH KPUMHHAJ CIeHU(DUIHIM
00JINKOM KpUMHHAJIA M CBU MOpPajy OUTH y3eTH y 0031p Kako OM ce IITO MOTILY-
HUje pa3yMele W IpeBasullie TElKohe y OTKpHUBamy U JOKa3HUBamby KPUBHY-
HUX Jena U cyhemy yunHnonuMa uctux. Mimajyhn y Buay cBe HaBeAeHO, a Aa
Ou ce oAroBOPUIIO Ha crielM(PUUHY NPUPONY KPUMUHATHUX aKTHBHOCTH yYH-
BEHUX KopuihemeM pauyHapCKUX Mpeka M CUCTEMa, Pa3yMJbUBO j€ HACTOjambe
Jp>KaBa Jia MPUJIarojie, OJIHOCHO YIOTIYHE mocrojehie KpUBUYHE 3aKOHE HOBUM
oapenbama. 3a cTBapame oJrorapajyhier mpaBHOT OKBUpa 3a CYIPOTCaBIbaIbC
OBOj BPCTH KpHMHKHAJa IyTeM KPUBHUYHOTI IpaBa, MOTPEOHO je y Mmpomucuma
KPUBHUYHOI MAaTEpPHjajHOT IpaBa WHKPUMHUHHMCATH onpeheHa moHamama,
OJTHOCHO TIPEABHIECTH KPUBHYHA JIeJIa POTUB MOBEPJHHBOCTH, IICTIOBUTOCTH H
JOCTYITHOCTH pauyyHapCKHUX MOJaTaka U pauyHapCKHX CHUCTEMa, a y MPOMUCHMa
KPUBUYHOI IIPOLIECHOT [IpaBa YTBPAUTH oArosapajyha opiamhema HalIexHUX
opraHa y [WJbYy OTKpUBama H3BOpPA HEJ03BOJbCHE PAJhe, OJHOCHO
MPUKYTUbakha MOJIaTaKa O YUYHIEHOM KPUBUYHOM Iy U YYMHHOIY KOJU MOTY
OouTH nckopuIIhieH! Kao J10Ka3 y KpUBUYHOM TIOCTYIIKY.

Kwyune peuu: BUCOKOTEXHOJOMIKM KPUMHHAJN, HOPMAaTHBHHU OITOBOp,
OTKPUBAE, TOKAZUBALE.

! OBaj pan je HACTA0 KAO pe3yNTAT HAYYHO-MCTPAKUBAUKOT paja Ha IIpojexty ,, Teopujckn
1 TIpaKTHYHU TpobiieMu cTBapama u npumeHe npasa (EY u Cpb6wuja)” umju Hocunan je IlpaBHN
¢axynrter y HoBom Cany.
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1. YBoaHa pa3matpama

[Nojennua KpUBUYHA Jielia MMOYMELEHA 3J10yNOTpeOoM nocturayha uadop-
MaIMOHEe ¥ KOMYHHKAIIMOHE TEXHOJIOTHje JOHEKIIE Cy CIIMYHA YCIOBHO PEUCHO
TPaIUIIMOHAIHUM KPUBUYHHUM JIEJIMMa — MpUMepa panu, kpaha, npesapa, BaH-
Janu3am, HeopnamheH NpUCTy NPUBaTHO] cepH MmojeIuHIa, Aedja MopHorpa-
(uja n KpIIeme ayTOPCKUX MpaBa Cy IpobIeMu KOjH Cy IMOCTOjald | Tpe Ioja-
Be pauyHapa u Murteprera. Crora nocrojehu mpomnucu Mory mpecTaBbaT CO-
JHUIHY OCHOBY 3a OTKPHBAaI€ M XBaTame IOjeAMHAIlda U KPUMHHAIHUX Tpyla
KOjU Cy TOYMHWIA KpHWBHYHA Jena Kopuimhemem padyHapa u MHTepHera.
[IpoGsieMu y Be3M ca OTKPUBAEKEM KPUBUYHUX JIEIa U TOHBCHEM YUYHHHIIAIA
HACTajy HE TOJHMKO ycjel HpUpOJe HEeN03BOJLEHHX aKTHBHOCTH, Beh yIpaBo
30or mpupoaec WHGOPMANMOHWX TexHoJoruja. Hamme, rtmobamHa Mpexa
[MOBE3aHUX padyHapa M pauyHapCKHX CHCTEMa, Koja 00yXBara Iey 3eMaJbCKy
Kyrily, oMmoryhaBa mojeiMHIIMMAa y jeJHOj JApkKaBU Jaa mpeay3my oxapehene
MITETHE pajgme y OWIo KO0joj Apyroj MpkKaBW, MOKJE TOMA IOCTOjH padyHap U
UntepHer konekuuja Ha oba Mecta. OrpoMaH JOMET W TOTOBO IOTIYHA
AQHOHMMHOCT KOpHCHUKA Ha VHTepHEeTy OTekaBa 3aJaTak opraHa romerma Ja
yhy y Tpar yumHHOUMMAa W OTKPHjy HM3BOp KPHMHHAIHE AaKTHBHOCTH, a y
ClIy4ajy Ja TO ycCHejy, TpaHulle TePUTOPHjaliHE HAIJCIKHOCTH MOTY Ja HUX
crpeue y U3HOIICHY ONTyXO0e mpel Cy.

Opnpehenn acmeKTH BHCOKOTEXHOJIOMIKOT KPHWMHWHANIA, TIPEACTaBIbajy
CYIITHHY TpoOjeMa ca KOjuMa Ce OpraHdu OTKPUBAkha M TOWCHA KPUBHUYHUX
Jielia  Koja Cy TMOYUEbeHAa 3J0ynoTpeOoM UHGOPMAIMOHUX TEXHOJIOTH]a,
cycpehy. Ilpe cBera, pamum ce O PpEIaTHBHO HOBOj TIOjaBH O YHjUM
crnenupUUHOCTUMA HAJJICKHH OPraHU TOHBCHA U Ccyl)erha HUCY y JOBOJHHO]
Mepu ynosHatu. Ca apyre cTpaHe, HAYMHM M CpPEACTBA KOja c€ KOPHCTE Y
M3BPIICHY KPUBHUYHHUX JIeJla C€ MEHajy, OJHOCHO YCaBpIaBajy ca pPa3BojeM
nHPOpPMAaLMOHE TEXHOJIOTHje, YUMEe HEMHHOBHO J0J1a3u 10 nosehama pasimke
n3mel)y 3Hama M3BpIIMIIALA Jeia U (He)3Haba OBIAIINCHHUX CITyKOESHUX JInuIa
oparaHa romembha, U3 KOT pa3Jiora je HEOMXOHa CIICIHjaTu3ainja HaIeKHUX
opraHa Kako OW CyNpOTCTaBJbamhe BUCOKOTEXHOJOIIKOM KPHUMHHATY YOIIITE
owio moryhe. Jlpyro, aeduHuIlMje OBEe BPCTE KpUMHHAJIA HUCY jaCHO HUTH
yHHQOPMHO onpelieHe m yak MocToje HEeMOCHEAHOCTH W 3HA4YajHEe pasiuKke y
KPpUBUYHMM 3aKOHMMa TOjeIMHUX JpxaBa. Kako je TpaHCHaIMOHATHA
JUMEH3HMja BUCOKOTEXHOJIOIIKOT KPUMHHAIA Takole pereBaHTHA, MOTPEOHO je
yckiahuBame AePUHHUITIjA y TPOMUCHMA Ip’KaBa, jep YKOJIMKO HE IOCTOjU
IpaBHa KOMMATHOWJIHOCT Y KOHKPETHOM CJy4ajy, UCTpara U TOHCHE MOTY
HEMHHOBHO OuTH oTexxaHu. Tpehe, 3a Jena BHCOKOTEXHOJOMIKOT KpUMHUHAIA
KapakTepudHa je MPOCTOPHA yAajbeHOCT m3Mel)y yumHuorna u omrehenor, mpu
YUMYy C€ TOJI MECTOM H3BpIICHa KPUBUYHOT JIeja MOXKE CMATpaTh HEKOJIHKO
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JOKaI#ja Koje ce Yak MOT'y HaJla3UTH Ha TEPUTOPHjH HEKOJIHUKO OpxaBa. UeTBp-
TO, BepoBaTHONA TpHUjaBJbUBaka U OTKPHUBaka KPUBUYHOT fefia Cy AaleKo Ma-
e HEro y ciydajy TpaJulMOHAJIHMX KpUBMUYHMX nena. [lero, ¢ o03upom Ha
MPUPOAY EIEKTPOHCKUX JI0Ka3a U OpP3UHY KOjOM Ce paliiba MOXKE Mpeny3eTH, a
TParoBu y €IeKTPOHCKOM OOJIMKY M3MEHUTH, CAKPUTH WIH YHUIITUTH, TOCTOje-
he panme U Mepe HaIUIEKHHUX OpraHa He MPelCTaBJbajy OCHOB 3a AEIOTBOPHO
JIeNIOBAK>E OPraHa OTKPHBAa I FOMCHa KPUBUUHHX Je/a’.

CBu OBHM acleKTH YWHE BHCOKOTEXHOJIOLIKH KpUMHUHAJ Clienu(UIHUM 00-
JIUKOM KPUMHHAJIA M CBH MOpajy OMTH y3eTH y 0031p KaKko OW ce IITO MOTITyHH)e
pasyMerie U npeBasuiie Temkohe y OTKpHBamby U I0Ka3WBamby KPUBHYHHX JIeNa
u cyhemy yunnunonuma uctux. Umajyhu y Bumy cBe HaBelleHO, a 1a Ou ce oAro-
BOPHWJIO Ha CeUu(pUuHy NpUpOAYy KPUMHMHAIHHMX aKTUBHOCTH YUHISEHHX KOPH-
mhemeM padyHapCKHX Mpeka U CUCTEMa, Pa3syMJbHUBO j€ HACTOjame JprkaBa Ja
MpUIIaroJie, OAHOCHO YHOTITyHE rocTojehe KpuBHUHE 3aKOHE HOBUM ofpeadama.

2. [ToTrpeda npuiiarohaBama KpUBMYHE Mpoueaype cnenuPUIHOCTUMA
BHCOKOTEXHOJIOIIKOI KPpUMHMHAJIA

3a cTBapame oaropapajyhier mpaBHOr OKBHpA 3a CYNpPOTaBJbakbe OBOj Bp-
CTH KpUMHHAJIa IIYTEM KPUBUYHOT IIpaBa, OCUM LITO CC€ Yy NPOIMMCHUMa KPUBUY-
HOT MaTepHujaJIHOT mpaBa ojapeleHa MoHamama HHKPUMUHHLLY, Te TpeaBubajy
Ka0 KpUBHYHA JIe]ia MPOTHB MOBEPJHUBOCTH, IETOBUTOCTU M JOCTYITHOCTH pavy-
HapCKUX TOJaTaka M padyHAPCKHX CHUCTEMa, HEOIXOIHO je Ja MPOIHCH KpHU-
BUYHOT MPOIECHOT MIpaBa cajpke ojrosapajyha opnarihema HaIJISKHUX Opra-
Ha y I[WJbY OTKPHBarba H3BOPa HEJ03BOJBCHE PAJIhe, OJHOCHO MPHUKYIIhakha Mo~
JlaTaKa O yYUHCHOM KPUBUYHOM JIeTy U YYHHHUOIYY Koju hie OuTH nckopuinhieHu
Kao J0Ka3 y KPUBUYHOM IIOCTYIIKY, a BOJichu padyHa O CEUUIHOCTMA BU-
COKOTEXHOJIOLIKOT KpUMHUHAJIA U OKPYXKEHa Y OKBHPY KOT C€ HEJ03BOJHCHE aK-
TUBHOCTH TNpeay3uMajy. [Ipu Tome, oapeljeHe KapaKTepUCTUKE CAaBPEMEHHX pa-
YyHAPCKUX CHCTEMa M MpPEKa MPeICTaBibhajy 030MJbHY Ipernpeky 3a 00e30ehu-
Bame J0Ka3a MOTPEOHHX 3a ONTYKEHmhe U Boheme KPUBHYHOT TIOCTYIKA 3a Jera
BHCOKOTEXHOJIOIIKOr KpUMHUHANA . Ha CTpyKTYpHOM HMBOY, C OO3MPOM Ha TO
Jla C€ paIy O CBOjEBPCHO] pauyyHAPCKOj MPEXH Ha TII00aTHOM HHUBOY, caMa KOH-
¢urypanmja MHTEepHETa NpeBa3uia3y rpaHulle JpXKapa, JOK IMpeMa TpaIulHo-
HAJIHUM TPUHIMITHAMA Mel)yHApOTHOT jaBHOT TpaBa AP)KaBe UMajy HaJISKHOCT
CaMo y OKBHPY CBOJUX CYBEPCHUX TPaHHIIA, 114 j¢ CAMUM THM M MECTO Tpeay3u-
Mama paambi 1 Mepa HaIJIe)KHUX OpraHa y OTKpHBamY, TOmBEHY U Bol)emy Kpu-

% F. Cassim, ,,Formulating specialized legislation to address the growing spectre of cyber-
crime: a comparative study“, Potchefstroom electronic law journal, 12/2009, 55.

3 B. Maier, ,,How Has the Law Attempted to Tackle the Borderless Nature of the Internet?*,
International Journal of Law and Information Technology 2/2010, 153.
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BUYHOT ITOCTYIIKA 3a JieJla BUCOKOTEXHOJIOMIKOT KpUMIHAIA OIPAHUYECHO Ha Te-
puTopujy apkaBe. Ha TeXHMYKOM HHBOY, Omnepaluje Y OKBHPY pauyHapCKHX
crcTeMa U MpexKa KapakTepuule opeeHa HemocTojaHocT u Op3 MPOTOK IMoja-
Taka KOju MOTY OWTH M3MEHEHH, IPEMEIITeH!, TPUKPUBEHHN WK H30pHCaHu 3a
HEKOJIMKO CEKYH/IH, IITO y MIPUHIHITY, 3HA4YH Jia CIPOBOhEE paibu U Mepa pa-
IM [IpoHaNlakemha u 00e30ehema 1oka3a KpUMHUHAIHUX aKTUBHOCTH MOXe OHTH,
HajOJIaxe pedeHo, OTeXKaHO.

To ce Tnye mpobiaemMa HemoCcTojaHOCTH NoAaraka Ha ViHTepHeTy, Moryhe
peweme jecte npenBuhame obaBe3a MPyX aoluMa MHTEPHET yCIyra U JpyTux
TEJIEKOMYHHMKALMOHUX YCIIyra Ja 3a oapeleHn BpeMEHCKH NepHoJ 3aapiKaBajy
cBe ozpeleHe mojaTke U Aa UX Ha 3aXTEB HAJUIEKHHUX OpraHa YYMHE JOCTYITHUM
3a morpebe Bohema KpUBHYHOr TMocTymnka. [Ipomucu Om Tpebano na campike
opnamhiema opraHa rombemka Y /by OTKpUBamkba U3BOpa HEJA03BOJBEHE pajiibe,
Te UACHTU(UKOBAKHE TTOYNHNOIA KPUBUIHOT Jejia, OJHOCHO Ja 0u ce omoryhu-
JIO TIPUKYTUbAE M0JIaTaKa O YYULCHOM KPUBUYHOM JICTy W YUYUHHOILY KOju hie
6uti nckoprinheHy Kao J0Ka3 y KpMBHYHOM HOCTYHKY'. Y ToM cMuciTy, mocTa-
BJbA C€ MUTAmE J1a JIU j€ peryjinaama THX OBjallhema NPUCTYIIUTH PEAKTUBHO
WM npoakTHuBHO. OCUM TOTa NOCTaBJba CE MUTABE Y OJHOCY Ha KOja KPUBUYHA
nena ce cneun¢uyuHa opnamhema y Be3d ca Mpedy3uMameM MOCEOHHX JoKa-
3HUX paJiby Mpeay3uMajy: Ja JIH y OJHOCY Ha KpUBHYHA Jieja Koja ¢y y KpHu-
BUYHUM 3aKOHHMMa ojpeljeHa Kao Jiena MPOTHB pauyHApCKUX CHUCTeMa, Jelia Y-
j€ pamme cy mpemay3eTe 3JI0yHoTpeOdoM padyHapa WiIH Y CBAaKOM KOHKPETHOM
CITy4ajy Kajaa je moTpeObHo 00e30euTH T0Ka3 y eIMEKTPOHCKOM 00Ky 0e3 00-
3Upa 0 KOM KpUBUYHOM Jely ce paau. Jpyrum pednma, notpebHO je nohu of
OCHOBHE IPEMHUCE 1A TOAALH Y IUTUTATHOM OOJIMKY MMajy BPEAHOCT Y KPUBHUY-
HOM NOCTYIIKY Y JIOKa3Hy CHary Koja je MAeHTHYHA CHA3U MaTepUjaIHUX J0Ka3a
KOjH 11ocToje y (PU3NUKOM CBETY.

CxoaHo ToMme, onpendamMa KpUBHYHOT IPOLIECHOT MpaBa O Tpebano oMo-
ryhutn na ce oBe aBe Temkohe npeBaszul)y Ha oAroBapajyhv Ha4MH U y CKIamy
ca IpUHIMIIA U WHTepecHuMa KpUBHYHE Tpoueaype. bpojHu m pasHOBpcHU cy
W3a30BM Y OTKpHBaWmy M JIOKa3MBamy Jejla BUCOKOTEXHOJIOIIKOT KpHUMHHAa
Koje Tpeba mpeBa3uhu onrosapajyhuM oapendamMa KpUBUYHOT MPOLIECHOT IIpa-
Ba, a OJIHOCE CE Ha NMPEBA3HIIAKEHE OTPaHHUCHa Y CUTYAIMjH Kaja BUIIIE JApiKa-
Ba UMa HaJJIS)KHOCT HaJl TOBEHEM, 3a[pKaBambe U OUyBambe 1Moj1aTaka Koju Mo-
ry Outm ynorpeOJbeHU Kao JI0Ka3, JAaBame oAroBapajyhux opnamhema Haire-
KHAM OpraHuMa, MpOoHANAKEHke OJroBapajyher MexaHu3Ma 3a IpHUjaBJbUBAGE
KPUBHYHHX JIeJIa, KOOPAWHUPAKE PaIoM M pa3MeHy MH(pOpMalija U ToaaTaka
u3Mely HaJJIe)KHUX OpraHa, IeKOJUpamhe SHKPUIILHje U YTBphUBambe UACHTHUTE-

* . Brown, ,,Communications Data Retention in an Evolving Internet®, International Jour-
nal of Law and Information Technology 2/2010, 100.
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Ta YYMHHUOIIA, OAroBopajyha obyka 3amocieHnx y opraHuMa romema U cyhema
Ha CBUM HHUBOHMMA U CJIMYHO.

MebhyTum, npunukoM oapehuBama cBpXe M OKOJHOCTH MOJ KOjUMa ce
IporiecHa oBJamhema MOTY TPUMEHUTH, HEOTIXOIHO je BOJUTH padyHa O MpaB-
HUM TpuHIunuMa gomaher kpuBnuHe npoueaype. KpuBuuHoO mporecHo mpaso
IpeacTaBba HEONXOHY CHOHY M3Mel)y KpUBUYHOT Jiefia ¥ U3pHlama oapeheHe
KPHBUYHE CaHKIHMje O] CTpaHE CyJaa, T€ y TOM CMHCIy mpomucyje oapehena
oBiamrhema HAUIC)KHUM OpraHvuMa paju oCTBaAp€Hha KPUBUYHOIIPABHOT 3aXTEBA
a 'y ucto BpeMe Tpeba J1a cipeyd MpUMEHY KPUBHYHOT 3aKOHA IpeMa JIMIuMa 3a
KOje Ce YTBP/U Ja HUCY YYWHHJIM NPETHOCTaBJbEHO KPUBUYHO JIENIO, a Y3 04y-
BamkbEe MPETIIOCTABKE HeBI/IHOCTI/IS. N3 Tor pasjiora MpUJINKOM IPOIIMCHUBAEKA
opnamhema HaJI)KHUM OpraHuMa Yy BE3W Ca KPUBHYHHM IOCTYIIKOM TOCTOj€
onpeheHa orpaHuyuekha, Yju je CMICa0 CIPEeYaBamke CAMOBOJbE Y MOCTYIAkY O
cTpaHe Tux oprana. Kako Ou ce mocTuria HeonxoaHa paBHOTEXa u3Mely uHTe-
peca KpUBHYHOT TIOCTYyIKa U MHTEpeca (M MpaBa) ONTYXKEHOT U JIPYrux Jula y
MOCTYIIKY, peJIeBaHTHA Cy HE caMO OrpaHHYaBame 00MMa y IPONUCHBAKY OBJIA-
mhema Hero M HA4YMH OCTBApHBamba THX OBJAIINEHa, T BPCTA pallibH Koje Cy
OpTraHy OBJIAIINEHHU /1a TPEay3My.

3. Tpancnaunona.ﬂﬂa Nnpupoaa U HAJICKHOCT 3a OTKPUBaAIbLE
" 10Ka3uBahe 1€J1a BUCOKOTECXHOIOIIKOI' KPpUMHUHAJA

Beoma BakHa, anu M3y3eTHO CIOXKCHA MUTakba Y BE3W ca MPOLECYpHPameM
Jiena BUCOKOTEXHOJIONIKOT KpUMUHAJA OJHOCE ce oApehnBame MpUHIMIIA HauIe-
YKHOCTH Koju he ce mpuMemMBaTH y KOHKPETHOM citydajy. IIpucTym koju je y Teo-
PHjU Haj3acTYIUCHHjU jecTe 3ajlarame 3a CTBApakbeM MOCEOHNX MPUHIINIA 33 O]
pehuBame Ha/IeKHOCTH ¢ 003UPOM Ha TO A2 je BUPTYENTHH, KHOep mpocTop crie-
(UYaH ¥ y TOTIYHOCTH OJIBOjEH OJ] PEaTHOT IIPOCTOPA, Y KOM KOPHCHHUIIM pady-
Hapa ¥ pauyHapCKUX Mpeka KOMYHHUIMPa]y €JIEKTPOHCKH M MPEKO TpaHUIla Haj-
nexHocTy apxkasa’. HauiesHOCT y Kubep IpocTopy MOKEMO OPEIUTH Ko Hpa-
BO onpeheHe npkaBe W Ap)KaBHHX opraHa jaa ypelyjy omHOce Yy eNeKTPOHCKOM
OKpYXemy W MPHUMEY]y TIpaBHE HOpPME y OJHOCY Ha MpaBHE Cy0jeKTe Ha FHEeHO]
TEPUTOPHUjH a LITO MPOU3UIIA3N U3 CYBEPEHUTETA JpKaBe. Y TIOrNeay KpUBHYHOT
MaTepHjaTHOI M MPOLECHOT NpaBa BaKH NMPULMII A CYIOBU NPHMEY]y CaMo
HOpME OBe JIBE TpaHe Mpasa Koje je MpoIicalia HalMOHAJIHA JIP)KaBa allk He M HOp-
Me CTpaHor mpasa (ocuM y citydajy oxpeheHux obnuka Mel)yHapoHe npaBHe mo-
MohH, OJJHOCHO Ha OCHOBY patudukanyje oapeheHux melyHapogHHUX YroBopa).

5S. Brenner, ,,Cybercrime Investigation and Prosecution: The Role of Penal and Procedural
Law*, Murdoch University Electronic Journal of Law 2/2001, 40.

6 S. Brenner, B. Koops, ,,Approaches to cybercrime jurisdiction®, Journal of High
Technology Law 1/2004, 36.
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AKko ce y 003up y3mMe MOTryhr TpaHCHAIMOHATHH KapaKTep BHCOKOTEXHOJIOITKOT
KpHMHHAJIA, [TOCTaBJba CE MHTAamE Ja JIM NPUMEHA TPaJAWUIMOHATHHUX MPUHIIUIIA,
KOjU TIOYMBajy Ha 3alITHUTH MHTEpeca ApkaBe (TEpUTOPHjasIHU, 3aLITUTHH, Orpa-
HWYECHU TIEPCOHAIHU TIPHUHITUI), OJJHOCHO Ha CONMIapHOCTH MehyHapomHe 3ajen-
HUIE (HEOTPaHUYEHH TIEPCOHAIHN, YHUBEP3aIHH MPUHLIHIT), MOKE JOBECTH 0 CY-
ko0a HaJJIeKHOCTH KaJa Cce BHILE JAp)KaBa cMaTpa HaJe:KHOM? Y TOM CMHUCIY
Tpebano Ou nMaTH y BUay oapenoy wiaHa 22. KoHBeHIMje 0 KOMITjyTepCKOM KpH-
MUHAJITETY, KOja Toja3ehn o TEpUTOPHjaTHOT ¥ TIEPCOHAIHOT MIPUHITHAIIA TIPe/-
Buha KOHCynTanMje n3Mely qprkaBa WiaHMIA 33 MOCTHU3AkE CIopa3yMa O OAroBa-
pajyhoj HaIEKHOCTH Y KOHKPETHOM CJIy4ajy a pajyl MpeBazmiiakema mpodieMa
CyKko0a HaJUIS)KHOCTH Y BE3H Ca KPUBHYHUM MOCTYIIKOM H TOIITOBAMmEM TIPHHIIY-
na ne bis in idem ycraHoBJbeHUM Mel)yHapOJHUM MpaBHUM JoKymeHTuMa. C 00-
3MpOM Ha IPENpeKy TpaHCHaoHanHe npupoae MHrepHera, Moryhe perieme 6u
ce cactojaio y ¢popMmupamy Mel)yHapoiHe HONUIMjCKE OJHOCHO TY)KWJIAuKe Opra-
HU3alLMje WIKM JaBambe HAMOHATHUM CYyJOBMMa YHUBEP3aJIHE HaUIC)KHOCTH, Ha
KOjU Ha4uH OM ce CBa OrpaHHyera TEPUTOPHjATHE HAJISKHOCTH AP)KaBUX OpraHa
npeBazuinie u omna 6u omoryhena epukacHa 60pOa MPOTHB OBOT OOJIMKA TPEKO-
TpaHUYHOT KpUMHHaMA. MelyTum, oBakaB pajvKaiaH MPUCTYN HUje TpuxBaheH
jep BehuHa mpxaBa He *enu Ja ce OJpeKHe CBOI' CyBEpEHUTETa W NPHXBATH Jia
HaJUISKHU OpraHy Apyre IpiKaBe Mpeay3umajy oapeleHe uctpaxxne paame Ha BbH-
X0BOj TepuTopuju’. Kako, Iakie, HAIE/KHE OPraHU MPEIy3UMajy Pajibe CaMo y
OKBUPY TEpPHTOpHjE ApKaBe, HEONXOHO je KOPUCTHTH OIropapajyhe mexaHuzme
MehyHaponHe mpaBHe NOMONhHM Y KpUBHYHMM cTBapuMa. Mehytum, mocrojehin me-
XaHU3MH Cy Y HEIOBOJbHO] MepH e(HKacHHU, C 003UpOM Ja Cy MpoLexype mpyxKa-
a TIOMONH U capalise, YOIITe, AyroTpajHu, a paau obe30ehema ToKkasa 3a onry-
Kehe YUMHMIAIA y KHOep MPOCTOPY HEOIIXOJHO je XMTHO pearoBame, mna Ou Tpe-
0ano npenBUIETH MOTYRHOCT €KCTEPUTOPH]AITHOT ICJIOBAha HAIJIEKHNX OpraHa y
onpehernM cirydajeBuma 1o oapeheHnM yciroBuMa. Y CKIIaay ca IPUHIAIIOM Te-
PUTOPHjAITHOT CyBEpEHHTETa jeHe NpKaBe, PU3UYKO MPHUCYCTBO U aKTHBHOCTH
OpraHa jeiHe ApkaBe Ha TEPUTOPHjU Jpyre ApKaBe, a 0e3 MPEeTXOIHE carjacHo-
CTH Te JIp’KaBe MPEICTaBJbajy MOBPEAY TEPUTOPHjaTHOT cyBepeHHuTeTa. C THM y
BE3M je U JIIeMa Jia JIM j€ U 10J1 KOjUM ycJIoBuMa Moryhe Jja opraHu jeJiHe Japixa-
B€ MPUMEHOM TEXHHUYKHX CPEIICTaBa MPeay3uMajy paimbe U Mepe y LHJbY MPUKY-
IJbama MO/ATaka 3a MoTpede KPUBUYHOTI MOCTYIKA 3a Je1a BUCOKOTEXHOJIOMIKOT
KpHMHHAJIA, OJIHOCHO J1a JIW TIPHUCTYI padyyHapy U padyyHapCKUM CHCTEMHMA KOjU
ce HaJla3e Ha TepUTOPHjH ApyTe JpkaBe a kKopuiiheweM Mel)yHapoJHe KOMYHHKa-
LroHe HH(PaCTPyKType, Kakas je MIHTepHeT, npecTaBiba KpIISHEe MPUHLIUIA Te-
PHUTOPHjAITHOT CYBEPEHUTETA WITH TIPEBa3UIIKEby OBOT IpodiiemMa Tpeba MpHcTy-

" M. Goodman, S.Brenner, ,,The emerging Consensus in on Criminal Conduct in Cyber-
space®, International Journal of Law and Information Technology 2/2002, 178.
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MUTU TPArMaTUYHO TPONMCUBAKHEM MOTYNHOCTH E€KCTEPUTOPHjaHOT JIeJIOBamba
IOp>KaBHUX opraHa moj oapeheHum ycnoBuma. [lpaBuina mehyHapomHor jaBHOT
MpaBa HaJlaXy Ja ce y TaKBUM ClIy4dajeBUMa KOPUCTE MEXaHU3MH IpyKama Mehy-
HapoJIHE MpaBHE OMONH Y KPUBUYHUM CTBapruMa (MyJITHIaTepaTHA WiIH OuiaTe-
panau yrosop®), MehyTuMm, ¢ 0G3MpoM Ha HeeMKACHOCT TAKBUX MEXAHH3aMa, C
jenHe cTpaHe, M IPUPOY Mojaraka Koju ce oOpalyjy, CKiaauiTe U mpeHoce Imy-
teM VHTepHeTa, ¢ apyre cTpaHe, Omilo OM ONpaBaaHoO, YaK M YKOJIHMKO HE ITOCTOjU
Mel)yHapoHHE yToBOp KOju Om oMoryhuo melyyHapoaHy capaimy y Mpeay3uMamy
palmby NPUKYIUbakba A0Ka3a, HaIJIeKHUM OpraHnMa JaTH oBnamheme 1a moj of-
peheHnM ycroBrMa 1 y ozipel)eHrM cirydajeBUMa IPHCTYIIE U MPETpake padyHap-
CKE CHCTEME M MpEXe Koja ce HaJla3h Ha TEPUTOPH)U JAPyTe JpiKaBe, OJHOCHO Jia
npeay3umajy oapeheHe paame U Mepe pajau NPUKYIUbamka Mojaraka 3a mnoTpede
KPMBUYHOT IIOCTYIIKA 32 JieJla BUCOKOTEXHOJIOIIKOT KpUMKHAJIA YaK U BaH TPaHH-
I1a FbUXOBE TEPUTOPH]E.

[TojenHN MpaBHU CHCTEMH UMajy Pa3IMYHUTE MPHUCTYIE PEryucamy OJ-
roBopa Jp’kaBe Ha NPETHY BUCOKOTEXHOJOUIKOT KPUMHHAIA U HE MOCTOjH je-
JUHCTBEH CTaB O TOME KOjeé Ce TO HeoBJamheHe akTUBHOCTH 3JI0yIOTpeOoOM HH-
(DOPMALIMOHKX TEXHONOTH]a CBPCTABAjy MO OBUM MOjMOM’. Y TOM CMHUCIY O]
M3y3eTHOT 3Hauaja je KOHIIEH3YC MOCTUTYHT y okBupy Casera EBpore y Bumy
KOHBeHIMje 0 BHUCOKOTEXHOJIOMKOM KPUMHHANY . PaTH(UKOBAm-eM MIH MpH-
crynameM KoHBeHIWju, pkaBa ce 00aBe3yje Ja UMIUIEMEHTAIjOM oJipeada
MaTepHjaTHe W TIPOIECHE TMpHUpoae 00e30enw jga y momaheM 3aKOHOIABCTBY
MpeIBUIN Ka0 KPUBHYHA Jiena ojpeljeHa moHamama, Te aa npomnuiie ojapehena
opnamhiena HaJJIS)KHUM OpraHAMa HEOIXO/Ha 33 UCTPAry U KPUBUYHO TOHEHHC
TaKBMX KpUBHMYHMX Jena''. KOHBeHIMja mpejcTaBiba cBEOOYXBAaTaH OKBHD 3a

8 Ha Mel)yHapoqHOM HHMBOY IIOCTOje€ /Ba IMpaBHAa HMHCTPYMEHTa KOja IMpPYKajy CONUAHY
OCHOBY 3a CYLITHHCKY TIPEKOTPaHUYHY Capajiby Y CYNpOTCTaBJbamy cajoep kpumuHaty. [IpBu o1
OBHUX I/IHCprMeHaTa, KOHBGHL{I/Ija CaBeTa EBpOl'IC 0O BHCOKOTCXHOJIOIIKOM KpI/lMl/IHaJ'ly HaKoO
YCBOjeHa Ka0 PErMOHANHU MEXaHH3aM UMa TJI00aTHU 3Hauaj, a npyra je KonseHnuja YjennmeHnx
HaIlMja MIPOTHB TPAHCHAIMOHAITHOT OPraHU30BAHOT KPUMHUHAJA, KOja O]l MHIUPEKTHOT 3Ha4aja 3a
60pOy MPOTHUB BUCOKOTEXHOJIOMIKOT KPHMHUHAIA KaJla je UCTH Pe3yJITaT JIeI0Bamba KPUMHHAITHAX
rpymna y npeKorpaHuYHHM OKBHpPHMA.

% N. Foggetti, ,, Transnational Cyber crime, differences between national laws and develo-
pments of European legislation: by repression?, Masaryk University journal of Law and
technology 2/2008, 37.

19 Convention on Cybercrime, http://conventions.coe.int/Treaty/EN/Treaties/Html/185.htm.

"Ito ce True cTpyKType, KOHBEHIM]ja caipKK YeTUPH TIOTTIaBIba. Y Upeom ioinasmy nehu-
HHCaHH Cy OCHOBHHM IOjMOBH (padyHapCKH CHCTEM, pauyHapCKH MOAALH, IPOBajAepH YCIyra, mpo-
TOK NOfIaTaKa). /[pyio iloinas/me caipKu 3aKOHOAABHE Mepe Koje Tpeba Mpeay3eTH Ha HAIMOHATHOM
HHUBOY, & OJIHOCE Ce Ha KPUBUYHO MAaTEPHjaHO TPAaBO W KPUBUYHO MPOIIECHO MPaBO. Y OKBHPY
onespka 1. KoHBeHIMje KpMBHUYHA JIeNia Cy CBPCTAHA y YETHPH TPYIIE: TPBY TPYIy YWHE KPUBHYIHA
JieJia yCMepeHa MPOTHB MOBEPJFUBOCTH, HHTETPUTETA U TOCTYITHOCTH TIOJaTaka M HH()OPMAIIOHMX
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npuiiarolaBambe KPUBUYHOT MaTepHUjaIHOT M IPOLECHOT 3aKOHOIABCTBA U O/Ipe-
naba 3a mehyHapoaHy capaamy y 60pOH NPOTHUB KOMIjYTEpCKOT KpUMHUHAIA, a
¢ 003UpOM Ha HEAJEKBAaTHOCT TPAJAUIIMOHAIHUX UCTPAXKHUX OBJaIIhema U OJi-
cycTBO y BehrHHM 3eMasba MOCEOHUX MpOLEAYPaTHUX MPaBHUiIa Koja ce Mpume-
BYjy y kubep npocropy, KonBeHuja nma 3a uusb ga ce y romahieM KpHUBUYHOM
MPOIIeCHOM TIpaBy 00e30ene opnamherma HaJIeKHIM OpraHuMa Koja cy Heoll-
XOJIHA 32 MCTpary KPUBHYHHX JIea YIMILCHUX Y BE3H Ca PauyHAPCKUM CHCTE-
MHMa Kao M APYTHX KPUBUYHUX JIE)Ia 32 TOBEHHE KOJHX j& HEOMXOAHO MPUKYIIH-
TH TOJIATKE y eIeKTPOHCKOM 06Ky >. OBa oBnamhersa, 01 KOjUX Cy Heka Iio-
ceOHO WHOBAaTMBHA, OJrOBapajy Pa3IHMYUTUM IMJEEBHMA, KA0 IITO Cy HPHUKY-
IUbARbE J0Ka3a, JIONUpame U3BOpa U MIACHTH(UKOBAKHE YIMHHIIAA KPHBUIHUX
JieJIa aJIi CBa MMajy 3a IIMJb J1a CE MPUKYIIC MO 3a MOTpede KOHKPETHE KPH-
BUYHE CTBAPH M HUCY NTPOAKTUBHE Y TOIJIEAY CBOT e()eKTa Mk 00MMa U HE CITy-
e CTBapamy ,,0pPBEJINjaHCKOT" CUCTEMa eJICKTPOHCKOT Ha30pa y TEIICKOMYHH-
KaluoHoM okpyxewy. Koneniuja npeasuha moryhHoct a ce mojamu npuky-
IJbajy, T¢ 00aBe3yje OHE KOjU MOCEy]y PElICBaHTHE MOJATKE Ja UX YUYHHE JIO-
CTYITHUM, OJIHOCHO Jla X CadyBajy 3a nmoTpede Bohewa ucTpare, ajiu He CaJapKu
3aXTeB HUTH OIPaB/iaBa CBCOOYXBATHH M HECCICKTUBHH HA/I30p KOMYHHKAI[H]ja
MojeIMHaIA O CTPaHe Mpy’Kajala TeJICKOMYHUKAIIMOHUX yCIIyra HUTH TOJIH-
[IFje, OCHM aKo0 Ce Mpeay3uMajy paame paad OTKPUBama KOHKPETHOT KPHUBHY-
Hor sienia ¥ yauHuona. Ocum Tora, npeasuleHa cy 3HadajHe MpoLeaypaiHe ra-
paHIHje, INTO MPE/ICTaBIba jelaH O] INIaBHUX jgonpuHoca Konsenmuje'.

cucTeMa; Ipyry Ipylly YMHe KpUBHYHA Jiesla y Be3U ca pauyHapuMa (computer-related crimes) y u3-
BpILICHY KOjUX Ce padyHap IojaBJbyje Kao CpencTBo; Tpehy rpymy 4vMHe KpUBHYHA Jiela y BE3U ca
cajipkajeM; YeTBPTY IPyIy YHWHE IOBpeae ayTOPCKHMX M CPOJHUX TpaBa. Y BE3U Ca OBUM KPUBHY-
HHMM JenuMa, KOHBEHIMja Ipet MOTIMCHULIE TIOCTaBJba 3aXTEB 33 yBOEHEM HCTPAKHUX oBnamifie-
Ba, a paJi MOJICPHHU3AlIMje anata KOjH CTOje Ha pacrojaramby OpraHiMa HCTpare U rOmbera y Be3H
ca ca KOMIT[jyTepckuM KpuMmuHaioM. Hanme, y okBupy ozmesbka 2. (wiaHoBH 14-21.) cy oapende koje
ce OfIHOCE Ha NPOLIECHO PaBo, a cajipike ojpeheHe cMepHHUIIe 3a IOCTYIIAK, KOjU ce BOIH Y BE3H ca
KPHUBHYHHM JIEJIOM KOj€ M3BPIIEHO IyTEeM PauyHapCKUX CHCTEMa, Ka0 U CMEPHHIIE 32 IIPHUKYIUbake
JIOKa3a y eNeKTPOHCKOM OOJIMKY O M3BPIICHOM KPUBHUYHOM Jeily (Ia U O KPUBUYIHOM JIely Koje He
craja y KOMIjyTepcku KpuMuHan y cmucity KonseHimje). Y crnocraBibame, CIpoBOlene U MpUMeHa
osnanifier-a 1 MOCTyNaKa HABESACHHUX Y Ny KOjH ce OTHOCH Ha IIPOLIECHO MPABO 3aXTeBa OJ1 JpKaBe
na 06e30eu aJleKBaTHy 3allTHTY JbY/ICKUX MpaBa U c1000/ia — IPBEHTCBEHO TIpaBa Ha MPHBATHOCT.
[Ipu Tom Tpeda na ce momTyjy yoOU4ajeH! CTaHAapAH, Tj. MUHUMAaJIHE Mepe 3aIlTuTe, YKIbydyjyhu
MeljyHapoiHe HHCTpYMEHTE O JbYICKHM MpaBuMa. Tpefie tioliaeme THYe ce MeljyHapo/IHe capabe
1 CaJp>KH TIPUHIMIIE KOjH C€ OJJHOCE HAa HaJJIe)KHOCT, eKCTPAAULH]jy, OCHOBHE IPHHIMIE MehyHa-
pomHe oMohu- mporieype Koje ce oJHoce Ha Mel)ycoOHe 3axTeBe 3a ToMoh y HeTOCTaTKy Baxehnx
MeljyHapoJHUX criopasyma, y3ajaMHy HoMoh y Be3H ca IPUBPEMEHHM Mepama, Te y3ajaMHy rmomoh y
Be3M UcTparoM. Yeilipsiiio tioiiaebe Canpu 3aBpIIHE oapeaoe.

2 M. Gercke, ,,Europe’s legal approaches to cybercrime*, ERA forum No. 10/2009, 58.

3 Miquelon-Weismann, M., “The convention on cybercrime: a harmonized implementation
of international penal law: what prospects for procedural due process?” John Marshall Journal of
Computer & Information Law 2/2005, 333.
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4. Mepe H Paab€ 3a OTKPUBAKLE M IOKA3HBAILE A€J1a
BUCOKOTEXHOJOUIKOI' KPpUMHHAJIA

[Momamm xoju ce ckimaammTe, 006paljyjy 1 mpeHoce y paayHapCKUM Mpexa-
Ma M CUCTEMHMa Cy HETOCTOjaH! | MOJUI0KHHN U3MEHaMa, a Kako Ou ce CTBOPHO
OCHOB JIa C€ 3aXTeBa OUyBam€ OBUX IMOJaTaKa, CMaTpaMo JAa je Y HallMOHAIHO
3aKOHOAABCTBO NMOTPEOHO YBECTH XHTHO 0YYBame YCKJIAAMIITEHUX payyHap-
CKHMX M0JAaTaKa Kao HOBY NTOKa3HY palmiy, Koja O Moria OUTH OJ MpeCcy HOT
3HaYaja 3a ycleX KpUBHYHHUX UCTpara y padyyHapckuM Mpexkama. CMmmcao oBe
panme je CBOjeBpCHO "3aMp3aBame Mojaraka" y IUJby Ja ce CIpeud IyOuTax
WM W3MEeHa MmocTojehnx mogaraka Koju OM MOTIN OUTH O]l BPEIHOCTH Kao J0-
Ka3 y KpUBUYHOM IIOCTYTIKY, & KOjy 110 HAJIOTY HaJUICXKHUX OpraHa W3BpIIaBaiu
MpY’Kaoly TeJIEKOMYHHKAaUOHUX yciyra. OBa pagma Ou ce mpeny3uMana Jia
0u ce oapeheHn mojany OUyBaJid @ BUXOB HHTEIPUTET OJIpKao, 6e3 003upa na
JIU ce paju o rmojanuma o caobpahajy wmm o cajpkajy KOMyHHKAIHje, YKOJIUKO
0u mocTojana omacHoOCT off ryouTka win m3mene. CrpoBoheme Mepe OM OCHOB
uMalno y HapeqOu 3a XUTHO O4yBame MoJlaTaka Koja Ou ce u3aaBaia MmpyKaolu-
Ma ycllyra eJeKTPOHCKMX KOMYHHKallfja ca 3aXTeBOM Jla cadyBajy MOJaTKe Ha
onpeheHn BpeMEHCKH MEPHOJ U IPU TOME O ce paauiio ce o TajHoj Mepu. Kako
Ou y morieny dyBama M OTKpHBamba Mmojaraka o caodpahajy Morim HacTaTH Of-
pehern npobiieMu U3 YMBbEHUIIE Aa CY BUIIE NPOBajaepa YKIbYUYEHH Y MPEHOC
KOMYHHKaluje, 100po peuiene je npeABuaeTd MoryhHOCT J1a ce 3aXTeBa XUTHO
OYyBam€ [10/1aTaKa y YNTaBOM JIaHIly KOMyHHKaLuje y cMUCITy oxpehuBama u3-
BOpa M oJlpeuInTa, 63 003upa Ha Opoj oneparepa Koju Cy YKIbYUeHH y TIPEHOC
komyHHKanuje. [Ipu Tome 0m Omito Moryhe 3axTeB YIyTHUTH caMo MPYKaoluMa
y OKBHPY TEPUTOpHjalIHUX I'paHMLA je[HE JpKaBe, a ako Ou ce mopyka NpeHo-
cHJIa TOCPENICTBOM MPOBajAepa U3 CTpaHe 3eMJbe, HEOIXOIHO O1 010 moKpeTa-
e 0JroBapajyhnx MexaHn3ama 3a rpyxxare y3ajaMHe mpaBHe moMohu.

VY curyauuju kazaa je norpeGHO padyHap KOM C€ HPUCTYNHIIO MpEerienaTH,
OJTHOCHO OCTBApUTH YBUJI y TO KOJH C€ TIOJalld Y HKeMy Halla3e, MoCTaBjba ce
MUTamke Ja JH je Moryhe aHaJoTHO MPUMEHHUTH TpaBHiia Koja ypehyjy Tpaau-
LUOHAJIHE MEpe IIPOLeCHE NMPHHYAE IpeMa cTBapuMa y ¢opMu IpeTpeca U npu-
BpeMEHOT ofy3uMama ¢u3ndukux npeamera. [lomasehn on mpermocraBke na je
HEOIXOJHO MOCEOHO peryjmcaTH Npely3uMame pajibe Mperpare padyHapa,
PavYyHapCKOr CHCTeMa M Mpe:Ka U MPHUKYIUbalbe MOJaTaka KOju ce Y HmHMa
CTBOpEHH, 0Opal)eHu M IPEHOLICHHU, MaXBby je MOTPeOHO IMOCBETUTH HAYMHY
ypehemwa cnenehux nurama: jacHoMm yTBphuBamy pasiuke usmel)y nperpare ay-
ToMaTcKu oOpal)eHuX MmojaTaka W NPUKYIJbamba ayTOMAaTCKX MPEHOLIEHUX IO-
JaTaka M 1ojaTaka Koje je KOPHCHHUK CTBOPHO; 00aBe3d oOaBelITaBama JIMLA
KOj€ je mpsKaJiall padyHapa O TOME Jia je CUCTeM OHO MPEeAMET IMpeTpare u Koju
nojany cy npuOaBibeHH y oJroBapajyfieM MOMEHTY; oOMMy M ycloBUMa 3a
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MIpeTpary padyHapCKOT CHCTEMa KOjH je ca padyHapOM KOjH je TIpeIMeT IpeTpa-
re TOBe3aH MPEKO padyyHapcke mpexe. [la Ou ce mperyienao payyHapCcKd CH-
cTeM, Te J1a OU ce yTBPAWIIO MPHUCYCTBO M0JIaTaKa HEONMXOIHUX 32 KPUBUYHY HC-
Tpary, HEOIXOHO j& YTBPIUTH KO j€, MOJ KOjUM YCJIOBHMAa U MO KOM OCHOBY
opnamhieH Aa MPUCTYIU pauyHAPCKOM CHCTEMY, T€ Jia JIu Moryh mpHucTyn y of-
pehernM xuTHUM ciyuajeBuMa MuMo yTBphennx npasmia'’. Ocum mro cy Hai-
JeKHA OpraHd oBiIAIIheHH Ja mpeTpaxke, OJHOCHO Ha ojaroBapajyhm HauwH
MPUCTYIIE PAYyHAPCKOM CHCTEMY, OJJHOCHO JIeJy PadyyHapCKOT CHCTeMa Kao U
ypehajuMa 3a CKIaJMIITeHE ToJjaTaka KOju Ce Hajla3e Ha TePUTOPHjU ApPiKABE,
YKOJIUKO j€ BEpOBATHO Jia Ce MOJally CKJIQJAUIITEHH Y IPYTOM PauyHapCKOM CH-
CTeMy WIIH JIeJly CHCTEMa, a KOjH Ce Haja3e Ha TEPUTOPU)HU JIp>KaBe U Moryhie UM
j€ TPHUCTYNUTH, OJHOCHO KOjU CY IOCTYITHH MPEKO padyHapCcKOI cUcTeMa KOju
ce mpeaMeT mperpare, Tpebano 6u gatu oBnamheme HaUICKHAM OpraHuMma Ja
y oapeheHnM ciryyajeBUMa HHULUjaHy IPEeTpary NpoLIupe U Ha Taj APYTH pa-
YYHApPCKHU CUCTEM.

Junema nocToju 1 y norieay MoryhiHOCTH MpOLIMpeka IpeTpare Ha pady-
HApCKU CHCTEM KOjU CE Haja3W Ha TCPUTOPHUJH JIpyre ApikKaBe a KOM je MpPEeKo
MPeTpaXMBaHOT padyHapcKor cucrema Moryhe mpuctynutu nytem WHTepHeTa
WM JIpyTe padyHapcKe MpeXe MM T3B. IPEKOTPaHUYHY MpeTpary paqyHapcKor
cucteMa Tpeba pa3MaTpaTé y BE3H ca IpYXambeM y3ajaMHe MpaBHe rmomohu y
KpUBMYHMM cTBapuMma. IloTpeba peryiucama HNpuUCTyla padyHapy, padyHap-
CKUM CHUCTEMHMa U pauyHapCKUM MpEXaMa H y pauyHapCKOM CUCTEMY y IPYroj
IpKaBU U TpETpaKUBamba IMoJaTaka Koju Cy YCKIaauITeHu, oOpalyjy ce uiu
IpeHoce y WUMa NpOoM3HJIa3H U3 UYUbCHUIC Aa je y MHTepHeT OKpykemy,
ycIiell MPUPOJIe OBE TI00allHe padyHapcKe MPEKe U MOBE3aHOCTH pauyHApPCKHX
CHCTEMA KOjU Ce Hala3e y pa3InIuTHM JpKaBaMa, MoTyha cuTyardje aa Haue-
JKHU OpTaHH jeJIHe JpKaBe, npeay3uMajyhu oapehene ucrpaxue panme He Oy-
Jly CBECHH J1a Cy npeTparom o0yxBaheHH MOAAIM y OKBUPY padyyHapCKHUX CHCTeE-
Ma KOjH ce Haja3e y IpyruM Ap:KaBama, YuMe Moxke J1ohu 10 moBpene TepuTo-
pHjaHOT CyBepeHHTeTa Ap)KaBa YKOJIMKO Ou mperpare Owie mpemysere 0e3
MPETXOAHOT 00aBelITeHha, OJHOCHO CarjacHOCTH Apyre Apkase. M3 Tor pasio-
ra HEOIXOJ/HO je Jia MOCTOje SKCIUIMIUTHA Mel)yHapOoHOIpaBHaA MpaBHjia Koja
ypehyjy MoryhHOCT mpeKorpaHWYHOI MPHCTYNAa W MpeTpare pavyyHapcKHUX
CHCTeMa M Mpe:ka, OJHOCHO CIOpa3yMHu KOjU Ae(pHHHUIIY yCIIOBE TOJ KOjuMa
ce TpeTpara MOKe BPIIMTH YMECTO Tpakce 10 NPUHLMIY laisee faire. VI3 Tora
pasjora HEONXOHO je oAroBapajyhum onpendama perynucatu cineneha nurama
je 1) moa xojuM ycjaoBUMa H y K0jOj IpOoLeAypH Ap>KaBe jeaHa APYroj MOry Jo-
3BOJIUTH CTIPOBOl)ee MPEKOrPaHUIHOT MPEXXHOT IpeTpakuBamba (peTpakuBa-

14g, Trepel, "Digital Searches, General Warrants, And The Case For The Courts," Yale
Journal of Law and Technology 10/2008, 138.
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BE padyHapcKe MpEKe) a y3 HOIITOBAamkE MpaBa OCYMILHMUYCHOT Kao M IpaBa U
uHTepece Tpehux nuia; 2) y ciaydajy Aa ce HaJJIe)KHUM OpraHuMa CTpaHe JpiKa-
BE€ NPEKOTrPaHUYHO MPEXKHO NpETPaKUBabe HE T03BOJH, Aa 1 01 Omito Moryhe
Ha ojipeheHn HauMH 00e30euTH ToJaTKe Koju ce oOpalyjy, cknaaumire u npe-
HOCE y OKBHPY padyHapcKe MpEKe WM CUCTEMa Ha TEPUTOPHUjU Te Ap>KaBe U y
KaKBoOj mpoueaypu (y3 ykazuBame Ha MoTpely CTBapama eKCIEAUTUBHHUX TPO-
Heaypa 3a 3aJipKaBame MojlaTaka Kako Ou ce CIpevro HUXOB TyOUTaK WITH U3-
MeHa Tpe OKOHYama PEJIOBHE MPOILeAype Clama U MOCTYyIMamka M0 3aMOTHHIIA-
Ma); 3) /1a JM je OonpaBJaHO MHCHUCTHUPATH Ha PEIOBHUM MEXaHM3MHMa 3a Ipy-
Kame MpaBHEe MOMOhM y KPHBHYHUM CTBapHMa, a KOjU Cy JYrOTpPajHH, JIOK je
MPUPOAA MMoJIaTaKa KOju MOTY OMTH €IEKTPOHCKH JIOKa3H TaKBa Jla ce OHH JIAKO
u Op3e Memajy, OIHOCHO MPUKpHBajy U rybe. Kako O6u ce orpannyema mnocroje-
hux mMexaHn3ama MpeBa3HIlie, ca HAPOYUTOM MaKKHOM OM Tpedajo carieaatu
MeXaHH3aMa KOju Cy HEOIXOJHHM 3a yOpazaBame IPEKOrpaHIYHE capalmbe Hall-
JISKHUX OpraHa y OTKPHBaky, HCTPAXKUBAY M FOWEHY OJHOCHO CYHpPOTCTa-
BJbaby KPUMHUHAIY KOjy NIOYHBa Ha 3JI0YNOTPEOU JUTHTAIHE TEXHOJIOTH]E U pa-
YyHAPCKUX CHCTEMA.

C 003upoM Ha TO Ja Cy 3a KPUBUYHH ITOCTYIIAK O] 3HaYaja HE caMo Ioja-
U KOjU CY YCKJIAIUIITCH! Y JeJITHOM PauyyHapCKOM CUCTEMY, HETO U IOJIalH KO-
JU ce TeHepHIIly y peaTHOM BpEeMEHY JOK CHUTHANl KPO3 pauyyHapCKy MPEXy Mpo-
Ja3u O U3BOPA JI0 OAPENUIITAa KOMYHHKAIUj€, KOPUCHO je MpeaBuaeTH Moryh-
HOCT TpecpeTama TeJeKOMYHMKaNMja 1 32 padyHapcke KOMyHHKanuje. Me-
hyTuM, Kako je JOIUIO A0 KOHBEPreHNWje WHPOPMAMOHUX U TeIEeKOMYHHKa-
LUOHUX TEXHOJIOTHja, MOCTaBJba Ce MUTame Aa Ju ce nocrojeha opnamhema
TEXHUYKOT HaJ30pa KOMyHHUKaIMja MOTY €KBUBAJICHTHO MPUMEHHUTH Ha CIIy4aj
npecpeTama pa3InIUTUX O0JMKA TEXHUUKUX KOMYHHKalHMja Kao IITO Cy KOMY-
HuKanuje u3mely pauysapa'”. Y HOIIeny NMpHKyIJbama MOJATAaKa KOjH HHCY
YCKJIaJMIICHH Y jeTHOM padyyHapCKOM CHCTEMY HEro IojiaTaka KOju ce TeHepH-
Iy y pealHOM BpeMEHY JIOK CHUTHAJ KPO3 pauyHApCKy MpPEXy MpOJa3u O U3BO-
pa Jo oJipeanIITa KOMyHHKAIHjE, ONPABIAHO j& Pa3NIMKOBATH MPHUKYIIJhAkbE Y
peaylHOM BpeMeHy MoAaTaka 0 KOMYHHKaIlMOHOM caoOpahajy W mpecperame y
peaTHOM BpEMEHY ToJIaTaka O cajapikajy KoMyHHUKaiyja. Hampie:xxaum oprannmMa
Tpeba aatu oBnamheme Aa NPUKYIJbAjy WM CHUMAjy MPUMEHOM TEXHUYKHX
CpeICTaBa Ha CBOjOj TEPUTOPHjH, OJTHOCHO Jla HAape/e MpyKaoluMa TEIeKOMY-
HUKAIIMOHHUX yCIyTa /1a Y OKBUPY CBOjHX TEXHUYKHX MOT'YNHOCTH MPHKYILbAjy
nojarke. MelyTum, kako O mpecpeTame mojaTaka o caipikajy KOMyHHKanuja
MPEICTBIBANIO palby KojoM Ou ce y Hajehoj Mepu 3aaupaio y NpUBaTHOCT, M-

'S W. Murdoch, “Regulation of State Surveillance of the Internet human rights infringement
or e-security mechanism?“, International Journal of Electronic Security and Digital Forensics,
1/2007, 44.
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Tame je /1a JIM je OmpaBAaHo MpeaBHaeTH MoryhHOCT ofpehnBama Te pagme 3a
CBa KpUBHYHA JIeJla WM CaMO y3 MOIITOBAmbE MPUHIIMIA TPOTOPIMOHATHOCTH,
OJTHOCHO CaMO 3a UCTPaKUBabE TEKHUX KPUBHUUHUX Jiena. Takohe, Koxa mpecpe-
Tama MoJaraka o Ca/ipkajy KOMyHHKalMja IIOTPeOHO je Aa ApiKaBe MpOINHUILy J1a
ce Mepa MpHUMemYje y OJHOCY Ha ojpel)eHy KOMyHHUKaIUjy Koja ce Ha TEPHUTO-
pHju Te ApkaBe 00aBiba MyTEM pauyHApCKOT CUCTEMa, a He 00aBe3aTH MpyKao-
L€ eNEeKTPOHCKHX yCIyra /a 3aJpKaBajy HECEJIeKTHBHO NOAATKE O CBUM KOMY-
HUKalMjama 3a oapehenn Bpemenkcu nepuof. Llto ce mpasBHor ypehema npe-
CpeTama KOMyHHKAIlMja THYe, HEOMXO/HO je y MPOIMUCcCUMa Ha oJroBapajyhu Ha-
YUH npeBa3uiu HEKOIMKO JUJIeMa: 1 JIM je ONPaBAaHO SBEHTYAIHO MPOIIUpe-
e 00MMa TEXHUYKOT HaJ[30pa y Cly4ajeBUMa UCTpare TEIIKUX KPUBUYHUX Jie-
Jla IPOTHB TIOBEPJEUBOCTHU, MHTETPUTETA H JIOCTYITHOCTH TEJICKOMYHUKAITMOHHX
WIN padyHapCcKHX CUCTEMa W Ha MpecpeTame MojaTaka O CaJipikajy KOMyHHKa-
1Hje ¢ 063MPOM HA HAYENO MPOIOPIMOHAIHOCTH *; 11 JIH je MoTpe6GHO oxpe/n-
TH pa3IMuUTe yCIOBE 32 Mpeay3uMarbe OBE Palibe Y 3aBUCHOCTH OJ BPCTE KO-
MyHUKanuje (KoMyHUKaluja uaMel)y pauyHapa win u3Mely mnojeuHana u pady-
Hapa) U Ipupojie Mpexe (jaBHA WITH NIPUBATHA) y MOTJIEAY KOJUX Ce MpecpeTame
oapehyje; Koje cy To TEXHHYKE Mepe KOje UCTPaKHU OpraHd MOPajy Ja KOPUCTE
Kako Ou NpUKyIJbeHU NoAauu Omnm ob6e30eaulenu Ha oarosapajyhn HauuH; Ka-
KO MOCTaBUTH YCJIOBE W OAPEIUTH TapaHluje 0 KOjuM Tpeba BOAWTH payyHa
MPUJIMKOM MpecpeTama Kako Ou ce mocTuriia oarosapajyha paBHorexa usmelhy
MpaBa MojeInHaIa Ha MPUBATHOCT U HHTEpeCca KPUBUIHOT TOCTyIKA?

VY Be3u ca OCTBApUBAKBEM MIOMEHYTHX OBNANINCeHha HAUICKHUX OpraHa, Mo-
TpeOHO je obaBe3aTu onpeleHe cyOjexrTe Ha capaamy. Hajupe ce mocraBiba
MUTamke, Ha KOjU HAUYMH 00aBe3aTH JIMIa Koja uMajy MPUCTYI OJHOCHO KOHTPO-
Jy HaJl pavyyHapOM WJIM pauyyHApCKHUM CHCTEMOM Yy KOjUMa Cy YCKIaIUINTCHH,
obpahenn wm ce mpeHoce MoJaany KOju MOTy OHUTH MCKOpPHUITheHH Kao JT0Ka3 y
KPUBMYHOM IIOCTYTKY Ja HaJUIe)KHUM OpraHnMa OMoryhe mpHucTyr, OJHOCHO
IpeTpakuBamke TOT padyHapa, cucreMa mwin Mpexe? Kako obaBesy npeaaje on-
peheHnx mpemMeTa, a Koja je mpenBuleHa TpaaWIMOHATHUM IMPABUIIUMA KPH-
BUYHE MpOIEAype MPHIArOJUTH BHPTYEIHOM OKpPYXKEHhY W HEMaTepHjaIOHO]
MPUPOAN €JIEKTPOHCKUX JOKa3a (IpuMmepa paju, 00aBe3nBambeM Jla ce ITamIia-
jy nomamm wim na Oyay TpeAcTaBJbeHW YBHUIJBMBO] M pa3yMJbHBOj (opMu y
CIIy4ajy na Cy MOJalUeHKPUIITOBAHU, OTPKUBAHEM JIO3MHKE U CIMYHO). OcuM
TOra, ca HMJbEM CTBapama MEXaHu3Ma Koju oMmoryhaBa aa ce ymyTH 3axTeB ca-
JpxaH y (HOpMaTHOM HaJIOTy MOJHIIMjE WK CyJia ia ce oapelheHu mojanu mnpe-
Jajy HaJUIeKHAM OpTaHWMa, IMOTPEOHO je TPEIBUIIECTH W3/IaBarme CBOjEBPCHE
Hapeade 3a TMpeAaBame MojaTaKa, Kao MpaBHOT OCHOBA 3a oMoryhaBame Npu-

' J. Cannatacia, J. Mifsud, ,,The end of the purpose-specification principle in data
protection?*, International Review of Law, Computers & Technology 1/ 2010, 108.
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CTyMla TOJalMMa yCKIQJAHWINITEHUM Yy padyHapCKOM CHUCTeMy WM ypehajy 3a
CKIaUIITee noaaraka. [locTaBiba ce MUTame KOjU OpraH je HaJUIexaH 3a JI0-
HOLIEHE TaKBe Hapea0e U KOjU ce CBU MOJALU MOTY TPaKUTH, HAPOUHUTO Y BE3U
ca TIOITOBAaWkEM MPaBa MOje/IMHIIA Ha HETIOBPEAMBOCT KOMYHHUKAIH]a, OJIHOCHO
WHTEpeca 3allTUTE TIOCIIOBHE TajHe. Y Be3HW ca 00aBe30M Jpikaola padyHapa,
OJHOCHO PauyyHapCKOT CHUCTEMa, MOCTaBJba CE M MHUTAIE JAa JIM j€ ONpaBAaHO
o0aBe3aTu JHIle Koje Mmoceyje 3Hama 0 (PYHKIMOHUCAY CHCTEMA KOJH Ce TIpe-
Tpakyje Ja ca HaJIeXKHUM opranmma capal)yje npyxajyhu uM HEonmxomHe WH-
(dopmalmje HApOYUTO aKo Ce pagy O OCYMIMYEHOM Iy a mMajyhu y BUIY
NPUBHIIETH]Y O] CAMOOITYKHBabha WX Ce MaK Ta 00aBe3a MOXKe OJHOCHTH ca-
MO Ha aJIMUHHCTPATOpPE CHCTEMa W JIpyra TeXHWYKa juia. Mcro tako, crenu-
¢uuHe obaBe3e MOTY OMTH HAMETHYTE OlepaTepuMa jaBHUX M NMPUBATHUX Mpe-
Xa J1a ynoTpede cBa HEONXOAHE TEXHUUKE Mepe Te omoryhe npecperame Teie-
KOMYHHUKaI{ja O] CTpaHe MCTPaKHUX OpraHa, OJHOCHO NpYXKaolHuMa TEeIeKo-
MYHUKAIOHHX YCIIyTa JOCTYIHUX jaBHOCTH Ja MO Hapea0u HCTPAKHUX OpraHa
y4uHE JOCTYIIHHM HOAATKE NOTpeOHEe paau HACHTH(PHUKOBamba KOPUCHHUKA yCITy-
re a y moryieqy Kojux Ipyskajar MMa IpUCTYII, OHOCHO KOoHTpoiy. C mocnen-
UM Y BE3H C€ MOCTaBJba MUTAKE, KOju ¢y TO nojamnu? HeonxomHo u onpasia-
HO je HallpaBUTH pa3iuKy u3melhy uIeHTH(PUKAIMOHHX Mo1aTaKa, APYTHX IMo1a-
TaKa " OCEeTJbMBUX Nozaartaka. CTora HapoOUUTy MaKmby Tpeda MOCBETUTH NPaBH-
JMMa 4YHdja je CBpXa 3alllTUTa MoJaTaka O JIMYHOCTH, Te CTaHIapAH30BaTH MPO-
LeAype ¥ TPAXKHUTU OJ] omepaTepa Ja MOJATKE YUYHHE JOCTYIHUM Ha OCHOBY
CTaHAAapAHUX MMMCAaHUX HapenOu, Te n3deraBaTu HeHOPMAIHO U YCMEHO MPUKY-
IUbaEe Kako OM ce ToJalM MOTJIM KOPHUCTUTH Kao Joka3. Kako ce He OM KOM-
IIPOMHUTOBAJIA HICTpara, NCTH Cce MOTY 00aBe3aTH /1a Kao TajHy 4yBajy YHHCHHILY
Jla U3BpILIABajy T€ pajie [0 HAJOTy HaJUIe)KHUX OparaHa Kao M cBe MHQoOpMa-
nyje y Be3u ca TuM. Takolhe, OUTHO je peBUAETH MPaBo JUIA Ha KOje ce paj-
Ba OJHOCH JIa Y OJroBapajyheM TpeHyTKy Oyje 00aBEmTEHO y KOje CBpXE U I10
KOM IIPaBHOM OCHOBY CYy C€ TIOAALU MPHUKYILballH.

HecnopHo je, nakne, aa je moctoju notpeda 3a npensubhamem MoryhHo-
CTH Jia ce TIpUMEHOM OJpeheHHX TEXHHUYKUX CpeJICTaBa MOoJAIU y padyHap-
CKHM CHCTEMUMa NPUKYIIbajy, 00pal)yjy u KopHucTe, Te 00aBe3nBamBEM OJIpe-
henux cyOjekara Koju mocenyjy pelieBaHTHE MOAATKE Aa MX Y4YMHE JOCTYII-
HUM, OJIHOCHO J1a UX CavyyBajy pajil OTKpUBamba KPUBUYHOT JeJla ¥ YYMHUOLA
3a moTpebe Bohema KPUBUIHOT MOCTYIKA, Tl CBEOOYXBAaTaH M HECEICKTHB-
HU HaJ30p KOMYHHUKaI{ja MojeInHala 0Ji CTpaHe Ipyskajala TelIeKOMyHHKa-
UOHUX yCIIyTra WM MOJIUIMje HUje OnpaB/aH, Beh je HeOmXoaHO NMPeIBUACTH
oJpeheHa mpomeaypasHa orpaHuyema U rapaHiuje, 0JJHOCHO OJroBapajy-
hum mponucuma noctuhn npaBennu Oananc usmely morpeba Bohema Kpu-
BUYHOT TMOCTYIIKAa M MOIITOBama JbYJICKHX IpaBa, OJAHOCHO oBJlamhema uc-
TPaXXHHUX OpraHa y IUJbY NMPHUKYIUJbamka MojaTaka ¥ 00MMa 3alTHTE IpaBa Ha
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MIPUBATHOCT MojeanHarna. Jla 6u ce cupedmiio apOUTpepHO MOCTYIAkE HaIe-
XKHHUX JIP)KaBHHX OpraHa, y CKJaay ca MPUHIUIIOM BllaJjaBUHE MpaBa, IPHIIH-
KOM 3aKOHCKOT' peryjiucama, OJHOCHO oJpehuBama W U3BpLICHa oapeheHnx
MIPOIIECHUX PaJib-i ¥ INJbY OTKpUBama M 00e30ehnBama eneKTpOHCKUX JT0Ka-
38 0 yYUHEHOM KPUBHYHOM JIEJIy U YYUHHUOLY, TOTPeOHO je BOJUTH padyHa O
oxpeheHUM orpaHuueHUMa y BUAY MUHUMAJIHHUX YCJIOBa M TapaHIHja Koje je
noTpeOHO y3eTH y 003up Kako Ou ce 00e30euna afeKkBaTHa 3amTuTa oapele-
HHUX JbYACKHX TpaBa u ciaoboma. C 063upoMm Ha ,3axBaT™ onpelheHe paame,
OJIHOCHO OTIACHOCT OJI YIpO’KaBama Mpasa MojeJrHana Koju cy norohenu oj-
pehuBameM paimbe, MUHUMAaIHE MEpe 3alUTHUTE MOTY C€ OJHOCHUTH Ha CYJCKY
KOHTpPOJIy WJIM HaJ30p JAPYror HE3aBUCHOT OpraHa, 3aKOHCKO ojpehuBame
pasiora Koju oIpaB/iaBajy NpuUMEHY pajibe, Te OTpaHnueha y 0OMMy U Tpaja-
By npuMeHe panmwe. [Ipu Tome, He Tpeba 3aHEMapuUTH yTHLA] MPOLECHUX
opyamhewa, T€ MpaBa, OATOBOPHOCTU M JIETUTUMHE HMHTepece Tpehux nuna
npemMa Kojuma pajira Huje ojpeheHa a koju cy yuecHuIn y ojapehenom komy-
HUKALMOHOM OJHOCY. Y BE3W ca IMOCTU3amkeM IIOMEHYTE PAaBHOTEXE je U MH-
Tamke KOje Cy TO MoJaTKe Npykaolu MHTepHET U Ipyrux TeJIeKOMYHUKALNO-
HUX ycllyra JIy>)KHU Jla 9yBajy U Yy KOM BPEMEHCKOM IEepHOJy a Koje Ja Ha
3aXTEB UCTPAXHUX OpraHa YMHE JOCTYMHHUM 3a moTpede Bohema KpUBUYHOT
[IOCTYIIKa, ¢ 003MpOM Ha TO JAa, C jeJHE CTpaHe, 3alpXKaBame I0JaTaka o
MpEXKHOM caoOpahajy Moke OWTH 01 M3y3€THOT 3Ha4aja y OTKPUBAKHY BUCO-
KOTEXHOJIOIIKOT KpUMHUHAIIa JIOK, C JApyTe cTpaHe, 3aApxkaBame Ha Heoapele-
HU WIH OYT BPEMEHCKH IEPUO]I MOKE JOHETH Hecpa3MepHe TPOLIKOBE, a Mpe-
BEJIMKa UCTpaXkHa opjamhema Mory OMTH y cykoOy ca MpomucuMa KOju ra-
paHTyjy IpaBa Ha MPUBATHOCT, OJHOCHO ypelhyjy 3amTuTy momartaka o Jimd-
HOCTH, M3 KOT' pa3jiora NpuiMKOM MpOIUCUBaKka pajmu U Mepa 3a obe3oehe-
B 0Ka3a Te NpHU OApehuBamy, OJHOCHO NMPUMEHHM THX Mepa U palmbu Io-
TpeOHO BOAUTH padyHa O oJpeheHHM NMpUHIUNKMA (3aKOHUTOCT, HEOIXOJ-
HOCT, HPOIOPIHOHATHOCT, TPAHCIIAPEHTHOCT)' .

EBuzieHTaH je HejocTaTak MPaBHUX CTaHIAP/A Y BE3H ca JIOKa3HUM IpaBH-
J¥Ma O eJEKTPOHCKHM 3alliCUMa Kao TParoBUMa W3BPIICHA KPUBUYHOT Jelia
panu MoryhHOCTH BUXOBOT Kopuiihema y KpUBUYHOM TMOCTYIIKY, IOceOHy ma-
KIbY je MOTPeOHO MOCBETUTH €JIEKTPOHCKMM Aoka3zuma. [Ipu tome tpebao
Ou y3eTu y 0031p 3aKOHCKA pellera y M0jeIMHUM ApKaBaMa u mpuMepe 1o0pe
Mpake y Morjiey Tora Kako Ja ce MPHUKYIJbajy U cadyBajy eIeKTPOHCKH 3arucH
Ha HauuH KojuM he ce Haj0oJbe 00e30eANTH UHTETPUTET, Ay TEHTUYHOCT U NpHU-
XBaTJBUBOCT THX 3aIlMCa KA0 JI0Ka3a y KPUBUYHOM IOCTYIKY IPE CyIOM ApiKa-
Be. Takole, Tpebano Ou BoAWTH padyHa ¥ O OCHOBHMM IMPHHIMIIAMA Ha KOjIMa

'7L. Costa, ,,Privacy and the precautionary principle®, Computer Law and security Review
28/2012, 18.
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T0YMBA JUTHTANHA (OPEH3HKA KAO €0 KPUMUHATHCTHKE *, KOja KOPHCTH HAyd-
HO M3BEJCHE U AOKa3aHe METOJE 3a UACHTU(HKAL]Y, CaKyIlJbabe, JOKyMEHTO-
Bame, YyBame, pPyKOBamke, BPEIHOBAE, aHANN3Y M MHTEPIPETAIH]Y eeKTPOH-
CKHX Tparopa' .

5. 3akipyuak

Kako y BenukoMm Opojy Ap>kaBa HUCY npeABHl)eHE afeKBaTHE Paambe U Me-
pe panu oTKpHBama U obezbehema mokasza 3a morpede Bohema KPUBUIHOT TI0-
CTYIIKa 32 JieJla BHCOKOTEXHOJIOMKOT KpUMHHAIIA, TIOCTOjH MOTpeda aa ce oJro-
Bapajyhum nponucuMa y HallMOHaJTHUM 3aKOHOAABCTBUMA HAIJIC)KHUM OpraHU-
Ma 7ajy oBnamhema Koja Cy HEOIXOIHa 3a UCTPary U rombemhe KPUBUYHUX Jera
YUUILCHUX Y BE3HW Ca PayyHapCKUM CUCTEMHMa Kao M APYTMX KPUBHUHHX JeNa
3a TOBEHE KOJUX je HEOMXOJHO MPUKYIHUTHU MOJATKE y EIEKTPOHCKOM OOJIHKY.
Oga onamthema Ou Tpedasio a OAroBapajy pasu4uTUM IHJBEBHMA, Kao IITO
Cy MPHKYIUbAWkE JIOKa3a, JIOIHMPAme W3BOpa U HIACHTH(PHKOBAKC IMOYMHHOIA
KPUBHYHOT Jiesia. Y TOM CMHUCITY, TTOCTaBJba Ce MUTabE, 1a JIM IPAaBHOM PEryJiu-
camy THX OBiamhema NPUCTYIUTH PEaKTUBHO WJIM NIPOAKTHBHO. Takole, Heon-
XOJTHO j€ OJIpeTMTH Y OJTHOCY Ha KOja KpUBUYHA Jefia ce crenududHa opnanrhe-
Ba Mpey3uMajy: Jia I Y OJHOCY Ha KPHBHYHA JIesia KOja Cy Y KpUBUYHUM 3a-
KOHMMa ojpeljeHa Kao Jiena NpoTUB padyHapCKUX CHUCTEMa, Jieia Yhje palmbe cy
Ipey3eTe 3M0YnoTpeOoM padyHapa WM y ClIydajy Ja je moTpeOHo 00e30enuT
JIOKa3 y €JICKETPOHCKOM OOJIMKY 0e3 003upa 0 KOM KPUBHYHOM JCITy CE Paju.
HezanemapssuBomM Opojy AprkaBa Kao y30p y CTBapamy MpPaBHOI OKBHpA 3a Cy-
[IPOTCTaBJbakbe¢ BUCOKOTEXHOJIOIKOM KPUMHUHAILY MOCIY>KUIIA Cy pelieka caap-
xaHa y Konsernmmju Casera EBpomne. Mehytum, He ymamyjyhu Outan momnpu-
Hoc KonBeHuyje a umajyhu y BUy J1a je TPEHYTHO TEXHOJIOIIKO OKPYKEHe J1a-
JIEKO OJ] TOTa Ja je MISHTUYHO CTamy O]l Ipe BHILIE OA JeCeT roJuHa, Ipole-
CHOTIpaBHE OJ[pe/10e Koja Ce 3aCHMBAjy Ha peniekhuMa u3 moMmeHyte KonBenmmje
Cy HeNpuXBaTJ/bHMBA M 3acTapesa U He MOTY JaTu oJroBapajyhe pesynrare y oT-
KpHuBamy Hu 00e30ehemy qokaza 3a moTpede Bohema KpUBUYHOTL MOCTYTIKA 32 JIe-
Jla BUCOKOTEXHOJIOLIKOT KpuMuHana. [laHac je y nanexo Behoj MepH KOMIIMKO-
BaHO yhH y Tpar U3BpIIMOILY, OTKPUTH KPUMHUHAJIHE aKTHBHOCTH Ha MTepHeTy u
00e30eauTn enekTpoHcke nokase Hero 2001.roguwne, jep mporec cBojeBpCHE
"nururanse rinodanusanyje” HacTaBiba Ja ce yOp3aBa, a OCTaBJbEHH OKBHP j€
BHUIIIE PEaKTHBAaH HErO MPOAKTUBAH, a HUje HU TEXHWYKH HeyTpayaH. [Ipumepa

'8 Leigland R., Krings A., “A formalization of digital forensic”, International Journal of
Digital Evidence 2/2004, 28.

' Bumre Bugern: T.Jlykuli, ,,Jlurnranan gokasu®, 36opnuk padosa Ilpasnot (axynisieiiia y
Hosom Caoy 2/2012, 177-192; M.ITucapuh, ,EnexrpoHcku 3ammcu kKao J0Ka3 y KPHUBUIHOM
MOTYNKY*, 300pHuk padosa IIpasnot ¢axyniueitia y Hosom Caoy 2/2009, 519-536.
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panu, mocToju 00ube KOMYHUKAIIMOHUX MPEKa M CPEJICTaBa: MOJalU ce pa3me-
BYjy y3 MOMOh mpuBpeMeHuX onlineatoTeka U CepBepa, a y CBE IIUPOj yIO-
Tpebu cy nmameTHH MOOMIHHM TenedoHu Kojuma ce npucryna Uarepuery, VOIP
TEXHOJIOTH]a, alIuKaIfjeca CUCTeMaTCKoM eHKpumjoM (Skype) te codrepu
KOjU MPHUKPUBajy KOMYHUKAIIMOHU KaHall U oHeMoryhaBajy yTBphjuBame aapece
n3BOpa M oApeauiTa KomyHukauuje (kakaB je TOR -The Onion Roter), na je
NOTPEOHO EKCIeTUTUBHO JEJIOBATH J1a OM Ce OTKPUO Tpar Wi M3BOP KOMYHH-
karuje. [Iponanaxkeme U3BpIIMOIA IPeKo /Pampeca HEje BUIIEC TOJIUKO jEIHO-
CTaBHO Kao Npe HEKOJHMKO FOJMHA, U3 BUILE pa3iora: TauyHo je Ja ce y3 momoh
IP ajpece MOXe OTKpUTH Be3a ca oapehenum npyxaounem MHTepHET ycmyra u
TEPUTOPHUjOM onipeheHe mprkaBe, alld TO HE 3HA4X na he ce Ta ajgpeca TOBECTH Y
Be3y ca KpajlbuM KOPUCHHKOM jep Cy CB€ BHIIE Yy YHOTpeOM ITUHAMHUYKE
IPanpece, a ocum Tora Moryhe je kopumhemeM oJpeheHux mporpaMa MpUKpH-
BaTH, OJHOCHO HMcTe MemaTH. CTora je HEONXOHO NMPEUCITUTATH OCHOBHE I10-
crynate Ha kojuma nounBa Konsenuuja Casera EBporne a TuMe u peiema y Ha-
LUOHAJIHUM CUCTEMHUMa JpKaBa NoTHHcHULA, Mehy kojuma je n PemyOnuka Cp-
Ouja, OJJHOCHO Pa3sMOTpHUTH TMOTpedy yHampelhema mocrojehux W mpemioxuTH
yBOheHe HOBHX pellieikha Y KPUBHYHOM IPOIIECHOM IPaBy.
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and Investigation of Cyber Crime

Abstract: Certain aspects of cyber crime represent the essence of the pro-
blems that authorities prosecuting crimes committed by abuse of information
technology face everyday. All these specific feauters of cyber crime crime must
be taken into consideration in order to understand and overcome difficulties in
investigation and prosecution of crimes and trial of perpetrators. Given all the
above and in order to respond to the specific nature of criminal activities com-
mitted using computer networks and systems, it is understandable that countries
strive to adapt or complement the existing criminal law provisions. To create
an appropriate legal framework for fighting this type of crime by means of cri-
minal law, rules of substantive criminal law should incriminate certain beha-
viors and predict offenses against the confidentiality, integrity and availability
of computer data and computer systemsand rules of criminal procedure law
should determine the appropriate powers of the authorities in order to identify
sources of illicit actions and collect information on the committed offense and
the offender which could be used as evidence in criminal proceedings.

Key words: cyber crime, the normative response, detection, investigation.
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